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Fuzzy Rule Interpolation Toolbox for the GNU
Open-Source OCTAVE

Maen Alzubi∗, Mohammad Almseidin∗, Mohd Aaqib Lone∗ and Szilveszter Kovacs∗
∗ Department of Information Technology, University of Miskolc, H-3515 Miskolc, Hungary

∗ Email: alzubi@iit.uni-miskolc.hu, alsaudi@iit.uni-miskolc.hu, mohdaaqiblone@iit.uni-miskolc.hu, szkovacs@iit.uni-miskolc.hu

Abstract—In most fuzzy control applications (applying classical
fuzzy reasoning), the reasoning method requires a complete fuzzy
rule-base, i.e all the possible observations must be covered by
the antecedents of the fuzzy rules, which is not always available.
Fuzzy control systems based on the Fuzzy Rule Interpolation
(FRI) concept play a major role in different platforms, in case
if only a sparse fuzzy rule-base is available. This cases the fuzzy
model contains only the most relevant rules, without covering
all the antecedent universes. The first FRI toolbox being able
to handle different FRI methods was developed by Johanyak
et. al. in 2006 for the MATLAB environment. The goal of this
paper is to introduce some details of the adaptation of the FRI
toolbox to support the GNU/OCTAVE programming language.
The OCTAVE Fuzzy Rule Interpolation (OCTFRI) Toolbox is
an open-source toolbox for OCTAVE programming language,
providing a large functionally compatible subset of the MATLAB
FRI toolbox as well as many extensions. The OCTFRI Toolbox
includes functions that enable the user to evaluate Fuzzy Infer-
ence Systems (FISs) from the command line and from OCTAVE
scripts, read/write FISs and OBS to/from files, and produce a
graphical visualisation of both the membership functions and the
FIS outputs. Future work will focus on implementing advanced
fuzzy inference techniques and GUI tools.

Index Terms—Fuzzy Rule Interpolation, OCTAVE FRI Tool-
box, OCTFRI Toolbox, FRI Toolbox

I. INTRODUCTION

The most research papers related to Fuzzy Rule Interpo-
lation (FRI) methodology are apparently created using the
MATLAB environment. Unfortunately, there is a lack of
FRI toolbox implementation in other programming languages.
There are many implementations of the classical fuzzy rea-
soning methods for dense rule base systems, but the Matlab
FRI toolbox [1] is the only FRI methodology collection for
sparse rule bases. It implements a set of different methods,
because up to now, there is no common FRI methodology for
handling sparse fuzzy models. More techniques exist which
follows each others, but none of them is accepted as universal
FRI solution. There is a need for a toolbox in which any of
these methods can be applied and compared.

The first FRI Toolbox was implemented by Johanyák et al
for the MATLAB environment in [1]. This special toolbox is a
collection of MATLAB FRI functions, which can be run under
MATLAB. It is easy to use and handy tool for demonstration
and research purposes, but the integration into the real appli-
cation is troublesome. Therefore a new developer framework
which includes more FRI methods has been designed and
implemented.

This paper focuses on the use of the Fuzzy Rule Interpola-
tion (FRI) to support GNU/OCTAVE program. The OCTAVE
Fuzzy Rule Interpolation (OCTFRI) toolbox is an open-source
toolbox for OCTAVE that provides a large MATLAB compat-
ible subset of the functionality of the MATLAB FRI toolbox
as well as many extensions. The OCTFRI toolbox includes
functions that enable the user to evaluate Fuzzy Inference
Systems (FISs) from the command line and from OCTAVE
scripts, read/write FISs and OBS to/from files, and produce
a graphical output of both the membership functions and the
FIS outputs. Future work will focus on implementing advanced
fuzzy inference techniques and GUI tools. The OCTAVE FRI
toolbox is available for download on [2].

The rest of the paper is organized as follows: Section
II provides the background of the FRI toolbox. Section III
presents features of the OCTAVE FRI toolbox and its structure
and functions. Section IV introduces a summary of some
Interpolative System (FIS) types. Section V presents related
works of the FRI MATLAB toolbox. Section VI introduces
the fuzzy rule interpolation OCTAVE toolbox itself. Section
VII gives practical examples for the evaluation of two different
FIS and OBS data files. The conclusion and future work are
presented in section VIII.

II. BACKGROUND

The use of the FRI toolbox for implementing type-1 fuzzy
inference systems is no diffuse. Currently, there is a deficiency
of the FRI toolbox available for creating other types of fuzzy
systems and other programming languages. As mentioned
before that the initial FRI toolbox was implemented in the
MATLAB environment, in which researchers have opened and
accessed the FRI source code, however, the use of source code
still demands in-depth knowledge (i.e. fuzzy rule interpolation
methods), and thus does not perform the same purpose as
toolbox in terms of obtaining the material simply available
for users from various backgrounds.

The FRI Toolbox is a set of FRI functions, which can be
run under MATLAB. It is easy to use and beneficial tool for
demonstration and research purpose, but in the real application
could be troublesome. It is based on the MATLAB, that
is restricted in terms of its availability (MATLAB is ruled
to license fees) and its user base. These constraints, limit
the appropriation practicable of the current MATLAB FRI
toolbox. For this purpose, a new developer framework based
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on OCTAVE environment which includes FRI methods has
been introduced.

The FRI toolbox presented in this paper is based on the
openly available OCTAVE language. As regarded, OCTAVE
gives the advantage of not only being openly available but
importantly that it, as a language is accessible to users from a
broad variety of backgrounds. Moreover, the benefit of high-
level mathematical languages such as OCTAVE and MATLAB
provides built-in primitives for representing and manipulating
vectors and matrices, which can be used to directly represent
and manipulate fuzzy sets. Meanwhile, these languages pro-
vide rich built-in graphical abilities for 2D and 3D plotting,
which can be utilized to represent fuzzy sets.

III. FRI TOOLBOX FEATURES

The OCTAVE FRI toolbox has several associations with the
MATLAB FRI toolbox. This is natural as both FRI toolboxes
perform determined FRI concepts and methods. The similarity
between both languages, nevertheless, has the distinct benefit
of greatly facilitating the use of either toolbox for researchers.
The resemblance based on the essential FRI concept between
both OCTAVE and MATLAB FRI toolboxes will be illustrated
in III-A, followed by a basic overview of the main structure
of FIS and OBS data files in III-B and the main function of
the FRI displays in III-C.

A. The MATLAB and OCTAVE Program Languages

MATLAB and its toolboxes, including fuzzy logic and
Fuzzy Rule Interpolation (FRI) toolbox have become in fact
standards in both university and production environments for
engineering computation and design. For many potential MAT-
LAB users, however, the cost is prohibitive and the license
too restrictive. To meet the needs of these users, an open-
source equivalent of MATLAB, called OCTAVE, was written
and shared under the GNU Public License [3]. OCTAVE is
one of the high-level programming languages which aimed to
work on numerical computations. It was developed to be a
simple and interactive environment in comparison with other
softwares, such as FORTRAN. OCTAVE is enhanced by user-
contributed packages managed by OCTAVE-Forge [4]. The
packages provide a wide-ranging of functionality.

One of the essential features of OCTAVE is its compatibility
with MATLAB since it uses the same syntax used in MAT-
LAB and it can run MATLAB m-files [5]. Programmers can
find some differences between OCTAVE and MATLAB since
OCTAVE parser allows some syntax, that MATLAB does not,
such as quotes, where single and double quotes are supported
in OCTAVE, but only single quotes are used in MATLAB.
Another kind of differences is that OCTAVE supports C-style
auto-increment and assignment operators where MATLAB
does not.

Comments in MATLAB are written after % while in OC-
TAVE you can use both % and #. In MATLAB the control
blocks (while, if and for) as well as the functions delimiter
all finish with ”end”, while in OCTAVE you can also use
”endwhile”, ”endif”, ”endfor” and ”endfunction” respectively.

In MATLAB the not equal to operator is ”=” while in OC-
TAVE ”!=” is also valid. MATLAB does not accept increment
operators such as ”++” and ”–”, while OCTAVE accepts them.
Therefore, this free, open-source implementation of estab-
lished techniques in a MATLAB-like environment provides
a practical alternative for many students and researchers.

While there is no difference between OCTAVE and MAT-
LAB, in terms of the scope of the implementation the current
state of the OCTAVE FRI toolbox is similar to the MATLAB
FRI toolbox in terms of fuzzy rule interpolation type-1,
however, the OCTAVE FRI toolbox. For the majority of the
type-1 functionality, one can establish a comparison between
the functions implemented in the OCTAVE FRI toolbox and
those in the MATLAB FRI toolbox as is expected because of
the essential FRI concept.

B. The FIS and OBS Structure

Because the FIS Structure is central to the OCTAVE fuzzy
logic toolbox, the toolbox’s FIS structure is designed to cor-
respond to the data files in the MATLAB fuzzy logic toolbox.
The FIS and OBS structure as implemented by MATLAB FRI.
The OCTAVE fuzzy logic toolbox uses the same structure
for its FIS and OBS. Fig. 1 shows the main structure of
the FIS and OBS, also shows the member of the structure
that describes the membership functions ”paramsy”, which
includes the membership values for the characteristic points
of the fuzzy sets in case of piecewise linear membership
functions.

Fig. 1. FIS and OBS Data Structure [1]

The FIS and OBS data files format of the membership
functions can be described as follows: (MF1=’A1;1’:’trapmf’,
[3 8 12 17]![0 1 1 0]), (MF2=’A2;1’:’trimf’, [5 10 15]![0 1 0]),
and (F3=’B1;1’:’singlmf’, [10]![1]), where, trimf, trapmf and
singlmf refer to triangular, trapezoidal and singleton member-
ship functions respectively, the A1;1,A2;1 and B1;1 denote the
names of the membership functions, the values [10 20 30],
[4.5 5 5.5 6] and [0.46] denote to the characteristics points
(params) of the membership in universe of discourse, a new
parameter in fuzzy interpolation structure is called (paramsy)
that was represented by ![0 1 0], ![0 1 1 0] and ![1], this
parameter refer to the breakpoints of the characteristic points
of the antecedents, consequences and observation fuzzy sets.
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C. Implementation of ievalfis

The function ”ievalfis” is the core of the FRI toolbox.
”ievalfis” evaluates a FIS and OBS files of FRI methods,
and for each set of inputs, ievalfis returns one or more crisp
output values. The function ”ievalfis” may be called as follows:

output=ievalfis(OBS, FIS, InterpolationType, Params);

The crisp input values are arranged in a matrix, called user
input above, in which each row represents one set of FIS
inputs. For an FIS that has M inputs, an input matrix of v
sets of input values will have the form:

⎡
⎢⎢⎢⎣

input11 input12 .. input1M
input21 input22 .. input2M

. . . .

. . . .
inputv1 inputv2 .. inputvM

⎤
⎥⎥⎥⎦

The output is a matrix of crisp values in which each row
represents the set of outputs for the corresponding row of
user input. For an FIS that has M outputs, an output matrix
corresponding to the preceding input matrix will have the
form: ⎡

⎢⎢⎢⎣

output11 output12 .. output1M
output21 output22 .. output2M

. . . .

. . . .
outputv1 outputv2 .. outputvM

⎤
⎥⎥⎥⎦

The optional argument num-points specifies the number
of points over which to evaluate the fuzzy values. If not
specified, the default for some methods value of 101 or 501
in other methods is used. Furthermore, to returning the crisp
output values, ievalfis returns its results based on the FRI
method used. These results may be plotted or further analyzed.
The format of the resulting output depends on the Fuzzy
Interpolative System (FIS) type used.

IV. FUZZY INTERPOLATIVE SYSTEM TYPES

This section presents a brief overview of different methods
and approaches that are used for fuzzy rule interpolation
concept. It also provides some relevant works related to the
application of using the FRI MATLAB toolbox.

The first FRI method (KH FRI) was proposed by Kóczy and
Hirota [6]. It was initially referred as ”linear interpolation”, the
KH FRI is based on linear interpolation of α-cuts of the fuzzy
sets, it applies linear interpolation for getting the conclusion
for both end points of each α-cuts of the observation, rule
antecedents and consequent fuzzy sets. The conclusion could
be calculated using the fundamental equation of the KH FRI
(1), which is based on the lower and upper fuzzy distances
between fuzzy sets [7].

dist(A∗, A1) : dist(A
∗, A2) = dist(B∗, B1) : dist(B

∗, B2)
(1)

where d refers to the Euclidean distance that could be used
between the fuzzy sets (A2, A2) and (B1, B2).

The upper and lower endpoints could be used to calculate
the distance between the conclusion and the consequent which
must be comparable to the upper and lower fuzzy distances
between observation and antecedents. It can be calculated by
(2):

B∗
αC =

∑2
i=1

BαiC

dC(A∗
αC ,AαiC)∑2

k=1
1

dC(A∗
αC ,AαkC)

(2)

A modification of the KH FRI is called (VKK FRI), it was
proposed by Vass et al. [8]. This method is also following
α-cut technique, where the conclusion is computed based on
the distance of the center points and the widths of the α-cuts,
instead of their lower and upper endpoints of the KH method
as shown in Fig.2.

Fig. 2. The Distance of the Center Point and Width in the VKK Method [8]

The stabilized KH (KHstab FRI) was proposed by Tikk et
al. [9] to handle and exclude the possible abnormal conclusion.
For calculating the fuzzy conclusion, this method applies the
reciprocal distance as weights between all the rule antecedents
and the observation for all the α-cuts. The universal approxi-
mation property holds if the distance function is raised to the
power of the dimension of the input as shown by (3) and (4).

Min(B∗
α) =

∑n
i=1

inf(Biα)

dN
L (A∗

α,Aiα)∑n
i=1

1
dN
L (A∗

α,Aiα)

(3)

Max(B∗
α) =

∑n
i=1

sup(Biα)

dN
U (A∗

α,Aiα)∑n
i=1

1
dN
U (A∗

α,Aiα)

(4)

Another approach of FRI methods is called the Modified α-
Cut based Interpolation (MACI) method [10]. The main idea
of this method is based on the vectors description of the fuzzy
sets for eliminating the abnormality problem in the conclusion.
The fuzzy set in this method could be described by two vectors
space, it can represent the left and the right flank of the α-
cut levels where the abnormal consequent set is excluded. The
conclusion B∗ in this method could be determined by (5).

RB∗ = (1− λcore)RB1 + λcoreRB2 (5)

Where,
λcore =

√∑k
i=1(RA∗

i −RAi1)2√∑k
i=1(RAi2−RAi1)2

The Conservation Relative Fuzziness (CRF) method was
introduced in [11] by Kóczy, Hirota, and Gedeon. This method
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aims to obtain the conclusion based on determining the core of
conclusion C∗ based on computing the ratio distances between
fuzzy set of the antecedents (d1(A1,A2)) and consequences
(d1(B1,B2)) with the core length of c∗ of the observation as
shown in Fig.3. Therefore, the CRF technique determines the
fuzziness of the (left A1, right A∗) must be the same fuzziness
of the (left B1, right B∗), and similarity the fuzziness between
(left A∗, right A2) and (left B∗, right B2).

Fig. 3. The Ratio Distances Between Fuzzy Sets [11]

The IMUL method proposed by Wong, Gedeon and Tikk
[12], IMUL was introduced to avoid the abnormal conclusion
and improve the multidimensional α-cut (levels) based on the
fuzzy interpolation. This method was introduced to combine
between the features of MACI and CRF methods. The IMUL
method applied the vector description, it can describe the
characteristics points of the fuzzy sets through advantageous
the transformation feature of MACI method, and representing
the fuzziness of the input and output by CRF method. The
conclusion in the IMUL method is based on calculating
the left/right core (LC/RC) and flank (LF/RF) as using the
Equations (6) and (7):

LCB∗ = (1− λcore).LCB1 + λcore.LCB2+

(λcore − λleft/right).(LCB2 + LCB1) (6)

LFB∗ = LCB∗ − rk

(
1 +

∣∣∣∣S′

U ′ −
S

U

∣∣∣∣
)

(7)

The General Method (GM), it was published by Baranyi et
al. [13]. The GM method will adopt the characterization of the
position fuzzy sets to determine the reference points (core),
thus, the distance between the observation and antecedents
fuzzy sets can be calculated based on the reference points as
shown by Equation (8). The conclusion in this method could
be determined by two algorithms, the first one is based on the
fuzzy relation, which is to generate a new interpolated rule
Ri : Ai → Bi that positioned between rules R1 and R2, the
position of the new rule is the same position of the observation,
thus, each fuzzy set of the antecedents is used to produce the
new rule which must be identical with the reference point of
the observation fuzzy set in the corresponding dimension.

d(A1, A2) = |RP (A2)−RP (A1)| (8)

The second one is based on the semantics of the relations,
which is the new rule could be specified as a part of the
extended rule of the approximate conclusion, as a conclusion

of the inference method is defined by determining this rule.
In many instances, there is no identical similarity between
the rule and the observation part, for this purpose, many
techniques are used to handle the mismatch by either the
Transformation of the Fuzzy Relation (TFR) technique or by
Fixed Point Law (FPL).

The ScaleMove method was presented by Huang and Shen
[14], it follows the interpolation concept to handle the sparse
fuzzy rule bases. The ScaleMove method provides the abilities
to work with different fuzzy membership functions types. This
method is based on the Centre Of Gravity (COG) of the
membership functions as shown in Fig.4. It creates a new
central rule via two adjacent rules that are surrounding the
observation.

Fig. 4. Representative Value of a Triangular and Trapezoid Fuzzy Sets [14].

This ScaleMove method takes two steps to get the conclu-
sion, the first step is to produce a new central rule (A′ → B′)
is produced within the existing surrounding rules between
observation (A∗ : A1 → B1, A2 → B2) through to apply
the Equation (9):

λREP =
d(REP (A1), REP (A∗))
d(REP (A1), REP (A2))

(9)

The second step is to calculate the A′ similarity degree
between fuzzy sets (A′ and A∗) that is transforming B′ to B∗

with the desired degree of similarity by the scale and move
transformations.

V. FUZZY RULE INTERPOLATION MATLAB TOOLBOX
AND RELATED WORKS

In [15], the fundamental concepts of a Fuzzy Rule
Interpolation-based (FRI) Reinforcement Learning (RL)
method called FRIQ-learning were discussed with bench-
marks. The interpolation within the knowledge-base allows the
removal of less important, unnecessary information, while still
keeping the system functional. A Fuzzy Rule Interpolation-
based (FRI) RL method called FRIQ-learning is a method
which possesses this feature. FRIQ-learning is also suitable
for knowledge extraction. The FIVE FRI method was used By
handling the antecedent and consequent fuzzy partitions of the
fuzzy rule-base as scaling functions (weighting factors), which
turns the fuzzy interpolation to scale crisp interpolation. The
implementation of the FIVE FRI is also appearing in the FRI
toolbox [2].

The authors in [16] give a brief introduction to the FRI
methods and description of the refreshed and extended version
of the original fuzzy rule interpolation MATLAB toolbox.
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The methods used in the FRI toolbox (KH, KH Stabilized,
MACI, IMUL, CRF, VKK, GM, FRIPOC, LESFRI, and
SCALEMOVE) were tested to compare them according to the
abnormality and linearity criteria, based on different numerical
benchmark examples.

The authors in [17] introduced the benefits of the FRI
in the Intrusion Detection Systems (IDS) application area,
for the design and implementation of the detection mech-
anism for Distributed Denial of Service (DDOS) attacks.
The performance of the FRI-IDS application was compared
to other common classification algorithms (support vector
machine, neural network, random forest and decision tree)
used for detecting DDOS attacks on the same open-source
test-bed environment. According to the results, the overall
detection rate of the FRI-IDS is in pair with other methods.
Consequently, the FRI inference system could be a suitable
approach to be implemented as a detection mechanism for
IDS; as it effectively decreases the false positive rate value.

In [18], authors introduced a detection approach for defining
abnormality by using the Fuzzy Rule Interpolation (FRI)
methods with Simple Network Management Protocol (SNMP)
Management Information Base (MIB) parameters. The im-
plemented experiments were performed using Matlab and
the Fuzzy Rule Interpolation Toolbox (FRIT) [2]. The FIVE
method was chosen as the inference reasoning of the proposed
detection approach.

Authors in [19], analyzed equations and notations related
to piece-wise linearity property, which is aimed to highlight
the problematic properties of the KH FRI method to prove
its efficiency with piece-wise linearity condition. The study
presented in the benchmark examples can be served as a
baseline for testing other FRI methods against situations in
which the linearity condition for KH FRI is not fulfilled. In
the study, the FRI Toolbox was used to test the benchmark
examples for different FRI methods.

VI. FUZZY RULE INTERPOLATION OCTAVE (OCTFRI)
TOOLBOX

A. General description

The OCTAVE FRI toolbox is aimed to commonly giving at
least the same set of features as it exists in the MATLAB FRI
toolbox. Being an open-source toolbox, it is hoped that in the
overall feature richness and functionality of the toolbox will
be increased in time through the open access contribution.

The OCTFRI toolbox is the initial version of FRI techniques
based on OCTAVE language, which includes FRI functions to
evaluate FISs and OBSs files from the command line and OC-
TAVE scripts, which is done by read FISs and OBS files and
produce a graphical output of both the membership functions
and the FIS output. The main goal of the OCTFRI toolbox is
to unify different fuzzy interpolation methods. The current ver-
sion supports twelve FRI methods (KH, KHstabilized, MACI,
IMUL, CRF, FIVE, VKK, GM, FRIPOC, LESFRI, VEIN, and
ScaleMove (note that ScaleMove style inference is currently
supported only in the OCTFRI toolbox)). Nevertheless, the
number of included techniques is still growing. The toolbox

is available for download under GNU general public license
from website [2]. As part of describing the FRI inference
systems functionality, a wide variety of forms of membership
functions are supported similar to those currently provided
by MATLAB such as singleton (singlmf), triangle (trimf),
trapezoid (trapmf), polygon (polymf). Additionally, currently,
the common forms of conjunction, disjunction, implication
and aggregation operators are supported (including, minimum,
maximum, product and probabilistic OR). The number of
rules is not restricted. There are some restrictions to use FRI
toolbox, only convex and normal fuzzy sets are allowed (see
[20]). In case of GM the allowed set types are: singleton,
triangle, trapezoid. Fig.5 describes the general structure of
OCTFRI toolbox that could be used to run the OCTFRI
toolbox and to evaluate the current FRI methods.

Fig. 5. The General Structure of OCTAVE FRI Toolbox

B. Parameters of the FRI methods by OCTFRI toolbox

The FRI method parameters could be defined by the main
file of the OCTFRI toolbox ”OCTFRI.m”. Regarding the KH,
VKK and KHstabilized methods which use two types of
parameters, the first parameter is ”breakpoints” (0 or 1) is
considered as a default parameter and denoted the α levels
defined by the breakpoints [0 1] of the fuzzy sets, the second
one is ”userdefined”, which the user specifies the number of
α levels that will be distributed uniformly in the interval [0,1],
for example:

params.InterpolationType=’KH’;
params.AlphaLevels.Type=’breakpoints’; or
params.AlphaLevels.Type=’userdefined’;

In case MACI and IMUL methods that used RPtype (core-
centre) parameter, which refer to the type of the reference
point of the fuzzy set, e.g. params.InterpolationType=’MACI’;
params.RPtype=’corecentre’. For FRIPOC and LESFRI meth-
ods share the same parameters, where the FEAT-p technique
can take all fuzzy sets that belong to the partition with
different weight values. The type of the weighting factor and
its parameters can also be set by the user, e.g.
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params.InterpolationType=’FRIPOC’;
params.NumOfPoints=501;
params.RPtype=’corecentre’;
params.NumOfpCuts=61;
params.SetInterpolationWeight.p=2;
params.ConsequentPositionWeight.p=2;

Most of FRI methods calculate multidimensional distances
in the Minkowski sense. The parameter w of the formula can
also be set by the user where default value is 2. The default
values of the FRI methods parameters are sufficient to show
the desired conclusion.

C. Usage of the OCTFRI toolbox and evolution an FIS and
OBS

The package of OCTFRI toolbox can be used from a
graphical interface or from the command line. The current
version of the OCTFRI is simple and easy to use, which
contains all buttons of FRI methods, loading data files and
interpolation testing as shown in Fig.6.

Fig. 6. The Main Screen of the OCTFRI Toolbox

OCTFRI toolbox can be begun by typing in the command
line with the command ”OCTFRI.m”. First, the location of
FIS and OBS data should be provided (see Fig.7), which can
be done through the standard file open dialogue box.

Fig. 7. Location of FIS and OBS Data Files

VII. EVALUATION A FIS AND OBS DATA FILES

Twelve separate functions of the FRI methods as presented
in Fig.6 (eight of which were highlighted in this paper KH
FRI, KHstab FRI, VKK FRI, ScaleMove FRI, MACI FRI,
IMUL FRI, CRF FRI, and GM FRI) and six example FIS and
OBS files are included in the toolbox. A FIS and an OBS files
needs to be selected to be evaluated by the FRI method. The
inference process starts by loading the FIS and OBS data and

select one of the FRI methods, then the conclusion B∗ could
be shown by pressing on the interpolation button (see Fig.6).
The input and output universes will be shown in two separate
windows, each including the same number of diagrams as the
dimensions of the input and output respectively.

A. Example 1: Evaluation of the KH, KHstab, VKK and the
ScaleMove FRI Method

Example 1 applies the FIS1 and OBS1 data files stored in
an OCTFRI folder, which is including one input, one output
dimensions, and only two fuzzy rules as shown in Fig.8. The
membership functions of the input and output universes are
triangular fuzzy sets. Example 1 is tested on the KH FRI
[6], the KH Stabilized FRI [9], the VKK FRI [8], and the
ScaleMove FRI [14]) methods as described in Figs. 9 and 10.

Fig. 8. A FIS1 and OBS1 Stored in a File.

Fig. 9. Antecedent Partitions and Observations for the First Example.

Fig. 10. The Consequent Partitions and Approximate Conclusions of the FRI
Methods For the First Example.

B. Example 2: Evaluation the MACI, CRF, IMUL and GM
FRI methods

Example 2 applies the FIS2 and OBS2 data files stored in
an OCTFRI folder, which is including two input, one output
dimensions, and only four fuzzy rules as shown in Fig.11.
The membership functions of the input and output universes
are triangular fuzzy sets. Example 2 is tested on the MACI
FRI [10], the CRF FRI [21], the IMUL FRI [12], and the GM
FRI [13]) methods as described in Figs. 12 and 13.
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Fig. 11. A FIS2 and OBS2 Stored in a File.

Fig. 12. Antecedent Partitions and Observations For the Second Example.

VIII. CONCLUSIONS

This paper presented the initial version of the FRI toolbox
ported to the OCTAVE language, which is an open-source (free
license) software available under the (GPL). The OCTFRI
toolbox is compatible with MATLAB through packages and
syntax, and it can also run m files and make modifications
without restrictions. The OCTFRI toolbox is a freely available
public tool, which is designed to be a test-base for FRI
methods comparison and also offers a simple way for solving
real-world problems. The current OCTFRI toolbox implements
twelve FRI methods (KH, KH Stabilized, VKK, MACI, IMUL,
CRF, FIVE, GM, LESFRI, FRIPOC, VESI and ScaleMove).
The SclaeMove method was added as a new inference method
to the OCTAVE FRI. For demonstrating the usage of the
OCTFRI, the results of two FIS and OBS data files were
introduced in this paper to evaluate the conclusion of the KH,
KH Stabilized, VKK, ScaleMove, MACI, CRF, IMUL and GM
FRI methods by the OCTFRI toolbox.
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Abstract—In this paper, we present the main objectives and 
several case studies of National project IT Academy – 
Education for the 21st Century. We describe the process of 
attribute exploration and its application for analysis of 
educational goals in the area of Data Science. Moreover, we 
briefly outline the student project of a smart mirror in the 
area of Internet of Things.  

I. INTRODUCTION 
The overall aim of National project IT Academy – 

Education for the 21st Century is to propose a model of 
education and training of young people regarding 
perspective and actual trends in computer science, 
information and communications technology, and to 
promote position of students at labor market. Students and 
teachers of elementary schools, high schools and 
universities are the target groups of the project [1], [2]. 

Regarding education at universities, the competence 
center at partner universities has been established which 
provides IT skills training, serves as a source of 
innovation for the IT education process in Slovakia and 
coordinates the content and methods of education with the 
private IT sector. The exchange of knowledge and 
experience between universities and company experts 
takes the form of joint workshops and the form of 
seminars. The stays of the members of the competence 
center at domestic and foreign universities, conferences 
and internships in IT companies bring not only novel 
knowledge and scientific cooperation, but also new forms 
of teaching. The preparation of educational content for 
novel subjects and the innovation of existing subjects are 
the main activities of the National project IT Academy – 
Education for the 21st Century, whereby the innovations 
include four attractive areas of computer science [2]: 

− Data Science (19 subjects), 
− Computer Networks (14 subjects), 
− Internet of Things (13 subjects), 
− Business-Information Systems (14 subjects). 

The university subjects are innovated at five Slovakian 
universities. In conclusion, 6 novel subjects are created in 
the area of Data Science and 7 novel subjects are formed 
in the area of Internet of Things.  

Novel study materials with case studies have been 
prepared, cooperation with IT sector has been included 
and several research papers, bachelor thesis and diploma 
thesis have been published. The cooperation with private 
IT sector include several levels: 

− Basic level: Comments and remarks on study 
materials which are prepared by university 
teachers for all project courses; 

− Regular meetings at scientific seminars and 
workshops, consultations with teachers;  

− Internships of teachers in IT companies; 
− The highest level: Intensive cooperation in the  

preparation of study materials (e.g. in the 
form of multimedia content, scripts). 

The project also includes the formation of certified 
interdisciplinary course "IT for Practice" for students of 
non-informatics study programs. The aim of this course is 
to improve the knowledge and practical experience of 
non-informatics students in the IT field. The certificate 
will enable the student to work in several IT companies 
for practical tasks. Novel knowledge and skills in the field 
of data analysis and data manipulation will improve the 
employment of graduates on the labor market in 
computationally supported decision making. Business 
information systems are the basis of modern information 
systems for the private and public sectors. Sharing of data, 
sharing of technical means and increasing the reliability of 
systems is realized through computer networks. The 
principle of low-cost wireless connection and 
communication of various types of sensors will enable 
graduates to participate in practical projects in the field of 
Internet of Things. 

The certified interdisciplinary course, called IT for 
Practice, at Pavol Jozef Šafárik University in Košice 
consists of a total of 4 prescribed courses, namely two 
compulsory courses (Fundamentals of SAP Technology 
and Introduction to the Internet of Things), one elective 
course in the Data Science block and one elective course 
in the Computer Systems block. The prescribed subjects 
can be completed in any sequence during the whole length 
of the study. The subjects can be completed also during 
two degrees of study. Each partner university has own 
model of certified interdisciplinary course regarding 
supply and possible selection of university subjects.  

In this paper, we present the continuation of our works 
[2] and [3], in which we have presented definition and 
characteristics of data classification tasks, described 
classification accuracy and  analyzed educational goals in 
several educational tasks. 

Particularly, we aim to present two case studies from 
Data Science and Internet of Things area: 
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− attribute exploration and its application for 
educational goals (as a part of area of Data 
Science), 

− project smart mirror (as a part of area of Internet 
of Things). 

II. ATTRIBUTE EXPLORATION 
In our previous paper [3], we have introduced formal 

concept analysis as a method of data analysis which 
allows us to explore the groupings of objects with respect 
to the common attributes. Moreover, this special method 
of biclustering provides the visualization capabilities. We 
presented the application of formal concept analysis in 
educational area by analyzing the educational goals and 
educational tasks of teachers from secondary schools in 
Slovakia. The formulations of appropriate educational 
tasks are included for lessons of programming and 
algorithms in the area of array data structures. We have 
found the characteristics of each teacher regarding the 
educational tasks and goals and we have generated some 
recommended paths of educational tasks regarding 
graduated sets of tasks. 

In this paper, we continue in our analysis and propose a 
way how to use a technique of attribute exploration in the 
educational process, as well. First, we present the role and 
meaning of attribute implications basis [4], [5] and 
describe the method of classical attribute exploration in 
formal concept analysis [6], [7], [8]. We introduce the 
necessary definitions, continue with examples and we 
close the section by specifying attribute implications 
which are constructed from the concept lattices with 
reduced labeling. 

Let A be a non-empty set of attributes, let Z, W, Y be a 
subset of A and Y be a subset of power set of A. An 
attribute implication over A is an expression Z � W. 

Consider the set of attributes A = {i, ii, iii}. Then the 
attribute implication {ii} � {i} over A = {i, ii, iii} is valid 
in Y = {{}, {i}, {iii}, {i, ii}, {i, iii}, {i, ii, iii}}.  An 
attribute implication in the language of propositional 
calculus is in fact the cumulative clause consisting of 
Horn clauses (i. e. disjunction of variables with at most 
one unnegated variable). We can look at attribute 
implications also in terms of a formal context, which can 
be defined as follows. 

Let B and A be the nonempty sets and let R be a relation 
between B and A. A triple <B; A; R> is called a formal 
context, the elements of set B are called objects, the 
elements of set A are called attributes and the relation R is 
called incidence relation. Example of a formal context 
which include 3 different objects and 3 attributes is shown 
in Fig. 1. 

Let <B, A, R> be a formal context, Z, W be a subset of A 
and Y be a subset of power set of A. An attribute 
implication Z � W over A is valid in a formal context <B, 
A, R> if Z � W is valid in Y, such that Y = {{x}' : x  B}, 
whereby {x}' = {y  A: < x, y >  R}. 

Regarding a formal context from Fig. 1, the attribute 
implication {ii} � {i} over set A = {i, ii, iii} is valid in 
<B, A, R>, because  {ii} � {i} is valid in Y = {{i}, {i, ii}, 
{iii}}. In contrary, {i, ii} � {iii} over set A = {i, ii, iii} is 
not valid in <B, A, R>, because {i, ii} � {iii} is not valid 
in {i, ii} for x = b. 

In effort to generate all attribute implications in a 
formal context, a notion of a theory over a set of attributes 
and a notion of a model over a set of attributes can be 
defined.  A theory over set of attributes A (denoted by TA) 
is an arbitrary set of attribute implications over the set A. 
Let Y be a subset of A. Then a set Y is called a model of 
theory TA if every attribute implication from TA is valid in 
Y. The set of all models of a theory TA is denoted by 
Mod(TA).  

Let Z � W be the attribute implication and let Z � W 
be valid in every model Y from Mod(TA). Then we say that 
Z � W follows semantically from a theory TA.   

Consider A = {i, ii, iii} and theory TA = {{ii} � {i}, {i, 
iii} � {ii}}. Then Mod(TA) = {{}, {i}, {iii}, {i, ii},  {i, ii, 
iii}}. Let {ii, iii} � {i} and {i} � {ii} be the attribute 
implications. Then {ii, iii} � {i} follows semantically 
from theory TA, but {i} � {ii} does not follow 
semantically from theory TA, because {i} � {ii} is not 
valid in {i} from Mod(TA). 

To verify if attribute implication semantically follows 
from theory, we have to check if attribute implication is 
valid in every model of theory. We can simplify this 
procedure by following facts. It can be proved that 
Mod(TA) is a closure system on A, it means a set of subsets 
which contains A and is closed under intersections. Then 
we can define the notion of non-redundant set of attribute 
implications. 

Let TA be a set of attribute implications and let Z � W 
be from theory TA. Then TA is called a non-redundant set 
of attribute implications if for each attribute implication Z 
� W be from theory TA holds that Z � W does not follow 
semantically from TA \ { Z � W }. 

The set TA = {{ii} � {i}, {i, iii} � {ii}, {i, iii} � {i}} 
is redundant, because {i, iii} � {i} follows semantically 
from {{ii} � {i}, {i, iii} � {ii}}}. 

We can move on again to attribute implications valid in 
a give formal context. Let <B; A; R> be a formal context 
and let TA be a set of attribute implications over A. Then 
TA is called complete set of attribute implications in <B; 
A; R> if for an arbitrary Z � W holds that Z � W is valid 
in <B; A; R> if and only if Z � W follows semantically 
from theory TA. The complete and non-redundant set of 
attribute implications in <B; A; R> is called a basis of <B; 
A; R>.  

Then, we can generate the complete and non-redundant 
set of attribute implications in a formal context. In order to 
test completeness of the set of attribute implications in a 
formal context, we need to test if the set of all models of 
equals to the set of all intents of a given formal context.  
In order to find a complete non-redundant set, i. e. basis of 
a formal context, the notion of pseudointent is defined 
recursively. Testing of being pseudointent in 
lexicographical order is shown in Fig. 2, for detailed 
proofs see [2].  

 
Figure 1.   Example of formal context 
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Guigues-Duquenne basis of a formal context is a 
complete and non-redundat set of attribute implications in 
a formal context and one can prove that this basis is the 
smallest one from all complete set of attribute implications 
valid in a formal context [9], [10], [11]. 

Now, we can move on to attribute exploration in a 
formal context,  which expects the user assistance in the 
role of a domain expert. The user can control the set of 
attribute implications and we will see in the following 
definitions that the final product of the attribute 
exploration is closely related with the notion of 
pseudointent and complete non-redundand set. The role of 
a domain expert is described in the following definition.  

Let A be a set of attributes. Let U, V, Z, W be the 
subsets of A and Y be a subset of power set of A. A 
domain expert on A is a function e from the set of all 
attribute implications over A to the power set of A united 
with { � } such that: 

− either e( Z � W ) = Y, whereby Z � W is not 
valid in Y, 

− or  e( Z � W ) = { � }, whereby for all U � V 
such that e ( U � V ) = Y holds that Y is a 
model of theory over A. 

First selection corresponds to a case that a user put a 
counterexample for a given attribute implication. The 
second option expresses that user confirms the attribute 
implication which is, in addition, valid in all given 
counterexamples over the set of attributes. Consider A = 
{i, ii, iii} and two experts e1 and e2  such that: 

− first user confirms all the attribute implications 
over A, this means that e1( Z � W ) = { � } 
for all Z � W from all attribute implications 
over A, 

− second user confirms all the attribute 
implications over A except for {ii} � {i, ii}. 

The attribute exploration of experts e1 and e2 are shown 
in Fig. 3 and Fig. 4. 

  
The set of attribute implications valid in a formal 

context can be also read directly from the concept lattice 

with reduced labeling (Fig. 5). Interesting modifications 
and alternative approaches to the attribute exploration can 
be found in [6], [7] the process of conceptual exploration 
is investigated mainly by Ganter, Obiedkov, Rudolph and 
Stumme. 

We can see 37 attribute implications in Fig. 5. 
Conclusions of attribute implications are separated by 
commas.  

In [3], we present the application of concept lattices in 
the educational area. We collected the real data of five 
high school teachers  in the field of computer science. 
Each individual teacher filled in the object-attribute table 
representing the educational tasks and educational goals in 
the area of algorithmic thinking. Particularly, we selected 
the topic of the array data structure, which plays an 
important role in the education of programming. 
Moreover, the arrays or their equivalent are implemented 
in the most of programming languages. 

We have prepared the input object-attribute table in 
which each attribute corresponds to a particular 
educational goal. The list of twelve educational goals was 
sent to the teachers of secondary schools in Slovakia. The 
teachers were asked to fill in the formulation of tasks 
which they use in the education and to fill in the table in 
the scheme from Fig. 6.  

The zero row in the table is an example which we 
added for an illustration. Particularly, we have appointed 
the task of finding the second largest element in an array 
data structure, which fulfills for instance the goal of the 
declaration of the variable of array data type (Goal 6), 
reading and writing out the elements in array (Goal 7), the 
application of an array in trivial cases (Goal 10), in a 
problem of searching (Goal 11a) and so on. The list of all 
declared objectives one can find in [2] or [3]. 

 
Figure 2.   Testing of pseudointents in lexicographical order 

Figure 4.   Attribute exploration of expert e2 in a formal context 

Figure 3.   Attribute exploration of expert e1 in a formal context 

Figure 5.   Attribute implications derived from a concept lattice  
with a reduced labeling 

Figure 6.   Scheme of input table from teachers 
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The teachers appointed 92 educational tasks, which we 
analyzed with respect to the educational goals. For each 
individual teacher, we visualized the concept lattice with 
reduced labeling (Fig. 7, for details about this structure see 
[3]) and computed the attribute implications for attribute 
exploration process. We sent the observations to the 
teachers as the feedback and added some instructions how 
to read the concept lattice. We used Concept Explorer 
software tool for our analysis and alternatively we tested 
the projects of FcaStone, Lattice Miner, ToscanaJ, 
FCART. 

From Fig. 7, one can read the following information. 
The object labels represent the tasks and their difficulty 
(each aim has assigned the degree due to its position in 
taxonomy and the resulting difficulty of task is computed 
manually as the sum of the degrees of aims involved).  For 
instance, Task 10 includes Goal 1, Goal 10, Goal 7, Goal 
6, because they are the shaded labels collected on all paths 
leading up from the Task 10 node. Sum of the degrees of 
Goal 1, Goal 10, Goal 7, Goal 6 is 2.25, which gives the 
difficulty of Task 10. The most frequently used aims are 
on the top of concept lattice (Goal 6, Goal 10, Goal 7), 
less frequent aims are located more below. The another 
observations visible in the concept lattice of another 
teacher and more details about the mentioned taxonomy of 
aims one can read in [3].  

The highlighted part of concept lattice from Fig. 8 
signalizes that Task 1 and Task 10 include the subset of 
aims of Task 2. Really, if we take Task 2, it covers all the 
aims covered by Task 10. In addition, Task 2 covers Goal 
3, Goal 4, Goal 12 in comparison with Task 10. 

For each teacher, we can investigate the implications of 
the objectives in the list of learning tasks. For example, 
the implication of {6,7,8} � {10} means that each task 
that simultaneously develops Goals 6, 7, and 8 also 
develops Goal 10. A complete and non-redundant set of 
implications is shown in Table I. Using this base, also 
called the Duquenne-Guigues base of implications (see 
[3]), it is possible to progress through valid implications 
and in case of disagreement recommend a new task with a 
new combination of objectives that will lead to a better 
understanding of the curriculum. In the example of Table I 
we recommend using a task that includes Goal 3, but Goal 
4 would not develop. This natural requirement is met, for 
example, by a task in which both the field index type and 
the field element type are a set of natural numbers. Some 
implications may have a special expression, for example 
implication {} � {6,7} implies that each teacher task 
develops Goals 6 and 7.  

Another type of information for teacher can be 
illustrated as follows. 

The first implication in Table II illustrates the fact that 
every task includes Goal 6. The count of tasks shows, how 
many tasks include the aims from the premise of 
implication. 

We have prepared the first prospects also in some other 
areas of Data Science, which we do not introduce in this 
paper. However, they serve the promising fields of our 
future examination, hereby we remind for example: 

− neural networks, decision trees and some other 
methods of machine learning,  

− rough sets and their approximation operators,  
− factorization of a formal context and ternary 

relations, interval and reciprocal relations in a 
formal context, 

TABLE I.   
IMPLICATIONS OF EDUCATIONAL GOALS 

No. Valid implication Agree Recommendation 

1 {}�{6,7}? Yes  

2 {6,7,8}�{10}? Yes  

3 {5,6,7}�{1,3,4}? Yes  

4 {4,6,7}�{1,3}? Yes  

5 {3,6,7}�{1,4}? Yes {3,6,7,10} 

6 {2,6,7}�{10}? Yes  

7 {1,6,7}�{3,4} Yes  
 

Figure 7.   Output for a teacher 

Figure 8.   Highlighted part of output for a teacher 

TABLE II.   
THE MOST IMPORTANT IMPLICATIONS OF EDUCATIONAL GOALS 

No. Premise � Conclusion  Number of tasks 

1 {}�{6} 13 

2 {2,6}�{10} 4 

3 {1,6}�{7,10} 4 

4 {6,8,10}�{7} 3 

5 {6,11c}�{10}? 3 
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− the cooperative game theory with players and 
their alternatives,  

− knowledge space theory. 

III. SMART MIRROR 
Internet of Things is a novel and attractive area of 

computer scince that has a potential to be the important 
technology of the future. The Internet of Things and its 
evolution is one of the greatest challenges of the near 
future, which has the potential to promote economic 
growth and social change in the world [12], [13].  

The main challenge is to create a network of platforms 
for connecting devices and objects to the Internet, which 
supports various vertically oriented closed systems such as 
smart environments, business applications, services and 
people with dynamic and adaptive configuration options 
[14], [15]. 

Several Internet of Things concepts have been used in 
the Zirro student project devoted to the creation of smart 
mirror (Fig. 9). This mirror offers a digital signage 
solution in the form of a screen for displaying information 
embedded in the mirror and responding to environmental 
stimuli generated by sensors. An example of use is when a 
person is leaving a building and looking at a mirror, 
whereby a person can see and check some important 
information such as the current weather forecast, bus 
departures from the nearest stop and so on. 

Hardware requirements for such a solution include a 
screen, a special semi-permeable mirror, and a frame with 
structure. Inside is a single-board Raspberry Pi with a 
screen, camera and microcontroller for working with 
sensors. Several sensors have been used: fingerprint 
sensor, distance sensor, motion sensor, RFID reader and 
some other components. Java and JavaFX were chosen to 
implement the software part. Data exchange between 
software components of the solution (imaging application, 
data scraper from web sources, control application, etc.) is 
realized by the MQTT protocol using mosquitto project as 
a broker. From a software point of view, the solution is 
designed to enable interconnection, collaboration and 
unified management of multiple display devices (e.g. 
mirrors, but also monitors). 

In the basic version, the mirror provides general useful 
information. These are withdrawn at regular intervals 
from appropriate sources, e.g. shmu.sk for weather 
information and imhd.sk for public transport departures. 
The data is then processed, edited and displayed in the 
appropriate form on the screen. The display is tied to the 
location of the mirror, i.e. it shows the bus departures 
from the nearest stops, the weather in the city and so on. 
The layout of the components can be easily changed, 
allowing information to be added in subsequent project 
phases. The monitor automatically switches to and from 
power saving mode based on motion detector data. This 
also activates the power of the fingerprint sensor. 
Depending on how far the object is in front of the mirror 
(detecting a person in front of the mirror), the content 
display mode changes. The prototype of such a facility 
within the Zirro project and its deployment received 
positive feedback from building visitors, in this case 
students and university staff. 

Other application improvements include sensors built 
into the mirror frame design. The camera data is useful for 
student applications and projects in the field of computer 

vision, such as gestures recognition, which allows you to 
modify the displayed content or some another form of 
natural interaction with the imaging app. Thus, the mirror 
prototype has the potential to develop cross-subject links. 
The main benefit and challenge is customized content for 
a specific user. An example is the use of an ISIC card or a 
fingerprint to authenticate and subsequently display 
personalized content (e. g. to display the current schedule 
for a given student). 

The subject Basics of Internet of Things at Pavol Jozef 
Šafárik University in Košice provides the a brief review of 
Internet of Things and its essential components from 
physical sensors and actuators, local communication and 
processing to cloud services and machine learning. In the 
first part of the course we work with a programmable 
device with Arduino microcontroller covering topics of 
digital and analog sensors and actuators, programming of 
Arduino devices, working with pins, PWM, pull-up and 
pull-down resistors, asynchronous and synchronous serial 
communication, UART, RS-232, RS-485, communication 
with digital sensors and protocols SPI, I2C and 1-Wire. 
The second part of the course is devoted to local 
processing with hardware focus on single-board computer 
Raspberry Pi, its configuration and communication with 
pins. In addition, the application protocols for IoT CoAP 
and MQTT and the Node-RED software tool are presented 
with an emphasis on data processing and visualization of 
sensor measurements. 

In order to pass the course, basic knowledge of physics 
and basic knowledge of programming are required. The 
knowledge of C / C ++ programming for microcontrollers 
and Java is expected. Java was chosen as the language that 
is most close to the student with respect to other subjects 
in the study program. In cooperation with the IT sector, 
space is devoted to case studies and current trends in this 
area. Workshops as well as practical tasks during the 
course provide the opportunity to try real applications of 
acquired knowledge. 

IV. CONCLUSION 
In this paper, we presented the main objectives and 

several case studies of National project IT Academy – 
Education for the 21st Century. We described the process 
of attribute exploration its application for analysis of 
educational goals in the area of Data Science. Moreover, 
we outlined the student project of a smart mirror in the 
area of Internet of Things and provided a brief review of a 
course devoted to Internet of Things, its essential 

Figure 9.   Information shown on smart mirror 
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components from physical sensors and actuators, local 
communication and processing to cloud services and 
machine learning. 

The educational models offered by universities will 
benefit students, the private and public sectors as well as 
society, only if they are aimed at the current, novel, and 
the future perspectives and needs of the entire knowledge 
society. Regarding research, universities are involved in 
the creation of new technologies and trends and 
consequently the task of university teachers is to 
incorporate and include the acquired knowledge and 
results of recent research into the educational process. By 
different and complex innovations in the study programs 
of universities, the graduates obtain a possibility to 
orientate themselves in emerging trends and technologies, 
participate in their co-creation and be as relevant as 
possible to the labor market. 

Regarding cooperation with private IT sector, we 
propose several fruitful recommendations for education at 
universities: 

− Lexical knowledge of students should be 
extended by applying their creativity and 
critical thinking, which is often a not 
sufficiently developed. It can be a reason for a 
decrease in interest in study of computer 
science and informatics. 

− Lectures and seminars still should focus on 
general principles, methods and technologies 
in the field, however the wide range of 
technologies utilized by the most innovative 
IT companies is accessible and partially 
applied in educational process. 

− Updating the plan of course lectures and 
seminars is very important. As a supplement to 
the standard educational tasks, the seminars 
should include also the tasks, which occur 
frequently in practice or are required by IT 
companies. 

− University graduates should have a broader 
overview of the main areas and directions of 
IT area. Experiences show that if a graduate 
learned to work with some particular 
technology, then this graduate usually applies 
it in situations where it would be better to use 
some other technologies (Man with a hammer 
syndrome). 

In conclusion, we are convinced that the areas of Data 
Science and Internet of Things play an important role in 
the research of both theoreticians and practitioners and 
thus, the research from a broader perspective is still 
beneficial. 
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Abstract - In this article, we present our experience with 
teaching mathematics by method of genetic constructivism in 
preparation of undergraduate students of informatics. At 
bachelor level, students at our faculty acquaint themselves 
with various mathematical topics in relation to their core 
subjects - computer science. Therefore, simple mathematical 
concepts are demonstrated on examples taken from 
informatics and vice versa. They build their knowledge in 
several parallel lines and at different levels of abstraction. 
Formal insight into mathematics and its connection to 
informatics concepts is the result of a long process of solving 
tasks. Mathematical concepts and definitions are modified 
and refined in the discovery process. Individual methods, 
rulers, and procedures are discovered by solving gradually 
more complex series of tasks and students' own work in 
parallel in two environments, mathematics and 
informatics.           

I. INTRODUCTION            
Genetic constructivism is a method of teaching 

mathematics that considers development of mathematics, 
the psychological knowledge of learning, as well as other 
aspects of teaching, not only methodological, but also the 
sociological. This pedagogical approach has been in detail 
developed, theoretically justified in teaching of 
mathematics at the elementary school level. In the grades 1 
to 5 the method is commonly known as Hejný’s 
mathematics or, alternatively, as the teaching oriented on 
building schemes (TOBS). The theoretical basis of the 
method is known from the works of Vít Hejný [1], [2] and 
his son, Milan Hejný [3], [4]. Milan Hejný is the author of 
mathematics textbooks for elementary schools and the 
method is at present used in 20 % of elementary schools in 
the Czech Republic. According to surveys of the Czech 
School Inspectorate, the success of pupils led by this 
method is slightly higher than the success of pupils thought 
by other methods.       

There are other benefits that are added to the proficiency 
in mathematics, which, although in terms of teaching 
mathematics, may appear irrelevant, but for the pupils, their 
parents, and indeed for the whole society are important. 
Pupils like mathematics, they are not afraid of it and are 
able to work with ambiguous texts. Moreover, pupils in 
discussion tend to argue with ideas rather than with force. 
Children do not have health problems caused by coercive 
forms of teaching. Change in attitudes to mathematics 
among pupils also changes the amount of time and attention 
pupils pay to the subject. However, this attention is not 
motivated by the fear of the grade or by the prospect of the 
final exam at high schools (maturita in Slovak), nor it is 
burdened by negative emotions, therefore the whole 
attention of the pupil can be devoted to solving the 
mathematical nature of a problem. In the case of pupils with 

weaker proficiency in mathematics, Hejný’s method 
decreases their frustration of the lessons that could lead to 
aversion, contradiction, or even extremist reactions.           

The theoretical principles of the method were formulated 
by Ladislav Kvasz in his article [5]. The method, as 
mentioned earlier was named Hejný’s method, after its 
author. Later, Milan Hejný introduced the term teaching 
oriented on building schemes (TOBS) to describe the same 
method [6]. Ladislav Kvasz called the very same method 
genetic constructivism. In his work Kvasz emphasizes the 
theoretical explanation of the process of acquisition of 
knowledge, which is as important in the teaching process, 
if not even more important than the actual knowledge itself. 
In our paper we show examples of individual principles of 
the method of genetic constructivism in the teaching of first 
year students of Bachelor degree in the study programme 
computer science at the Faculty of Management Science 
and Informatics, University of Žilina. The experience in the 
subject of Mathematics for informatics, which are 
incorporated herein, was acquired during 10 years of 
development of this subject. The subject mathematics for 
computer science was taught mostly by teachers and PhD. 
students who had completed the theoretical study of 
mathematics at Faculty of Mathematics, Physics, and 
Informatics, Comenius University in Bratislava.               

The linking to informatics was, in the first years of 
developing of the object, understood to rather make 
mathematics accessible to students of informatics via 
concepts that are understandable to them. Informatics was 
meant to be an illustration of mathematical tasks. However, 
later it turned out that undergraduates are not nearly as 
computer-savvy as they had been a few years ago, and the 
trend is only getting worse. Every year, students know how 
to use more and more apps and play more games, but they 
know substantially less about how these are programmed. 
There is also a decrease in the proportion of students who 
are able to program something by themselves, or at least 
understand the individual algorithms. Therefore, each year, 
after receiving feedback from students, we have adapted the 
subject to the students' abilities and comments. The subject 
is composed of 2 hours of lectures, 2 hours of table 
exercises, and 2 hours of computer exercises every 
week.        

Since large portion of students is not accustomed to work 
systematically, they are weekly. Thusly, we achieve not 
only that the students are constantly aware of their 
achievements, but also that every week they recapitulate the 
existing knowledge. Therefore, for them the following 
lecture is more understandable and the study them seems 
less challenging. The weekly testing was originally focused 
only on the theory from the previous lecture and from the 
tasks that had been solves in the table exercises. The 
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computer exercises were not evaluated, they only served to 
illustrate the corresponding topic of mathematics.         

The fact that the work in computer exercises were not 
evaluated resulted in the underestimation of exercises not 
only by students but also by teachers. It was therefore 
necessary to gradually change the computer exercises. The 
original intention to use programming language used by 
students in computer science, had proven unworkable. For 
instance, the concepts that we needed to use from the first 
week of the first semester were only discussed in computer 
science in the second semester. Some students were always 
able to program in a different software, but ultimately, we 
started to conduct the exercises using the spreadsheets, 
whose functionality proved sufficient. The format of the 
computer exercises changed over time. In the early days 
only the most enthusiastic students voluntarily handed their 
programs in. Later these programs became part of the 
evaluation. Presently, the evaluation of the students’ 
performance during semester is divided as follows: 40 % 
for solving mathematical problems, 40 % for solving 
problems using computer and 20 % for theoretical 
knowledge acquired from the last lecture. The students’ 
performance is evaluated weekly from the material taught 
the previous week. The ways in which the teaching process 
had been adapted for the subject mathematics for computer 
scientists was described in the following article [7]. The 
changes were motivated by the ambition to teach students, 
using the simplest possible tasks, to solve the task with their 
own abilities. Additionally, the aim was to build up 
students’ experience in solving problems in mathematics 
and computer science, and lastly, to gain faith in their own 
ability to solve the problem of one of the disciplines using 
the methods of the other.  

II. PRINCIPLES OF GENETIC CONSTRUCTIVISM 
The principle of genesis of mathematical knowledge in 

the method of genetic constructivism is based on the 
chronological genesis of knowledge. If the teacher presents 
the tasks chronologically to the pupil, he or she repeats the 
process and discovers new knowledge by himself/herself. 
Genetic method also examines how mathematics has 
developed, and what processes have shaped mathematical 
processes.     

In the topic of combinatorics, the solution to a problem 
is often number of possibilities. Students, equipped with 
high school level of mathematics and a few formulas, 
sometimes guess the right answer to the problem, they 
however cannot defend the answer. It is not technically 
possible to solve a problem in combinatorics by simply 
enumerating every possibility on a sheet of paper. 
However, it possible to perform this task using a 
spreadsheet. Only when solving combinatoric problems 
using a computer, many of our students realise what are 
they ask to do. 

Formulation in mathematic context: How many options 
there are for a progress of a match between teams from 
Košice and Bratislava, respectively, whose score was 3 
to 5?    

The formulation in informatic context: Write down all 
possible courses of a football match between teams from 
Košice and Bratislava, respectively, whose score was 3 
to 5.   

From the high school level mathematics, our students 
know methods, such as expressing different courses by a 
series of letters that represent goal scorers. For instance, 

KKKBBBBB, KBKBKBBBB, or BBBBBKKKK. About 
half of them also know formula to calculate the 
combination numbers 8 over 3. If the task is to write down 
all the possibilities (see above), we have also come across 
a solution in which students generate randomly 8-digit 
numbers in binary form, and later they verify whether such 
numbers indeed contain 3 ones, and then they go through a 
list of already listed numbers to verify whether the number 
is already on the list. If not, they substitute zeros with Bs 
and ones with Ks and write down this course of the match 
at the end of the list. It is true that the described method is 
inefficient and cumbersome and students miss some 8-digit 
sequences. The advantage is, however, that students 
understand the deeper connections and, later, they 
appreciate a more elegant, informatic solution. The Figure 
1 describes a possible way of rendering with imputations. 
The sequence having in the first place K is 7 over 2. The 
sequence having in the first place B is 7 over 3. So we draw 
21 times K in the first column and then 35 times B. 
Beginning of the table, which lists all the possible courses 
of the match is in Fig. 1. 

The advantage of processing tasks on computer is, for 
example, the possibility to easily introduce randomness 
into the tasks.  

Formulation in mathematic context: Determine the 
number of options how to pass the grid from the lattice 
point W = [0, 0] to the point E = [4,7], if the allowed moves 
are up and right.                       

The formulation of informatic context: Draw a graph of 
a shortest path from robot Wall-e to Eve in Excel. The robot 
moves in a field 4 x 7, it can go up and to the right. The 
graph will show a random path from W = [0,0] to 
E = [4,7].     

The task to draw a random path from W to E is 
conceptually different from the task of calculating the 
number of options. Both these tasks deal with the same 
situation, albeit the question being different. Students know 
to solve only the first of the tasks. The solution of the 
second task gives them an insight into the situation. At the 
same time, some of the first-year students for the first time 
come across the use of a decision-command, with which 
they ensure that a random move is conducted only within 
the 4 x 7 matrix. In the Figure 2, we can see randomly 
generated paths visualised with a graph in Excel. Paths are 
generated as a sequence of numbers 0 and 1, where 0 
represents a shift to the right and 1 shift up. The robot 
moves in a randomly selected direction and when it reaches 
the limit 4 to the right or 7 upwards, it stops moving in those 
directions. When the point E = [4,7] is reached, the numbers 

 
 

Figure 1. Different courses of the match between K and B, whose 
score was 3 to 5. 
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are no longer generated. Of course, it is best to count the 
number of moves ahead and to determine in each instance 
the direction in which the robot can still move. In Fig. 2, 
two random paths are shown, for which the least possible 
number of rows in the table is obviously not selected.     

Kvasz in [5] says: ‘mathematics was born of dialogue’, 
‘majority of technical terms of the methodology of 
mathematics, which were introduced in ancient Greece (the 
terms such as problem, hypothesis, proof, and definition), 
have their origin in eristics, i.e. in the art to conduct a 
dialogue’, see [8]. One of the problem-solving methods that 
we teach our students is a joint problem-solving, dialogue, 
that results in a better grasp of the problem. Dialogue 
method is the most effective in topics of logics, methods of 
proofs, or the Dirichlet’s principle.      

In the subject of logic, it is important to differentiate the 
colloquial language and the language of mathematics. The 
interconnection of the pupil's mathematical knowledge and 
real experience is an important method how the pupil can 
internalise the mathematical knowledge. In the case of as a 
formal discipline as the mathematical logic is, to rely on 
intuition and on real-life problems, can be 
counterproductive. In the case of explaining the truth values 
of compound propositions, it is often illustrated by the 
example of implication: ‘If you get an A, I will buy you a 
bicycle ‘. If the premise, as well as the conclusion are true, 
it is only natural for the whole proposition to be true. It is 
also natural for the student not to receive a bicycle, if he or 
she does not get an A. The last formal possibility, i.e. the 
student receiving a bicycle even when he or she does not 
get an A, is also thought to be valid, because it is rather 
pleasant to receive a bicycle even when one does not 
achieve an A grade. The fact that our intuition is not in 
concordance with the compound mathematical 
propositions and their true values is only evident when we 
reformulate the statement as follows: ‘If you receive and F, 
I will throw away your computer.’ This proposition is not 
considered valid when the premise is not fulfilled, but the 
conclusion is. 

In the subject of logic, a task is also included on an 
apparently trivial calculation of area of a triangle using the 
Heron's formula, which, although is not in the curricula for 
high school mathematics, it is not a problem to find the 
formula in the internet and implement it in a simple 
spreadsheet tool. The lengths of the sides of a triangle are 
the input, and the area of the said triangle is the output. The 
formula can easily be verified for sides of a triangle, whose 
lengths belong among Pythagorean triples, for instance. In 

this case, the calculation can easily be verified as the legs 
of a right triangle can be considered as a side and base, 
respectively. Just to be on the safe side, we verify with the 
students, whether the results are the same for randomly 
selected lengths of the sides. Afterwards, we select those 
lengths in which the formula fails. And alternatively, we 
ask the students to find other sets of incorrect inputs. In this 
task, the students learn to verify the input of a program.  At 
the same time, they remind themselves of the rule, familiar 
from the elementary school know as triangle inequality. 
Also, they realise that a negative, nor complex number 
cannot be a side of a triangle, as shown in Fig. 3.      

The principle of epistemological proximity talks about 
the fact that mathematics (and we believe the same can be 
applied in informatics) is developed by student’s personal 
experience. Unlike knowledge, such as the list of irregular 
verbs in English, name of the highest mountain, or the 
chemical composition of water can only be learnt from 
another person or source, the result of multiplication of 5 
by 5 can be calculated, even though a pupil has not heard 
the answer yet. A brilliant example is that of a kindergarten 
pupil whom the even numbers were defined as numbers, 
which can be equally divided among two people. He chose 
number 4 and reasoned that it is an even number. So is 
number 2. Numbers 3, 1, and 5 are not even. Sentence: 
‘Also the number, that goes after 5 is even!’ shows that he 
understood the concept of an even number, even though he 
did not know the name of the of number 6; he knew how to 
verify whether the number is even. Memorising 
multiplication tables, as well as training pupils to swiftly 
perform multiplications in standardised testing effectively 
kills the appetite for mathematics. The pupils who are not 
taught to think mathematically, but rather perform 
repetitive tasks, even worse under time pressure, lose the 
confidence to solve the tasks.  

We understand that at the level of university studies, 
there is space and time, and it is even desirable, for students 
to structuralise, hierarchise, and generalise the knowledge 
acquired during high school studies. When, however, the 
students lack sufficient mathematical experience, the 
generalisation of the knowledge transform itself into 
acquisition of the knowledge in the first place. It changes 
the work from restructurallising the already assimilated 
knowledge, into acquisition of new, abstract, and 
impersonal findings. It is the same as when a child 
memorises that four by six is twenty-four, instead of 
learning the way how to calculate the result by him- or 
herself. Importantly, the memorisation does not help the 
child to solve the conundrum of equally dividing a cake 
between 24 classmates. And when the conundrum is finally 
solved (by for instance splitting a rectangular cake in 3x8 

 
Figure 2. Random path from Wall-e to Eve. 

 
Figure 3. Calculation of area of a triangle with correct and 

incorrect inputs. 
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equal parts), we still cannot the task, when the 24 
classmates realise they want to offer a piece of cake to the 
teacher; for the transition from 6x4=24 to 5x5 is not a trivial 
one.     

As an example of one-dimensional understanding of 
concepts at university level of study, we give the work with 
whole numbers and divisibility. University students master 
the rules of divisibility and every high school student is able 
to state the criterion of divisibility by 9. Majority of alumni 
of grammar schools are even able to provide the proof of 
such criterion. The opposite approach, when the criterion 
of divisibility is a tool to calculate something else, is, in the 
experience of our bachelor students – informaticians, 
absent. Moreover, if the task is formulated in the 
environment of informatics, where the students are directly 
learning the approaches to individual classes of tasks, it is 
at the borderline of their capabilities, even though the 
underlining thought process is at the level of high 
school.       

Formulation in mathematic context: Find the connexion 
between the sum of the digits of a number and its remainder 
after division by 9. 

Formulation in informatic context, which we took from 
a textbook [9]: Create an Excel sheet that for a given m,  
draws its spirolateral. Spirolateral is a polyline which 
changes direction with a constant angle at each step, see 
[10]. For this problem we consider 90 degrees angle, i.e. 
Four directions: east, north, west, south. The individual 
lengths of sides of a polyline are sums of the digits of 
number m. In Fig. 4, examples of spirolaterals for m=7.  

With a appropriate choice of number m, through which 
assign the task, we can either facilitate or obscure the 
finding of the connexion between the sum of the digits of 
a number and remainder after division by 9. 

On top of the benefits for acquiring experience in the 
area of mathematics, this task has an effect on developing 
informatic skills, as well. Thanks to the necessity to find 
the formula for summation of the digits of a number, a 
solution can be found that uses commands of a 
programming language. Afterwards, it is possible to use 
this formula even in the case, when the input number is not 
a whole number. The resulting spirolaterals are 
conceptually different to those obtained when the task is 
presented as mathematical. 

Substitution for m with numbers that are not whole 
numbers or with negative numbers has nothing to do the 
mathematical topic of divisibility. However, the joy of 
automatic drawing of numbers with a simple substitution 
of the first number, is even greater. Paradoxically, an all 
forums in which we have presented this topic, the most 
favourite interpretation was that via horoscope, i.e. if you 
use as an input the date of your birth, the resulting drawing 

represents you. As an illustration, we used the first digits 
of �. Fig. 5 represents spirolateral for m=3.1415. 

The procedure, by which students solve their 
assignments in a spreadsheet, is by far not an elegant one; 
and from a programming point of view, it leaves much to 
be desired. However, students do understand the process 
and are ready to understand improvements, which are 
offered to them by colleagues teaching informatics 
subjects. Thanks to errors and cumbersome steps in their 
own attempts, the lectures in informatics will provide 
answers to questions that the students already asked 
themselves. 

The principle of ontic commitment, or of internalisation 
of material connexions tell us that it is not possible for the 
knowledge in mathematics to be forced upon pupil’s mind. 
Pupil must solve mathematical assignments by him/her-
self, thereby internalising the mathematical connexions. It 
would be simple to let pupil learn the summations of all the 
numbers up to 20. However, the memorisation of the 
process would not allow them to realise that 3+6 has the 
same result as 6+3 does. Alternatively, even if the pupil 
were to realise this fact, it would not be any different from 
the realisation that words caRamel and vaRiation both have 
R as their third letter. The equality of 3+6=6+3 is a 
principle that pupils discover the first year of elementary 
school. Except if they make a numerical error, such as 
3+6=8 and 6+3=10. 

Informatics, compared to mathematics, has an advantage 
for the errors, made by the author of a program, manifests 
themselves rather quickly. Moreover, for the same input a 
program has to produce the same output. Therefore, 
teaching of both mathematics and informatics will only be 
beneficial if the students are allowed to make errors. By 
correcting the errors, students will not only learn the correct 
answer, but they will also learn the process of verification 
of the results and how to question the correct answer. 
During the subject Mathematics for Informatics, we offer a 
simple algorithm to check the presence of parentheses in an 
algebraic expression. Counting the number of left 
parentheses and its comparison to the number of right 

parentheses, will verify the correctness of the said 
expression. If numbers differ, the necessary condition is not 
meet and the algebraic expression is not written correctly. 
If the count of both left and right parentheses is the same, 
the expression may, or may not be correctly written. In Fig. 

Figure 4. Spirolateral for m=7. 

Figure 5. Spirolateral for m=3,1415.  

Figure 6. Algorithm verifying the number of left and right 
parentheses. 
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6, it is shown an algorithm to verify the number of 
parentheses, which only evaluates the number of 
parentheses, not their order. 

This algorithm only offers correct answer to certain 
inputs.  It fails in those instances in which the number of 
left and right parentheses is equal, but the right parenthesis 
precedes the left one, for instance. In Fig. 7, an example of 
input, which leads to incorrect results is depicted. 

Correcting this algorithm in a way in which it evaluates 
all the possible outputs, in order to only provide correct 
output is a task analogous to predicate calculus where it is 
verified whether the formula is correct for all the inputs. A 
functional algorithm for all the inputs is shown in Fig. 8. 

By solving the aforementioned assignment, the students 

will not only learn what a correct algorithm looks like, but 
also how to approach a task in informatics. They are 
learning not by listening to the instructions from the 
teacher, i.e. what not to be forgotten, or what a functioning 
program should contain, but by a suitable succession of 
assignments they internalise the world of mathematics and 
informatics.  

The principle of instrumental anchoring of 
mathematical knowledge discusses the representative tools 
that are used in mathematics to understand bigger or 
distant concepts. For instance, notation of a number in 
comparison to its representation by a heap of pebbles, 
seems rather important. In both representations, it is 
possible to multiply 30 by 30, using pebbles, however, 
would take substantially longer when compared with using 
Roman numerals. The decadic notation offers the simplest 
solution. At the same time, it is the least understandable. 
With the aim of simplifying the pupil’s road towards the 
solution, teachers often explain to the pupil the least 
understandable procedure. And, in order not to confuse the 
pupils, teachers often omit the earlier, simpler 
representation. They do this with the hope that it will 
suffice for the pupil to repeat one procedure to understand 
the algorithm of multiplication. The teachers do not 
understand that by doing so, they do not teach pupils 
mathematics, but rather a sort of imitation of mathematics, 
which looks the same when solving known problems, but 
in the case of new problems, pupils completely fail. 

In teaching informatics, we decided to illustrate and 
solve first assignments using spreadsheets. The work using 
spreadsheets is cumbersome. On the other hand, for some 
time students know what they are doing and how. They do 
not use long parts of a code that were taken from a different 

program and whose functionality is unknown to them. In 
Excel, use of which is simple allow students having limited 
knowledge of the matter to find solutions and algorithms 
that otherwise would have required advance knowledge.  

The principle of unity of mathematics consists of the fact 
that in mathematics we discover unexpected connexions. 
By solving one problem in a certain part of mathematics, it 
is possible to find solution of a different problem, which 
might not have seemed connected at the beginning. This 
was the case of the connection between group and field 
theory with constructions by ruler and divider. In the 
elementary school, pupils are taught to perceive 
mathematics as a field of study that has common roots and 
principles even if they are explained in different contexts. 
This is achieved by solving the same assignment in 
different mathematical environments in which pupils work 
from the first year of elementary schools. 

In our mathematical course (Mathematics for 
Informatics), we indent to bring all the topics in form of 
assignments in both, the mathematics and informatics. 
These are not necessarily the same assignments. 
Assignments that require for their solution at least partial 
combination of mathematics and informatics are 
considered to be the most beneficial.  

Formulation in the context of informatics:  

In the game Life, we model development of a colony of 
cells that progressively come into life, live, and die in a box 
of a grid. The original rules for a life-cycle of cell are as 
follows:  

• Each cell with less than two living neighbours, 
dies 

• Each living cell with two or three living 
neighbours, remains alive 

• Each living cell with more than three living 
neighbours, dies 

• Each dead cell with exactly three living 
neighbours, comes to life 

In our classes, we modified the rules as follows: 
• Each cell with at least two living neighbours, 

comes to life 
• Each living cell with more than six living 

neighbours, dies 
• Each dead cell with exactly five living neighbours, 

comes to life 

The students’ assignment was to find such initial 
distribution of living cells in a 6x6 grid, so that after 4 years 
there were exactly 14 living cells. 

In the process of solving the assignment, students chose 
two different strategies. One group of students programmed 
as fast as possible the three conditions, while the other 
group firstly thought through the initial conditions and 
ultimately decided to skip one of the initial conditions. By 
this means the assignment was simplified from a 
programming point of view, therefore these students had 

Figure 8. Algorithm verifying not only the number of left and 
right parenthesis, but also their progression.  

Figure 7. Algorithm verifying the number of left and right 
parentheses, which provides incorrect output. 
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more time to use their program to find the solution for the 
problem, i.e. what were the initial conditions from which 
the resulting conditions could have been achieved. The 
solution of the assignment is shown in Fig. 9. 

The principle of historical anchoring of mathematical 
knowledge is a detailed way of teaching mathematics, 
which respects the historical parallels of the development 
of mathematics. The assignments for children, who 
discover mathematics, are not only inspired by history of 
mathematics, but are build up in a way that allows for the 
children to discover mathematics chronologically as it was 
developed in the history. In our basic course of 
mathematics for informatics, we did not manage to build up 
mathematics chronologically, i.e. to only use terms that 
were introduced and explained in the previous lectures. The 
reasons were not only that a subset of students already 
knew the terms from high school, but that it was not our 
goal to chronologically introduce the terms, as mentioned 
earlier. 

Our intention was to use simple or already known topics 
to elucidate how to solve problems in mathematics, how to 
formalise the procedure and how to properly write the 
procedures for them to be processed computationally. We 
moved away from the historical anchoring of mathematics, 
towards the anchoring of informatics. For instance, we do 
not anchor the understanding of complex numbers in 
physics, where for the first time the need for the 
determining of the potential of numbers whose square root 

is a negative number. Instead, we anchor complex numbers 
in their representation in programming languages. Our 
students are the only ones who are able not only to write 
complex numbers in Excel, but also to perform a discreet 
Fourier’s transformation in a spreadsheet. The complex 
numbers can then be drawn in complex plane. Students 
have the possibility to look up where on the plane the sum 
or product of two complex numbers is located. In Fig. 10, 
an example of powers of complex numbers, which changes 
as the complex number is equal, smaller, or bigger than one.  

The principle of genetic parallel is, similarly to the 
previous principle, anchored in the historic parallel. In this 
case, it does not consist on uncovering individual pieces of 
knowledge, but it consists on the development of cognitive 
structures of pupil.  

It is understandable that the development of cognitive 
capabilities must in take place from the early childhood. 
Our students are more developed than students that are 
taught by the method of genetic constructivism from the 
beginning of the elementary school. Despite of the fact that 
our students should have already experienced cognitive 
breakthroughs, such as their own discoveries of the possible 
ways of solving certain assignments, or developed their 
own proofs, we have encountered only very few such 
students.  

In the current education system, primarily caused by 
wrongly defined curricula, students have not experienced 
situation in which they would come up with a new part of 
mathematics. The idea of many high school and elementary 
school teachers of mathematics is that pupils are expected 
to show learnt procedure, algorithms, and at times even 
proofs of certain mathematical knowledge, whose list is 
determined by an authorised institution. At the beginning 
of our course, our students tend to guess what solution to 
the problem the teacher wishes to hear and the correctness 
of the procedure is verified by the authority. They search 
for the answer, which the teacher wishes to hear, and they 
believe that the teacher knows the right answer. Moreover, 
they expect that teacher’s role is to guide the students to the 
solution. Together with the fear of making a mistake, the 
students become a great pedagogical challenge. Our 
students are unable to find new, personal solution to a 
mathematical problem. Additionally, they lack the courage 
to change or modify an already learnt mathematical 
knowledge. When finding solution to informatic 
assignments, it may happen that the students find a more 
elegant or unexpected solution. It often happens that thanks 
to self-confidence, newly acquired in the classes of 
informatics, the students start to argue or change the offered 
solutions even in classes of mathematics.  

III. CONCLUSIONS 
Despite the fact that the scope of the mathematical 
curricula, which we want to offer to our students of 
informatics is immense, we believe that less is sometimes 
more. Instead of large body of knowledge it is better to 
teach our students from the beginning how to connect 
mathematics and informatics, how to use results from one 

Figure 10.  Powers of a complex number in case that their absolute 
value is bigger, smaller, or equal to 1, respectively. 

 
Figure 9. Algorith describing the development of a cellular 

authomat inspired by the game Life. 
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disciple in the other one. The greatest benefit for the 
students is, however, their experience from their own 
discoveries of a new principle, from their own 
success in argumentation, in formulation of certain 
piece of knowledge, or in their own definition of a 
concept. The course, which we have developed is 
accessible as a textbook [9].  
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Abstract— The increasing number of network traffic and 
packet processing in Software Defined Networks can be a 
challenge for the slower handling performance by control 
plane in software. Parallel processing of network traffic 
offers a solution to increase the performance of software-
based control planes. Integrating large amounts of 
additional general-purpose CPU cores is relatively costly for 
achieving a substantial boost in packet classification by 
parallel processing. In contrast, simplified compute cores in 
the GPUs of today deliver better performance in execution 
of massively parallel tasks and offer better scalability. The 
motivation of this work is to utilize the performance of the 
GPU computational power for acceleration of control plane. 
The focus of this paper is packet classification in parallel 
processing on GPU by applying the principles of parallel 
programming into existing algorithms. 

Keywords—Software defined networks, controller 
acceleration,  

 

I. INTRODUCTION 
Software defined networking (SDN) [1, 2] is 

networking concept that simplifies processes associated 
with network management. Recently, there has been a 
rapid development of network and hardware technologies, 
and various internet services such as an email system, 
storage system, and entertainment-friendly content 
system, mean a significant increase in network traffic. The 
increasing number of network traffic and packets for 
processing in SDN can be a challenge for the controller 
with lower resources and slower response. The solution to 
this problem can be acceleration of network traffic 
processing on SDN controller with parallelization. One of 
the basic packet processing techniques on controller is 
packet classification. Packet classification is technique 
suitable for paralleling packet processing using GPU. 

The work is organized as follows: Section 2 describes 
state of the art in SDN, General-purpose computing on 
graphics processing units (GPGPU) wih focus on CUDA 
and packet classification. Section 3 explores existing 
solutions and related work in the area of optimizing 
performance of packet processing. In section 4 of the 
paper we introduce the design of our solution, together 
with proof of concept implementation. Verification and 
evaluation of proposed implementation are detailed in 
section 5. Conclusions of the paper are summarized in the 
last section. 

II. STATE OF THE ART 
There are two diverse approaches being integrated in 

our proposed solution, SDN and GPGPU. SDN, GPGPU 
and CUDA are analyzed in this section, together with their 
advantages. 

A. SDN 
Software-Defined Networking (SDN), is a network 

architecture that is dynamic, cost-effective, adaptable and 
highly programmable. SDN facilitates network 
management and enables effective network configuration 
to improve performance and network monitoring. 

Coker et al. mentions in [3] that SDN objective is to 
optimize the static architecture of traditional networks that 
is decentralized and complex. Each device in the network 
needs to run every network application locally. 
Furthermore, each application instance on each device 
must be programmed separately. Network apps may be 
monitoring and detecting unauthorized access, voice over 
Internet Protocol (VoIP), and load balancing [3, 4]. Each 
network device decides where to forward packets based 
on local application of the same network logic. In such a 
network, all changes to system applications or data must 
be programmed on each device separately. 

SDN is superior for the dynamic nature of current 
networks and applications. Utilizing software 
implementation of control plane separated from 
forwarding plane on network equipment, it is possible to 
centralize high-level network logic decisions as well as 
configuration of all network devices. The fundamental 
SDN principle of control and forwarding (data) plane 
separation in network is depicted in Fig. 1.  

Using centralized view of the whole network enables 
high level decisions about traffic management and 
computations to be made only once and results propagated 
to be used by all nodes in data forwarding plane. 
Furthermore, the centralized control plane implemented in 
software enables faster innovation and development of 
new network features. 

B. GPGPU 
Graphics Processing Unit (GPU) is a specialized 

electronic circuit designed to quickly manipulate and 
modify the memory to speed up image framing in frames 
intended to output to the display device. 
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Figure 1.  SDN Architecture 

The scientific community [5-7] has focused on 
research that explores the potential of GPUs for general 
computing – GPGPU for some time now. Modern GPUs 
are very effective in manipulating computer graphics and 
image processing. The GPU architecture consisting of 
large number of cores makes GPUs more efficient than 
CPUs for algorithms that handle large blocks of data in 
parallel. Consequently, we have decided to use the GPU 
as the main computing unit to solve our problem, because 
goal of this paper is acceleration of the SDN controller by 
utilizing parallelization. 

C. CUDA 
CUDA (Compute Unified Device Architecture) [8] is 

NVIDIA's GPGPU platform for general computing. The 
platform includes parallel CPU programming with core 
functions (CUDA core) performed on the GPU. The 
CUDA core is programmed with CUDA C, which is a 
subset of ANSI C with some extensions. The host side 
can be programmed using C/C ++, Python and Fortran.  

In our work we decided to use CUDA as it is specific 
for NVIDIA manufacturer so no compatibility issues with 
hardware were excepted. CUDA also showcased stronger 
computing power [9] unlike OpenCL which is aimed at 
broader range of GPUs that are available on a market. 

 

D. Packet Classification 
Security is one of the most important aspects of 

communicating over the Internet. The way to ensure 
security is to classify packets. Packet Classification [10] 
is a key technology that represents the process of packet 
categorization into data streams using an Internet router. 
Packages belonging to the same data streams are 
governed by a predefined set of rules and are processed in 
the same way by an Internet router. For network devices 
such as a router or firewall, packet classification is a basic 

operation. Packet classification is performed on the basis 
of packet classifier, also called the policy database or 
flow classifier. A basic firewall classifies packets from at 
least five packet header fields. 

 
Classification of an IP packet based on five fields in 

the packet header, which are a 32-bit source and 
destination IP address, a 16-bit source and destination 
port, and an 8-bit port. Routers perform packet 
classification based on a predefined set of rules. Each rule 
has its own pairing information from the five header 
fields, the priority, and the action to be taken. The action 
represents authorization, rejection, or blocking the packet. 
There are two main approaches, namely default deny, or 
default allow. Packet is always blocked in case of default 
deny if not otherwise defined, with default allow being 
the opposite. 

 

III. RELATED WORK 
Acceleration of packet classification on GPU is not a 

new idea, and it is explored in depth by Gupta and 
McKeown in [10]. Their paper presents the basic 
objectives as well as the definition of the packet 
classification problem. They examine and compare 
computational and storage complexity of various packet 
classification algorithms, including Tuple Space Search 
and Hierarchical Intelligent Cuttings (HiCuts) algorithms. 
The authors report that a combination of analyzed 
algorithms and parallelization have achieved 
improvement in storage requirements and HiCuts 
algorithm as highly tunable to minimize either search 
speed or storage. 

Han et al. in [11] introduce the GPU accelerated 
software router PacketShader. They focused mainly on 
I/O operations. In addition, they examined the GPU 
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Figure 3.  Representation or rules divided into two-dimensional 
array and output parameters. 

Figure 2. Sample rule set 

 
Figure 4.  Execution time with rule preprocessing 

capabilities of packet processing. Demonstrated the 
effectiveness of addressing IPv4 and IPv6 routing on OF 
switches. 

Click Modular Router Improvements [12], in which 
Snap, a packet processing system, was presented. Snap 
offers fast and flexible packet processing using GPUs. 
For small packet sizes (128 bytes). Snap increases the 
performance of the IP router combination, SDN router 
from 10.6 Gbps to 39.6 Gbps. This increase is mainly due 
to the improved Click Component I/O packet and the 
transfer of computationally demanding GPU operations. 

The binary vector search (BV - bitwise AND 
operations) and grammar tree search (RT - range-tree) for 
grading packets using the GPU are presented in work [5]. 
Authors say they are using the full potential of shared 
chip memory to achieve the best performance. 
Optimization has been achieved by storing RT in 
compact fields without explicit pointers in shared 
memory. 

 

IV. DESIGN AND IMPLEMENTATION 
Based on the analysis of existing methods for packet 

classification and acceleration by utilization GPGPU 
parallelization, we propose method combining the 

approaches. The proposed method takes advantage of 
combined utilization of CPU for preprocessing of defined 
rules while offloading packet classification to GPU. 

 
The search algorithm itself is implemented in CUDA 

C. As such, it does not offer various options. On the other 
hand, it does provide an excellent environment for 
working with fields and multitudes of threads, because of 
its Single Instruction Multiple Threads (SIMT) 
architecture, meaning that the same instruction of the 
program is performed in multiple CUDA threads which 
are mapped to GPU processors concurrently. In our case, 
this program is an algorithm for comparing packet with 
predefined set of rules to classify it. Since this operation 
is data independent, it is a suitable candidate for data 
parallelization to which the GPU is most appropriate. 

The fundamental principle of proposed algorithm is to 
divide defined rule set into smaller blocks, as seen in Fig. 
2. Rule action defines how the classified packet is to be 
handled – in addition to standard allow and deny, we 
specify force-allow for possible situations when a packet 
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Figure 6.  Speedup with rule preprocessing 

Figure 5.  Execution time without rule preprocessing 

Figure 7.  Speedup without rule preprocessing 

matches multiple rules with different actions. Firstly, the 
rules are being preprocessed, so that we can apply our 
modified lookup algorithm to them. Preprocessing 
involves divisions of the predefined rules into subsets 
based on the fields and ranges that these rules are valid 
for. Rule preprocessing is performed by serial part of the 
program on CPU. After these steps, we get a two-
dimensional array which is favorable for acceleration by 
parallel computing by offloading the classification on to 
GPU. 

Since we have a set of rules divided into subset of the 
fields, we know how to access these rules in parallel by 
dividing the threads into the individual rows that they will 
match with the packet. If match is detected, second tier 
threads will handle the parallel write of policy identifiers 
to the output parameter as shown in the Fig. 3. 

In example case seen in Fig. 3, the input packet being 
classified contains source port 50 and was compared to 
the subset that was created from the originally defined 
rule set. 

 

We created a proof of concept implementation to test 
application of the proposed algorithm as a firewall 
application. As such, the focus of this proof of concept 
was packet classification based on source and destination 
ports. To facilitate measurement of GPGPU impact on 
execution time, the implementation is divided into two 
parts - sequential for rule preprocessing and parallel for 
the packet classification itself. 

 

V. VERIFICATION 
With the proof of concept implementation, we were 

able to perform fundamental test scenarios for evaluating 
the proposed method for packet classification. For 
experimental purposes, we also implemented elementary 
rule generator that produces a predetermined number of 
firewall rules. Next, we created a topology, on the 
MININET [13] virtual server with a link to the RUY [14] 
control unit running our firewall. 

For testing purposes, we ran all the implementations 
one-by-one. The test triggered TCP communications that 
went through our firewall and we captured IPv4 packets 
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with TCP protocol. We gradually measured the time that 
was needed to compare an incoming packet with a set of 
rules that were available at the time. At the prototype 
phase, we compared the source and destination port. We 
averaged, captured, and displayed the time data as a 
graph. Rule set was gradually increased by hundred rules. 
Embedding the kernel on the GPU, was not count to 
overall time as we did so when the firewall was started. 

The measured execution time results of the test 
scenarios can be seen in the Fig. 4 and Fig. 5. Fig. 4 
shows execution time with rule preprocessing into 
smaller sets. Fig. 5 depicts test scenario with the same 
rules, but without the rule preprocessing. 

 
Fig. 6 displays the speedup with the use of rule 

preprocessing and Fig. 7 speedup without rule 
preprocessing, compared with sequential implementation 
on CPU alone with no GPU offloading. Speedup is 
computed as a ratio of GPU accelerated execution time 
and unaccelerated execution time on CPU:  

Speedup = GPU time / CPU time. Identical 
performance from both CPU and GPU is represented by 
constant number 1. If a speedup is under this constant, 
then the implementation using only the CPU performed 
better then implementation utilizing GPU and vice versa. 

The results show that rule preprocessing increases 
scenario execution by approximately 2ms. However, 
looking at the speedup, performance of GPU accelerated 
firewall application overtakes CPU only application at 
around 200 predefined rules when they are preprocessed, 
compared to approximately 850 rules without 
preprocessing. Furthermore, the GPU accelerated packet 
classification processing time is nearly constant with 
increasing number of rules in the predefined set. CPU 
sequential processing time grows sharply. Thus, GPU 
acceleration of SDN controller application is beneficial 
under moderate load even on modest hardware. 

 
The proof of concept implementation evaluation shows 

parallel classification accelerated by GPU is applicable to 
the problem, with some caveats. While rule preprocessing 
and data transfer between CPU and GPU introduce 
additional overhead, parallel processing of packet 
classification on GPU  

 

VI. CONCLUSIONS 
High-speed Internet connections of today generate 

huge day-to-day network traffic. This raises the demand 
and requirements on network services. One such 
requirement is packet processing itself. Packet processing 
takes place in several phases, including packet 
classification, which is essential for services such as 
network management, analytics, security applications, 
such as firewalls, or commercial applications used to run 
large data centers, and other services with website 
security. 

 

With the advent of SDN, these services shifted from 
hardware solutions to software applications. The main 
element of such solutions is the SDN controller, which 
takes care of the communication between the 
infrastructure layer and the application layer. Proposed 
method for acceleration of the SDN controller 
applications by offloading packet classification to the 
GPU combines flexibility of SDN while increasing its 
performance.  

 
We created a proof of concept implementation that was 

evaluated using test scenarios. The algorithm was 
implemented on both the GPU and the CPU for 
comparison of GPU performance impact. 

 
We would like to extend the research in the area of 

optimizing of SDN control plane parallelization in future. 
Further testing of this and other SDN applications 
utilizing GPU accelerated packet classification more 
direct and comprehensive comparison with existing 
solutions could reveal additional possibilities for 
improvements. 
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Abstract—Dropping out from STEM higher education is a
severe global issue that needs action and solution, in Hungary
the dropout rate is particularly high. Exploring the causes of
early school leaving is a well-studied research topic of great
interest. In this paper, we study the relationship between pre-
enrollment achievement measures and indicators of first-year
university performance, using Bayesian networks, based on
the academic data of students of the mechanical engineering
bachelors program at the Budapest University of Technology
and Economics. Bayesian networks are having their renaissance,
thanks to the high number of openly available software tools.
We demonstrate the applicability of Bayesian networks in the
educational domain, moreover, we also include a high-level but
detailed description of the algorithms, which other similar papers
lack. Although the models perform generally quite well, we also
point out inconsistencies in the results and some limitations of
the models.

Index Terms—higher education, performance prediction, pre-
enrollment achievement measures, dropout, Bayesian networks

I. INTRODUCTION

Dropping out from higher education and delayed completion
are associated with considerable personal and social costs. The
dropout rate from STEM programs in Hungary is particularly
high, one of the highest in the EU. Exploring the causes of
early school leaving, supporting student learning success and
finding intervention points have become well-studied research
topics of great interest to both educational researchers and
educational decision makers.

The rich data stored in educational databases together with
the emergence of efficient statistical and machine learning
methods have enabled new approaches, which created a new
line of research. This paper joins this research steam and
contributes to the literature by exploring the relationship
between pre-enrollment achievement measures and indicators
of first-year university performance using Bayesian networks.
Moreover, we answer the question which relationships are the
most significant and we also make some suggestions how the
explored connections can be used to assist higher education
stakeholders.

In this paper, we review the related theory of Bayesian
networks, how they are able to reveal dependencies between
variables, and we introduce the most important construction
algorithms. We demonstrate the applicability of Bayesian
networks in the educational domain both based on recent

literature and based on the academic data of students from Bu-
dapest University of Technology and Economics. We explore
the relationship between pre-enrollment achievement measures
and university performance outcomes in the first semester,
furthermore, we point out the most significant relationships
and outline possible intervention points and solutions.

Data-driven solutions in educational research have attracted
a great deal of research interest in the last few decades, for
extensive reviews and comparative studies, we refer to [1]–[3].
An important research direction is to predict academic perfor-
mance, in particular to identify students at risk of dropout.
Various machine learning algorithms have been adapted in
dropout prediction studies such as k nearest neighbor method,
decision trees, Naive Bayes classifier and neural networks [4],
[5]. Based on pre-enrollment achievement measures and per-
sonal details using various machine learning algorithms, Nagy
et. al predicted student dropout at Budapest University of
Technology an Economics, moreover, they identified the most
important contributing factors using interpretable machine
learning techniques [6], [7].

Bayesian networks have also been used extensively in the
educational domain. As an early study of this nature, Xenos
modeled the academic progress of students at the Hellenic
Open University [8] using Bayesian networks. García et al.
constructed a Bayesian network to identify the learning styles
of students in a web-based educational setting [9]. Pardos et
al. achieved an impressive performance in predicting the test
results in the Massachusetts Comprehensive Assessment Sys-
tem using Bayesian networks [10]. Based on prior academic
performance and socio-economic factors, Slim et al. developed
a Bayesian network approach to predict students’ grade point
average (GPA) [11].

The main contribution of this work is that we use Bayesian
networks to model academic performance in the traditional
educational setting. We give a detailed description of the ap-
plied algorithms and point out the limitations of this modeling
approach. Moreover, to the best of our knowledge, this is the
first study that investigates academic performance modeling
using Bayesian networks in the Central European educational
setting.
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II. BAYESIAN NETWORKS

Bayesian networks are one of the most widely used prob-
abilistic graphical models. They represent a set of random
variables and their conditional dependencies. The underlying
graph structure is a DAG, and to each node corresponds
a conditional probability table. We reviewed the field of
Bayesian networks, including books and articles, to get a better
view of the available methods [12]–[14].

In [15] the necessity of Bayesian networks for classification
was tested through comparison to naive Bayes methods and
other classifiers. The main characteristic of the Naive Bayes
model is that it makes the assumption that all features are
conditionally independent given the class labels while the
Bayesian network represents a set of variables as nodes of
a graph, modeling dependencies between the variables as
directed edges. After testing over twenty datasets it was found
that there is no significant difference in performance. The
paper also points out that the optimality measures used for
Bayesian network construction are not the best for classifier
applications and a suitable family of functions is introduced
instead. With all this is mind for non classification problems
like prediction and imputation Bayesian networks perform
well. Also, in the real world, in real data features are
hardly ever independent and therefore the application of Naive
Bayes classifiers can be misleading because of their strong
assumption. The Bayesian networks can get a grasp on the
dependencies in real data.

There are works regarding the theory of learning Bayesian
networks from samples [16]. It was shown previously that for
learning Bayesian networks from data there is a greedy search
that identifies a perfect map of the generative distribution if the
map is a DAG. This two-phased greedy search is implemented
and was shown to lead to good solutions when applied on finite
sample sizes.

In their paper [17] Perković et al. investigate completed
partially directed acyclic graphs, develop terminology and
methods and demonstrate the gain in identifiability of causal
effects as the available domain knowledge increases. Bayesian
network structure building methods were also developed for
high dimensional DAGs [18], in particular the PC-algorithm.
These algorithms that search through the space of DAGs
were developed over the years [19] and most statistical and
machine learning repositories that support Bayesian networks
have their own implementations of structure and parameter
learning algorithms.

Now we briefly introduce Bayesian networks, present some
learning algorithms and the idea of inference.

A. Theoretical foundation

Definition 1. A Bayesian network (G,P) is a representation
of a probability distribution over a vector of random variables
X = {X1, . . . , Xn}, where G is a DAG, the structure of the
Bayesian network, and P is a set of conditional probability
distributions. The nodes of G represent the random variables
and the edges represent conditional dependence statements.

Each node has its own conditional probability distributions
for the possible value combination of its parents:

P(Xi|ParG(Xi)),

where ParG(X) is the set of the parents of the node corre-
sponding to X in G.

Based on its conditional independence assumptions, the
Bayesian network defines the joint distribution as

P(X1, . . . , Xn) =
n∏

i=1

P(Xi|ParG(Xi)). (1)

Figure 1. Example of a simple Bayesian network

In Figure 1, a simple discrete Bayesian network structure
is shown. It is created based on our own assumptions only,
so its goodness is not tested. It models a situation with four
variables: mathematics matura (denoted by MM) influences
the result of two first semester courses, Mathematics A1 and
Basics of Mechanical Engineering (ME), and further, both
influence the result of the second semester course Basics of
Machine Building (MB). The conditional probabilities in each
nodes only depend on the given node’s parents.

Definition 2. Let (G,P) be a Bayesian network, G = (V,E)
and A,B,C ⊂ V three subsets of nodes from G. A and B
are directional-separated (d-separated) in G given evidence
C, if there are no active trails between A and B with
evidence C. It is denoted by DSG(A,B|C). A and B are
conditionally independent given C if A and B are d-separated
given evidence C.

The definition of activate trail is out of scope now, a
good reference is [12], and the Bayes-ball algorithm [20]. For
example, on Fig. 1 the cloudy weather and the wet grass are
conditionally independent if we know whether the sprinkler
was used or not and whether it rained or not. They are
dependent if we do not know about the sprinkler or the rain
because in that case the Cloudy→Sprinkler→WetGrass triplet
or the Cloudy→Rain→WetGrass triplet becomes active and
creates an active trail between Cloudy and WetGrass.

For a directed graph G, let I(G) =
{
(A ⊥ B|C) :

DSG(A,B|C)
}

be the set of conditional independence state-
ments corresponding to d-separation. For a distribution P , let
I(P) be the set of (conditional) independence statements that
hold in P . G is an independence-map for I(P) if I(G) ⊂ I(P).
The following fundamental result holds.

Theorem 3. Let G be a Bayesian network structure for a set
of random variables X, and P be a joint distribution over X.
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G is an independence- map for P if and only if P factorizes
over G according to Eq. (1).

B. Learning

The learning of Bayesian networks consists of two steps:
structure learning and parameter learning. In the simplest case,
the Bayesian network is specified by an expert and no learning
is necessary. In most of the cases, the conditional distributions
and/or the structure of the Bayesian network are not given
therefore have to be estimated from data.

Structure learning, the construction of the underlying graph
from data, is hard: inferring causality is difficult and exponen-
tial time is required to search through all possible DAGs to
find the optimal one . We describe two methods, which we
used for modeling: Sec. II-B1 is about a heuristic algorithm;
and Sec. II-B2 is about a score based method, which cleverly
searches through the space of DAGs.

To completely represent the probability space in possession
of the graphical structure, it is necessary to specify the
conditional probability distribution for each node conditioned
on its parents. This is called parameter learning, or in other
words, fitting. Parameter learning can be done by summing up
counts through the data, see Sec. II-B3.

1) Bayesian network based on the Chow–Liu tree: The
Chow–Liu algorithm provides a simple and efficient way
to find the best undirected tree structure approximation that
maximizes the likelihood of the data [14]. In this case we
want to find the tree structure that maximizes the likelihood
over all fully observed tree structures. The algorithm finds the
maximum weighted spanning tree over the variables, where a
weight corresponding to an edge is the mutual information of
the two nodes (variables) connected by the possible edge.

The mutual information between two variables X and Y
over the space X × Y is:

I(X,Y ) =
∑
x∈X

∑
y∈Y

pX,Y (x, y) log

(
pX,Y (x, y)

pX(x)pY (y)

)
,

where pX,Y is the joint probability function, pX and pY are
the probability functions of X and Y . The probability function
values can be estimated from the data.

Again, the resulting graph will be undirected. To direct the
edges a root node is selected and edges are directed away from
the root. Iteratively, for nodes that are reachable on directed
edges from the root, one directs all undirected edges away
from the reached nodes. This trivially results in a DAG.

2) Structure learning as a shortest path problem: The
Bayesian network structure learning problem can be trans-
formed into a shortest path problem by utilizing another
special graph structure, called lattice or order graph over the
variables. It is defined in the following way, in context of
the Bayesian network structure learning problem on variables
{X1, . . . , Xn}:

1) let the root, the starting node for the shortest path
algorithm, be the empty set (layer 0);

2) let the leaf, the ending node for the shortest path
algorithm, be the set of all variables in the network
{X1, . . . , Xn} (nth layer);

3) add each possible variable subset to the graph as a node
ordered into layers, such that all subsets of a layer has
the same number of elements (the ith layer contains all i-
element subsets of {X1, . . . , Xn}, and no other subsets);

4) connect the layers in a way that from each node S1 of
the ith layer directed edges go to each node S2 of the
(i+ 1)th, with S1 ⊂ S2 (|S1|+ 1 = |S2|);

5) the weights of the edges are given by a function (some
goodness of fit measure of the structure).

In the graph defined above a path from the root to the leaf
represents a topological sort of the variables. The path with the
lowest total weight corresponds to the optimal topological sort
and Bayesian network. The topological order of the variables
describes the network in the way that each variable may have
the nodes preceding it in the ordering as its parents.

One of the "goodness" measures for learning Bayesian
networks is Minimal Description Length (MDL). The MDL
is a two-component score that estimates the number of bits
required to represent a model and the data given that model. In
case of Bayesian networks, this is the number of bits required
for the model representation (graph and conditional probability
tables) while the bits required for data approximation is
inversely proportional to the probability of the data given the
model.

For a Bayesian network B and learning data D, the MDL
score is

MDL(B,D) = γMDL(B) +MDL(D|B),

where MDL(B) is the bits required to represent the network,
MDL(D|B) is bits required to represent the data given the
model and γ is a weighting parameter. The value of γ can
be used to control the complexity of the result, the lower the
value the more complex the network will be.

After transformation of the problem, a shortest path algo-
rithm can be used to find the optimal network. To solve this
shortest past problem for the MDL score, edge weights of the
lattice graph should be defined as:

w(S1, S2) = BestMDL(X,S1)

= argmax
Par(X)⊆S1

MDL(BX∪Par(X), D),

which is the weight between S1 and S2, X ∈ S2 \ S1 and
BestMDL(X,S1) is the best score over all possible parents
for X in S1 when we attach X to the best possible Bayesian
network over S1.

The naive way to find the best network is to evaluate all
possible topological orderings. The A* algorithm can be used
to only partially evaluate the graph and still get an optimal
network in the end. The description of the application of A*
search for Bayesian network structure learning can be found
in [21]. A greedy search based on the same lattice graph is
also possible, but it will not result in an optimal graph in
every case. It is greedy in a sense that it will not use the
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heuristics, as A* search does, to determine the weights that
will be discovered later, only selects the next edge to be the
one with the highest weight.

3) Parameter learning: Parameter learning from data given
the structure is fairly simple: for each node we consider the
data regarding the node and its parents only. In the discrete
case, the maximum likelihood estimate is the number of
occurrences of each set of possible value combinations divided
by the number of samples in the data: let D be the data, X
be a node of the network, Par(X) be the set of parents of X
and z be a realization of Par(X), then the estimation of the
conditional probability from the data is

P (X = x|Par(X) = z) ≈ |{X = x, Par(X) = z}|
|D| .

C. Inference

One of the most powerful ability of Bayesian networks
is that they can perform inference efficiently: given any set
of observed variables Z from the network (including the
absence of evidence) a Bayesian network can make predictions
for all variables X from the network quicker than the plain
calculation of P(X|Z), by using the graph of the network G
and calculating P(X|Z ∩ G). In the rest of this section the
loopy belief propagation algorithm is described.

1) Loopy belief propagation algorithm: Belief propagation
is a dynamic programming approach to do conditional prob-
ability queries in a graphical model. The task is to infer
P(X|Z∩G), the conditional probability of each variable X on
the graph G given an observed subset Z of nodes as evidence.
The belief propagation algorithm has polynomial complexity
in the number of nodes, while exact probabilistic inference in
general has been proven to be NP-hard [22].

The idea of the belief propagation algorithm is to have each
node determine a distribution by listening to its neighbors.
Evidence enters the network at the observed nodes and prop-
agates through it: adjacent nodes exchange messages in every
iteration telling each other how to update beliefs based on
prior beliefs, conditional distributions and evidence.

The belief BX(x) can be used to estimate the probability
of X = x given evidence Z = z for all variable X:

BX(x) ≈ P(X = x|Z = z)

Detailed descriptions of the algorithm can be found in [23]–
[25]. Here we give a brief summary.

Let X be a node with children {Y1, . . . , Yn} and parents
{U1, . . . , Um}. Let λYj

(x) be the messages coming from the
children of X to X , and πX(uk) the messages coming from
the parents of X to X . It is possible for X to send a message
to itself, denoted by λX(x). The belief can be calculated in
the following way:

BX(x) = αλ(x)π(x),

where α is the normalizing constant,

λ(t)(x) = λX(x)
∏
j

λ
(t)
Yj
(x),

π(t)(x) =
∑
u

P(X = x|U = u)
∏
k

π
(t)
X (uk).

The message sent by X to its parent Ui at the (t+1)th iteration
is

λ
(t+1)
X (ui) = α

∑
x

λ(t)(x)
∑

uk:k �=i

P(x|u)
∏
k �=i

π
(t)
X (uk),

and the message sent by X to its child Yj at the (t + 1)th

iteration is

π
(t+1)
Yj

(x) = απ(t)(x)λX(x)
∏
k �=j

λ
(t)
Yj
(x).

The initialization of messages can be done randomly with the
following boundary conditions:

1) for all evidence nodes zi ∈ Z, λ(xi) = 1 if xi = zi,
otherwise 0 and π(xi) = 1 if xi = zi, otherwise 0;

2) for nodes without parents, π(xi) = P(xi), the prior
probabilities;

3) for nodes without children, λ(xi) = 1.
The messages are sent in the network simultaneously until a
stable belief state is reached, if ever.

III. MODELING ACADEMIC PERFORMANCE

Based on pre-enrollment achievement measures and demo-
graphic factors, we aim to predict how students perform in
their early university studies. We build Bayesian networks for
data that is available at time of enrollment and on results
of mandatory courses from the first two semesters of the
mechanical engineering bachelors program at the Budapest
University of Technology and Economics. In this section, first
we provide some background on the Hungarian education
and university admission system, then we describe our data
preparation steps and the modeling framework.

A. University admission system in Hungary

At the end of their high school studies, students take an exit
exam, called matura, that consists of (at least) five subjects:
mathematics, history, Hungarian language and literature, a
foreign language and one additional subject of the students’
choice that they studied for at least two years. Students can
choose between two difficulty levels: normal and advanced.

Higher education admission mostly relies on secondary
school performance and maturity exam results. The predic-
tive power of these pre-enrollment achievement measures on
university performance were investigated in [6], along with a
more detailed description of the admission system. Students
applying to higher education gain an admission score (AS) that
combines various performance indicators that are summarized
as follows:

1) study points (SP) include secondary school grades and
maturity exam results, at most 200 points
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2) maturity exam points (MP) sum of the results of the
two maturity exams defined by the selected university
program, in percentage, at most 200 points

3) additional points (AP) include points for additional
achievements and equal opportunity points, at most 100
points (80 before 2012)

The admission score is calculated as AS = max{SP+MP, 2·
MP}+AP , thus the maximum is 500.

Universities define their own minimal admission score for
each of their programs and enroll students achieving a greater
score than the program’s limit according to the student-optimal
matching algorithm of Gale and Shapely [26].

B. Data preparation

The data provided by the Central Academic Office of
the Budapest University of Technology and Economics was
extracted from the Neptun educational administration system.
We received anonymised data of pre-enrollment achievement
measures together with course-level university performance
indicators for over 30000 students admitted between 2010 and
2017 at Budapest University of Technology and Economics.
We had to deal with a large amount of missing data due to
the fact that not every attribute was available for all students.

First, we had to clean, transform and filter the data to
fit our needs. After the data preparation steps, finally we
ended up with 4616 records and 24 variables. The variables
together with their possible values and description are detailed
in Table I. Out of the 4616 records, there are only 573 with
no missing values. However, for various network architectures
– where not all the variables are used – we can build the
network on much more complete records . It is also possible
to use incomplete records after imputing the missing values
with a Bayesian network that was set up from the subset of
the records that are complete.

To achieve a better performance and increase the inter-
pretability of the results we decided to categorize the variables.
We used the quantile values for each variable creating two,
three, four or five categories. In Figure 2 one can see the
distribution of the Mathematics matura exam results and the
quantile values. The green lines correspond to the terciles,
the red lines correspond to the quartiles and the blue lines
correspond to the quintile values.

Figure 2. Distribution and quantiles of the Mathematics matura exam results

C. Modeling and evaluation

For the modeling part of our work we used the Pomegranate
package [27], that implements multiple algorithms for
Bayesian network learning and evaluation.

For structuce learning, an exact structure searching method,
a related greedy algorithm, and the Chow–Liu tree building
algorithm is supported in this tool. The first two are accelerated
by dynamic programming and A* search, as described in
Sec. II-B2.

Due to the high number of variables we were not able to run
the exact algorithm for the full set of variables. Instead we built
networks on pre-enrollment variables and/or on reasonable
subsets of the university courses, for more details see the
captions of Figure 3.

For evaluation we used two types of measures. First, we
wanted to test how well the networks predict the grades of the
students based on pre-enrollment or first semester evidence.
For this we calculated the average mean squared error over all
predicted subjects for the network:

MSE(y, ŷ) =
1

n · l
l∑

j=1

n∑
i=1

(yi,j − ŷi,j)
2,

where n is the number of data points, l is the number of subject
nodes in the network, yi,j is the true grade of the ith student
in the jth subject and ŷi,j is the prediction for that grade.

Secondly, the grades were divided into two classes: success
and failure, where success means that the student obtained a
passing grade. Based on this, we divided students into two
groups for each semester. The students in group one are those
who completed all the courses of the semester successfully,
while the students in the other group failed at least one of
the courses. If we consider all courses from the first semester
with this transformation, we can predict if the student is able to
keep up with the sample curriculum or if the student is exposed
to early dropout. This transformation turns the problem into a
binary classification problem and from the resulting confusion
matrix we can calculate Accuracy and Specificity:

Acc =
TP + TN

TP + FP + FN + TN
Spec =

TN

TN + FP

Specificity (or true negative rate) is meaningful in our case
because it measures what proportion of students, who actually
fall behind, is correctly detected as at-risk students. These are
the students who are in the possible need of remediation, and
their identification based on pre-enrollment variables is crucial.

On Fig. 3, we can see examples of the built networks in dif-
ferent scenarios. The applied structure learning algorithm, the
calculated metrics and other attributes are detailed in Table II.
The predictions are based on the loopy belief propagation
with the default parameter setting of the implementation.
The Bayesian networks of Fig. 3a and Fig. 3b are built
on all available variables, therefore these two are directly
comparable. Their structures are similar, and the performance
of the Chow–Liu version is comparable to the greedy version,
which is rather surprising. However, the Chow–Liu version is
the only network where the degree of language exam is not
independent from everything else.
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Node Variable Values (categories) Description
1 Age integers from 17 to 35 (cut at age 20) the age in the year of enrollment
2 Place of preliminary studies string (Budapest, major city, other) indicates where the student studied before enrollment
7 Level of preliminary studies secondary school or higher education the level of study before enrollment
3 Mathematics grade float (cut at 4.5) the average of the students grades in mathematics that

were used in SP calculation
5 Humanities grade float (4 categories using quantiles) the average of the students grades in literature, history

and foreign language that were used in SP calculation
6 Other grade float (5 and not 5) the average of the students grades in the fifth subject

that were used in SP calculation
4 Degree of language exam intermediate or advanced the degree of the highest language exam of the

student
8 Mathematics matura float between 0 and 150 (5 categories using quantiles) the percentage of points scored on the Mathematics

matura, multiplied by 1.5 for advanced level exams
9 Other matura float between 0 and 150 (5 categories using quantiles) the percentage of points scored on the other matura

used for MP calculation multiplied by 1.5 for ad-
vanced level exams

10–22 13 subject variables 1,2,3,4,5 the grade of the first enrollment of the student in
the subject (fundamental mechanical engineering sub-
jects)

24 Scholarship index float (3 categories using quantiles)
∑

i
gradei· crediti

30
, where sum is taken over completed

courses
23 Unsuccessful credits positive integer (0, more than 5, other) the amount of university credits that the student took

but did not complete
Table I

THE SELECTED VARIABLES FROM THE DATASET

Letter Number of variables Number of complete records Algorithm MSE (1) MSE (2) Acc (1) Spec (1) Acc (2) Spec (2)
a 24 580 greedy 1.743 2.121 0.688 0.758 0.6 0.725
b 24 580 Chow–Liu 1.803 2.231 0.681 0.841 0.578 0.95
c 17 661 exact 1.909 - 0.716 0.828 - -
d 16 589 exact - 2.34 - - 0.55 1.0
e 15 2338 exact - 1.517 - - 0.644 0.378

Table II
ATTRIBUTES OF THE BUILT NETWORKS, (1) AND (2) CORRESPOND TO THE PREDICTED SEMESTER

Here, the networks are presented in a way that red edges
indicate variables with time-difference. These do not always
follow the natural causality of the variables, but such a
constraint may reduce the predictive power of the networks.

The MSEs of models (a) and (b) show that prediction
is better in the short run, when we predict first-semester
results based on the pre-enrollment variables, than in case of
predicting second-semester results. We can observe a similar
phenomenon in case of models (d) and (e), where we predict
the second semester results based on pre-enrollment variables,
and first semester results, respectively.

An easy to see pattern is that the Scholarship Index (24)
is connected to all first semester subjects in the networks
containing this variable. This is due to the fact that it is
calculated from the results of these subjects.

IV. SUMMARY

The calculated measures suggest that the used pre-
enrollment variables has limited prediction power. However,
it is worth mentioning that the small sample size, and the
unpredictable nature of the loopy belief propagation may have
altered the results.

On the other hand, the relatively high specificity scores
indicate that the built models are suitable to identify students
at risk at the time of their enrollment. Prediction power of our

networks are comparable to similar studies working with other
Bayesian tools, e.g. [5].

As a possible future research, we aim to identify other
suitable pre-enrollment attributes, and investigate the applica-
bility of models that respect the time order of the educational
domain.
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[17] E. Perković, M. Kalisch, and M. H. Maathuis, “Inter-
preting and using cpdags with background knowledge”,
arXiv preprint arXiv:1707.02171, 2017.

[18] M. Kalisch and P. Bühlmann, “Estimating high-
dimensional directed acyclic graphs with the pc-
algorithm”, Journal of Machine Learning Research,
vol. 8, no. Mar, pp. 613–636, 2007.
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(a) Network for all variables (greedy version)
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(b) Network for all variables (Chow–Liu version)
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(c) Network for pre-enrollment data and first semester subject results
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Figure 3. Examples of the learned Bayesian networks
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Abstract— The educational process in schools often brings 
with it courses which are not very interesting for students. 
Therefore, it is necessary to constantly innovate the 
educational process, to find new opportunities for students 
to interact, and to move beyond their limits of knowledge, 
for example, through information systems. Information 
systems represent a variety of possibilities for innovation, 
depending on the type of information and communication 
technologies used in the educational process. This article 
refers to the application of information systems, namely the 
ERP system from the company SAP, the SAP CO module, 
within the scope of the course Controlling of a 
Manufacturing Company. The aim of the innovation is to 
increase students´ interest in the course and, at the same 
time, to increase their practical experience in the field of 
enterprise information systems, which is beneficial for both 
sides – students and future employees on one hand, and 
their potential employers on the other.  

I. INTRODUCTION 
Nowadays, companies use different economic and 

accounting systems to assist them in their daily operation. 
The role of the first company-wide information systems 
was mostly inventory management and material planning. 
Present information systems already include most of the 
business processes and automate human work, thus 
ultimately bringing enterprises to run more efficiently. 
The 1980s represented the peak of systemic concept of the 
enterprise as a whole, which consists of individual 
subsystems. The beginning of the 1990s brought a new 
perspective on software products for enterprise 
information systems and the essence of this new approach 
was the view of the information system as a means of 
enterprise resource management and information security 
of the processes taking place in it. Enterprise Resource 
Planning (ERP) systems are an effective tool for planning 
and managing internal business processes, which uses a 
single data base and provides real-time access to its 
functions for all levels of the enterprise, thus allowing the 
enterprise the most efficient transformation of inputs into 
outputs through available resources [1], [2]. 

 The main reasons for the introduction of ERP systems 
are:  

• the quality and availability of information,  
• business processes management, 
• decision support. 

According to statistics, achieving objectives of reducing 
inventories, improving customer service and reducing the 
cost of logistics occurs in about 50% of the cases in the 
first year after implementation of ERP systems. 

SAP = Systems, Applications and Products in Data 
Processing. SAP is currently the largest provider of 
business applications and one of the largest software 
companies worldwide. It was founded in 1972 in 
Mannheim by a group of former IBM employees with a 
vision to develop a software package containing a variety 
of business functions. The most important part of the idea 
was to help enterprises to replace dozens of diffent 
business applications (such as financial accounting 
applications, warehouse management applications, 
production planning solutions, maintenance evidence 
systems, etc.) with one integrated system [3].   

Nowadays, this system is used [3]:  
• by more than one million business users for more 

than 251,000 customers, 
• in more than 130 countries, 
• to create and implement more than 54,000 

employees and 2,000 implementation partners, 
• in 40 different languages, 
• in 50 currencies of the world. 
In its software, SAP reflects best practices of various 

branches of industry, solutions for which are divided into 
four basic areas – manufacturing, sevices, financial sector, 
and public sector. However, there are 24 groups of 
industry areas that are installed ´above´ other SAP 
products. These include automotive, banking, security, 
travel and transportation, chemical industry, high tech, 
mining, aviation and defense, retail, media, professional 
services, insurance, natural sciences, sport and leisure, oil 
industry, mechanical engineering, utilities industry, 
telecommunications, wholesale, public administration, 
public service, health service, education, and research.  
Among the customers in Slovakia are Volkswagen 
Slovakia, Slovak Railways, Slovenský plynárenský 
priemysel, Východoslovenská Energetika, Slovak 
Telekom, Orange, Slovenská pošta, Stredoslovenské 
energetické závody, Východoslovenské energetické 
závody, Allianz-Slovenská pois	ov
a, Tatra Banka, Prvá 
stavebná sporite�
a, Lesy SR, Ministry of Defense of the 
SR, Ministry of Finance of the SR, Ministry of Education 
of the SR, Ministry of Agriculture of the SR, and many 
others. The largest customers in the world include General 
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Motors Corp., Discovery Channel, Shell, Siemens AG, 
Porsche AG, Audi, etc [3].  

SAP divides systems into two main areas [4]: 
• SAP Business Suite, which includes all business 

applications, 
• SAP NetWeaver, which includes components 

enabling the use of SAP Business Suite (such as web 
portal or business intelligence tools). 

SAP Business Suite is a SAP solution designed for 
implementing and optimising business strategies. These 
are integrated business applications enabling the 
performance of basic business processes. SAP Business 
Suite products are among the best known SAP products 
and offer a variety of solutions, which can be seen in 
Fig. 1 SAP Architecture [5].  

 

 
Figure 1 SAP Architecture [5] 

 

A. SAP Enterprise Resource Planning (ERP) 
Enterprise Resource Planning is an information system 

which integrates and automates a large number of 
business processes. It represents not just a specific type of 
software but the solution as a whole. The content of the 
ERP system has gradually evolved. The original concept 
included only logistics, finance and human resources. 
Over time, the original concept was expanded to include 
manufacturing, trade, inventory, assets, etc. The ERP 
includes basic business features, for example: 

• SAP ERP Financials – contains modules of financial 
accounting, market risk management, controlling, 
assets; 

• SAP ERP Operations – includes modules for 
logistics design and performance, product 
development and manufacturing, sales and services;  

• SAP ERP Human Capital Management – its aim is to 
create an organisation (enterprise) which is well 
prepared to manage and also to retain employees; 

• SAP ERP Corporate Services – is used for project 
and portfolio management, environmental 
protection, safety at work, quality management and 
control; 

II. SAP ERP Analytics – contains powerful features 
for business analyses. [2], [4] 

A. SAP Customer Relationship Management (CRM) 
Customer Relationship Management is an 

entrepreneurial approach characterised by actively 
creating and maintaining long-term (beneficial) 
relationships with customers. These relationships have to 
be beneficial for both parties – both for the customer and 
the company. Customer relationship management enables 
collection, processing and use of information about 
individual customers, consumers. It allows the company to 
know and anticipate the needs, desires and purchasing 
habits of their customers. SAP CRM software is an 
application which helps to reduce costs, improve decision-
making, and achieve a competitive advange in the long 
run. SAP CRM includes following business features:  

• marketing support – it supports management of 
marketing resources, campaigns, market segments, 
sales support to the distribution network, potential 
customer and marketing analyses; 

• sales promotion – provides dealers with the tools 
they need to complete orders. These include, for 
example, management of contacts, accounts, 
opportunities, planning and forecasting of sales; 

• service support – helps to maximise the value 
derived from sales of services; 

• web channel – leads to increased sales and reduced 
transaction costs of individual transactions through 
effective linking of business with the customer; 

• supply management in real time – the enterprise is 
able to quickly improve customer relationships; 

• management of partner channels – it improves 
processes for partner search, management, 
communication, marketing, forecasting, sales in co-
operation with partners, and management of partner 
contracts; 

• management of business communication – it allows 
the management and administration of incoming and 
outgoing contacts in multiple locations and 
communication channels simultaneously. [2], [4] 

 

B. SAP Product Lifecycle Management (PLM) 
Product Lifecycle Management also helps to develop 

new products, it includes tools for creativity and 
innovation, it is a tool for new product development and 
its marketing. PLM unifies production management, 
supplier relationship management, customer relationship 
management, quality management system, technical 
development planning system and thus creates a complete 
set of product information.  [2], [4] 

C. SAP Supply Chain Management (SCM) 
Supply Chain Management allows businesses to plan 

and simplify the enterprise network of logistics and 
resources, linking of which creates a supply chain. It 
consists of supply, production and distribution. As a 
result, the enterprise can then adapt its processes to a 
constantly changing competitive environment. [2], [4] 

D. SAP Supplier Relationship Management (SRM) 
Supplier Relationship Management is designed to 

optimise and manage relationship between the enterprise 
and its suppliers. With this solution, the enterprise can 
explore and predict purchasing behaviour, shorten 
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procurement cycles, and collaborate with partners in real 
time. This allows the company to establish long-term 
relationships with all suppliers who have proven to be 
reliable partners. [2], [4] 

The implementation of an enterprise information 
system, such as SAP ERP, brings a large number of 
benefits through which companies recover their full 
potential more effectively. Businesses are more flexible in 
adapting to market conditions through customer 
relationship management, product life cycle, supply chain 
and, last but not least, supply chain management. On the 
other hand, in addition to advantages, disadvantages also 
arise. One of the biggest drawbacks of the SAP ERP 
implementation is the complex and time-consuming 
training of company employees, who should use the new 
information system in their work. Therefore, it is, from the 
point of view of universities, necessary to prepare their 
graduates for increasing qualification requirements of their 
future employers. One of the ways of preparation, through 
which students become acquainted not only with 
theoretical knowledge but also with practical training, is 
innovation of the teaching process of the course 
Controlling of the Manufacturing Company.    

III. RESEARCH MATERIAL AND METHODOLOGY 
In the present contribution, we focus on the course 

Controlling of a Manufacturing Company, which is one of 
the courses in the first year of the second level of study in 
the field of study Production Management. As the second 
level of study is concerned, it is even more important to 
innovate the teaching process and to implement more 
practical training in the courses, in order to enhance the 
students´ ´interestingness´ on the market of production 
factors.  

The objective of the course is to acquaint students with 
the issues, research and implementation of controlling in a 
company. The content of the course is as follows: 

• Basic concepts and criteria of management 
accounting in controlling;                                          

• Activity Based Costing (ABC) method – basic 
introduction to the issue;                     

• Planning processes, planning methods and 
techniques in controlling;                                                      

• Creation, deployment and implementation of 
controlling;                                                                     

• Basic planning categories in controlling;                                                         
• Risk analysis and assessment in the company;                                                                          
• SWOT analysis in controlling;                                                                                             
• Project and product controlling;                                                                                   
• Decision-making processes, methods and techniques 

of decision-making in a company; 
• Nature and methods of personnel work in a 

company, personnel controlling.      
 
As part of the creation, deployment and implementation 

of controlling, it is necessary to innovate and supplement 
the theoretical knowledge of students with practical 
experience acquired by acquainting themselves with SAP 
ERP CO – controlling module, its basic functions, 
possibilities and levels of application in real SAP 
environment. 

Controlling offers the company management the basis 
for decision making. It facilitates the coordination, 
monitoring and optimisation of processes within the 
organisation. Management accounting – controlling 
includes all functions necessary for effective management 
of costs and revenues. [6], [7] The basic components of 
SAP CO are: 

•   Overhead costs controlling is used to determine and 
allocate overheads. It includes all costs which cannot 
be directly attributed to a given business area, 

• Cost centre accounting allows analysis of overhead 
costs according to where in the organisation they 
incurred,  

• Accounting of cost items – is focused on cost 
classification and data reconciliation, 

• Activity Based Costing (ABC) – offers additional 
possibility of cost sharing, 

• Internal orders – usually used for planning, 
collection, and settlement of costs for internal tasks; 

• Product cost controlling is used for assessing the 
product or service cost through costing.  

• Profitability analysis makes it possible to analyse 
business activities and their effect on the external 
market. This component can determine 
successfullness of a business and a product for 
different segments. The typical questions answered 
by the profitability analysis iare: Who are the biggest 
customers and who of them has the highest growth 
potential? Are sales unit reaching their goals? How 
successful was the latest marketing campaign? What 
is the effect of a given pricing strategy for different 
customer groups?   

• Profit Centres Accounting analyses the success of 
individual profit centres. Typical questions answered 
in this area are: What is the operating result of the 
Profit centre? Which assets are assigned to the given 
Profit centre? Which areas are doing better than 
planned? Which products and services were sold? 
[8], [9] 

SAP CO organizational units include cost circle, 
economic performance area, cost centre, and profit centre. 
Cost circle – this is the basic organizational unit of SAP 
CO. Several accounting circles can be assigned to one cost 
circle. However, it is important that all accounting circles 
under one cost circle use the same accounting schedule 
and the same fiscal year definition. Economic 
performance area – this is the highest level of 
organizational structure of the company on which the 
profitability analysis is performed. One economic 
performance area may include several cost circles. Costs 
centre – the area where costs arise. They are used to divide 
the enterprise on the basis of criteria defining the 
responsibility for costs and business activities. They often 
correspond to individual function areas of the enterprise, 
e.g. purchasing, marketing, sales, etc. Profit centre – it 
reflects the structure of the company in terms of 
management and is created for internal management 
purposes. Separate financial statements can be created at 
the level of the profit centre. [10], [11]      

In 2005, the Technical University of Košice (TUKE) 
started to gradually switch to and introduce a new trial 
economic and information system SAP. This information 
system provides a combination of functionality, flexibility 
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and technology enabling an organisation to respond 
quickly to a variety of changes. Since 2008, the system 
has been put into full operation at the university. The 
information system of TUKE is aimed to support 
processes in the areas of financial accounting, investment 
assets, controlling, materials management and sales. [2] 

CO (controlling) module, customised for TUKE needs 
includes:    

• controlling module (internal accounting) supports 
standart and specific requirements of controlling 
processes: 

• records of responsible persons for monitored 
planning areas at project and cost centres level,  

• reporting of:  
• post-tax cost-revenue analysis,  
• economic performance after taxation,  
• post-tax cost-revenue analysis compared to 

previous accounting years,  
• accounting of profit centres in the areas – assets, 

inventories, receivables, liabilities, 
• profitability analyses, automatic creation of 

internal accounting documents when relevant 
accounting documents related to development of 
costs and revenues in the external accounting are 
generated,   

• manual posting of items in the revenue accounts 
of internal accounting,   

• automatic breakdown of actual costs to individual 
organizational units according to predefined 
rules;    

• in the controlling module, we can calculate and track 
the preliminary costs, which we then can compare 
with the actual costs,  

• monitoring of both production and overhead costs, 
possibility to create own reports,  

• tracking the history of plan changes,  
• reporting – in accordance with the Cost Model for 

Slovak Public Higher Education Institutions (HEI):  
• annual cost calculation in the areas of higher 

education, research, other activities related to the 
main activity of the public HEI in accordance 
with the methodology of the Cost Model for 
Slovak Public HEI,  

• calculation of project costs in accordance with 
the methodology of the Cost Model for Slovak 
Public HEI. [2] 

IV. RESULTS AND DISCUSION 
As a part of the innovation of the abovementioned 

course, the SAP ERP version – a training client, provided 
to the Faculty of Manufacturing Technologies based in 
Prešov of the Technical University of Košice, will be used 
as a training version for educational purposes (see Fig. 2).  

 
Figure 2 SAP Login 

 
In the first step of the innovated practical part of the 

course, students need to become familiar with the SAP 
environment. To log in to SAP, each student has their 
own account, which is entered in the User box – within 
the training system, 25 accounts are created (named 
SAPFVT01 – SAPFVT25) – and then the password is 
entered. After successful login, the user will see the SAP 
Menu (Fig. 3).  
 

Figure 3 SAP Menu  
 
When the SAP Menu is displayed, the user can choose 

from the following options: Office, Cross-Application 
Components, Logistics, Accounting, Human Resources, 
Information Systems, Tools. By double-clicking 
individual menus, other submenus consisting of other 
centres and reports are opened. For specific access to 
controlling within the SAP interface, the user can choose 
from two alternatives:  

• to use the search bar and enter the word 
´controlling´,  

• to access on the basis of theoretical knowledge, 
where the user has precise control over the areas 
within which controlling is present and thus focuses 
on Logistics and Accounting. 

 
In the first case, students will use the search function -  

´binoculars´ icon located on the standard tool bar of the 
SAP window to find controlling in the SAP menu. After 
entering the word ´controlling´ (see Fig. 4), and ticking 
the required areas, the SAP menu will directly display the 
Controlling menu, which can be found either in the 
technical title, in the text or simultaneously according to 
both types of search. After the first ´click-through´ (after 
the first confirmation of the search), the system is able to 
search only one area in which the searched term is 
located. To search for the term further in the SAP Menu, 
use the ´binoculars plus´ icon, located next to the 
´binoculars´ icon we used for the first search. Each time 
you click the ´binoculars plus´ icon, you see further and 
further occurance of the searched term in the SAP Menu. 

53



 
Figure 4 Searching in the SAP Menu tree 

 
    
The second approach is based on the knowledge acquired 
by the students in the course Controlling of a 
Manufacturing Company. In this course, students will 
become familiar with the inclusion of controlling in 
individual functional business areas, its importance for 
the company, the possibilities that it offers. First, students 
will get acquainted with the Logistics menu (Fig. 5), in 
which we can find the Logistics Controlling (Fig. 6). 
Logistics controlling in a company enables it to perform 
inventory controlling, which consists of Standard 
Analysis, Flexible Analysis, Planning, Early Warning 
System, Information Library, and Environment. 
 
 

 
Figure 5 SAP Menu - Logistics 

 
The second menu that students learn about in the SAP 

environment is the Accounting Menu (Fig. 7). Within this 
menu, the company can perform process controlling, 
product cost controlling and product controlling (Fig. 8). 
 

 
Figure 6 SAP Menu – Logistics Controlling – Inventory 

 

 
Figure 7 SAP Menu – Accounting 

 

 
Figure 8 SAP Menu – Accounting – Controlling 
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While working with SAP, students will use the standard 
toolbar buttons (Fig. 9) to perform individual operations, 
such as moving around the page, step back, cancelling of 
transaction, searching the SAP Menu, saving, printing, 
etc. 

 

 
Figure 9 SAP – Standard toolbar buttons 

 

A. SAP ERP – CO Reports 
The last practical part of the course will be creating 

reports. The access to the transaction is as follows: 
• to access costs and revenues at all levels of the 

hierarchy (in the Profit Centre Accounting): 
Accounting » Controlling » Profit Centre 
Accounting » Information System » Select a report 
according to requirements and needs (Fig. 10); 
 

 
Figure 10 SAP – Selection of statement in profit center accounting 

 
• for costs at all levels of the hierarchy (in the Cost 

Centre Accounting): Accounting » Controlling » 
Cost Centre Accounting » Information System » 
Cost Centre Accounting Reports » Select a report 
according to requirements and needs (Fig. 11); 

• for costs accounted on internal orders – both 
statistical and actual: Accounting » Controlling » 
Internal Orders » Information System » Reports for 
Internal Orders » Select a report according to 
requirements and needs (Fig. 12); 

• To select the required report type (output summary 
report): Acconting » Controlling » Cost Centre 
Accounting » Information System » Cost Centre 
Accounting Reports » Report Tree menu in which 

you can select the required report type (output 
summary report) (Fig. 13). [2] 

 

 
Figure 11 SAP – Select statement in cost center accounting 

 

 
Figure 12 SAP – Report Selection - Internal Orders 

 

 
Figure 13 SAP – Selection from the report tree 

 
Profit Centre Accounting Reports show the profit centre 

accounting as well as the original cost centre accountings 
(i.e. since for each cost centre there exists a profit centre 
with the same designation, which is above the cost centre; 
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in the profit centre accounting, accountings which were 
originally posted in the area of Cost Centre are reflected 
and displayed in the Profit Centre Accounting). Profit 
Centre Accounting also reflects accountings on orders 
assigned to the given profit centre. The most frequently 
used report in the area of Profit Centre Accounting is the 
report for displaying Actual individual postings (Fig. 14). 
[2] 

 

 
Figure 14 SAP – Profit center - actual individual items 

 
Cost Centre Accounting Reports show cost centre 

accountings. The most commonly used report in the Cost 
Centre Accounting area is the report for displaying 
Actual individual postings (Fig. 15).  

 

 
Figure 15 SAP – Cost Center - Actual Individual Items 

 
When you have finished selecting and/or entering all 

necessary data for all reports, you need to click (single 
click) the ´execute´ icon in the top toolbar of the window. 
After completing the selection and formatting of the 
report by the system, the required summary report will 
appear on the screen in the selected variant, if not 
changed in the basic variant.  The displayed summary 

report can be modified according to the required criteria. 
It is possible to use the icons from the user functions 
toolbar to modify the summary report. [2] 

In the SAP system, it is also possible to export the 
report, for example, to Excel, which makes the work with 
reports more accessible to more involved company 
employees. We can choose to save the report in one of 
two ways which can be accessed through the top bar of 
the window: 

a) System » List » Save » Local file 
b) Report » Export » Local file 
By clicking on Local file, the system offers a selection 

window for the format in which the report is to be saved 
(saving by clicking on the ´execute´ icon). 

Then (in the last step) we select the output device, 
number of copies and number of pages to be printed. 
After entering all of the above values, we click on the 
´execute´ icon. On the next screen, we click the 
´Immediate´ button and the report will be printed on the 
selected printer (Fig. 16). [2] 

 

 
Figure 16 SAP – Print selected files 

 

V. CONCLUSION 
The presented paper points out the possibilities of 
implementing innovative technologies in the teaching 
process. Specifically, this is the application of the SAP 
ERP information system to the teaching of the subject 
Controlling the manufacturing company. They will be 
able to work in SAP environment, namely SAP ERP 
CO - module controlling, through theoretical 
knowledge and practical experience, which students 
gain during lectures and at the same time exercises. 
This knowledge and skills will give students a new 
dimension in their further development and 
employment. 
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Abstract—New trends in the industry sharply follow the 
dynamic way of life of customers. This has resulted in the 
need to place greater emphasis on customer understanding 
and tailor your offer to customers. The same is true about 
construction industry and education process. It is education 
that is the first step to meet the needs of industry and thus 
also the customers. Implement mass communication to the 
educational proses. BIM technologies represent an effective 
tool in the construction industry, and it is the customization 
and customization of the use of individual parts of BIM that 
can be beneficial for the purpose. This research discuss the 
issue of customization od educational process in the study 
programme of technology and management in construction 
industry through the BIM application at Faculty of Civil 
Engineering in Kosice. Main aim of research is to analyze 
customization of courses for students and their needs 
through BIM application. There are more describe courses 
and useful of BIM parts for this reason 

I. INTRODUCTION 
Today's industry faces several challenges. On the one 

hand, these are increasingly sophisticated information and 
communication technologies that need to be sensitively 
implemented. On the other hand, these are ever-increasing 
needs, requirements and expectations of customers. The 
construction industry also faces similar challenges. 
Customization is one way of adapting to these needs and 
trends. Ideal for the needs of industry and construction is 
customization already in the teaching process itself. As a 
result, industry and construction will get what they need. 
That is, a qualified, adapted workforce. The voice of 
students and the business community in this area can also 
have a significant impact on the way they teach in this 
area. Universities should therefore aim to adapt the 
teaching process to the needs of practice. Some leading 
universities and faculties are looking for solutions and are 
trying to implement them. In the field of education in 
construction, the use of progressive technologies is 
increasingly important. BIM technology is increasingly 
being used in practice. 

 

II. MASS CUSTOMIZATION  
The development of the economy and the competition 

for the customer bring new impulses in production, 
business and consumption. Construction industry market 
is increasingly seeking to meet customer needs through 
production and business strategies to meet customer 
needs. One of the tool for supporting the satisfaction of 
individual needs of the customer is the marketing strategy 
so called mass customization. 

The term mass customization was first mentioned in 
Steven Davis' Future Perfect book in 1987. In this book, 
this term is defined as a way to produce one type of 
product based on customer specifications and regardless 
of the economic aspect of production[1].  

The publication “Mass Customization: The New 
Frontier in Business Competition” defines the term  mass 
customization as the ability how to design and 
manufacture customized products at the same efficiency 
and speed of the production process as mass 
production[2].   

Mass customization is the process of delivery of 
product and services that are modified to the specific 
needs of the customer. Mass customization is a production 
and marketing technique that combines flexibility and 
customization of products with low production costs for 
mass production[3].  

The cost of producing "customized" products is 
equivalent or approximately equivalent as the cost 
incurred of mass produces "unadapted" products. Mass 
customization brings increased  flexibility in the 
production process[3].  

The aim of customization is to bring a product or 
service to the consumer in the required quality and form 
without increasing the selling price. Methods of mass 
customization include [2][4]: 

- achieving a quick response in the value chain, 
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- taking into account individual requirements during 
delivery of product and services, 

- modularization of components to meet individual 
requirements, 

- creation of individual products and services, 
- individualization of services for standardized 

products and services 
J. Pina and J. Gilmore divide producers into those who 
focus only on the product and those who focus on 
presentation of their products. Based on these facts, we 
divide customization into:  
- transparent customization- the purpose of this 

type of customization is to provide customized 
products, the customer is not aware that these 
products are customized,  

- adaptive customization- standardized products 
that are ready for additional customization 
according to the needs of manufacturers or 
consumers. The product can be additionally 
changed, and the final product and its final 
presentation stay unchanged, 

- collaborative customization- is the best type of 
customization. The customer enters the production 
process directly. The products are manufactured 
exactly according to the customer's specifications, 
that is, it satisfies the customer's requirements, 

- cosmetics customization- product is not changed, 
only its presentation is changed [5][6]. 

TABLE 1 TYPES OF CUSTOMIZATION [5][6]  

 

A. Implementation of mass customization into the 
educational process   

At present, competitiveness between individual 
educational institutions is increasing. The aim of 
universities is to gain the greatest competitive advantage 
over their rivals and to create an environment for students 
to increase their experience and efficiency[7]. 

Universities have to deal with a lot of challenges and 
then implement them in their educational strategies[8][9].  

Due to the diversity of students, universities are 
increasingly aware of the need to break away from the 
“Universal education” and adapt their education system to 
the needs of students as much as possible [10].  

The positive approach of students in the higher 
education system plays an important role in improving the 
quality of education.  The higher the quality of education, 
the higher the satisfaction of students. Universities search 
for ways to significantly improve their services and at the 
same time differentiate themselves from their 
competitors[11].  

B. Trends and Issues in Education  
Despite of the growing competitiveness background, 

many pedagogues don´t have competitive and efficient 

thinking, which is directly reflected in the education 
system. Schools manage their education system in the 
same way as 50 years ago. In addition, most of the 
products and services offered within the education 
industry are traditionally created. Education programs do 
not provide opportunities for differentiation in order to 
meet the needs of students and maximize their potential. 

The education system is reflective to rapid 
commercialization due to demographic change, 
technological innovation and global economy. In the 
educational process, it is necessary to implement all 
innovative technologies in the learning process. 
Traditional universities  combat for their “client” with 
expansion of subsectors such as enterprise or virtual 
universities, research companies and others[12].  

There exist many methods to advance with the 
individualization of education. The contribution “Mass 
Customization in Education” (Grace McLean) defined two 
approaches to individual learning in the UK. The paper 
defines differentiated regulations and monitor the impact 
of the implementation of these regulations and 
interventions in the educational process. Reading Rockets 
defined differentiation as adapting teaching to individual 
needs. The basic element of the method is the response of 
teachers to differences between students. Teachers 
differentiate four elements in the classroom based accord 
on their readiness, interest or student learning profile[12]:  

- content - what a student has to learn or how get 
access to information, 

- process - activities in which the student engages so 
as to in understanding or mastering the content, 

- products - result of the project, the aim is to 
stimulate students to practice, apply and 
disseminate acquired knowledge,  

- learning environment - provide a creative 
environment and attractive methods of teaching. 

 

 
Figure 1. Four element in the classroom  [12] 

 
The result of differentiated education is a differentiated 

assessment. The main aim of this teaching and assessment 
is to make the learning process more enjoyable for 
students[12]. 

Another important part of differentiated education is 
simplification of access to education. The teacher is 
competent person  to provide holistic support to students 
in their progress[12].  

The implementation of differentiated education leads to 
a modification of: 
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- retention the basic principles of education - In the 
early stages of development, children must learn 
the basic principles of literacy and numeracy. The 
aim of educators is to make student´s 
understanding better,  

- support of education and understanding of broader 
teaching methods. These allow students to broadly 
assess the different principles and concepts that are 
necessary and applicable to a variety of other 
subjects, 

- necessary to observe the labor market (local and 
international level) and to understand trends in 
emerging professions, technologies and innovation, 

- support for the synergy effect - support for the 
transfer of acquired skills and competences to other 
specialized areas[12]. 

C. New educational technologies and their adaptation 
into the educational process 

Education is in the middle of a historical progress 
towards a less centralized model. Educational trends are 
constantly progressing. Students demand the 
implementation of technology in the educational process. 

Students require the implementation of technology in 
the educational process. The contribution “The Future of 
Education” made the following findings: 

- 50% of students do not need to be physically in the 
classroom (they prefer online learning), 

- 53% of respondents prefer “online” university 
education, 

- 39% of respondents expect the start of the “virtual” 
education, 

- 84% of students use PC to study, not only books, 
- 19% of students use mobile phones and tablets to 

study, 
- 63% of students would consider to participate at 

online internship, 
- 43% believe that online learning will provide them 

courses of the same or higher quality as traditional 
universities, 

- up to 78% of the students surveyed believe that 
teaching in the traditional classroom is easier than 
learning online. They do not agree that the quality 
of teaching is worse but they accept that self-
directed learning involves additional difficulties 
[13]. 

Students implement and use innovative technologies in 
the education process, but they meet with resistance and 
unwillingness of their teachers. The main reason, teacher 
fearing about the quality and efficiency of online classes. 
The study “Conflicted: Faculty and Online Education” 
(2012) showed that up to two thirds of teachers do not 
believe the potential of online learning[14]. 

Supporters of online class appreciate flexibility and 
lower costs. Online learning offers the possibility of 
adapting school attendance in such a way that the balance 
between work, class, social and family responsibilities, 
and the ability to teach are balanced and adapted to the 
satisfaction of both sides as much as possible. 

MMS Horizon Report: 2013 Higher Education Edition 
specifies six new educational trends: 

- MOOCs, 

- Tablet computers, 
- Gamification of curriculum, 
- Use of learning analytics, 
- 3D printing, 
- Wearable technology. 
Organization eduGuru brings these 5 trends: 
- Cloud computing technology, 
- eBook readers and notebooks, 
- Social media collaboration, 
- Open source software products, 
- Educative gaming [15]. 

III. THE EDUCATIONAL PROCESS IN THE STUDY 
PROGRAMME OF TECHNOLOGY AND MANAGEMENT IN THE 

BUILDING INDUSTRY 
The Faculty of Civil Engineering of the Technical 

University of Kosice was founded 43 years ago. The 
faculty offers 3 degrees of study (bachelor's, master's and 
doctoral) and 18 study fields. The study programme of 
Technology and Management in Construction profiles 
graduates, who can subsequently analyze problems in the 
preparation and implementation of various types of 
buildings, design simple buildings, analyze and work with 
the basic economic agenda. Graduates master understand 
basic knowledge of human resources management, 
business activities, law, teamwork principles and 
coordination of specialists of other professions. 

One of the tools to support and integrate innovative 
teaching methods is the use of mass customization. The 
aim of transparent customization is to offer our clients, in 
our case, students, bespoke products and services.  The 
faculty supports advanced tools such as a 3D laser 
scanner, 3D printer, virtual reality tools and new software 
solutions. 

 Students of the study programme Technology and 
Management in Building Industry participate in the 
preparation and implementation of constructions. The 
construction industry is promoting the use of innovative 
methods of construction preparation and implementation. 
One of the innovative approach is also information 
modelling of buildings. 

BIM is an intelligent 3D model-based process that gives 
architecture, engineering, and construction (AEC) 
professionals the insight and tools to more efficiently plan, 
design, construct, and manage buildings and 
infrastructure[16]. 

In construction management field, exploitation of BIM 
has a lot of benefits and advantages in the context of 
education and performance. BIM is a tool for success in 
project management in the field of construction, according 
to large companies [17][18]. 

The result of the creation process in building 
information modelling is a model of object. The model 
contains graphic and non-graphic information. This 
information can be considered as individual dimensions of 
building information modelling. 3D model contains 
graphic information. In addition to the graphical 
representation of the object, the model also contains non-
graphical information that represents each dimension. 
These include (see Figure 2.): 

- time parameters (4D-time), 
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- cost parameters (5D-cost), 
- information about sustainability (6D-

sustainability), 
- and information needed to manage buildings (7D-

facility management). 
 

 
Figure 2. Dimension of BIM 

 
BIM technology education is supported at the faculty 

through various cloud technologies, shared databases, 
social networks, teamwork support, support for the use of 
BIM software applications (student licenses, building 
classrooms), online training and the like. 

The priority is to support teamworking among students. 
Students in last year of their study of engineering studies 
work with students in other fields of study programme on 
a team project. The team is made up of contracting 
authorities (investor-external companies, public sector and 
so on), project coordinators (tutors within study 
programme) and project solvers (designers - building 
design, building equipment design, structural engineers 
and manager of building) (see Figure 3.).  

 

Figure 3. Team project structure 
 

Team members develop their part of the project in 
software applications supporting the implementation of 
building information modelling technology. The research 
team is divided into 4 areas, namely design, static design, 
environmental aspects and construction preparation (see 
Figure 4). The first step is the preparation of project 
documentation (building design, building equipment) in 
selected BIM software applications such as ArchiCAD, 
AutoCAD, Revit and others. The project documentation 
processed in this way is provided to students who realize 
static calculations. After correcting the project 
documentation with respect to static requirements, this 
project documentation is provided to students of the study 

programme The students prepare the time schedule 
(schedule), the construction budget and the project 
documentation of the construction site equipment. 
Students work on these documents in BIM software 
applications such as Navisworks, Synchro Software, 
MicroStation, Revit, Cubit Buildsoft, Vico Cost Planner, 
Exactal Cost X and others. Students also realize research - 
the impact of construction in building and its impact on 
the environment. 

 

 
 

Figure 4. Structure of the solvers team – results of the work 

In addition to the above mentioned team project, team 
cooperation is also supported within the study subjects 
such as Management and Marketing in the Building 
Industry, Building Economics and so on.  Students are 
divided into groups, teams, who then elaborate their 
semester work, such as business plans, business analyzes 
and so on. 

The faculty strongly supports the implementation of 
information and communication technologies such as 
cloudy technology and shared databases. Students have 
access to Moodle TUKE, which is the Learning 
Management System - LMS. LMS are applications that 
integrate various online tools for communication and 
study management (discussion forums, chat rooms, etc.) 
as well as making learning materials or learning content 
online or offline available to students [19].  

The concept of the LMS system was created on the 
basis of electronic education. The system was designed to 
identify learning, learning, and analytical data and 
reporting. The purpose of the system is to provide and 
manage all types of content, including video, tutorials and 
documents. Moodle TUKE provides a platform for 
sharing learning documents, distributing letters, 
communicating with teachers and online testing. Online 
testing is used, for example, in the subject of "Building 
technology", "Controlling in construction" and 
"Information and communication system in construction". 

Teachers also actively communicate with students 
through social networks where interest groups are created 
through which information about courses, training, 
questionnaire surveys and the like is presented. 

In cooperation with selected software companies, the 
faculty organizes online training for their software 
applications, such as ArchiCad, AutoCad, Revit, 
Navisworks, Cenkros Plus and others. Individual courses 
are part of the bachelor's and master's level education 
process. Overview of BIM courses at Faculty of Civil 
Engineering in Kosice is visible in Table 2.  
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TABLE 2 OVERVIEW OF BIM COURSES AT FACULTY OF CIVIL IN 
ENGINEERING – BACHELOR´S AND MASTER’S LEVEL 

 
 
The Faculty organizes regular courses in cooperation 

with developers of building software and offers student 
licenses of their applications. 

A list of BIM platforms with an available student 
license available to all students (all form of study) is 
published in the Moodle TUKE and on social site in 
specialized groups.  One of these groups is the 
Study4BIM. Study4BIM was created as a support of the 
KEGA project called Support of the BIM technology 
skills in the construction life cycle, which deals with the 
possibilities of increasing the digital skills of the trainees 
in the use of BIM technologies. Annually, master and 
bachelor theses and topics of student competitions focused 
on the application of BIM technology are offered. The 
Faculty closely cooperates with the BIM Association 
Slovakia, Slovak Civil Engineers Association and so on. 

IV. CONCLUSIONS 
Customization is becoming increasingly important in 

society. The same applies to industry and all components, 
as well as construction. Making things tailor-made and 
customized to customers is very important. From business 
point from view, it cities be profitable. This means 
maintaining the original costs as in mass production. This 
is a major challenge in any industry and manufacturing. 
Education can be the first step. Customization in 
education can bring even more results for practice and 
adapt people to practice. Customizing courses in the field 
of study through the BIM application can be very valuable 
for both students and practice. As the results show, 
students have a tailor-made study for practice and 
therefore a better chance to work. The business 
environment gets educated graduates ready for practice. 
The Faculty of Civil Engineering in Kosice is trying to 
listen to the needs of practice. This means it adapts the use 
of software and content to the target education group. 
Major changes have occurred especially in the last year, 
where BIM applications and their use are becoming more 
popular. 

Customization is becoming increasingly important in 
society. The same applies to industry and all components, 
as well as construction. Making things tailor-made and 
customized to customers is very important. From business 
point from view, it cities be profitable. This means 
maintaining the original costs as in mass production. This 
is a major challenge in any industry and manufacturing. 
Education can be the first step. Customization in 
education can bring even more results for practice and 
adapt people to practice. Customizing courses in the field 
of study through the BIM application can be veryvaluable 
for both students and practice. As the results show, 
students have a tailor-made study for practice and 

therefore a better chance to work. The business 
environment gets educated graduates ready for practice. 
The Faculty of Civil Engineering in Košice is trying to 
listen to the needs of practice. This means it adapts the use 
of software and content to the target education group. 
Major changes have occurred especially in the last year, 
where BIM applications and their use are becoming more 
popular. 
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Abstract— This paper seeks to point out a few approaches to 
use a suitable learning interactive virtual environment 
consists of specific virtual learning tools and serious games. 
A few created and used learning tools are attractive and 
interesting to use by many students and teachers by high 
schools and universities. Game-based learning is broadly 
widened and it’s become a primary role in the process of 
education. The traditional approaches to the learning 
process are not so attractive than modern ways of the 
learning process. This paper points to possibilities of how to 
improve the quality of cognitive abilities by students 
especially in the way of remembering knowledge by 
Niemierko’s taxonomy of learning objects and also in 
attractiveness learning tools in some technical subjects. The 
students in experimental groups demonstrated positive 
attitudes toward the use of virtual learning tools in technical 
subjects. Our results also demonstrate the effectiveness of 
the proposed learning methodology focused on virtual 
simulated experiments in improving the students’ 
remembering knowledge.  

I. INTRODUCTION 

The growing development of information and 
communication technologies (ICT) affects today's society 
in all its spheres. It requires a constant need for faster and 
more effective learning process on various kinds of 
schools. This is evident at all levels of education. The 
third millennium is characterized by several activities 
aimed at making effective use of ICT in the learning and 
teaching process through a variety of Learning 
Management Systems (LMS) and interactive learning 
virtual environment. 

     Nowadays we find that schools are already equipped 
at a much higher technical level with didactic aids. 
However, there is a problem with their effective use by 
teachers, which often fails because of the reluctance of 
teachers to adapt to rapid changes in society, but 
especially in the absence of competence to work with new 
technical equipment and new teaching resources. [1] 

     What is the situation on the part of the student? We 
can already speak of digital youth growing up in a 
computer and Internet environment. They have no 
difficulty adapting to rapid changes and developments in 
ICT. Many students and sometimes also teachers spending 
more and more time playing some apps/games on 
smartphones, notebooks, computers in various ways. It's 
difficult and hard to find out suitable serious games in 
technical subjects, which improve learning knowledge and 
also experiences by playing them to decrease this boring 
waste time on modern ICT. Sometimes the time with 
modern ICT leads to bored waste time with no important 

effort on their learning outcomes. From our own 
experience, we know that contemporary students not only 
do not like natural and technical sciences, but they do not 
understand them and do not try to change this situation by 
more demanding studies. For example, they consider 
physics to be a very demanding subject, dealing only with 
abstract laws and models that do not describe the real 
world around us. They consider it even an unnecessary 
subject for their future professional career. That is why we 
have looked at the idea of changing this state. We see it in 
the possibility of wider involvement of ICT in education. 
Some of our experiences with implementing a real remote 
experiment in the learning process lead, not to 
significantly improve learning knowledge or skills as with 
the used virtual interactive tools. [2, 3, 4] 

Serious games (fig. 1) and simulations speed up the 
learning process by faithfully imitating reality and making 
it possible to see elements (mechanisms) that cannot be 
observed in a real experiment. That would be impossible 
in terms of security or financial complexity. 

 

Figure 1.  The serious game learning cycle [5] 

According to literature, there exist various studies on 
the impact of serious games/game-based learning on 
learning outcomes by students. Is important to implement 
suitable game attributes to virtual learning tool with the 
impact of increasing the level of knowledge by students 
gain in serious game: 

� Challenge – player choose the level of difficulty on 
own skills and to this level are adapted any of the 
goals, the challenges, any other characters in the 
game. Games should use any algorithms to change/ 
adapt the challenges according to player 
progress/skills in the game when the player is the 
game too easy, the system suggests increasing the 
difficulty level. 

� Assessment – It is like the score in the game. It is 
an evolution of the player skills which is heading 
to the main goals of the game. The feedback is 
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very important in any part of the serious game 
because it provides information about fulfilling 
challenges or goals in the game.  

� Communication of the game – it is how the game 
(characters, plot) communicate with the player. It 
is necessary that these steps are without any 
software bugs because it could decrease the profit 
of the game.  

� Rules or goals – there are criteria on how to 
achieve the main goal of the game – the victory. 
Main games have specific criteria on how to gain 
some points in the side challenges. [6]    

The input-process-output model of serious games 
supposes that instructional content and game 
characteristics are the inputs to a recurring game cycle that 
will ultimately produce learning. 

 

Figure 2.  The Input-Process-Outcome Game Model [7] 

It follows from this model that the content of instruction 
contained in serious games/virtual simulations causes 
positive learning outcome. In this game model, they take 
on the role of an instructor by providing students directly 
with this content and using the debriefing process to create 
content in terms of overall learning objectives. Games can 
also affect students' motivation or interest in the 
curriculum, but providing good instructional content is a 
basic prerequisite for success. 

II. NIEMIERKO’S TAXONOMY OF COGNITIVE ABILITIES 

Learning outcomes of experiential learning, based on 
interaction with a simulation game, can be illustrated on 
the practical learning cycle defined by Kolb [8]. The cycle 
(fig. 3) expresses four basic levels in combination, with 
learning coming from three main sources, as well as 
transactions from all these experiential learning processes. 

 
Figure 3.  The experiential Learning Cycle [8] 

Taxonomy defines the phases a student must complete 
in order to reach a certain level of knowledge. Our 
researches were based on Niemierko's taxonomy, which 
consists of 4 phases: 

1. Remembering knowledge – recognize or recall 
information. Keywords: Define, describe, outline, 
point, state, write, record, select, and reproduce.  

2. Understanding knowledge – demonstrate that the 
student has sufficient understanding to organize 
and arrange material mentally. Keywords: Convert, 
estimate, extend, generalize, rewrite, summarize, 
translate, predict, paraphrase, explain, and give an 
example. 

3. Specific transfer of knowledge – application of 
acquired information according presented patterns. 
Keywords: apply, calculate, change, discover, 
demonstrate, examine, graph, modify, predict, 
prepare, relate, show, solve, use. 

4. Non-specific transfer of knowledge – creative 
application of acquired information. Keywords: 
categorize, compile, explain, modify, organize, 
plan, compose, create, plan, rearrange, relate, 
reorganize, rewrite, and tell. [9] 

Realized researches were focused on 1st phase of 
Niemierko’s taxonomy of learning outcome –
remembering knowledge. One of the main impulses for 
research were poor results in PISA testing (fig. 4) with 
respect to the time spent using the Internet.  

 
Figure 4.  Study OECD 2015 [10] 

Virtual learning tools in the way of virtual experiments 
with detailed instructional content, together with 
electronic materials in the way of textbooks, were used in 
the research. According to Cendelin and Kinder [11], the 
simulation can be formulated as a technique for dynamic 
system research, which is based on replacing the system 
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under study with its simulation model and experimenting 
with it to obtain information about the original system 
under investigation. (fig. 5) 

 
Figure 5.  The principle of the real system transformation into 

simulation [12] 

The virtual experiment model as a learning tool is based 
on real experimental data. It allows the student to 
understand the measurement methodology, experimental 
functions and operation, and finally the physical reality. 
The learning tools used in virtual experiments not only 
allow users to make measurements but also provide 
complete information about the experiment - connectivity, 
set up the right parameters, collect and analyse data, 
validate results. Virtual experiments are equipped with 
applications that simulate real physical phenomena and 
processes, their tools, as well as the experimental model of 
measurement systems itself. [13]  

An important role in a quality virtual experiment plays 
deviation, that is, measurement inaccuracy. The deviation 
of the measurement stimulates the students to stimulate 
critical thinking as well as the possibility of discussion on 
the topic. 

III. RELATED WORKS 

In recent years, a lot of studies have been published in 
the area of remembering knowledge as a positive outcome 
of the learning process with the support of modern ICT 
(interactive virtual learning tools) in physics education. 
Not all used the taxonomy of Niemierko but the results of 
research activities in the first stage were quite similar. The 
research results are divided into two groups. 

A. Not statistically significant differences in learning 
outcomes 
Mangen et al. (2013) found out not improve on 

remembering knowledge by using virtual learning tools. 
[14] 

B. Statistically significant differences in learning 
outcomes 

In these researches, virtual interactive learning tools or 
serious games improve learning outcome: 

Huffman, Goldberg and Michlin (2003) proved a 
positive effect of simulations on students’ results. [15] 

Pfefferová (2014) proved that simulations in the 
teaching process can positively influence students’ 
achievements. [16] 

Fričová et al. (2008) found out, that the support of 
interactive applets using at the teaching contributes to 
better remembering and finding the connection between 
theory and practice. [17] 

The results of the research team of S.B. McKagan et al. 
(2008) show that if there is applied the interactive lecture 

in combination with a virtual experiment in the process of 
education; the result of teaching is higher than in 
traditional education. [18] 

Kocijancic (2009) came to a similar conclusion in his 
research as the other authors and he focused his research 
on the analysis of the attitudes and views of students to the 
application of virtual experiments, which were integrated 
at the beginning of the lesson. [19] 

Šimonová et al. (2013) found out, that the support of 
virtual learning tools has a positive contribution to the 
learning process. [20] 

IV. VIRTUAL LEARNING TOOLS AND METHODOLOGY 

There are exists multiple virtual learning tools available 
for the learning process to improve learning outcomes by 
students. Modern learning tools offer several advantages 
features in relation to the user: 

� visualization, facilitating the imagination of the 
phenomenon and shortening the learning process; 

� simulation of processes that can create a model of 
real process behaviour based on different input 
values, 

� user-computer interaction, especially through the 
use of multimedia.  

The learning tools we used for two pieces of research 
focused on remembering knowledge: 

A. Research #1 used these kind of virtual learning tools:  
� Multimedia textbook of physics I (fig. 6) 

 
Figure 6.  Preview of Multimedia textbook of Physics I [21] 

� LCMS Moodle course 

B. Research #2 used various virtual learning tools:  
� the virtual experiment of the Induction coil (fig. 7) 

 
Figure 7.  Simulation of the Induction coil [22] 
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� the virtual experiment of Magnetic Field of a 
Straight Current-Carrying Wire; 

� the virtual experiment of Electromagnet; 
� the virtual experiment of Direct Current Electrical 

Motor; 
� the virtual experiment of Generator. 
Both of these two pieces of research were used with the 

support of real remote experiments by which student’s 
explored basic characteristics of mechanics in the 
research#1 and the basis of electromagnetic induction in 
the research#2 in the learning process. 

The control and experimental groups were created by 
random selection. The sample of students in research#1 
was 225 and in research#2 was 93. In both types of 
research was the sample of students created in the 
bachelor study programme. 

The main hypothesis was: Students of the experimental 
group taught by the proposed teaching methodology will 
achieve higher performance in the cognitive area focused 
on the remembering knowledge at the end of the natural 
pedagogical experiment in the didactic test than 
traditionally taught students. 

V. RESULTS OF THE PEDAGOGICAL EXPERIMENT 

In the research#1 we achieved the result follows: the 
value of the test statistics Z = 1.8818 and the probability 
value p = 0.057824. Probability value p > 0.05, the 
difference between observed groups is not statistically 
significant (fig. 8). 

 
Figure 8.  Research#1 in Remembering the knowledge 

From the results obtained in post-test, we can conclude 
that the students of the control groups (CG) achieved an 
average number of 4.7 points (78.92%) and the 
experimental group (EG) students achieved an average 
number of 5 points (83.95%). The difference in 
remembering knowledge between the groups was only 
5.03%. 

We hope that only the electronic materials that are in 
the LCMS MOODLE virtual environment are affected by 
the memorized virtual learning tools or electronic 
textbook and other components in the form of physics 
experiments (simulation or real remote experiment) have 
no significant impact on this level. We agree with 
Ornstein and Hunkins that it is most important to involve 
not only the appropriate learning tools but also the teacher 
itself in achieving the end result in the cognitive field. 
Ultimately, the result may also be due to the fact that the 
questions to remember are predominantly in the form of 
learning the subject matter and do not depend on whether 

the student uses the electronic form or the classical form 
of the textbook to acquire knowledge. [23] 

In the research#2 the significance of differences in the 
results of didactic tests of remembering knowledge, which 
was gained from students in control and experimental 
groups, was evaluated by student’s two-sample test by 
equal variances as follows: t stat = 3,98 > t krit (1) = 1,66 
on the level of significance P(T<=t) (1) = 0,000008 < 
0,05. The evaluation of acquired results from the final 
didactic test showed, that results of students in the groups 
are statistically significantly different (fig. 9). 

 
Figure 9.  Research#2 in Remembering the knowledge 

From the results obtained in post-test, we can conclude 
that the students of the CG achieved an average number of 
2.84 points (46 %) and the EG students achieved an 
average number of 3.76 points (61 %). The difference in 
remembering knowledge between the groups was 15 %. 

Although a statistically significant difference in the 
individual groups (control and experimental )of students 
has been confirmed, we have to notice the very low 
success rate of the final didactic test, even though the 
required level of mastering the repeated curriculum has 
not been predetermined. We hope that these factors, in 
particular, influenced the overall deepening and 
consolidation of the curriculum for students: 

� change of students' educational style, from passive 
to active (the student is used to passively observe 
the activity of the teacher during the lesson), 

� lack of interest in education, especially because of 
an uninteresting topic (subject matter), 

� a special type of lesson focused on the repetition 
and consolidation of the curriculum (for some 
students this was not a repetition, but an 
acquisition of new knowledge), 

� the students were not able to find the context in the 
repeated curriculum (they did not create one whole 
curriculum). 

VI. CONCLUSION 

The main goal of this paper was to determine whether 
game-based learning using virtual learning tools could 
assist by technical subjects on universities study in the 
acquisition of knowledge remembering related to the 
mechanism and electromagnetic induction. The 
participants in experimental groups displayed positive 
attitudes toward the use of virtual learning tools. The 
majority of students told that learning with the support of 
game-based learning motivate to study "boring" subjects 
of physics and increased their interest in these kind 
subjects.  
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In research#1 the post-test results demonstrate that 
game-based learning did not significantly increase the 
remembering knowledge by students in the subject of 
Mechanism. These results may correspond also to PISA 
results, that the learning outcome decrease with the time 
spent using the Internet. Also, the results may correspond 
to Spitzer's conclusions, where we can conclude that in the 
media the perceived text (rather than reading) is perceived 
rather than creating new synapses. [24] 

In research#2 the post-test results demonstrate that 
game-based learning significantly increases the 
remembering knowledge by students in the subject of 
Electromagnetic induction. These results correspond to 
various other studies we analyze in related works. 

For future work is needed to create a suitable interactive 
learning environment which consists of available learning 
tools with appropriate game attributes with the 
appropriateness of simulations and games as 
complementary study material for a higher understanding 
of memorized curricula as well as in the field of 
knowledge transfer. As for teachers is important to leads 
students to a better understanding of the relations between 
theory and practice. And in another way, the usage of 
virtual learning tools supports inter curricular relations in 
education. 
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Abstract—Robot assisted language learning (RALL) 
includes various challenges as well as potentials for teaching 
communication skills both in L1 and L2. Previous research 
shows still a dearth of studies in this new area and the 
existing studies tend to focus on L2 vocabulary teaching and 
the use of the NAO robots. In this paper we outline the 
approaches, and describe a proof of concept, of how the 
social robotic head Furhat might be used in assisting human 
teachers in improving communication skills in second 
language acquisition as well as in the native language with 
people of various communication handicaps.  

I. INTRODUCTION 
There are unquestionable advantages that human 

teachers have over the robotic tutors. Primarily, humans 
naturally show and detect emotions, which is a core 
component of any social interaction. Additionally, in all 
aspects of human spoken interactions, humans developed 
a habitual fine-grained and very robust cognitive system 
that links the acoustic/prosodic and temporal 
characteristics of speech to various functional domains 
underlying a meaningful communication. For example, a 
combination of pitch and intensity increase and slowing 
down might signal one or more of the following: the 
speaker is expecting to yield the floor to his/her 
interlocutor, is asking a question, requesting some 
information, establishing the common ground with the 
interlocutor and expecting subsequently a backchannel 
like ‘mhm’, and many other such pragmatic meanings. 
Through countless instances of dialogues and social 
interactions over the course of growing up, humans 
acquired native language and communicative competence 
of this form-function relationships and their meanings. 
Humans without communication disorders are thus 
proficient masters in cuing and detecting fine shades of 
various relationships at several hierarchical levels 
effortlessly. Furthermore, humans are naturally adaptable, 
and experienced human teachers adapt to children’s needs 
or unexpected situations with ease.   

The robotic tutors, despite being disadvantaged with 
respect to humans in the basic sense described above, also 
have some potential advantages over humans. For 
example, pupils interacting with a robot tend to pay more 
attention and thus might remember things better than 
when interacting with a human teacher. This, however, 
might be linked to the novelty effect and is likely to 
decrease with time. Robots equipped with AI capabilities 
might also guarantee neutrality and an unbiased approach. 
Inevitable, the human teachers are affected by biases and 
preferences regarding the pupils despite a professional 

approach based on limiting these. Robotic tutors, on the 
other way, maintain consistency and unbiased interaction 
easily. Additionally, robot could be programmed to make 
mistakes intentionally and kids were found to engage and 
correct these mistakes more easily than similar mistakes 
made by a human teacher [1]. In the same vein, the 
corrections from the robotic tutor might be easier to accept 
by the kids. In short, the kids might engage in some 
natural communicative interactions more readily with a 
robotic tutor than with a human teacher.  

While the replacement of human teachers by the robotic 
tutors is far from upcoming and might bring serious 
ethical considerations, the combination of human teachers 
with robotic companions or assistants in the classroom 
have been heavily explored in recent years. Several 
studies showed that the physical presence of a robot is 
more beneficial to learning gains and the quality of 
interaction than when the robots are shown on the screen 
or the interactions are implemented with static avatars [2]. 
Additionally, some studies, e.g. [3], found positive impact 
on learning of English administered by a robot when 
compared to books with an audio tapes or a computer 
program. 

However, most of these studies concentrate on limited 
vocabulary teaching in second language (L2) and the use 
of the NAO robots. In this paper we outline the 
approaches, and describe a simple communicative 
interaction as a proof of concept, of how the social robotic 
head Furhat might be used in assisting human teachers in 
improving communication skills in second language 
acquisition as well as in the native language with people 
of various communication handicaps. We are encouraged 
by recent research showing that robotic heads like Furhat 
have an advantage over other technological advances used 
in the classroom. For example, students learning 
vocabulary in a completely unknown language recalled 
words significantly better when they were taught by, and 
practiced with, Furhat robotic head than when they 
interacted with an animated avatar or a disembodied voice 
(such as on a smart speaker) [4]. Additionally, rich 
research literature shows that robots might be useful for 
boosting joined attention and communicative competence 
of people with autism and other deficiencies affecting 
social communication [5]. 

The paper is organized as follows. First we briefly 
review Furhat discussing its advantages and disadvantages 
compared to the NAO robots frequently used for 
exploring the effects of robots in L2 classroom. We also 
discuss the challenges and opportunities it presents for 
assisting in improving communicative competence. We 
then outline our approach to approaching communication 
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skills with a robotic head. We start with the notions of 
speech entrainment and adaptive Hebbian learning as the 
guiding concepts underlying our approach. Then we 
describe our research instrument, the communicative 
game ‘Guess the animal’, originally developed for 
deployment in an open-air science festival [6]. We discuss 
recent improvements and implementations and work in 
progress on designing a fully functional scenario that can 
be used in an L2 classroom with Slovak students learning 
English as well as with Slovaks suffering from 
communication disorders. Finally, we present our 
experience from the deployment of several building 
blocks of such interactions as a proof of concept and we 
believe that both the community of education 
professionals as well as roboticists and AI designers 
would benefit from these remarks. 

II. ROBOTIC HEAD FURHAT 

A. Furhat description 
Furhat is a physical 3D humanoid head that employs 

the optical projection of an animated facial model ([7], 
furhatrobotics.com). The neck architecture includes two 
degrees of freedom, which enables natural gaze changes 
and communicative signals such as head nods or shakes. 
The face projection adds further functionality allowing for 
eye brow movement, blinking, and various emotional 
expressions that are easy to adjust or scale. Of course, the 
visualization model includes the syncing of the lips with 
speech. The setup also includes a Kinect system for 
recognizing and tracking interlocutors in the Furhat’s 
visual field. All these implementations enable the design 
of natural and situated communication scenarios between 
Furhat and human(s). We have available the 1st generation 
of Furhat’s hardware [https://docs.furhat.io/gen1] that is 
shown in Fig. 1. 

Furhat can use commercially available speech 
recognition synthesis in English. For experiments in 
Slovak we use our own Slovak TTS and ASR, which 
allows for greater control over the characteristics or 
speech processing. Although Furhat comes equipped with 
a powerful SDK for developing multi-modal interactive 
social robotics applications based on the original IrisTK 
system [8], our scenarios are currently programmed 

externally and we control Furhat over TCP/IP protocol 
using its Broker functionality. 

B. Challenges and limitations 
There are several limitations of the hardware/software 

setup described above. The most pressing one, and 
relevant to all speech processing implementations, is the 
currently still not ideal performance of automatic speech 
recognition (ASR) for children speech. The Slovak ASR 
implemented into Furhat and described above shows 
acceptable performance also with children in the 
communicative game described in the next section. Some 
degradation compared to adults were perceivable; 
however, the robust nature of the algorithm allowed for 
the successful interactions between Furhat and children. 
For applications in children speaking in L2, poorer 
performance of ASR is to be expected. We will describe 
our approach in section III.F.  

Another limitation is the stationary nature of Furhat and 
the absence of hands. Hence, compared to NAO, Furhat 
can produce neither the deictic (e.g. pointing) gestures nor 
the iconic ones such as describing the size of an object. 
The two degrees of freedom in the neck allow for some 
limited production of gazing direction. Cute small 
movable robots like NAO, or recently bigger ones like 
Pepper, are attractive especially for research with very 
young children with whom movements and hand gestures 
are tangible and facilitate common ground creation. In our 
approach, the target age group are children 10-14 years 
old, for whom the playfulness of the NAO might be 
compensated with a wide array of facial expressions and 
head movements possible with Furhat. 

Another challenge is the unclear effect of robot’s 
embodiment features. A meta-study documented a 
positive effect of embodied robots present in the room 
with the student over robots shown on the screen or virtual 
agents in several domains including learning [2]. In 
specifically educational environment, studies are limited 
in number and scope but those reviewed in [9], also 
suggested weak, or absent effect of embodiment on 
learning gains when physical robots were compared with 
robots on the (tablet) screen in teaching a small sets of 
vocabulary items in L2. 

C. Opportunities 
We believe that the major advantage of Furhat over 

robots like NAO or even Pepper is Furhat’s utilizing of 
facial expressions, visual/auditory forms of non-verbal co-
speech behavior, which facilitates situated and socially 
meaningful spoken interactions between humans and 
Furhat. Therein thus also lie the major opportunities for 
using Furhat in implementing communication skills 
training at various levels both in L1 and L2.  

The proficiency in non-linguistic interactional cues is 
an integral component of communication skills. Hence, 
eye gaze, feedback nods, or backchannels like ‘mhm’ and 
their smooth temporal deployment have great potential for 
improving the communicative skills in both our target 
groups (kids learning L2 and adults with various 
handicaps affecting communicative skills). For example, 
people with several disorders such as schizophrenia or 
autism struggle with using non-verbal cues for building 
common ground between interlocutors. Spoken 
interactions with a social robotic head capable of sending 
both verbal and non-verbal, and maybe even intentionally 

 
Figure 1.  Robotic head Furhat 
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exaggerated, feedback signals used in common ground 
building has potential for progress in improving 
communicative skills both in healthy population with L2, 
and in population with various degrees and types of 
communicative difficulties. For example, Furhat is able to 
detect the direction of the gaze of people interacting with 
it, which might be useful in populations with difficulties in 
establishing and/or maintaining eye contact. Apart from 
sub-conscious imitation of Furhat’s behavior by humans 
(section III.A), Furhat might ask people to face them, look 
the robot in the eyes directly. 

Additionally, the presence of the mouth imaging can be 
used to reinforce some concepts in the production of 
specific sounds problematic for L2 learners. For example, 
Slovak L2 learners of English commonly substitute 
English dental fricatives, /th/ grapheme and [�, ð] in 
International Phonetic alphabet (IPA), with either labio-
dental [f], alveolar [s, d], or some combination of the 
above. The combination of text-to-speech (TTS) synthesis 
options implemented in Furhat such as slowing down 
particular words, and their greater prosodic highlighting 
with the opportunity to adjust the visual extent of gestures 
participating in problematic sounds for L2 learners, open 
great opportunities for gains in situationally meaningful 
L2 pronunciation training. Fig. 3 shows visualizations of 
these exaggerated [f] and [�] sounds. 

These opportunities in the visual domain, paired with 
social cognition supported by showing emotion and gaze 
and emotional speech synthesis provides clear advantage 
over traditional computer-assisted pronunciation learning 
applications. 

III. APPROACH 
A good starting point in considering the deployment 

of Furhat in scenarios promoting communication skills 
strengthening is the proposal of [9] to design interactions 
that are pleasant, challenging, and pedagogically 
sound. They list several aspects to consider in order to 
fulfill these goals for suitable interactions in L2 
vocabulary learning including subjects’ age, target words, 
type of human-robot interactions, and the dosage of input. 
Their pilot studies with NAO suggest the age over 5-
years old, vocabulary familiar to kids in their L1 of at 
least 6 items repeated at least 10 times, and situated and 
contextual interactions.  

In our case, we do not concentrate of L2 vocabulary 
acquisition but on L2 communicative skills 

improvements. We thus aim for middle-school age 
children (ages 10-13) since they already have basic 
vocabulary and communicative skills and do not need to 
rely heavily on the physical environment and gestures for 
building common ground. Regarding the vocabulary 
domain, we selected the description of animals since kids 
are familiar with this topic and it includes nouns, 
attributes, as well as actions. The vocabulary domains can 
be easily adjusted for older kids, for example to the types 
of rooms in a house, or sports activities. 

In addition to these considerations, we discuss two 
further guiding concepts underlying our approach: speech 
entrainment and adaptive Hebbian learning. 

A. Entrainment 
Speech entrainment is the tendency of people to adapt 

their speaking behavior to that of their interlocutors; see 
reviews in e.g. [10] or [11]. It has been also termed 
accommodation, alignment, or synchrony in other areas. 
This adaptation has been shown in both visual modality 
(mannerisms, gestures) as well as speech in 
communicative dialogues, and affects both linguistic 
(syntax, word choice, etc.) and paralinguistic (speech 
tempo, intensity, etc.) domains. There are several 
theoretical models explaining the occurrence of speech 
entrainment and rich literature exploring the links of 
entrainment to various aspects of human-human 
communication such as dominance, trust, communicative 
success, and others. 

Importantly, speech entrainment has been linked to 
several positive social features in human-human 
interactions. For example, people who entrain are 
perceived as visually more attractive, more intelligent or 
competent. In human-machine spoken interactions, 
entraining agents/robots improved ASR accuracy [12], 
increased gains in learning [13], or improved rapport and 
naturalness [14].  

In our previous research we investigated how the 
speech entrainment of the artificial system towards the 
humans might affect trust; e.g. [15]. In our current 
approach we explore the covert and overt elicitation of 
entrainment of humans towards Furhat.  

B. Adaptive Hebbian learning 
Adaptive learning, when employed in computer-aided 

pronunciation training, uses controlled variability in the 
created stimuli and scores them on a scale of difficulty or 
a distance between the ideal and sub-optimal realizations 
[16]. For example, when acquiring a contrast between 
labio-dental and dental fricatives, e.g. [f] and [�], which is 
problematic for some Slovak L2 speakers of English, the 
initial level is to exaggerate the contrast, which is 
especially useful for people who still do not have a good 
command of the contrast [17].  

With Furhat, this exaggeration can be implemented 
both visually as well as audibly. Additionally, in a longer 
term intervention, this exaggerated stimuli might be 
progressively attenuated to be closer to casual native-like 
realizations. This type of learning is consistent with the 
Hebbian approach and mirror neurons in that it uses and 
strengthens the perception-production link in language 
acquisition. 

 
Figure 2.  Furhat’s articulation of labio-dental [f] as in ‘fought’ on 

the left and dental [�] as in ‘thought’ on the right 

71



C. Adaptive learning & entrainment with Furhat 
Meaningful repetition proved beneficial in 

pronunciation training [9]. Combining the concepts of 
speech entrainment and adaptive learning implemented in 
Furhat has potential for positive effects in increasing 
communicative competence in L1 and L2. In addition to 
the exaggeration related to the articulation of specific 
problematic sounds, the TTS system implemented in 
Furhat has the capability of prosodically highlighting the 
target words. This provides an ecological way of directing 
the attention of learners to the pronunciation of concrete 
words. So the combination of entrainment and repetition 
linked to adaptive learning with prosodically meaningful 
variation opens opportunities for improving various 
segmental, suprasegmental, and interactional aspects of 
pronunciation specifically, and communicative 
competence in general. 

The same approach might be also used for verbal and 
non-verbal cues for common ground establishments 
including eye gaze, nods or vocal backchannels like 
‘okay’ or ‘mhm’. The natural sub-conscious imitation of 
Furhat’s behavior arising from entrainment, as well as the 
overt Furhat’s elicitation of these cues might both 
contribute to the subjects’ deployment of these cues in 
their own speaking behavior and the recognition of their 
functions in the behavior of their interlocutors.  

The following three sections describe the original 
communicative game ‘Guess the animal’ (section III.D) 
and the additions being implemented with the focus on 
increasing its suitability for training communicative 
competence (sections III.E and III.F).   

D. The original instrument ‘Guess the animal’ 
‘Guess the animal’ is a simple communicative game in 

which the player selects an animal from the deck of cards 
and describes it to Furhat whose task is to guess the 
animal correctly. The original implementation is described 
in detail in [6]. Briefly, for each animal in a set we 
populated the seven attribute categories with multiple 
keywords. For example, the attribute LOOK for animal 
CROCODILE included ‘big teeth’, ‘long tail’, etc. In the 
lemmatized ASR output of the player’s speech, the 
algorithm searches for the keywords and keeps a 
probability score for each animal. Furhat prompts the 
player for more input based on several internal and 
external parameters such as minimal number of words 
spoken, or the number of questions required from Furhat. 
Optionally, Furhat also provides vocal backchannels like 
‘mhm’ accompanied by a minor head nod when short 
silences are detected. 

Fig. 3 illustrates the deployment of the Guess the 
animal in an open-air science festival with over 60 players 
testing the game in acoustically adverse conditions. 
Reference [6] describes the general positive response of 
the players, and greater expectations of humans for turn-
taking management in conditions with more human-like 
features (small-talk initiating the interactions, 
backchanneling) compared to the absence of these 
features.  

E. Additions already implemented  
To improve the quality of synthesized speech in L1, a 

Slovak Deep Neural Network (DNN) synthesizer was 
developed using the Merlin toolkit for building DNN 

models for statistical parametric speech synthesis [18]. 
We combined it with our own front-end text processor and 
the WORLD vocoder [19]. WORLD vocoder decomposes 
input speech into three parameters: fundamental frequency 
(f0), spectral envelope, and aperiodicity (representation of 
excitation via the band-aperiodicity function). The used 
DNN had six feed-forward hidden layers having 1024 
hyperbolic tangent units each. Speech data for 
synthesizers training and testing were obtained by studio 
recording of 8733 prompted Slovak utterances from a 
professional female speaker, which is about nine hours of 
speech. The length of the utterances was typically one 
sentence, but the set also included shorter (one or more 
words) and longer (up to three sentences) utterances. 

The DNN synthesis based on the WORLD vocoder is 
more natural than the HMM-based synthesis we used 
before. However, DNN is also slower than the previous 
TTS systems we used. In Guess the animal, slow 
responses of the synthesizer might decrease the 
naturalness of the interaction. Hence, since the 
responsiveness and turn-taking management are crucial 
for successful interactions and also for training 
communicative proficiency, we had to address this issue. 
First, we implemented the sound generation through 
multiple parallel threads. Second, the speech already 
generated in the past is stored in a cashe and if the system 
needs to generate a sentence already stored, we simply 
play the stored utterance. In the case of Guess the animal 
game, multiple potential sentences are identical between 
the game iterations. Both of these approaches mitigated 
the negative aspects of slower speech generation in the 
DNN system for the purposes of communicative 
interaction between Furhat and pupils.  

With Furhat implementation, we generate the .wav 
sound file in our TTS server and also generate the 
associated .pho file that informs Furhat how to sync the 
movements of articulators while playing the sound. 

For the initial experimentation and the proof-of-concept 
tests in English we have implemented the ASR system 
based on Kaldi Speech Recognition Toolkit [20] and the 
acoustic model “ASpIRE Chain Model” for Guess the 
animal scenario in that was trained on the “Fisher 
English” database (see the following section for our own 
efforts in this area).  

 
Figure 3.  The original Guess the animal game implemented at an 

open-air science festival 
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We also further adjusted the Furhat’s look to make it 
even more humanoid. Fig. 4 shows the female face with 
glasses, faux hair, and a cap appended with an imitation of 
a body and a hand giving the impression of a full-body 
robot sitting at the table. 

F. Additions being implemented currently  
Regarding the deployment of Guess the animal for L2 

communication proficiency training, we used a Slovak-
English bilingual male speaker to develop a database of 
approximately 1500 Slovak and 1800 English read 
utterances for the development of the identical synthesized 
voice capable of speaking both Slovak and English. Our 
goal is to create acoustic models for both synthesis and 
recognition capable of working with accented L2 speech 
based on interference form L1 Slovak. 

For a similar goal, [21] adapted acoustic models   that   
were originally trained on the Wall Street Journal corpus 
with 17 hours of children Korean speech. They detected 
the occurrence of pronunciation variants using   a   lexicon   
expanded according to all possible substitutions between 
confusable phonemes. We followed this approach and 
created a conversion table with the most salient 
differences between the phonetic variants in English and 
Slovak. For example, replacing English [�] with [s] or [f], 
[ð] with [d], [æ] with [e], etc. However, it is problematic 
in the acoustic model to create non-existent phonemes. 
Therefore, we are currently creating a hybrid model that 
includes all three categories of sounds: those common for 
both languages, like [m] or [�], and those unique for the 
two languages separately like the short [] in English and 
[i] in Slovak that have different vocalic qualities. The list 
of the phonemes will thus expand to approximately 65 for 
this hybrid model. 

This will also enable us to create multiple variants of 
target words that could be used for repetition in adaptive 
learning and as a feedback to the learners. Of course, the 
challenge for L2 learners lie not only in the different 
inventory of phonetic realizations but also in the specific 
environment of their deployment. For example, while the 
devoicing of voiced obstruents (like [b] � [p] or [z] � 
[s]) in the word-final pre-pausal positions is a common 
pattern in Slovak, similar devoicing occurs much less in 
English, and additionally might take place in the word-
initial positions following pauses, and this is the 
environment where it never occurs in Slovak. The hybrid 
model will allow for greater flexibility for scenarios in L2 
pronunciation training. 

We also designed and tested independently of the game 
a feature in which Furhat, after recognizing a target word 
or a phrase, repeats that word/phrase with a rising question 
intonation and slowed hyper-articulated speech, 
prompting the user to repeat the word and thus 
pragmatically acknowledging the addition of the concept 
to the common ground established between the robot and 
the user. This functionality will be used for ecological and 
communicatively situated repetition within the adaptive 
learning concept described in section III.B. 

In future, if Guess the animal is deployed in a class of 
children known in advance, we might record the kid’s 
voices in an initial session and then adapt our speaker 
verification algorithms for recognizing the current speaker 
and implement the addressing of the speaker with his/her 
name.  

IV. OBSERVATIONS 
To explore the usefulness of Furhat for enhancing L1 

communicative competence of people with disabilities, 
we deployed the Slovak Guess the animal game with 
additions described in section III.E. Ten disabled people 
with moderate mental disabilities balanced for age and 
gender guessed three animals each and were observed 
and aided by their professional assistants (Fig. 4).  

After playing the game, they filled out a questionnaire 
in which they were asked to evaluate their feeling toward 
the robot, their communication with it, and its potential 
use in communication training. The handicapped 
certainly would not prefer Furhat over a human, but they 
expressed strong positive evaluation and the usefulness of 
the robot in training and teaching communicative skills 
(Fig. 5). 

 
The remaining two questions should be taken with 

caution since the subjects do not have experience with 
computer-assisted language learning.  

The experience and observations shared with the two 
professional assistants are also very valuable. After 
playing the game themselves as well and observing the 
handicapped play the game, they expressed their belief 
that communicating with Furhat would help the 
handicapped with training and acquisition of some 
communicative skills. This is despite the fact that the 
interaction with Furhat for them personally was not very 
pleasing. 

 
Figure 4 Guess the animal with additions described in III.E and 
deployed with patients of various levels of communication deficits

 
Figure 5 The evaluations of the handicapped group after playing 

the amended Guess the animal in Slovak 
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To compare these observations with a control group, 
we asked ten healthy subjects, also balanced for age and 
gender, to play the same game and fill out the same post-
test questionnaire. The dis-preference for the robot over 
human is less strong and several people mentioned that a 
robot might be preferable in discussing health issues and 
other sensitive topics, and also in L2 learning when 
students might feel shy or ashamed in front of the human 
teachers. In general, the healthy group was more open to 
spoken interactions with Furhat both in L1 as well as 
potentially in L2.  

In additions to the valuable feedback from both 
groups of subjects in the questionnaires, informal 
observations provide further useful information regarding 
the game implementation and parameter setting. For 
example, the comparison of the handicapped and healthy 
subjects shows the clear need for setting the parameters 
of the game differently. The handicapped were making 
more frequent silent pauses and spoke slower. Since 
Furhat was programmed to prompt for more input during 
longer silent pauses and produced backchannels during 
the shorter ones, the subjects felt pressured by Furhat and 
some felt nervous as a result. 

Hence, we learned that it is needed to adjust the 
relevant parameters for a given population of users. 
Particularly, we have to increase the silent pause 
threshold for prompting for more input as well as for 
producing a backchannel, and also take into regard the 
fact that speakers of lower communication proficiency 
use many verbal and non-verbal fillers, which affects the 
total count of words produced by the subject. In our 
implementation, there is a threshold for this number 
before Furhat may proceed to guessing. Due to the low 
information content and frequency of the fillers, Furhat 
algorithmically proceeded to guessing even in cases when 
it did not have sufficient input. 

These lessons apply not only to the L1 interactions 
with the handicapped people but very likely have to be 
considered also in L2 implementations since our target 
group of children studying L2 have much lower 
communicative proficiency in L2 than a healthy 
population has in L1. 

A possible approach to addressing the parameter 
setting would be to adjust the parameters adaptively. For 
example, in the first animal to be guessed, the thresholds 
would expect a slow speaker with limited communication 
proficiency and in every subsequent guessing animal the 

parameters may be adjusted to the current speaker 
speaking rate and information density. 

On the other hand, the problems in turn-taking 
management in terms of greater response latencies or 
Furhat’s interruptions, are partly alleviated in interactions 
with people of lower communicative proficiency. A 
generally ‘slower pace’ of the interaction is expected to 
be preferable, at least initially, in training with subjects of 
decreased communicative competence.  

V. CONCLUDING REMARKS 
Many studies employ robots like NAO as teaching 

assistants or peers when very young children learn a 
limited set of vocabulary items in L2. These studies show 
variable results in the effect of feedback, physical 
presence, and other aspects, on learning gains and 
interactional quality [9]. With Furhat and slightly older 
kids, we have a radically different setup and findings 
might greatly amend the current state of the knowledge in 
this area. 

In Furhat company’s statement released earlier this 
year, they propose that “Social robots, used as an 
educational tool, can enhance the entire educational 
experience for students: robots can boost collaboration 
between students, support teachers, increase engagement, 
help with cultural integration, and encourage creativity.” 

However, although the inclusion of Furhat into the 
communication skills training has a potential for positive 
impact on various aspects of classroom dynamics and 
language acquisition, one should also be aware of 
potential ethical issues. Some of these are nicely 
summarized in [22]. Robots may impact children’s’ 
privacy and care should be taken especially if records of 
behavior and biometric data are collected. Additionally, 
the potential that children might feel deceived or form 
unhealthy social attachments to robots should be 
considered. With the presence of an experienced human 
teacher and Furhat serving as teaching aid, these concerns 
are still real but partly alleviated.   
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Abstract—This paper analyzes the coding efficiency of 
recent compression formats H.264, H.265 and AV1 for the 
visual weather prediction purpose. It compares the bitrate 
saving of these codecs using objective metrics. The analysis 
is done on 8 video sequences at Full HD and Ultra HD 
resolutions. We discovered, that bitstream saving of AV1 is 
approximately 50% higher than H.264 for both resolutions, 
30% higher than H.265 encoded videos at Full HD and 20% 
higher than those at Ultra HD resolution. From the 
experimental results, we can also state that objective video 
quality is content dependent. 

I. INTRODUCTION 
At the time of the development of first 

telecommunication networks there was an effort to 
transfer at least certain information in short time. At the 
beginning only simple on/off modulated signals were 
transmitted. Gradually, the telecommunication 
technologies improve, which allows not only elementary 
signal transmission, but also voice, pictures, videos or data 
transfer. The recent telecommunication networks are 
capable of transferring enormous data volume for distance 
of thousands of kilometers almost immediately. 
Nevertheless, each network has physical limitations which 
leads telecommunication providers to decrease transferred 
data volume. The biggest portion of communication traffic 
from aspect of transmission requirements is represented 
by video. From mentioned we can state, that development 
of new codecs with higher coding efficiency while 
preserving desired video quality is still a hot research 
topic. 

II. STATE OF THE ART 
For several years many studies deal with exploring the 

impact of various compression formats on the video 
quality evaluated whether by objective or subjective 
methods. In papers [1-7] the performance comparison of 
well-known and most used compression standards as 
H.264/AVC, H.265/HEVC and VP9 using objective and 
in [9-13] using subjective metrics has been researched. 
Not many publications include the quality comparison of 
the newest AV1 codec. In [14] a coding efficiency 
evaluation of AOM/AV1 codec in comparison to the 
video coding standards H.264/MPEG-AVC (Advanced 
Video Coding) and H.265/MPEG-HEVC (High-
Efficiency Video Coding) is presented. In [15] an 

objective performance evaluation of the Alliance for 
Open Media (AOM) and JEM of the Joint Video 
Exploration Team (JVET) is discussed. In [16] the 
performance of the software encoders of H.264/AVC, 
H.265/HEVC, VP9 and the new royalty free encoder 
AV1 for relatively small video files is investigated. From 
this search follows that not many publications deal with 
the complex comparison of the most used video formats 
as H.264/AVC and H.265/HEVC and the newest AV1.  

Therefore, the aim of this paper is to compare the 
impact of above-mentioned codecs on the video quality 
using some of the well-known objective metrics. 

III. VIDEO COMPRESSION FORMATS 
Even though the MPEG-4 Part 10, better known as 

H.264/AVC, is among the older compression standard, 
developed in 2003 based on the H.263 codec, still 
belongs to the one of the most used ones in wide range 
applications – ranging from video for mobile devices 
through web applications to TV broadcasting and video 
streaming [17-18]. 
In spite of it, the High Efficiency Video Coding, known 
as H.265/HEVC, is the most recent joint video project of 
the ITU-T video Coding Experts Group (VCEG) and the 
ISO/IEC Moving Picture Experts Group (MPEG) 
standardization organizations, working together in a 
partnership known as the Joint Collaborative Team on 
Video Coding (JCT-VC). It has been developed in 
January 2013 and is the successor to the H.264/AVC 
codec. Although it uses the same structure as the previous 
standards, it contains many incremental improvements 
which makes him more effective [19]. 
The newest video codec which has been developed and is 
still being improved is the AOMedia Video 1 (AV1).  It 
was developed by the Alliance for Open Media 
(AOMedia), a consortium of firms from the 
semiconductor industry, video on demand providers, 
video content producers, software development 
companies and web browser vendors, founded in 2015. 
The developers claim that it should have 20% higher data 
compression than VP9 or HEVC/H.265 from the Moving 
Picture Experts Group and about 50% higher than the 
widely used AVC [20]. 
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IV. VIDEO QUALITY ASSESSMENT 
Generally, we can separate video quality assessment 

methods into two groups.  
The first are named subjective methods, which 

insinuates that quality is evaluated by humans. The 
biggest advantage of these methods is accuracy of results, 
considering there are no mathematical models used. 
Substantial amount of time subjective quality assessment 
methods usually consume is considered their main 
disadvantage. Specific conditions, evaluation process and 
interpretation of results obtained by subjective video 
quality assessment are defined in [21] and [22]. We can 
further classify subjective evaluation methods into two 
categories: single-stimulus (e.g. Absolut Category Rating 
- ACR) and double-stimulus methods (e.g. Double 
Stimulus Impairment Scale - DSIS). 

The second group represents objective video quality 
assessment methods, also known as metrics. Their greatest 
advantage is short operating time and reproducibility of 
the results. Objective quality evaluation methods can be 
also divided into two categories: pixel-based metrics and 
metrics based on human visual system – HVS [23].  

Typical representatives of pixel-based metrics are 
Mean Squared Error – MSE and Peak to Signal Noise 
Ratio - PSNR. Mean squared error is defined as: 
 

 
where X and Y are frame dimensions, T represents count 
of frames in video sequence, xd is degraded frame and xr 
stands for reference frame. 

Based on mentioned we can define PSNR as: 

 
where I stands for maximum pixel value, e.g. 10-bit frame 
value equals 1023. Minimal value of PSNR is 0dB, which 
represents completely uncorrelated image. Increasing 
PSNR score indicates higher video quality. 

Both mentioned pixel-based metrics are easily 
implementable into end user´s devices such as set-top-
boxes. Nevertheless, they entirely disregard image 
imperfections perceivable by human sight. 

Higher correlation of results with subjective evaluation 
is achieved by objective metrics based on human visual 
system, as well as the Structural SIMilarity index (SSIM). 
The latter is metric preferred by expert community, since 
HVS is well adapted to extract structural degradation from 
image, but not to extract distortions from textures. 

This metric evaluates three individual image 
components – luminance, contrast and structure (Fig. 1) 
and combines them into the resulting score ranging from 0 
to 1. Value 1 indicates highest quality, vice versa 0 
indicates the most impaired video quality. 
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Figure 1.  Block scheme of SSIM 

Another well-known objective quality assessment 
method based on HVS is Visual Information Fidelity 
metric (VIF). VIF algorithm models natural images in the 
wavelet domain using Gaussian scalemixtures (GSMs) 
[24]. The video quality value, quantified by VIF ranges 
from 0 to 1, where higher score indicates better quality.  

V. DATA PREPARATION AND MEASUREMENT 
The first step of the evaluation process was the 

selection of video test sequences. For this experiment, 
eight video sequences with different spatial and temporal 
information have been chosen. Spatial information (SI) 
which represents amount of details in video, and temporal 
information (TI) which indicates scene dynamics, was 
calculated using the tool [26] following the formulas 
recommended in [22]. The SI-TI diagram is shown in Fig. 
2. 
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Figure 2.  Spatial and temporal information of used videos 

All above-mentioned sequences were downloaded in 
uncompressed format *.yuv from the SJTU Media Lab 
[25]. The previews of analyzed videos are depicted in Fig. 
3. The parameters of test sequences are presented in Tab. 
1. Subsequently, they were encoded into corresponding 
compression formats, i.e. H.264, H.265 and AV1 using 
the FFmpeg tool [27]. For the quality restriction, five 
bitrates were chosen: 1, 3, 5, 10 and 15 Mbps. The GoP 
was set as commonly – to the half of the framerate, i.e. 
M=5, N=30. In this step, 120 sequences were created. All 
compressed videos were saved into *.mp4 container. 
Afterwards, *.mp4 files were converted back into *.yuv 
files and compared with undegraded reference videos 
using VQMT: Video Quality Measurement Tool [28]. For 
the assessment the PSNR, SSIM and VIF objective 
metrics were chosen. The entire measurement procedure is 
shown in Fig. 4. 
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TABLE I.   
PARAMETERS OF SOURCE VIDEO SEQUENCES 

Resolution Chroma 
subsampling 

Bit 
depth 

Aspect 
Ratio 

Framerate 
(fps) 

Length 
(seconds)

3840x2160 
(UHD) 4:4:4 

10 bit 
per 

channel
16:9 30 10 

 
Figure 3.  Previews of test video sequences 
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Figure 4.  Measurement procedure 

VI. EXPERIMENTAL RESULTS 
The experimental results are depicted in Fig. from 5 to 

10 depending on content expressed by different types of 
scene. Each curve represents each type of used test 
sequence. In each figure, three graphs are inset – 
depending on used codec. Fig. 11 shows cross-comparison 
of codec effectivity by averaging the quality values of all 
sequences. In this figure six graphs are inset – depending 
on the resolution and used objective metric.  
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Figure 5.  Coding efficiency for Full HD resolution assessed by PSNR 

metric on all test sequences  
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Figure 6.  Coding efficiency for Ultra HD resolution assessed by PSNR 

metric on all test sequences  
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Figure 7.  Coding efficiency for Full HD resolution assessed by SSIM 
metric on all test sequences  
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Figure 8.  Coding efficiency for Ultra HD resolution assessed by SSIM 
metric on all test sequences  
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Figure 9.  Coding efficiency for Full HD resolution assessed by VIF 
metric on all test sequences 
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Figure 10.  Coding efficiency for Ultra HD resolution assessed by VIF 
metric on all test sequences  
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Figure 11.  Cross comparison of coding efficiency for both resolutions 
assessed by particular metrics on average content  

BD rate, i.e. average bitrate saving of the codecs were 
compared to each other using the Bjontegaard model and 
the results are shown in Tab. 2 and 3.   

TABLE II.   
EFFICIENCY OF BITRATE SAVING COMPARISON FOR FHD RESOLUTION  

Full HD AV1 vs. H.264 H.265 vs. H.264 AV1 vs. H.265

BD rate [dB] 3,6408 1,1410 2,4999 

BD rate [%] 52,07 14,04 33,35 

TABLE III.   
EFFICIENCY OF BITRATE SAVING COMPARISON FOR UHD RESOLUTION 

Ultra HD AV1 vs. H.264 H.265 vs. H.264 AV1 vs. H.265

BD rate [dB] 3,6643 1,8994 1,7649 

BD rate [%] 52,48 24,44 22,53 

 
Based on the figure 11 we can state that AV1 

compression format outperformed the two older codecs. 

The objectively measured quality of all codecs was rising 
logarithmically with increasing bitrate.  
The differences in coding efficiency of codecs are more 
evident in lower bitrates. 

In accordance with table 2 and 3, we can declare, that 
AV1 saves circa 50% more bitrate than H.264 at both 
resolutions. Compared to H.265, AV1 shows higher 
bitrate saving at Full HD resolution than at Ultra HD. 

Figures showing content dependent indicate, that 
video scenes with lower amount of motion have higher 
objective quality than more dynamic sequences. 

The distribution of quality curves of sequences with 
different content is not identical for all metrics and is 
dependent on used codecs and resolutions. The quality 
results of SSIM shows higher correlation with VIF than 
with PSNR results, because SSIM and VIF are both based 
on HVS while PSNR is a pixel-based metric. 

VII. CONSLUSION 
In this paper, we analyzed the coding efficiency of the 

state-of-the-art compression formats H.264, H.265 and 
AV1. We compared the bitrate saving of these codecs 
using the objective quality metrics – PSNR, SSIM and 
VIF. The analysis was done on 8 video sequences at Full 
HD and Ultra HD resolutions. 

We have drawn several conclusions from the 
experimental results. Using the Bjontegaard model, we 
determined that AV1 codec saves approximately 50% 
more bitstream than H.264, while retaining the same 
objective quality value of encoded video sequences at 
both resolutions. On the contrary, compared to the newer 
H.265 compression standard, AV1 saves over 30% more 
bitrate at Full HD and only circa 20% more data stream at 
Ultra HD resolution. The experiment further proved, that 
the objectively measured quality of video sequences is 
dependent not only on used compression format, but also 
on the video content. 

 In order to get a more comprehensive view of coding 
efficiency of the AV1 codec in terms of quality, we plan 
to conduct multiple subjective tests in our future research. 

ACKNOWLEDGMENT 
This work was supported by Slovak Research and 

Development Agency under the contract No. APVV-16-
0505: The short-term PREDICtion of photovoltaic energy 
production for needs of pOwer supply of Intelligent 
BuildiNgs – PREDICON. 

REFERENCES 
[1] D. Grois, D. Marpe A. Mulayoff, and O. Hadar, “Performance 

Comparison of H.265/MPEG-HEVC, VP9, and H.264/MPEG-
AVC Encoders,” Picture Coding Symposium (PCS), 8.-
11.12.2013, San Jose, USA, pp. 394–397, ISBN: 978-1-4799-
0292-7.  

[2] K. Kao “Video coding standards: AVS China, H.264/MPEG-4 
PART 10, HEVC, VP9, DIRAC and VC-1,” in Signal Processing: 
Algorithms, Architectures, Arrangements, and Applications (SPA), 
26.-28.9.2013, Poznan, Poland, ISSN: 2326-0262.  

[3] Il-KooKim, “Coding efficiency comparison of new video coding 
standards: HEVC vs VP9 vs AVS2 video,” 2014 IEEE 
International Conference on Multimedia and Expo Workshops 
(ICMEW). 

[4] M. Rerabek, P. Hanhart, P. Korshunov and T. Ebrahimi, “Quality 
Evaluation of HEVC and VP9 Video Compression in Real-Time 

81



Applications”, 7th International Workshop on Quality of 
Multimedia Experience (QoMEX), 26.-29.5.2015, Costa Navarino, 
Messinia, Greece. EPFL-CONF-207496. 

[5] J. Kufa and T. Kratochvil, “Comparison of H.265 and VP9 Coding 
Efficiency for Full HDTV and Ultra HDTV Applications”, 25th 
International Conference Radioelektronika, Pardubice, Czech 
Republic, pp. 168-171, 21.-22.4.2015. ISBN: 978-1-4799-8117-5 

[6] L. Mengzhe, J. Xiuhua and L. Xiaohua, “Analysis of 
H.265/HEVC, H.264 and VP9 coding efficiency based on video 
content complexity,” IEEE International Conference on Computer 
and Communications, ICCC, pp. 420-424, ISBN: 978-146738125-
3. 

[7] V. Deep and T. Elarabi, “HEVC/H.265 vs. VP9 state-of-the-art 
video coding comparison for HD and UHD applications,” 30th 
IEEE Canadian Conference on Electrical and Computer 
Engineering, CCECE 2017, Windsor, Canada, 30.4.-3.5.2017. 
ISBN: 978-150905538-8. 

[8] J. Bienik, M. Uhrina, M. Kuba and M. Vaculik, “Performance of 
H.264, H.265, VP8 and VP9 Compression Standards for High 
Resolutions”, 19th International Conference on Network-Based 
Information Systems, NBiS 2016, Technical University of Ostrava, 
Ostrava, Czech Republic, 7.-9.9. 2016. ISBN: 978-150900979-4. 

[9] P. Fernandes, M. V. Bernardo, A. M. G. Pinheiro, P. T. Fiadeiro 
and M. Pereira, “Quality comparison of the HEVC and VP9 
encoders performance”, in Multimedia Tools and Applications, 
vol. 76, issue 11, 1.6.2017, pp. 13633-13649. ISSN: 1380-7501. 

[10] M. Rerabek and T. Ebrahimi, “Comparison of Compression 
Efficiency between HEVC/H.265 and VP9 Based on Subjective 
Assessments”, in Applications of Digital Image Processing 
XXXVII, vol. 9217, 18.-21.8.2014, San Diego, United States, 
ISBN: 978-153862605-4. 

[11] N. Ramzan, Z. Pervez and A. Amira, “Quality of Experience 
Evaluation of H.265/MPEG-HEVC and VP9 Comparison 
Efficiency”, 26th International Conference on Microelectronics 
(ICM), 14.-17.12.2014, Doha, Qatar, pp. 220-223, ISBN: 978-1-
4799-8153-3. 

[12] J. Xu and X. Jiang, “Assessment of Subjective Video Quality on 
4K Ultra High Definition Videos”, in Proceedings - 2015 8th 
International Congress on Image and Signal Processing, CISP 
2015, 14.-16.10.2015, China, pp. 137-141, DOI: 
10.1109/CISP.2015.7407864. 

[13] J. Kufa, L. Polak and T. Kratochvil, “HEVC/H.265 vs. VP9 for 
Full HD and UHD video: Is there any difference in QoE?”, 
Proceedings Elmar - International Symposium Electronics in 
Marine, vol. 2016, 2.11.2016, pp. 51-555. ISBN: 978-953184221-
1. 

[14] D. Grois, T. Nguyen and D. Marpe, “Coding efficiency 
comparison of AV1/VP9, H.265/MPEG-HEVC, and 
H.264/MPEG-AVC encoders”, 2016 Picture Coding Symposium 
(PCS), 4.-7.12.2016, Nuremberg, Germany. ISBN: 978-
150905966-9. 

[15] T. Nguyen and D. Marpe, “Future Video Coding Technologies: A 
Performance Evaluation of AV1, JEM, VP9, and HM”, Picture 
Coding Symposium (PCS), 24.-27.6.2018, San Francisco, United 
States. ISBN: 978-153864160-6 

[16] M.A. Layek, N.Q. Thai, M.A. Hossain, N.T. Thu, L.P. Tuyen, A. 
Talukder, T. Chung and E.-N. Huh, “Performance analysis of 
H.264, H.265, VP9 and AV1 video encoders”, 19th Asia-Pacific 
Network Operations and Management Symposium: Managing a 
World of Things, APNOMS 2017, 27.-29.9.2017, Seoul, South 
Korea, pp. 322-325. ISBN: 978-153861101-2. 

[17] Richardson, E.G Iain. H.264 and MPEG-4 Video Compression. 
John Wiley and Sons Ltd., 2003. 281 pages. ISBN 0-470-84837-5. 

[18] Richardson, E.G Iain. The H.264 Advanced Video Compression 
Standard. 2nd ed. John Wiley and Sons Ltd., 2003. 316 pages. 
ISBN 978-0-470-51692-8. 

[19] G. Sullivan, J-R. Ohm, W.-J. Han and T. Wiegand, “Overview of 
the High Efficiency Video Coding (HEVC) Standard,” IEEE 
Transactions on Circuits and Systems for Video technology, vol. 
22, no. 12, po.1649-1668, December 2012. ISSN 1051-8215. 

[20] Alliance of Global Media Innovators. Available at: 
https://aomedia.org/. 

[21] Recommendation ITU-R BT.500-13 - Methodology for the 
subjective assessment of the qualityof television pictures. 

[22] Recommendation P.910: Subjective video quality assessment 
methods for multimedia applications 

[23] Ch. Keimel “Design of Video Quality Metrics with Multi-Way 
Data Analysis”, Springer Science+Business Media Singapore 
2016, ISBN: 978-981-10-0268-7.  

[24] H. R. Sheikh and A. C. Bovik, "Image information and visual 
quality", IEEE Trans. Image Processing, vol. 15, Feb. 2006, pp. 
430-44. 

[25] SJTU 4K Video sequences, online: 
http://medialab.sjtu.edu.cn/web4k/index.html. 

[26] T. Mizdos, M. Uhrina, P. Pocta and J. Bienik, "Subjective and 
objective evaluation of spatial and temporal information of video 
content," in 2018 ELEKTRO, Mikulov, 2018, pp. 1-6. 

[27] FFmpeg tool, online: https://www.ffmpeg.org/download.html 
[28] VQMT: Video Quality Measurement Tool, online: 

https://mmspg.epfl.ch/downloads/vqmt/ 
 

 

82



Web - Based Laboratory for Modeling and 
Simulation of Power System  

 

E.C. Bobric*, D. Irimia*, C. Ungureanu*  and E.D. Lupu* 
* Stefan cel Mare University/Faculty of Electrical Engineering and Computer Science, Suceava, Romania 

crengutab@eed.usv.ro, daniela@eed.usv.ro, costel@usm.ro, elenao@eed.usv.ro 
 
 

Abstract—This paper aims to describe the proposed of 
implementation of a web - based laboratory for the study of 
electrical networks. Laboratory hours are particularly 
important in the training of the future engineers. In this 
way, the theoretical knowledge learned in the courses can be 
applied on the practical cases proposed for the study. 
Considering the performance of ETAP software, it can be a 
powerful tool used in the training students in the energetics 
field, for modeling and simulation of power system. 

I. INTRODUCTION 
In the process of training students in the field of 

engineering, and not only, we think we have to consider 
Galileo Galilei's dictum: “We cannot teach people 
anything; we can only help them discover it within 
themselves.” 

Thus, we can consider learning as the intellectual 
activity carried out in order to train the skills necessary for 
the continuous development of personality. The learning 
process comprises a series of stages, which begin with the 
perception and understanding of the presented material, 
the acquisition and memorization of the knowledge and, 
particularly important, the application, update and transfer 
of the accumulated knowledge. 

For an efficient learning, the students must know the 
motivation, understand the knowledge presented and only 
then we can consider that by the perseverant repeating of 
the material and by knowing the results we can speak of a 
solid fixation of knowledge. 

In the last stages, an important role is played by 
imagination, which leads to the construction of new 
images or ideas, by combining the previous experience. 
This plays an important role in the development of 
original products. 

But getting good results depends on the level of 
intelligence, the ability and special skills, the spirit of 
observation and a number of particularities of the trained 
ones. Furthermore, each person is special and can learn 
differently or in a different time frame. There are people 
who like to study independently, others learn in group or 
others learn very easily by observing what their colleagues 
are doing. 

A modern education should be open to the needs of the 
student and it should be student-oriented. The training 
process must understand and combine different learning 
styles using a wide variety of methods, procedures, 
teaching materials, etc. 

There are people who learn very easily through visual 
stimuli (they easily memorize what they write and read, 
presentations, charts, maps, etc.), others through auditory 

stimuli (they memorize what they hear, what they discuss 
/ debate) and others through experiment (they memorize 
the experiments they actively get involved in, the lectures 
they actively attend, etc.). 

In order to stimulate learning, as the dictum says, we 
should stimulate curiosity and convince the student that 
learning means evolving. And for this they should be 
provided with online courses or platforms for interactive 
and dynamic learning [1],[2]. 

Whatever the way in which the student accumulates 
knowledge more easily, the process is a personal one, 
learning being done if he observes, interacts, analyses, 
applies in practice and draws conclusions. This process 
can only take place when the subject is mentally active. 
People are creative when they are in a stimulating 
environment, when they are relaxed and when they find 
pleasure in their activity. A modern and student-oriented 
engineering education should use resources in accordance 
with the development of technologies and meet the 
expectations and abilities of the students, of e-learning or 
virtual learning type. 

II. LERNING TEHNOLOGY 
 The classic version of learning is to attend the courses, 

to listen to the teacher's lectures and to study the available 
teaching materials. Over the last decades, many 
universities have provided distance study programs. 
Regardless the type of education – full time or distance 
learning, modern student-centred learning technologies 
must provide flexibility to the learning process, 
including: e-Learning, online learning, distance learning, 
blended learning, digital learning and virtual learning [1]. 

A. eLearning 
There has been extensive debate to define the term 

eLearning. Learning using the Internet and other 
technologies to provide teaching materials and to conduct 
online interaction between student and teacher seems to 
be the definition that is close to the opinions of 
specialists. Educational institutions recognize e-Learning 
as a perspective of transforming people, knowledge, skills 
and generating performance [17]. This technology has 
advantages such as: 

- flexibility in terms of the time and place of 
delivery or receipt of information; 

- increase of efficiency of knowledge and 
qualifications by accessing a significant amount of 
information; 

- possibility to have debates on discussion lists; 
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- profitability of the learning costs, by reducing the 
transport expenses for students and the logistics for the 
training institutions; 

- reduction of the student’s stress, each one being 
able to go through the information at his own pace. 

B. Online learning 
Also, in this case we cannot speak of a standard 

definition. However, from the bibliographic references, 
we can say that online learning is any form of learning 
carried out in whole or in part on the Internet. Literature 
underlines the idea that online learning, unlike e-learning, 
offers the possibility of video conferences that allow the 
teacher - student interaction. 

C. Blended learning 
This learning technology involves the use of classical, 

face-to-face methods with the online learning ones in 
order to obtain high performances of the learning process. 
The advantages of this type of learning, especially in the 
engineering fields, can be observed in the case of 
laboratory activities. The student goes through the 
theoretical aspects online, he can test his knowledge, he 
even realizes a simulation of the practical application, so 
that when he will carry out the work in the laboratory, he 
will be able to have an overview on the studied subject. 

D. Virtual learning 
This technology allows the participants in the learning 

process, students or teachers, to interact, interconnect and 
exchange learning materials, using video conferencing 
software. In order to define virtual learning, the 
theoretical and practical aspects of virtual reality must be 
taken into consideration. Virtual reality (VR) is an 
interactive technology in which the user performs 
interaction and navigation experiments based on three-
dimensional images. Thus, a real system in which one or 
more users can interact, view or manipulate equipment 
can be simulated. 

III. ETAP – GENERAL PRESENTATION 
Consumers are demanding the supply of electricity that 

meets quality standards, at the lowest prices. In order, to 
meet these requirements, electricity systems must be 
designed and managed in such a way as to ensure: 

- continuity of power supply 
- power quality parameters 
- optimal efficiency in the exploitation of power 

production, transport and distribution 
- sustainable development of the power system. 

An optimal management of the energy systems, which 
will ensure a safe operation from the technical point of 
view and the most efficient from the economic point of 
view, cannot be achieved without analysis of the 
operating, design, planning, safety in operation and 
control regimes. All these aspects can be achieved by 
using software tools specially designed to perform 
simulations, analyses and design of energy systems. 

One of the tools capable of achieving the objectives 
listed above, which offers a good and complete set of 
integrated solutions for energy systems, from modelling 
to operation is ETAP (Electrical Transient Analyzer 
Program). 

With the help of ETAP you can make: 
- Network Analysis: load flow, load analysis, 

short circuit, contingency analysis, etc; 
- Network Optimization: optimal capacitor 

placement, optimal power flow, etc; 
- Geospatial Electrical Diagram; 
- Cable Systems or Transmission Line; 
- ETAP Real-Time™ - Model-driven Power 

Management & Automation System; 
- Advanced Distribution Management System, 

and much more. 
The proposed laboratory, which allows the use of 

ETAP, offers students the necessary tools for achieve 
meet of their academic goals, as well as acquiring skills 
and competences important for their access to the labour 
market. In the field of energy engineering, there have 
been some constraints in the development of Internet-
based learning resources, due to the complexity of energy 
systems. However, lately there is a growing trend of 
eLearning applications, virtual labs, etc. 

The development of such a laboratory, helps the 
students to train on the new technologies of analysis of 
energy power systems, and learning on the Internet, we 
believe that it encourages and motivates them. 

IV. WEB BASED ETAP LABORATORY 
The proposed laboratory is addressed to the final year 

students or to the master / doctoral students in the energy 
field. To provide them with proper training, there are 
sustained concerns in providing the highest performing 
software tools [4]-[9]. One of these is ETAP - Electrical 
Transient Analyzer Program. The student learning 
process can be classic in the university laboratories. But, 
each student has his or her work rhythm, and having 
limited time to finish his application may be forced to 
solve his problems quickly, which may be detrimental to 
the quality of his work. Also, the student may be 
interested in a particular issue for which he will do 
research. Thus, the authors considered that the 
development of an Internet laboratory is a good option. 

The first step of the student is to access the laboratory 
page and login. If the student accesses this page from 
outside the university campus, will have to connect with a 
VPN connection. At the time of authentication, the server 
on which the educational license for ETAP is installed 
will authorize the use of the software tool. 
 

 
 

Figure 1.  Web page of the proposed laboratory 
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Figure 2.  Toolbars and example for transmission line library 

In the first lessons the students will become familiar 
with ETAP environment. It works with a series of 
toolbars in accordance with what you want to simulate. 
The user constructs a line diagram for the scheme of the 
system, in which the easily chosen elements of the 
toolbars are connected.  

The next step is to enter the data for each element. 
Double-clicking on the element icon opens a window 
where we can enter the data or we can choose predefined 
elements, such as for transmission line, cable, fuses, 
relay, etc. In Fig. 2 we can see the toolbars and the line 
transmission data library. 

Once all the elements have been chosen, positioned, 
connected and implemented the characteristic data can be 
make the analysis. For this, we have a lot of toolbars 
available to perform the analysis of the proposed system. 
Each toolbar and analysis is described in the tutorials that 
the student can find on the laboratory page. 

Figure 3 shows a line diagram of an electrical network 
built with ETAP. The analyzed loop electrical network 
consists of seven branches and five buses, to which are 
connected two power plants that supply four consumers. 
The powers generated by sources, the powers demanded 
by consumers, the voltage at which the electrical network 
works and the data of the branches, are known and 
implemented by the student, from the calculation 
examples presented. 

One of the most important type of analyses for 
electrical networks is the load flows analysis. In Fig. 4 
are presented the Load Flow Analysis Report. 

 

 
Figure 3.  Line diagram for network analyzed 

 
Figure 4.  Load flow analyzer report 

The implementation of the input data includes the 
admissible limits of the monitored signals. The results of 
the load flow analysis can be taken from the report that is 
provided after the analysis. The report, in addition to the 
data on sides illustrated in the Fig. 4, can provide 
information on sources, loads, node tension, active and 
reactive power losses, etc. 

Visually, following the load flow analysis, the 
elements that are not within the critical limits are 
indicated, respectively they are close to the allowed 
running limit. Thus, the users will be informed by 
colouring the respective elements with red or pink. This 
aspect can be seen in Fig. 5 for another network example. 
At the same time, through alert view you can get a brief 
report on the errors, the state of the elements and the level 
of operation.  

V. CONCLUSION 
The activities in the field of power system are very 

complex and include: analysis, optimization and 
estimation of operating regimes, analysis and 
improvement of the stability of the systems at small and 
large disturbances, real-time management and 
supervision of the systems or part of them. 

In order to provide specialists in this field, students 
must enjoy competitive professional training, using the 
most modern methods of preparation. 

 

 
Figure 5.  Alert view for network analyzed 
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Starting from the saying: "I hear and forget, I see and 
remember, I also understand", in the preparation of the 
students we want to use software tools that allow custom 
configuration, management and analysis of the proposed 
problem. The use of ETAP fulfils these objectives, 
because: it is a complex tool for analysing the power 
systems, it has an intuitive interface, it offers important 
libraries for the network elements, such as cable, 
transmission line, relay, wind turbine, solar panels, etc. 

In conclusion, the present paper aims to propose the 
implementation of a web-based application for the use of 
ETAP outside the classroom, in online learning or 
distance learning. Students can organize and manage their 
training time according to their own availability and 
interest in one research topic or another. Thus, specialists 
trained will keep up with the technological evolution, 
dedicated to exploitation or research, which in turn will 
be able to develop new applications or methods. 
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Abstract—The aim of this paper was to analyze the issue of 
the Cloud security solutions as well as to design a secure 
access for a demonstrative cloud application. Several 
security items have been chosen for a secure access to the 
Cloud; moreover, the application has been implemented to 
Heroku, from Sales force company, with the use of the 
existing cloud technologies. The created application shows 
the possibilities of the application’s development with the 
usage of the security items. 
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I. INTRODUCTION 
Further, the more widespread use of server 

virtualization [1] has been, a new way has formed for the 
information technology industry to deliver the complex 
services we collectively call the cloud. Cloud represents 
one of the most significant trends in the world of 
information technology today. 

Using cloud services is a very attractive option for 
many organizations to reduce their costs associated with 
running their own infrastructure. A big plus is certainly 
reduction in time required to build it. This allows the 
cloud model on which it is based to shine. The essence of 
cloud services is their great flexibility. Customers can use 
computing resources and adapt the use of paid resources 
according to their needs. A potential user wishing to use 
such a service must consider the potential risks associated 
with the transfer of his/her valuables but also sensitive 
data to the third party application. It is in the personal 
interest that such data should not be exposed to any 
possible risks. In the current situation, the cloud platforms 
are popular as one of the possibilities of using the cloud. 
Very popular thing about the clouds among the users is 
the fact that they do not have to be very interested in the 
clouds internal functioning. For providers of such cloud 
to-platform solutions, the primary challenge is to convince 
potential customers that their security measures are of 
high quality and achieve a high level of security. Service 
providers aim is to assure the customers that all possible 
efforts are made to eliminate any security threats that may 
occur. If there were security incidents on the service 
provider side, it would mean a loss of trust with customers 
and the public. Ultimately, that would have a disastrous 
impact on its platform / solution. 

This work focuses on the analysis of cloud security as 
such. However, the paper is also very interested in the 
security features used in the PaaS solution, because it has 
been implemented in our application. 

The main goal of this paper is to analyze what security 
elements we encounter. We mainly focus on user safety, 
data security, application isolation, backup and open 

development assurance. For this purpose, the application 
was developed, which contains some publicly available 
security features. Subsequently, this application is 
implemented on the selected platform mentioned earlier. 

II. CLOUD DEFINITON 
 Cloud computing is defined as a model that provides 

its user with network infrastructure, storage, and 
computing power. Furthermore, this model enables 
scalability of these resources while automating the tasks 
associated with proper service delivery. 

III. CLOUD PARTITIONING 
The word cloud represents a wide range of 

technologies, so we often encounter inconsistent 
definitions of the term. The American federal agency 
NIST [2] dealt with the exact definition of this term. The 
agency aims to support US innovation by accelerating 
technology through ways to increase economic security 
and quality of life. The cloud can therefore be categorized 
by multiple characters. The most basic division is to 
divide the cloud according to who owns the infrastructure, 
where the cloud platform is located and who has the 
opportunity to use the platform. Another attribute of the 
cloud split is the service model. Deploying a cloud 
describes how a cloud is delivered. This model lists four 
different types, such as public, private, community and 
hybrid described in the next section (section IV) in more 
details. 

IV. CLOUD DEPLOYMENT MODEL 
Cloud deployment describes how a cloud is provided. 

This model introduces four different types, such as public, 
private, community and hybrid clouds [3]. 

A. Public Cloud 
The public cloud can also be called a classic model with 

a public platform that can be charged depending on usage. 
This scheme is generally provided to the public and it is 
accessible via the Internet. The platform itself does not 
come into contact with users, on the contrary it is 
managed by providers. Cisco Webex [4] is one of the most 
popular public cloud computing services. 

B. Private Cloud 
This type of cloud is characterized as a cloud that is ran 

only for a particular organization (either by itself or by the 
third party services). The software packages provide the 
ability to create a private cloud on their own and their 
availability is relatively high. Through a private cloud, the 
user can provide greater security and greater control, as 
their resources are shared within one organization. 

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 87



The private cloud can be categorized according to the 
nature of the infrastructure, whether it is a custom or 
deployed structure [5]. With its own infrastructure, all the 
cloud resources owned by the service organization belong 
to the cloud. A cloud located on a leased infrastructure is 
characterized by a more consistent separation of resources 
that are leased from a third party compared to the public 
cloud. 

C. Community Cloud 
Community cloud’s task is to share resources in a group 

of organizations characterized as responsible for running 
and managing solutions. If there are organizations with 
similar requirements for cloud services and the public 
cloud is disadvantageous for them, this cloud becomes a 
very suitable alternative for them [4]. 

D. Hybrid Cloud 
This is the so-called compromise between public and 

private clouds. It is characterized by the location of the 
components of the user systems on its own server and the 
other parts can be located in the public cloud [6]. At first 
glance, this cloud acts as a whole, but is deeper 
interconnected with standardization technologies. 

V. CLOUD BY SERVICE MODEL 
This model gives the user the opportunity to use 

resources from the provider. We also know it as a 
distribution model (Service Delivery Model) of cloud 
computing. It comprises the three basic pillars SaaS, PaaS 
and IaaS. 

A. Platform as a Service (PaaS) 
Platform as a Service is primarily for developers 

implementing their own software solutions. The main 
purpose of preconfigured environments is to make it 
easier to create new applications, but also to simplify their 
production deployment along with maintenance during 
runtime. These environments also help to eliminate the 
need to separately purchase middleware or service 
providing software, or as a component of applications 
created through it. 

Most PaaS, provided with development tools such as 
plug-ins or command line tools, can mediate interaction 
between the platform and users. Not every PaaS meets 
user requirements. Therefore, it is necessary to verify 
support for technologies that are intended to be used by 
the user. Platform as a service - provides all the resources 
necessary to create applications and services exclusively 
via the Internet, without the need to download or install 
the necessary software. 

1) Positive aspects of PaaS: 
•  ability to collaborate geographically isolated 

development teams, 
•  ability to merge web services from multiple 

sources, 
• opportunity to save money by using integrated 

infrastructure services for security, scalability 
and failover, instead of having to be built and 
tested separately, 

• the possibility of financial savings through the 
use of high-level programming abstractions. 
 

2) Negative aspects of PaaS: 
•  vendors use proprietary services or development 

languages. Some developers are worried that they 
will depend on the only possible provider, 

•  vendor may allow the application to be 
transferred to the competition, the cost of transfer 
is usually higher than transferring applications 
between common hosts [7]. 

B. Software as a Service (SaaS) 
Software as a Service (SaaS) is a model in which an 

application is hosted and offered as a service to customers 
who access the service over the Internet. If the software is 
hosted externally, the customer does not need to manage 
or support it. On the other hand, the customer has no 
influence on when the hosted service provider decides to 
change the app. The concept is based on the fact that 
ready-to-use software can be used and does not have to be 
difficult to integrate with other systems. The provider 
takes care of all repairs, updates and at the same time 
keeping the infrastructure running. 

1) Other benefits of SaaS: 
• knowledge of the web - most workers have 

access to the web on their computer and 
knowhow to use the web. As a result, they can 
learn to work with applications delivered 
externally very quickly, 

• fewer employees - IT systems are associated 
with overheads of salaries, benefits, insurance, 
and space in the building. Thanks to remote 
access to applications, it is not necessary to 
employ more IT staff than is really necessary, 

• customization - legacy applications were 
difficult to customize and required code 
manipulation. SaaS-based applications are much 
easier to edit and can accurately meet 
organizational requirements, 

• better marketing - a provider who had 
previously developed an app for a very narrow 
market might have had problems marketing it. As 
part of the SaaS concept, a provider can offer a 
global solution worldwide, 

• site reliability - a site can be considered a 
potential failure site. Occasionally we may 
encounter unavailability, but in practice the web 
is relatively reliable, 

• security - very often, the trusted Secure Sockets 
Layer (SSL) protocol is used. With this protocol, 
customers can access their applications securely 
without having to deploy complex system and 
costly solutions such as VPN networks, 

• more bandwidth - in recent months, line 
capacity has increased significantly, improving 
the quality of service leading to faster data 
transfer. Organizations can therefore rely on 
them to access their applications with low latency 
and high speed. 
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2) Disadvantages of SaaS: 

• an organization with very specific computing 
needs may not find an application that would be 
available in the SaaS, 

• vendor dependency (inability to transfer 
application to another vendor), 

• competition in the form of open source software 
combined with cheap hardware [7]. 

C. Infrastructure as a Service (IaaS) 
The IaaS model is used to provide storage networking 

and computing resources to users. This model is mainly 
used to reduce the time required to create the desired 
environment, eliminate the initial investment in creating 
your own data center, and also eliminate the common 
investment associated with normal operations. Each user 
has a choice in terms of the performance of the servers 
offered, which can then be used for the functionality of 
their applications [8]. 

While SaaS and PaaS provide applications to 
customers, IaaS offers hardware so organization scan use 
it in any way they want. Instead of having to buy servers, 
software, racks and pay for their placement in a data 
center, customers use IaaS to rent these resources from the 
service provider [7][9]. 

VI. .CLOUD SECURITY TECHNIQUES 

A. Data Encryption 
This technique is used first by the data owner. Prior to 

cloud storage, data should be encrypted from plain text to 
separate the ability to store data from the ability to use it, 
even in the cloud of the provider. For this technique to be 
effective, the encryption key should be stored in or with 
the other partner. To ensure that only authorized users can 
decrypt data, if necessary [10]. 

Data encryption can be accomplished with many tools 
to save data to and from the cloud. Either using software, 
hardware, or a combination thereof. Many dealers offer 
such solutions. Online Tech offers two methods. The first 
is full disk encryption, which consists of encrypting the 
stored data on the hard disk during the entire boot process 
[10]. The second method is to encrypt the entire drive 
using the AES (Advanced Encryption Standard) 
encryption algorithm, so data remains inaccessible even if 
the hard drive is stolen or lost. 

Encryption that uses Secure Socket Layer (SSL), 
Virtual Private Networks (VPN), and IPsec (IP) security is 
the best encryption solution for data transfer [11]. SSL is 
the most widespread cloud infrastructure and is adopted 
by most CSPs. It consists in building a secure channel 
between the server located in the cloud infrastructure and 
the cloud user to ensure communication between the two 
entities. First, the server and the client authenticate each 
other with a digital certificate that is created, managed, 
and authenticated through PKI (Public Key 
Infrastructure). After successful authentication, the SSL 
connection is established. Subsequently, the 
communicating objects use ciphers and a shared key to 
decrypt the information exchanged during sessions. Newer 
version of SSL connection is TLS connection, i.e. 
Transport Layer Security. This protocol was recently 

designated as TLS / SSL and one open source for its 
implementation is OpenSSL. 

B. Data Access Controls: Physical and Logical 
The physical category contains all measures taken to 

protect the data center where external data is stored to 
prevent physical attacks, such as controlled physical 
access, security guards, lockable server racks, integrated 
alarms, and video surveillance systems [12]. 

There are several techniques for the logical data access 
control (authentication, authorization etc.) which ensure 
that the right cloud users are attempting to access specific 
stored data 

This category includes a set of techniques used across 
different cloud layers, such as Intrusion Detection 
Systems, Firewall, Role Based Access Control, Two-
Factor Authentication and Audit. 

C. Data Isolation 
In a public cloud where multiple users use the same 

cloud, this technique is used to ensure the privacy of users. 
The goal of controlling access techniques is to achieve a 
logical separation either between cloud resources or 
between tenants in the cloud and creating a ”private” 
environment where users can only access their own data 
[13]. 

D. Intrusion Detection Systems 
Intrusion Detection Systems (IDS) consist of 

monitoring nodes in the cloud and auditing user activity 
data. Therefore, to determine whether the user is behaving 
as expected or is experiencing unexpected behavior [14]. 
Based on the analysis of all users and their behavior, IDS 
determine whether the user is an intruder or not. 

IDS use two methods to analyze the checked data: 
abuse detection and anomaly detection. Reverting both 
methods uses the IDS kernel to calculate the probability of 
an action that constitutes an attack if the probability is 
high enough, sends alerts to other nodes, and notifies the 
system administrator [15]. 

E. Role-based Access Control 
Role-based access control is a technique used to 

manage user access to cloud resources. This management 
consists of permission to grant roles (logical grouping of 
tasks and permissions) instead of individuals. This 
requires creating roles based on the individual’s role and 
responsibility within the company. Subsequently, users 
are assigned to these roles, so they have a set of minimum 
access rights based on their role assignment. 

F. User Authentication 
Cloud users must prove their identity with the CSP to 

ensure that the correct identity or person has access to 
their stored data in the cloud. Knowledge Based 
Authentication (KBA) consists of verifying a user’s 
identity through information that is protected by providing 
answers to knowledge-related questions. These questions 
are either preset or generated from multiple public and 
private sources. This technique is mainly used when a user 
wants to reset their password or prove their identity as part 
of a multi-factor authentication process. 
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1) Multifactor Authentication 
In the cloud, single-factor authentication is no longer 

considered secure because it can easily be hacked by 
password-collecting programs. Multi-factor authentication 
consists of authenticating a user with two or more factors 
combined to prove the user’s identity before granting 
access to the cloud resources. These factors come from 
independent categories: 

• something the user knows: PINs, passwords, 
codes etc., 

• something the user has: tokens, smart cards, USB 
tokens etc., 

• something personal to the user: biometrics 
(fingerprints, face, iris, voice etc.). 

2) Two-factor Authentication 
It is the most advanced model of multifactor 

authentication and most popular in the cloud systems 
because it is easy to use. It also provides a highly effective 
authentication process. The most commonly used 
combination in a cloud infrastructure is a one-time 
password (OTP) with a PIN code [16]. OTP is a unique 
password that can only be used once. It is generated on a 
secret remote server and sent to the user attempting to log 
in after successfully entering the username and PIN. OTP 
is sent either to the user’s mobile phone via short message 
or automatic call, or received directly while using the OTP 
hardware token. 

Two-factor authentication can also be achieved by one 
of the following combinations: PIN smart card, PIN 
biometrics, smart card biometrics and bi-factor biometrics. 

3) Three-factor authentication 
This type of authentication is used only in some cloud 

infrastructures that store business and government data 
that require a high degree of security and privacy (armies, 
national security). It consists of authenticating users with 
three independent factors using one of the following 
combinations: 

• PIN with bi-factor biometric technologies, 
• smart card with PIN and biometry, 
• smart card with bi-factor biometric technologies, 
• smart card with PIN and biometric technology, 
• three-factor biometric technology. 

VII. DESIGN AND IMPLEMENTATION OF OUR CLOUD 
SECURITY SYSTEM 

Often times it happens that during the developing 
process of a system with security features most of the time 
is devoted to the application itself. Its main part is 
designed and developed consistently, but security features 
are only designed in the final stages of the process. 
Therefore, it is important to think and design the security 
features of the application in the early stages of the 
development process. The reverse procedure can often 
lead to a low level of security for the entire application or 
complicate and prolong the creation process. 

One of the points of the work was to create a sample 
application to which some of the acquired security and 
security information in the cloud was applied. A simple 
application with a graphical user interface was chosen that 
could be expanded and provided at a higher level than 
SaaS in the future. The application displays a simple, 

graphical, user interface in an external storage system, 
where security features are used to secure access or save 
and download files. 

A. Tasks of Users in the Application 
The application has three cases of users who can use the 

application. It is important to explain each user’s tasks and 
capabilities. This analysis can give an idea of the 
functionality of the created application: logged in user 
(uploads files to the cloud storage, downloads them, 
categorizes files into folders, changes login data, logs out 
of the cloud storage), logged out user (registers as a new 
user, takes an advantage of the forgot password and logs 
in to the cloud storage) and a system administrator, who 
manages user accounts. Its role is to act accordingly when 
errors occur, is responsible for the correct operation of the 
system and maintain databases. Next figure (Figure 1) 
shows the relation among all the users within the system. 

 

 
Figure 1.  Various tasks of users and their relation within the system 

B. System Security Requirements 
It is important to define security requirements at an 

early stage of a system design. 
The spheres better described by The Open Web 

Application Security Project (OWASP) in their studies on 
the major security threats to Internet applications have 
been considered to create a list that includes security 
measures. Security of applications and systems is a very 
grim theme nowadays, so there is no universal list of 
security risks, because different systems require different 
importance of various security features to fully secure a 
system or parts of the system. The following safety 
requirements have been developed in this work: 

1) Registration, Authorization and Authentication. 
• User registration - the user enters their email 

address and their unique password. 
• Authorization - the user has access only to their 

account and only to their files, so they don’t need 
to be worried about unauthorized access to their 
files, 

• Authentication during registration - the system 
uses two-factor authentication. So for the 
registration, the user must be proved to the 
system as authorized. That is, while logging in 
for the first time there is a verification link sent to 
the user-selected email address, which needs to 
be clicked and accepted. 
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• Authentication during login - the user must 
enter a unique, automatically generated four-digit 
code each time he tries to login. The code is sent 
to the e-mail address. 

2) Data Encryption 
• Encrypted System Communication - the 

application would run on HTTPS. 
• Database Password Encryption - user 

passwords would be encrypted in the database 
using the selected cryptographic cipher. 

3) Additional Security Requirements 
• Input Validation - Inputs will be validated on 

the server side. Entry validation is necessary for 
security against: Cross-Site Scripting (XSS) - 
JavaScript, the programming language used to 
create web pages, is located on a web page and 
can manipulate the objects of that page. It can 
open new browser windows and load additional 
pages or external objects. The security breach 
could occur if the script would retrieve any 
objects from any external location; Cross-Site 
Request Forgery (CSRF) - this is an abuse of 
the site’s trust to the user as opposed to XSS, 
which abuses the user’s trust to the page [17]. 
The tasks of the page are closely related to the 
URL and they allow you to act on request. The 
point of the attack is that the user visits a page 
that has been compromised and that action is 
taken without the user’s knowledge. Impact of 
the attack is depended on the role of the 
compromised user. End data is compromised in 
the case of a normal user. However, if an attack 
is made by an administrator user, the attacker 
gains control of the entire application. In 
particular, community sites or banks or sites 
offering payment actions are being attacked. The 
attack can even be executed on a secure 
connection page [18]; SQL Injection - this is an 
attack technique that is used by an attacker to 
exploit an application, resulting in unauthorized 
access to the database or retrieving information 
from the database. An attacker exploits the 
sensitivity of SQL injection remotely without 
authentication, inserting a malicious string as an 
input to the application to steal confidential 
information [19]. 

• Database Access Control - the application will 
be scanned against unauthorized access to its 
database. 

• Forgotten Password Recovery – users could 
change password for new unique password. 

• Change Login Data - such as password and e-
mail. Logged in users could change their 
password and e-mail to obtain new login 
credentials. 

VIII. TECHNOLOGIES USED FOR SAMPLE APPLICATION 
DEVELOPMENT AND SECURITY 

Encryption of a client (browser) and server 
communication - the application runs on secure port 443 
(https) and the Lets Encrypt security certificate with 
automatic extension is implemented. 

Password Encryption - user login credentials are 
SHA1 encrypted in the database. 

Cross-Site Request Forgery - by using the 
authorization token, we are talking about the most 
efficient but also implementation-complicated method 
where a user generates a random string before performing 
each operation. When executed, this string is checked. 
This method prevents applications from being used in 
multiple windows at the same time. This problem is 
solved by generating an authorization token when the 
previous one has expired or the authorization token is 
generated for each new request that is made. Instead of the 
database, it is stored in a session variable, and at the same 
time access to the application is also possible [20][21]. 

SQL injection - each of the SQL injection detection 
techniques requires queries passing from the application to 
the database server to pass through the interlayer. One of 
the techniques used is SQL Parse Tree Validation [22]. 
The syntax tree modeled from the SQL query is used to 
store user data in sheets. To avoid complications, 
dangerous query, queries can be detected by comparing 
the current query tree with the intended query. If there are 
some differences, the query is evaluated as an attack and 
is rejected. 

PHP - a scripting language which is largely used on the 
server side and is compiled during the process. That being 
said, it means that any occurred errors will not be detected 
until the application would be running. It serves more 
complex functions and operations, such as processing data 
from forms, writing and saving data to a database, parsing 
inputs and outputs. It is used to create web pages from the 
server side [23]. The application was created with the PHP 
version 7.1.x. 

Codeigniter Framework - it is a modern PHP library 
that simplifies work, gives direction and keeps the code 
clear and transparent. It is based on state-of-the-art MVC 
(model-view-controller) architecture. The framework 
works based on root. The URL address is parsed to 
individual parameters and these are sent to the methods in 
the controller and then they are processed there. If so, the 
code can be broken down into a model or even into the 
third-party libraries. Subsequently, the data is processed 
and a response is sent. 

Technologies such as HTML, CSS and JavaScript 
were used as well as a Bootstrap framework based on 
those technologies. 

For the deployment phase the PaaS Heroku was used, 
which is one of the first Paas cloud platforms. It was 
created with the aim of providing an environment for 
programs written in the Ruby programming language, as 
well as for their functioning. Gradually, Heroku improved 
and of course expanded. Currently, it has an expanded 
range of programming languages used for the 
development on the platform such as Java, PHP, Python or 
Perl [24]. 

IX. CONCLUSION 
Various security options have been outlined, as well as 

many technologies for securing cloud applications. Some 
of the security options were used and application security 
technologies described in our sample application. The use 
of the PaaS cloud service is highly exploited due to the 
openness of these platforms. 
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The application has used several technologies and 
procedures to secure the system. The application was 
created using Java. The VueJs and Axios JavaScript 
libraries were used. On the server side, PHP was used 
along with the Codeigniter framework library. Framework 
Bootstrap was used to create the design. The application 
also has user registration and two-factor user 
authentication. The application is implemented on HTTPS 
protocol. It uses the SHA algorithm to secure passwords 
and encrypt them in the database. And against 
unauthorized inputs, the application uses protection 
against SQL Injection, Cross-Site Scripting and Cross-Site 
request forgery. 

The platform is certainly an interesting way to use and 
then deploy different applications, because this form of 
deployment has multiple uses for certain groups of users. 
These are user groups that do not have sufficient capital to 
create an infrastructure with equivalent security features. 
At the same time, these users must be satisfied that they 
use a foreign infrastructure and therefore their data is 
outside their infrastructure. Therefore, trust between the 
potential user of such a platform cloud service and its 
provider is very important. 

The aim of our work was to analyze the security of 
clouds, create an architecture to secure the application and 
then use the knowledge and implement it. Therefore, 
based on the acquired knowledge, we have created a 
sample application. We implemented security features on 
it and then deployed it to the cloud computing 
environment. 
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Abstract— In the paper, we analyze the current state 
of education in the subject of Informatics at the level 
of primary schools in selected states of the European Union - 
Finland and Croatia. The trend of implementation 
of programming and algorithmization into teaching is also 
evident in these countries, which consider these topics 
important. 

In the first part, we analyze the form of curriculum 
of informatics in Finland and Croatia. In the next section 
we will deal with the current curricular changes 
in computer science teaching which are taking place in the 
Czech Republic. Then we will focus on examining teachers' 
views on the form of the curriculum, ie what they think 
should be taught in schools regardless of the prescribed 
curriculum. Specifically, we analyze which topics teachers 
consider more or less important. 

From the methodological point of view, Q-methodology was 
chosen. Respondents were presented with cards reflecting 
the subject matter of information and communication 
technologies and sorted according to the rules of the 
Q-methodology according to given criteria, ie from the most 
important to the least important. Subsequently, their 
responses were evaluated. 

The research suggests that teachers prefer user-oriented 
topics, such as network security (passwords), working with 
a text and spreadsheet editor (Word, Excel) 
or communicating via e-mail. While topics focused 
on algorithmization and programming do not seem 
to be important for computer science teachers. 

I. INTRODUCTION 
The paper deals with the implementation of curricular 

reform of the subject Computing at the level of primary 
schools. The reason is that a person without basic 
computer knowledge will have only a limited chance 
of finding a place in the digital world. Due to the rapid 
development of digital technologies, other European 
countries are also addressing the problem of curricular 
changes. In more and more European countries there 
is a trend of implementation of programming and 
algorithmization into education. 

Now we will look at the curriculum in Finland and 
Croatia, we will compare it with the planned curricular 

change in the Czech Republic, where a pilot project 
is already underway. We find out the teachers' opinions 
on the subject matter of Informatics (on individual topics), 
how they view planned changes in the subject 
of Informatics, namely the teaching of algorithms and 
programming. One of the important areas in Computer 
Science education is the slight change of curriculum, the 
shift from user skills to a higher level, ie implementation 
of algorithmization and programming. How to adopt 
certain rules and practices within the European Union 
in all member states is to point out a different approach 
in teaching, technical equipment, access of pupils and 
teachers in primary schools to the problem. 

Changing the curriculum of informatics is a discussed 
issue at the international level. A comparative study was 
conducted in the ICILS international survey [1]. This 
is the first international comparative study to look 
at pupils' readiness for life in the information society - the 
ability to use computers to search, generate and share 
information for the successful functioning of an individual 
at home, school, workplace and a coordinated society 
at international level. International Association for 
Evaluation of Learning Outcomes. In the Czech Republic 
it is implemented by the Czech School Inspectorate. The 
survey identifies differences in CIL results between 
countries and between schools within countries so that the 
differences identified can be correlated with the way CIL 
education is delivered. 

Modern technologies are a set of technical and software 
resources that contribute to the acquisition, development 
and use of information for application in everyday life. 
They are a tool used to communicate, share, create and 
receive information. Multimedia and information and 
communication technologies are a phenomenon of the 
present time and a synonym of progress. These 
technologies bring positives to our lives, they are 
an information resource that enables us to develop 
personalities, play-based learning, language skills, 
historical knowledge, etc. These are technologies that help 
develop functions for school and work skills. They help 
to develop logical and strategic thinking, develop 
creativity, planning and teamwork. At the same time, they 
also facilitate communication and serve both 
entertainment and relaxation. Digital literacy enables 
children to find employment in their future jobs. 
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Figure 1.  Transversal competences and subjects 

Multimedia plays an important part in the lives 
of today's young generation. One of the school's roles 
is to develop digital literacy among children and to teach 
pupils logical thinking, to teach them to work with 
computers so that the Czech Republic is able to compete 
on the labor market. It must be in the interest of society 
to develop these skills in pupils and to educate a new 
generation capable of solving digital technology problems. 

II. COMPARISON OF THE CURRICULUM OF 
INFORMATICS IN FINLAND AND CROATIA 

Internationally, there is a consensus that informatics 
is a necessity for primary school pupils as a subject 
of instruction, in order for pupils to acquire competences 
in this field, not only at the user level. European countries 
have developed national education strategies which 
promote the use of ICT in education. Computer science 
is taught at different levels in European countries. Some 
countries have already implemented algorithm teaching 
and programming in their educational content. We will 
also discuss the level of Computer Science education 
in Finland and Croatia. 

The main goal of Finland's state policy is to support 
a society which emphasizes education. This is also 
reflected in curriculum changes, so that the study focuses 
on the development of information thinking and the 
development of the information society [2]. 

In 2016, a new national curriculum came into force 
in Finland for the first to sixth year of primary school 
education. The innovated curriculum was introduced 
to the upper level of primary schools gradually in 2017 
to the 7th grade, in 2018 to the 8th grade, and in 2019 it 

will also be included in the 9th grade. The Finnish 
National Agency for Education introduced the curriculum 
for compulsory subjects in 2014. Primary schools then 
formed School Education Programs. The nationwide 
curriculum for compulsory subjects provides a uniform 
basis, thus improving the level of education throughout 
the country. The curriculum consists of the objectives and 
content of the subjects. The curriculum intends to improve 

school pedagogy, which will guarantee the quality of the 
learning process and learning outcomes [3]. 

In Finland, pupils have been working with digital 
technologies since the 1st year. In the first and second 
year they acquire basic skills in the use of software, 
information retrieval on the Internet, and acquire skills 
in the field of communication over the Internet. In the 
3rd - 6th year pupils learn to create and process video 
recordings including photography [4]. 

With the validity of the new curriculum, pupils in the 
first year learn to program without computers, when 
children "program" each other. They give themselves 
commands like "take a step, turn to the right" and this 
is how they play games - looking for treasure. Another 
example is programmed drawing, where one student 
programs another, drawing according to his or her 
commands. Children learn to program simple robots such 
as Blue-bot and Sphero ball. They can also program  
Blue-shoes to play hockey against each other, dance in 
synchrony, or cross the treasure island. They also work 
with Lego kits in the classroom. In the third year students 
learn to program in the Scratch Junior environment, and 
in the fifth year they learn in the programming 
environment Scrath. Another option for fifth grade pupils 
is programming in iPad, LigtBot. They also use Code.org 
to learn to program with Angry Birds [4]. 

Finland is fully aware of the key role of ICT. Pupils 
learn to work with these technologies from an early age. 
Information and communication technologies are 
introduced into all classes of primary schools, which are 
implemented in all subjects. With the introduction of the 
new curriculum in 2016, all pupils began to learn the 
basics of programming and algorithmization as a separate 
skill. These changes in the teaching of Computer Science 
are also related to the readiness of teachers and have great 
technical and methodological support from regions, 
including universities [5]. 

Unlike the Finnish curriculum, the Czech curriculum 
of computer science, despite some exceptions, has so far 
focused on creating presentations, controlling MS Office. 
In short, on user skills. While in Finland, after the 
curriculum innovation in 2016, they focus on teaching 
with robotic toys such as the Bee-Bot robotic bee, ozobots 
and many others. In the Czech Republic it is assumed that 
within a few years, the teaching of informatics will 
change. In terms of user skills, the lessons will focus 
on algorithmization and programming. 

Due to the geographical and cultural differences, 
we will be dealing with Computer Science in Croatia, 
where a new educational program “Informatics” is also 
being prepared. There are eight grades at primary schools 
in Croatia. Also this country is aware that digital 
technologies are affecting our lives and the young 
generation needs to be equipped with the necessary 
knowledge in this area. 

Informatics, as a compulsory subject, has been included 
in primary school education in Croatia since the school 
year 2018/2019, in the 5th and 6th grades of primary 
school (2 hours per week). In the 7th and 8th grades 
of primary school, since the 2018 school year, there 
is an optional subject “Informatics” in the time allocation 
also 2 hours per week. Since the school year 2019/2020 
this subject has been implemented as compulsory. 
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Primary schools in Croatia offer another optional 
subject for pupils of the 7th and 8th years, the subject 
Robotics in the time allocation of 1 lesson per week. The 
Framework Educational Program assumes elementary 
knowledge of computer work of primary school pupils. 
The curriculum is based on the assumption that pupils 
build on this basic knowledge. 

The new educational program Informatics is part of the 
State educational program called “School for Life”. 
So far, informatics is presented in this program 
as an experimental subject, but since the 2019/2020 school 
year it has been part of the compulsory subjects of this 
educational program. Informatics is a specific subject that 
involves constant changes. The educational program 
in this case gave the freedom to create the content and 
curriculum of the subject in relation to the needs of the 
labor market, desirable competences of pupils and 
development in this area. Greater emphasis is placed 
on pupils' practical skills and group work. The main 
emphasis is on online programs and orientation in the 
virtual world. The topics of algorithmization, 
programming and robotics are included in the education 
based on the School Educational Programs. School 
competitions in programming and robotization are 
announced for individual years of primary schools. 

Over the last few decades, the development 
of computer science in the world and in Croatia has 
moved to the level of information and communication 
technologies, which are an important change in the world 
around us. The use of computers in all areas of today's life 
is changing, as is the way we perceive the contemporary 
world in which we live. Digital technologies are 
an important part of our lives in our daily tasks. 

Most professions in the 21st century require at least 
basic computer skills. Knowledge in the field 
of informatics is necessary to solve various problems. The 
Croatian curriculum also deals with this issue. 

Computer science education prepares pupils for many 
fields in which they can find their future jobs: 

- representation of abstract information, 
- logical thinking and data analysis, 
- automation of solutions using algorithmic thinking, 
- knowledge, analysis and contribution of possible 

solutions in order to achieve a functional solution 
using available resources, 

- formulation of the problem through appropriate use 
of computers and computer tools, 

- generalization of problem-solving processes 
applicable to a number of similar problems [6]. 

Therefore, the various tools needed to solve problems 
are available in other areas, which are very important for 
all and not just for computer science students. General 
competencies that the subject of informatics develops and 
supports in pupils: 

- creativity and innovativeness to create digital work 
and algorithms, 

- critical thinking, technology evaluation and 
knowledge creation, 

- problem-solving and decision-making with ICT, 
- knowledge of computer science, digital thinking, 

understanding and the possibility of constructive 
conversation in terms of computer science, 

- personal and shared responsibility with regard 
to ethical issues such as software issues or theft 
of identity and ownership, 

- effective communication in the digital environment, 
- active participation as a readiness to implement the 

public application of thinking and action in the 
international network and respect in the digital 
environment [6]. 

In the educational process it is necessary to develop the 
above-mentioned procedures as well as develop self-
confidence, independence and responsibility. Pupils 
actively cooperate so that they are able to work creatively 
and to be able to cooperate, they are motivated to further 
education. 

The subject of informatics is gradually developing 
during the whole period of study, from the first to the fifth 
year, using a spiral model, during which it starts from 
basic knowledge to gradual extension and deepening 
of knowledge, skills and attitudes acquired in informatics 
are implemented in all other subjects topics. 

Learning outcomes of the course unit: 
- education in Computer Science, so that they can use 

digital technologies independently, responsibly, 
effectively, purposefully and appropriately in life, 
work and the collective, 

- education as a choice of the most appropriate 
application in relation to the assignment, area 
or issue to be solved, 

- possibility to develop critical thinking, creativity and 
innovativeness to the needs of Informatics and 
communication technologies, 

- computer literacy, problem solving and 
programming skills, 

- the ability to communicate effectively and 
responsibly in a digital environment; 

- the responsibility to apply safety recommendations, 
to comply with the laws of the digital world 
in everyday life [6]. 

III. CURRENT STATE OF COMPUTER SCIENCE 
EDUCATION IN THE CZECH REPUBLIC 

The teaching of information and communication 
technologies was included as a compulsory part 
of education at primary schools in the Framework 
Educational Program (FEP) on 1st September 2005, 
cf. [7]. Since then, lessons have been taught in one hour 
per week at the first level and one hour at the second level. 
[8]. Since 1st September, 2007, schools have been 
creating School Educational Programs (hereinafter 
referred to as SEPs). The Ministry of Education of the 
Youth and Sports provides an overview of the 
modifications of the Framework Educational Program for 
Primary Education (FEP PE) since its approval to the 
present and also the measures of the relevant Ministers 
of Education, Youth and Sports see [9]. The educational 
area of information and communication technology has 
been included in the innovative changes that have been 
introduced since 2007, with minimal changes in content. 

According to the current FEP [10], the output standard 
for pupils of the 2nd level of primary schools goes 
as follows: 
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- verifies the credibility of information and 
information sources, assesses their relevance and 
interrelationship, 

- knows how to work with text and graphics editors 
and spreadsheets and uses appropriate applications, 

- applies basic aesthetic and typographic rules for 
working with text and images, 

- works with information in accordance with 
intellectual property laws, 

- uses information from different information sources 
and evaluates simple relationships between data, 

- processes and presents information at the user level 
in text, graphic and multimedia form. 

Information and Communication Technology is one 
of the few that has not been innovated over the years. The 
development of technologies was supposed to copy the 
changes in the FEP, so that the pupils were able to apply 
the given skills in their future lives. Only now, at the 
initiative of experts, a concept of change has been 
prepared in cooperation with the National Institute for 
Education since 2016, focusing on the development 
of information thinking and digital literacy. 

The revision of the Framework Educational Programs 
in the field of Information and Communication 
Technologies is underway at the National Institute 
for Education, in the core task of ICT Innovation 
Curriculum - tasks arising from the Digital Education 
Strategy. The revision was launched in 2016 on the basis 
of the document “Creation and revision of curricula for 
pre-school, primary and secondary education at national 
level”, approved by the MEYS management meeting 
on 5th April 2016 [11]. 

Three partial tasks were defined by the MEYS 
management meeting: 

1. Elaboration of materials, suggestions and 
recommendations for modifications of framework 
educational programs in the educational area 
of information and Communication technologies, 
and proposal of the concept of development 
of digital literacy and information thinking 
of pupils. 

2. Complex revision of the educational area 
of information and communication technology for 
primary education, grammar schools and secondary 
vocational education. 

3. Comprehensive revision of the educational area 
in FEP PSE [11]. On 30th August 2018, the 
Ministry of Education announced, in accordance 
with the Education Act on pre-school, primary, 
secondary and tertiary professional education, 
an experimental verification entitled “Development 
of Computer Thinking of Children and Pupils 
in Kindergartens, Primary and Secondary 
Schools”. Experimental testing was started on 1st 
September 2018 at selected nursery, primary and 
secondary schools [12]. 

Verification is carried out in two phases: 
Phase No. 1 is implemented in the school year 2018 - 
2019 
Phase No. 2 is implemented in the school year 2019 – 
2020 

Teaching materials are always verified at schools 
selected by the Faculty of Education. Schools included 
in this project write an evaluation report after the school 
year. The evaluation is based on a feedback system for 
authors, providing information on success and feasibility, 
including problematic areas of educational materials [12]. 

The aim of the experimental verification is to explore 
whether the created teaching materials for these topics are 
suitable for the development of computer thinking: 

- fundamentals of robotics in kindergarten, 
- algorithmization in the educational environment for 

pre-primary education, 
- fundamentals of programming at primary school, 
- fundamentals of robotics at primary school, 
- programming at primary school, 
- programming projects at the 2nd level of primary 

school, 
- robotics at the 2nd level of primary school, 
- fundamentals of informatics for primary school, 
- work with data at the 2nd level of primary school, 
- programming for high school, 
- high school robotics, 
- informatics for secondary schools [12]. 

IV. RESEARCH PROBLEM, RESEARCH OBJECTIVES, 
METHODS USED AND RESEARCH SAMPLE 

In the context of ongoing changes in computer science 
education, a research was conducted with primary school 
teachers and their views on the planned curricular 
changes. It was found out what topics they prefer 
in computer science and which topics they consider 
unprofitable. The method of pedagogical research was 
chosen Q-methodology, see [13], which is a statistical 
method, which in surveys ascertains in a certain group 
of respondents how they evaluate a certain set of objects, 
of which there are a large number of objects. 

Since June 2018, the research has been carried out 
in the Czech Republic with teachers of informatics at the 
2nd level of primary schools in the Moravian-Silesian and 
Olomouc regions. The research sample consists of 69 
teachers. Of these 69 teachers, 33 were qualified 
in Computer Science teaching, while another 36 were 
qualified in other subjects, but they still taught Computer 
Science. The research method of Q-methodology was 
chosen and 60 q-types with topics reflecting the 
curriculum of Informatics were used. 

Subsequently, the responses were evaluated according 
to the methodologically usual procedure by calculating the 
arithmetic mean. The most preferred q-types have the 
highest average rating and the least preferred q-types have 
the lowest average rating. 

 
TABLE I. 

FINAL SORTING OF Q-TYPES ACCORDING TO THE AVERAGE 
SCORE OF TEACHERS 

 

Order Q-type Average 
score 

Standard 
deviation 

1. Network security 
(passwords) 7,78 1,96 

2. Work with text 
editor (Word etc.) 7,54 1,79 
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3. Communication via 
email 7,14 2,06 

4. 

Compliance with 
copyrights, rules, 
and risks of 
publishing 
information  about 
yourself and others 
on the Internet, 
fundamentals of 
computer ethics 

7,09 2,13 

5. 
Computer security 
(antiviruses, 
hacking…) 

7,06 1,80 

6. Presentation 7,014 1,72 

7. 

Internet (what is it, 
when was it 
created, services, 
connectivity, 
information 
research, web 
browsers) 

6,87 1,93 

8. 

Organizing 
programs and data 
in a computer 
(folders and disks) 

6,84 1,90 

9. Principles of 
computing 6,83 2,30 

10. Data backup 6,62 1,67 

11. Basic functions of 
graphical editor 6,49 1,55 

12. 

Spreadsheets and 
processors 
(formulas, 
functions, graphs, 
diagrams, 
characteristics, 
usage, principles) 

6,48 1,81 

13. 

Operating systems 
(basic functions, 
operating 
principles, controls 
and tools) 

6,42 1,72 

14. 

Computer graphics 
(raster and vector; 
digital 
photography) 

6,39 1,58 

15. 
Recording, view, 
storing, transferring 
and data printing 

6,32 1,48 

16. 

Computer 
hardware (principle 
of functions, 
operating) 

6,16 1,70 

17. 

Input and output 
devices of 
computer systems 
(peripherals) 

5,84 1,61 

18. 
Social networking 
(Facebook, 
Twitter…) 

5,84 2,41 

19. 
Files (compression, 
types, size and 
controlling) 

5,78 1,67 

20. Website creation 5,55 2,03 

21. Installing and 
removing programs 5,55 1,85 

22. 
Principles of 
ergonomics at work 
with computer 

5,52 1,92 

23. Data digitalization 
(text, image, video 5,46 1,51 

and audio) 

24. 

Educational 
(didactic) programs 
and playing 
didactic games 

5,45 1,86 

25. 
Digital camera 
operation and video 
editing 

5,43 1,89 

26. Working with 
tablet 5,41 2,20 

27. 

Knowledge of 
computer parts 
(disassembly and 
assembly) 

5,38 1,79 

28. Work with „smart“ 
phone 5,30 2,37 

29. 
SSD discs, flash 
memory cards and 
USB discs disky 

5,29 1,76 

30. 
Assembling and 
programming of 
robots (robotics) 

5,14 2,55 

31. Scanning and 
editing documents 5,07 2,05 

32. 

Basic units and 
their conversions 
(Bite, Byte, 
Kilobyte, 
Megabyte…) 

5,07 1,80 

33. 
Database (tables, 
queries, forms, 
reports) 

4,83 2,26 

34. 

Description of 
a problem using 
graphs or other 
iconic models 

4,72 2,23 

35. Computer networks 
(features, types) 4,59 1,80 

36. 

Distinguishing and 
using different data 
types; principle of 
lossy and lossless 
data compression 

4,54 1,60 

37. 
Building and 
writing algorithm 
for problem solving 

4,49 2,85 

38. Program debugging 
(programming) 4,32 1,91 

39. 
Sequence of 
commands 
(algorithmitazion) 

4,29 2,10 

40. Basic algorithmic 
commands 4,20 2,10 

41. Algorithmization 
of tasks 4,16 2,12 

42. 
Programmingtools; 
way of software 
development 

4,10 1,59 

43. 
Concept, notation 
and algorithm 
properties 

4,03 2,41 

44. 
Programming 
language 
commands 

4 1,76 

45. 

Programming 
methods (structure-
oriented and 
object-oriented) 

3,97 1,67 

46. Flowcharts 
(algorithmization) 3,77 1,79 

47. 

Conditional 
statements and 
operators 
(algorithization) 

3,71 1,88 
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48. Variables notation 
(algorithmization) 3,68 1,85 

49. 

Programming 
languages 
(characteristics and 
division) 

3,67 1,58 

50. 

Properties of 
selected 
programming 
languages 

3,67 1,67 

51. Computer history 3,58 2,45 

52. 
Cycle concept 
(flow chart 
notation) 

3,55 2,00 

53. Variable data types 3,19 1,78 

54. Mathematical 
notion of algorithm 3,09 1,65 

55. 
Data structures 
(variable, field, 
structure) 

3,07 1,54 

56. Programming 
paradigms 2,93 1,91 

57. Sets 
(algorithmization) 2,87 1,55 

58. 
Sequential ordering 
of code 
(algoritzmization) 

2,72 2,09 

59. 

Operations with 
vectors and 
matrices 
(algorithmization) 

2,39 1,67 

60. 
History of 
algorithmization 
and programming 

1,71 1,54 

 
The research carried out in the Czech Republic shows 

that teachers prefer user-oriented topics, ie working with 
text and spreadsheets, creating presentations, basic 
computer operation and safety at work. Teachers reject 
topics such as programming and algorithmization. It 
follows from the above that it is necessary to focus on the 
attitudes of teachers and to find out the reasons why the 
newly intended content of the subject refuses informatics. 
Once these causes have been identified, it is important to 
take action on the group of teachers in order to alleviate 
negative attitudes to the issue. 

V. CONCLUSION 
When comparing the curricula in Finland, Croatia and 

the Czech Republic, it is clear that Finland is at the 
forefront of this issue and implementation, as the teaching 
of algorithmization and programming has been innovated 
since 2016. In schools, not only the technical background 
is created, but also teachers have the support of further 
education in computer science. 

In Croatia, since 2018, the teaching of algorithmization 
and programming has been incorporated at lower grades 
of primary schools. In the 2019 and 2020 school years, the 
7th and 8th grades of primary schools are further 
integrated into teaching. 

Compared to previous countries, the Czech Republic 
is lagging behind in changes in Computer Science. In the 
2018 school year, a pilot project was launched at selected 
primary schools and will be completed in 2020 with 
subsequent evaluation. Furthermore, the implementation 
of informatics topics into the Framework Educational 

Program will be integrated into teaching at all primary 
schools. 

This implies that the Czech Republic should approach 
this issue with greater emphasis and speed up the process 
of implementing the new concept of computer science 
education into school reality as much as possible. It is also 
necessary to improve material security, such as tablets, 
computers, in-service teacher training, so that we can 
compete with other European countries in the future. 

The research has shown that in order to successfully 
implement curricular reform, it is necessary to influence 
the change in thinking of IT teachers. In other words, they 
must want to transform their current form of teaching 
towards a more innovative concept. However, as 
previously shown, this will not be easy, especially in the 
category of older teachers who show the highest level of 
resistance to possible changes [14]. 
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Abstract—The article encompasses microphone array speech 
processing using neural networks. Noisy microphone array, 
which consists of 12 elements, is simulated from clean and 
noise mono-channel speech recordings with the utilization of 
open custom-modified software framework MCRoomSim, 
which is executable in an integrated development 
environment called MATLAB. The modified framework 
applies beamforming methods, e.g. Frost algorithm in order 
to suppress noise signal, this is known as primary speech 
enhancement. Such beamformed signal is filtrated by the 
application of the Wiener filter, which is predicted from noisy 
speech spectrograms using a deep neural network model. 
This neural network predicted Wiener filter, originally 
calculated out of spectrograms, is subsequently multiplied 
with beamformed signal for the purpose of secondary speech 
enhancement. The latter way of speech enhancement is 
generally called beamforming with post-filtering. There are 
various parameters for objective evaluation of speech 
enhancement effectivity, whether concerning the very 
beamforming or application of neural network, i.e. STOI, 
PESQ, MOS-LQO, and even fwSNRseg. The beneficiality of 
beamforming is discussed in the last chapter of this paper. 

I. INTRODUCTION 
Speech enhancement is very important component of 

speech processing techniques. Nowadays, there are various 
types of methods. In this paper we will focus on one kind 
of methods in speech enhancement, specifically multi-
channel methods of speech enhancement using artificial 
neural networks. Here, neural networks are the first 
compartment of speech enhancement, second compartment 
is the technique called beamforming. It employs methods 
of location estimation and direction of undesired sound 
source estimation (noise, interference), while the sound 
source is ought to be suppressed. 

Combination of these techniques (beamforming, neural 
network approach) is quite modern as proven by recent 
scientific articles from international conferences, such as 
IEEE ICASSP, INTERSPEECH or even challenges, e.g. 
CHiME challenge [1][2]. ASR (automatic speech 
recognition) and hearing-impaired people form the 
examples for the importance of speech enhancement [3][4]. 
Speech enhancement is also used in multimodal biometric 
authentication to increase system robustness [5]. 

The paper contains basic theory of speech enhancement 
for multi-channel approach – beamforming (microphone 
array, methods of beamforming – Frost algorithm, 
specifically delay-and-sum beamforming), application of 
neural networks whether feedforward or deep recurrent 
neural networks (e.g. LSTM architecture) and finally 
applied training and testing data of neural network. It also 
contains previous application of training and testing data 

for the purpose of acquiring beamformed signals. Next 
chapter addresses programming and algorithmic 
implementation of chosen solution. Project results are 
analyzed in an experimental part of the paper. Results may 
have acoustic (sound recordings), visual (spectrogram 
before and after speech enhancement) or numerical 
(calculated values, mainly STOI, PESQ or even SegSNR) 
form. 

The integrated scientific computing environment 
MATLAB was used, whereas beamforming was 
implemented using MCRoomSim framework for the 
purpose of beamforming. Specifically, MATLAB’s Deep 
Learning Toolbox, VOICEBOX as a library for 
MCRoomSim were utilized, as well. Implementational part 
of the project is based on the work of Finnish scientific 
researchers. In more detail, it is based on the book called 
“Parametric Time-Frequency Domain Spatial Audio” by 
Ville Pullki et al. 

II. SPEECH ENHANCEMENT 
Multichannel methods, which are used in speech 

enhancement, will be discussed in this chapter. Also, we 
describe linear microphone array, Frost and DSB (abbrev. 
delay-and-sum) beamforming and last, but not least, the 
neural networks (feedforward neural network and LSTM 
deep recurrent neural network) will be discussed. 

A. Linear microphone array 
We categorize microphone arrays as linear, superficial 

and spatial. Linear array has a characteristic feature that all 
microphones forming the array are ordered parallel next to 
each other laying on the same imaginary horizontal axis. 
One specific property referring to microphone array is 
called an inter-element distance, which expresses distance 
between neighboring parallel elements. If this distance is 
different among various elements, we deal with an 
ununiform linear array. And vice versa, if this distance is 
uniform, we deal with uniform linear array. Sound source 
is localized in the range from 0 to 180°. An incidence angle 
of incoming signal is determined with reference to 
perpendicularity of microphone array. It is true that each 
acoustic source in ambient environment of given array has 
different angle of incidence. The parameter describing it is 
known as a direction of arrival (DOA). Model of a uniform 
linear array is depicted on the Fig. 1 [6]. 

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 100



 
Figure 1.  Illustration of uniform linear array (ULA) [7] 

Delay of signal for such microphone array may be 
expressed as  

 � � ��� ��	 
���� (1) 

while � represents delay in seconds, � is distance between 
adjacent microphones and � expresses the speed of sound 
propagation dependent on the environment [8].  

B. Beamforming 
There are two categories of multi-channel algorithms, 

blind signal separation and beamforming. 
Beamforming is quite popular technique of signal 

processing. It is used in radar, sonar and seismological 
engineering, especially in wireless networks (e.g. 5G). 
Beamforming enables to detect a presence of signal, 
estimates the direction of an incoming signal (DOA), 
enhances desired signal from various observed noisy 
signals. Hence, the purpose of beamforming is to spatially 
filtrate the signal, as well [9]. 

Beamformer is often represented as a signal processor, 
which in conjunction with microphone array allows spatial 
filtering. An array has spatial samples of propagated wave 
on the output, which are subsequently processed using 
signal processor, then the output of signal processor 
encompasses outputting signal of beamformer. 
Beamforming is done using various well-known 
algorithms, which are focused on an enhancement of 
desired signals, other signals are considered as undesired, 
rather interfering (including various types of noises – 
complex real environment noise, colored noises etc.). 
Beamformers are either deterministic or non-deterministic.  

Deterministic ones are data dependent beamformers 
whose task is to approximate desired response, i.e. if the 
desired signal propagates to microphone array from known 
direction while we know direction of an interfering source 
transmitting on the specific frequency, hereby we can 
assign zero response for given frequency and direction of 
interfering source. The most widely used deterministic 
technique is delay-and-sum beamforming. This technique 
lies in the principle that signals are delayed in individual 
microphones while outputs of these microphones are later 
summed in order to coherently create signal coming from 
the direction of desired source. We expect that signals are 
mutually cancelled by destructive interference [10]. 

 
Figure 2.  Delay-and-sum beamforming [10] 

The performance of delay-and-sum beamforming is 
considerably limited in an environment with huge amount 
of reverberation. In these cases, it is suitable to apply 
different algorithms, which are using filtration, e.g. filter-
and-sum beamforming or any other nondeterministic 
(statistical) algorithms.  

On the contrary, nondeterministic beamforming 
algorithms are data dependent – statistically optimal. These 
have filters (mostly with finite impulse response), based on 
statistics of incoming data which leads to minimalization of 
cost function error expressed as 

  � �����	� � ��	���� (2) 

where ��� � is average operator, ��	� denotes a desired 
output of beamformer and ��	� represents output of the 
beamformer. The above formula implies that we are dealing 
with mean quadratic error. In practice, Frost method is 
used, which takes advantage of FIR filters with delay 
elements. Such beamformer is often referred to as adaptive 
filter-and-sum beamformer. FIR filter coefficients (values) 
are based on the constrained LMS method. A purpose of 
this method is the minimalization of beamformer output 
noise power and at the same time conservation of filter 
response for given direction. Practical scheme of this 
method is illustrated at Fig. 3 [10]. 

 
Figure 3.  Frost beamforming algorithm [10] 

Since speech is quasi-stationary process, it is eligible to 
use adaptive algorithms in order to find out the weights of 
beamformer, such as LMS and recursive LMS algorithms 
[10]. 

C. Neural networks 
Neural network consists of three main blocks, first 

block is made of input neurons, second block is 
represented by hidden layers and the last block comprises 

101



layer of outputting neurons. Basic principle of neural 
network is depicted on Fig. 4 [11].  

 

 
Figure 4.  Basic neural network (feed-forward network) [11] 

Such neural network works on the principle of an error 
backpropagation, does not have any feedback (recurrent) 
connections. Feedforward neural networks might be 
functionally expressed as 

 �� � ���� 
� (3) 

while � represents the input vector, 
 forms a set of 
parameters of neural network and �� is an output of 
feedforward neural network corresponding to a specific 
function ��� � [12]. 

Generally, feedforward neural networks do not 
guarantee convergence and optimality of a proposed 
solution when the backpropagation and gradient descent 
algorithms are used. Leaking gradient is a known problem 
of network convergence, therefore new modifications of 
RNN have been created, especially gated RNN neural 
network structures. The most common network is an 
LSTM-RNN (Long-Short Term Memory-RNN) network. 
It consists of input gate, forget gate, output gate and cell-
candidate component. LSTM is a more complex comparing 
with a common RNN network. It is much easier to train 
LSTM network, which generally outputs better results 
under the condition that the number of layers is far higher 
opposing to conventional RNN network. An example of 
application of such network is illustrated on Fig. 5. Fig. 5 
illustrates the flow of temporal data X with C channels of 
length S through LSTM layer, the hidden state is 
represented as a variable ht and ct expresses state of cell in 
time t [13].  

 

 
Figure 5.  LSTM network structure [13] 

D. Objective evaluation of speech quality 
The first objective speech quality criterium includes 

segmental SNR – one of the most popular methods of 
speech quality evaluation. Its principle resides in division 
of signal into M segments with the same length. The SNR 
value is calculated for each segment. The overall SNR 
value is determined using geometric mean out of several 
SNR values. Segmental SNR is given by the formula 

 ����� � !"
#$%&'!" ( )*�	��+,��!	��+( �)�	� � )-�	��*�+,��!	��+

#�!

+�"
 (4) 

where x[n] represents original clean signal, ).�	� expresses 
enhanced signal and N is a length of frame and M 
represents number of signal frames. The length of a 
segment has mostly value of 20 ms [14]. 
On the other hand, the segmental SNR with frequency 
weighted distribution more faithfully approaches the 
quality considering human perception of speech. The 
calculation uses so called critical frequency bands, because 
the perception of speech volume differs for different 
frequency bands. Specific frequency bands have 
corresponding weight coefficients. The formula for 
fwSegSNR is defined in a frequency domain as 

 ���/01� � 

!"# $ ( 23 %&'45 67��+� 8�9:7�+� 8� � 7;�+� 8�<�=>3?4 ( 23>3?4
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(5) 

where 23  is a weight of j-th frequency band, K represents 
the total number of frequency bands, M represents the total 
number of speech frames, 7�+� 8� is a transfer function of 
clean signal filter in j-th frequency band and 7;�+� 8� 
expresses the transfer function of enhanced signal filter in 
j-th frequency band [14]. 
 
 PESQ belongs to objective measures of speech quality 
evaluation and simultaneously it is the most commonly 
used evaluation method in speech codecs. PESQ allows the 
conversion of itself into a subjective evaluation method 
MOS within ITU-T P 862.2 standard. The calculation of 
PESQ includes the perceptual filtering, masking effects, 
time alignment of signals and other commonly used 
techniques of speech processing. Different versions of 
PESQ produce variable resulting values in the range of 1 
(sometimes -0.5) to 4.5. The higher is a resulting number, 
the better is an objective evaluation of speech quality 
[12][15].  
 
 Special objective evaluation metrics have been created 
for speech intelligibility evaluation titled as STOI and its 
extended version called eSTOI, as well. When we compare 
PESQ and STOI techniques, it is indicated that STOI is 
less universal method since its main idea is to find out the 
intelligibility of speech while PESQ refers to general 
speech quality evaluation for any listening test. STOI 
algorithms find the application in an automatic speech 
recognition and calculation of WER metrics. Short-term 
objective intelligibility algorithm (STOI) ranges from 0 to 
1, which follows the binary characteristics of WER 
metrics. In order to calculate STOI, we need to know both 
the clean and noisy signals, or rather enhanced signal 
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(isolated signals come from noisy received signal). This 
metrics assumes that all frequency bands in cochlear filter 
are equally important. The technique is reasonably 
described in the paper of Dutch researcher C.S. Taal. 
Moreover, the enhanced version of STOI titled eSTOI is 
described in a mutual paper of C.S. Taal and Danish 
professor Jensen, where it again uses the cochlear bank of 
filters, temporal segmentation, normalization and other 
well-known techniques [12] [16]. 

 

III. SOLUTION IMPLEMENTATION 
This chapter explains implementation of chosen solution 

for microphone array speech enhancement.  

A. Application and preprocessing of used data 
Data which have been used may come either from 56 or 

28 speakers and are easily accessible at Edinburgh 
University’s webpage on the following link: 
https://datashare.is.ed.ac.uk/handle/10283/2791. Noisy 
dataset of 48 kHz speech recordings is used for training of 
algorithms for speech enhancement and TTS models 
originating from Cassia Valentini-Botinhao researcher. 
Both test and train sets in implementation contain clean and 
noisy recordings from 56 speakers. The data for the very 
application in individual frameworks have been converted 
from 48 kHz to 16 kHz using SoX software tool. 

The total subset of only 5000 training and 824 testing 
recordings have been used due to memory and 
computational demands in MATLAB’s Deep Learning 
Toolbox and MCRoomSim modified software. The big 
data processing approach was for prototype demonstration 
purposes omitted. The mentioned data have been converted 
to clean speech data without *.wav header in a form of *.dbl 
(numerical double) files. After conversion we could 
normalize clean data using the following formula  

 )CDE@ � "�F )+G)��)�� (6) 

Initially, the maximum absolute value of an entire 
recording, which is a denominator of other amplitudes in a 
recording labelled as x, is determined. We used coefficient 
of 0.9 multiplied with all amplitude values of given 
recording in order to reduce so called clipping effect 
(instead of 0.9, the coefficient 0.5 can be used to utterly 
suppress creation of the clipping effect in all recordings that 
form dataset). The result of a such process will be a data 
structure, which contains noise, clean and noisy data while 
each of them might be normalized or potentially left 
unnormalized in terms of an amplitude. Finally, we have 
used clean normalized and normalized noise data as an 
input to MCRoomSim tool in actual implementation.  

B. Beamforming a MCRoomSim 
We needed to simulate multichannel audio so we could 

apply beamforming. MCRoomSim, which can carry out the 
very beamforming, was used to simulate multi-channel 
speech audio from mono-channel database. MCRoomSim 
consists of various tools and libraries, e.g. VOICEBOX 
library, MATLAB’s Phased Array System Toolbox 
functions. Its original version is available at 
https://github.com/chl214/FYP. 

There are 3 categories of methods to calculate room 
acoustics – wave-based, ray-based and statistical methods. 

Raytracing and image method belong to ray-based 
methods while the latter one is used by MCRoomSim tool. 
Before the script execution user has options to configure 
number of test/train data, number of speech/noise sources, 
microphone array, geometry and physical properties in 
given room, even desired sound source. Moreover, user has 
ability to choose beamforming method. We have used Frost 
algorithm for beamforming resulting from subjective 
listening perception. Room absorption coefficient was set 
to the highest value to suppress reverberation, the distance 
between microphones was also set to 0.01 meter (1 
centimeter) [17]. The other input values for MCRoomSim 
framework are clearly displayed in the Table I. 

TABLE I.   
INPUT VALUES FOR ROOM ACOUSTICS SIMULATION 

Parameter Value 

Sampling frequency of room 48000 Hz 

Order of reflections [1, -1, -1] 

Speed of sound -1 (default), or rather 
340 m/s 

 
Table parameters refer to MCRoomSim tool available at https://github.com/chl214/FYP. 

 
Layout of microphone array can be described using 

cartesian coordinate system (X,Y,Z). Microphones’ layout 
starts at X-coordinate 1.35 with inter-element spacing of 1 
centimeter until 1.46. Y-positioning has constant value of 
0.2 and Z-positioning has also all values equal to 1.6 meter 
(Z-positioning relates to height of room). Each of elements, 
whether source or receiving, had omnidirectional 
characteristics. Table II. shows location coordinates of 
clean speech and noise sources, respectively. 

TABLE II.   
SPEECH SOURCES POSITIONS 

Order of microphone Location coordinates 
(meters) a 

Speech source (clean data) [1,5; 1,2; 1,6] 

Noise source (noise data) [2,4; 3,2; 1,6] 
 

a Cartesian location coordinates in a form: [X,Y (planar); Z (stereometric 
parameter)] 
 

An illustration of 12-elements microphone array with 
inter-element spacing of 1 centimeter is shown in the Fig. 
6. Ours’ chosen distance comes from the formula for spatial 
aliasing (spatial aliasing refers to the overlap of 
beamformer lobes) expressed as follows 

 � H I* (7) 

Room impulse response (RIR) is also the compartment 
of simulation procedure. It is a core of microphone array 
simulation. Individual 12 noisy microphone signals which 
had been obtained are later isolated as a clean and noise 
(note: not noisy) signal for a given microphone (total of 12 
microphones) after the simulation. 

The very Frost algorithm is implemented in MATLAB’s 
Phased Array Toolbox. We have changed the original value 
of FIR (finite impulse response) filter length from 2 to 20 
(see MATLAB 2018b Documentation). Moreover, the 

103



beamformed signal is also the output of various scripts of 
MCRoomSim framework [18]. 

 
Figure 6.  Layout of simulated 12-elements microphone array with 1 

cm inter-element spacing 

C. Beamforming and post-filtering 
Beamformer (e.g. Frost) merges mono-channel mask, 

this concludes beamforming with post-filtering. Such a 
beamformer is often expressed as 

 J�K� L� � M$+3�K� L�� N3�K� L�@A4
3?5

O � P�K� L� (8) 

where uBF (k,t) represents output signal of Frost 
beamformer (the expression inside square bracket), u(k,t) is 
enhanced signal and H(k,t) is commonly known as Wiener 
post-filter, or rather time-frequency masking - TF masking; +3�K� L� is signal coming from j-th microphone of 
microphone array and N3�K� L� are weights of Frost 
beamformer, the latter determine adaptive spatial filter [3].  

 
Figure 7.  Cooperation of beamforming and neural network to predict 

Wiener mask (post-filter) from noisy signal [3] 

Fig. 7 shows a working process of the entire system for 
speech enhancement. At first, the microphone array is 
simulated from mono-channel speech in order to create 
multi-channel speech audio. After that, we use mono-
channel noisy speech signal (signal coming from the first 
microphone) for neural network testing and training, we 

compute its corresponding mean Wiener mask from 12 
microphones. Hence, neural network predicts so called 
post-filter, which is multiplied with beamformed signal for 
the purpose of speech enhancement. 

Implementation uses STFT spectrograms of signal as 
input and target neural network data. A desired mask, or in 
other words post-filter, used in an implementation is an 
arithmetic mean of 12 masks coming from 12-elements 
microphone array. It is defined as follows 

 PQ�K� L� � ���K� L������K� L��� , �	�K� L��� (9) 

Variable s(k,t) represents clean speech signal and n(k,t) 
represents noise. This explains how a simplified Wiener 
filter is defined [3]. 

D. Data pre-processing for deep neural network 
Data entering a deep neural network should be 

normalized to zero mean and statistical variance should be 
equal to 1. The average is an arithmetic mean of all 
samples, RS � � 4T ( )U�S�TU?4 . Standard deviation is defined as 

VS � W4T ( :)U�S� � RS<�TU?4 . Finally, the normalization was 
not used in an actual implementation, only in previous 
experiments, which showed even worse results. Despite 
this, we present data normalization for neural network as a 
following formula according to [3] 

 )XU�S� � )U�S� � RSVS  (10) 

E. Neural network topology and its training and testing 
This section describes neural network layers, number of 

neurons in the network. This deep neural network does not 
use data pre-processing, in other words normalization to 
zero mean. The network input to create deep neural 
network model are training (5000 recordings), testing (824 
recordings) and beamformed data (824 recordings). The 
used cost function was MSE (mean squared error), which 
determines the network quality, its values range around 
0.01. 

Table III. shows layered (architectural) design of LSTM 
neural network in MATLAB’s Deep Learning Toolbox.  

TABLE III.   
NEURAL NETWORK ARCHITECTURE 

Layer Type / Activation 
function Additional details 

1. Sequential input layer 129 frequency bins 
2. Bi-directional LSTM 

recurrent network 512 neurons in a layer 

3. Dropout layer 
turns off 20% of neurons for 

given hidden layer to 
improve network quality 

4. Fully connected layer of 
neurons 512 neurons 

5. ReLU (Rectified Linear Unit) activation function 
6. Fully connected layer of 

neurons 129 neurons 

7. Regression output layer 
includes MSE calculation to 

find out the quality of 
network prediction 
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Adaptive momentum (commonly known as Adam), 
which is a method for gradient optimization, has been used 
together with L2 regularization function. The number of 

epochs was set to 100 with an initial learning rate equal to 
0.01. Training used mini-batch method – such training uses 
subset of data that dynamically changes. 

IV. EXPERIMENTAL RESULTS 

A. Illustration and MSE results of training quality on the example 

 
Figure 8.  Illustrated comparation of calculated Wiener filter (in the middle) and its prediction using DNN (right) 

Training of deep neural network (DNN) reached the MSE value of 0.0834. However, desired goal of MSE was set to 
threshold of at least 0.01. 

B. Objective evaluation of speech enhancement for non-beamformed and beamformed test signals 

 
Figure 9.  Speech enhancement gain results of non-beamformed test signals opposing to noisy signals for various parameters 
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Figure 10.  Speech enhancement gain results of beamformed test signals opposing to noisy signals for various parameters 

According to Fig. 9 and Fig. 10, it seems, that the 
objective speech quality assessment slightly decreased 
except for two SNR metrics. Both SNR metrics show the 
gain of a clean speech signal opposing to noise. Generally, 
values above zero threshold represent an improvement of 
speech quality. Contrarily, values under zero threshold 
mean a slight decrease of speech quality. Overall, 824 test 
and 824 beamformed signals (these were applied or created 
in neural network TF masking and beamforming) were 
compared.  

V. CONCLUSION 
The results of a project are not as satisfying. However, 

they indicate possible causes of attenuation of some 
objective evaluation parameters. Project is divided into 2 
parts, beamforming and training with creation of neural 
network architecture, respectively. In the paper, LSTM 
neural network was applied.  

Spatial aliasing can be included among the possible 
causes of lower quality beamforming along with small 
number of microphones in an array, selection of 
beamforming algorithm or even incorrect angle estimation 
of inbound sound wave. Another reason may be the 
variability of various noise types. The results show that 
beamforming works much better for speech that is noisy 
(e.g., if several people are talking at the same time) than for 
non-speech segments (such as factory noise, traffic noise 
...). Possible reasons of speech quality degradation using a 
deep neural network can be caused by several parameters – 
hence, neural networks are a matter of know-how. Data 
coming from the database may contain parts where no 
speech is present, and since this data has not passed through 
the speech activity detector, network model training can be 
significantly disrupted. Poor network architecture, i.e. 
number of hidden neurons, number of hidden layers, 
gradient explosion, size selection of mini-batch subset for 
training, dynamic characteristics of learning rate parameter, 

absence of data normalization to zero mean value, even the 
selection of feature types for training - these form possible 
causes for unsatisfactory quality of deep neural network. It 
appears that neural network generally allows more space 
for an improvement of speech enhancement. 

Additionally, beamforming has much less room for 
improvement, potentially only in number of microphones, 
selection of better way to estimate desired sound source or 
transition to other beamformer type. Beamforming can be 
replaced by data clustering methods that are part of 
machine learning, e.g. the weighted fuzzy c-means 
clustering method that is feasible (implemented) in a 
modified MCRoomSim framework. 
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Abstract—This paper describes a new platform of 
educational mobile robot with Mecanum wheels and voice 
enabled dialogue-based human robot interaction model 
was established. Moreover, new trends in using deep neural 
networks for cloud- and edge-based speech recognition was 
described in detail. Finally, the progress of both the cloud- 
and edge-based speech recognition was reported. 
Especially, promising usability test result on resisting room 
reverberation and background noise had been achieved by 
the proposed convolutional neural network (CNN)-based 
wake-up word (WUW) spotting system. 

I. INTRODUCTION 
Hi-tech areas Industry 4.0 and Smart homes required 

more intelligent robots with intuitive human-robot 
interaction. Remote controlled mobile robots are very 
effective in industries and at places where human life is 
endangered [1]. They can also be very useful for elderly 
and for physically challenged people [2], [3], where 
intuitive human-robot interaction is required [4]. 
Nowadays, the most intuitive way for controlling mobile 
robots is via voice commands. Human-robot interaction 
through speech is the most accessible and natural method 
of communication. In the home or office, robots have to 
be interactive. People need robot assistants that can 
understand their needs and bring to them different objects 
[5]. The advancements in technology in speech 
recognition over the past few years, especially the deep 
learning-based approaches [6]–[8], have led to increased 
research on/deployment of user voice commands [9]–
[15]. (Some results of design implementation can be 
found in home appliances operating by voice command, 
some design implementation of robots and forklift 
navigation based on voice command, which gives proper 
concept of controlling a robot by voice.) Robot is capable 
of understanding and synthesizing human speech for 
communication [16]. 

Remote - controlled mobile robots usually provide 
different types of control and interaction [17]. They can 
be controlled directly by physical joysticks, gesture 

recognition sensors like Leap Motion and Kinect and 
voice commands or remotely controlled by Internet using 
user interfaces on tablets, smart phones and laptops [18], 
[19]. However, most of the people prefer to “speak” with 
the robots, thus the robot has to recognize their speech 
and to be able to make conversation with them. Most of 
the speech recognition systems need a powerful 
algorithms and neural network learning to be able to 
work [6], [20], [21]. In addition, some robots can make 
their own decisions, according to the needs of their owner 
[22]. Speech is an appropriate method for robotic control 
and communication. This is a kind of direct teleoperation 
of the robot [23].  

The speech-recognition circuit will outline, functions 
independently from the robot’s main intelligence [central 
processing unit (CPU)]. This is an appropriate because it 
doesn’t take any of the robot’s main CPU processing 
power for word recognition. The speech recognition 
software is speaker independent, allowing any human 
voice to operate the robot [6], [24]. To ensure security, 
user authentication methods are implemented through 
voice speaker verification [25], [26]. The special feature 
of the user interface is the ability of the software to allow 
any particular user its use without training. We will use 
voice for control the mobile robot motion by giving 
specific voice commands [9]–[11], [13], [27]. By 
applying machine learning methods and AIs to interpret 
the recognized speech, intelligent control is going to be 
achieved [2], [3], [14], [15], [28]. The speech recognition 
software can be cloud based [7], [8] or edge-based [12], 
[29]–[31] running on a PC, capable for identifying any 
voice commands, issued by a user. After processing the 
speech, the necessary control instructions for execution is 
given to the mobile robot via the embedded computer of 
the robot. 

A Holonomic Mobile Robot with Mecanum wheels 
will be used as a test platform for educational robot.  

The users normally perceive the robot differently 
because the tasks they are performing are sometimes 
similar or they are expecting similar behavior as human 
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operator. The robotic systems and humanoids are much 
more often part of the living room or kitchen in private or 
senior houses. The number of human robot interactions is 
increasing accordingly [32]. Thanks to that fact the 
building of educational robots could be a perfect tool not 
only to train the users the human-robot interaction 
techniques but also for including the robots in the 
education and research areas of the learning 
environments. The development of educational robots 
involves various research areas including mechanical 
engineering, electronics, software development, artificial 
intelligence, various sensors and signal processing, etc. 
This multidisciplinary makes the robotics a great tool for 
modern educational purposes [33].  

II. EDUCATIONAL MOBILE ROBOT WITH MECHANUM 
WHEELS 

The Holonomic Mobile Robot has four independently 
driven Mecanum wheels (Fig. 1). Its chassis is made of 
aluminum plates. The dimensions of the platform are: 
400mm x 360mm x 100mm. Mecanum wheels allow the 
robot to move in any direction and rotate by changing the 
direction and speed of each wheel [34, 35]. The front 
wheels of the robot are mounted on an additional 
platform so that the suspension structure ensures that all 
four wheels are in contact with the surface, even when 
uneven.  

The movement dependences of the mobile base are 
visually depicted in Figure 2. From the arrows near the 
particular wheels you can see the direction they will turn 
and the final robot platform movement. The advantage is 
the abrasion is much lower comparing to using normal 
wheels or belts. 

 

The robot's hardware includes: Teensy and Raspberry 
Pi 3 microcontrollers, four 12V DC motors with encoders 
and drivers, four ultrasonic sensors, MPU9250 
orientation sensor and an RPLidar A3 laser scanner.  

 

 
Figure 1. Holonomic Mobile Robot with Mecanum wheels 

 

III. VOICE CONTROL OF THE MOBILE ROBOT 
The robot will be connected to the Wi-Fi router, so we 

can control it by connecting to the same router. So, the 
remote control will be over Wi-Fi network. We propose a 
system for spoken dialogue-based remote control that 
provides real-time interaction. The control system of the 
robot is ROS based; it will be easy for future 
development and improvement.  
 

Figure 2. Motions that can be achieved for a various combination of wheel rotation 
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A. Remote-control system 
Speech recognition is computed by the server. The 

user uses its laptop or smart phone. The movement 
commands are generated after recognizing and 
understanding the meaning of the given commands. 

We plan to have the essential components including 
cloud- and edge-based ASR, keyword spotting, speaker 
recognition, speech synthesis and speech emotion 
detection systems implemented [36]-[47] using deep 
neural networks (DNNs)-based approaches. 

B. System for spoken dialogue-based remote 
control 

The goal is to recognize and understand voice 
commands from the user, done by speech recognition 
system. Then according to the understood meaning of the 
commands, the robot will perform specific tasks. 

To deal with the large vocabulary and low-
latency/low-power scenarios, both the cloud- or edge-
based ASR are considered, respectively. 

For the cloud-based ASR, a real-time full-duplex 
speech recognition server is implemented using the Kaldi 
toolkit [48] and the GStreamer framework. The 
GStreamer server is based on websocket protocol and 
consists of a master program and several speech 
recognition workers (as shown in Figure 7) to handle 
multiple recognition requests from laptop or smart phone 
user interface. 

The underlying acoustic model of the ASR was 
established using deep neural networks (as shown in 
Figure 8) through the Kaldi toolkits. Here a 16-layer 
CNN-TDNN-LSTM (convolutional, time-delay and long-
short-term memory recurrent neural network) and a 3-
layer recurrent neural network (RNN) were utilized for 
acoustic and language model, respectively. 

Figure 4. Web-socket connections 

Figure 3. Hardware connections of the mobile robot 
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Figure 7. The architecture of the gstreamer-based real-time 

full-duplex ASR. 
 
On the other hand, for the edge-based ASR, an offline 

and/or even on-board wake-up-word (WUW) and a small 
vocabulary keyword spotting system were established in 
order to minimize the power consumption and response 
latency. 

For both the WUW and keywork spotting system, a 4-
layer CNN-based approach as shown in Figure 9 was 
adopted. However, the two systems have different 
number of output nodes. The first CNN has only a target 
and a non-target output. But the later one has a few 
predefined commands and one more filler. 

 
Figure 8. The architecture of our latest cloud-based ASR. 

 

 
Figure 9. The architecture of the proposed convolutional neural 
network-based WUW spotting system. 

 

C. Progress of the Cloud-based ASR 
Fig. 8 shows the architecture of our latest mixed 

Chinese and English speech recognition model for cloud-
based ASR. Its acoustic model stacks 2 CNNs, 9 time 
delay neural networks (TDNNs) and 3 long short-term 
memory (LSTM) neural networks implemented using 
Kaldi toolkit. The model takes 100-dimension i-Vector 
and 43*3-dimension mel-frequency cepstral coefficients 
(MFCCs) as the input features, and each TDNN and 
LSTM layer has 1024 neurons. It was trained using about 
820 hours of speech data. 

According to recent experiments [49], our system, 
integrated with a word-level tri-gram language model 
achieved an average 9.2% Chinese character error rate 
(CER) on ten different test data sets. 

 

Figure 5. Algorithm for the implementation of the dialogue-based remote-control system 

Figure 6. Screenshot from remote control GUI
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Moreover, a gstreamer-based client-server ASR 
system had also been built using this recognizer to 
demonstrate its capacity to online transcribe broadcast 
radio speech. Its web-based user interface is shown in 
Figure 10. This service is open to everyone and could be 
access from https://140.124.72.159/ner. 

 

 
 
Figure 10. The web-based user interface of our online ASR for 
broadcast radio transcription. 

D. Progress of the Edge-based ASR 
To test the usability of the proposed edge-based WUW 

spotting system. A daily-life environment, especially 
distant talking under the interference of room 
reverberation and background noise, had been simulated 
using real room impulse responses (RIRs) and common 
noises. The configuration of this challenge experiment is 
shown as in Figure 11. 
 

 
 
Figure 11. The scheme diagram of the WUW spotting test 
environment. 
 

The experimental acoustic environment could be 
formulated as Equation (1). 

 )Y�L� � )�L� Z [��L� , ( [S�L� Z 	S�L�S , ��L� …(1) 
 
Here,�)�L� is the speech signal from source speaker, )Y�L� 
is the received noisy speech which is corrupted by RIR [��L�, a set of point-source noises 	��L� from different 
position with RIR [S�L� and some isotropic noise ��L�. 

To this end, a set of about 5000 target utterances for 
Google Assistant comparability certification and a set of 
the RIRs, point-source and isotropic noise databases was 
adopt including the RWCP sound scene database [50], 
the REVERB challenge database [51], the Aachen 
impulse response database [52] and the MUSAN: A 

Music, Speech, and Noise Corpus [53]. There are in total 
325 real RIRs and thousands of point-source (especially 
non-target speech) and isotropic noises (especially music 
and babble noises). 

Several experimental configurations (from easy to 
challenge) were simulated to test the proposed WUW 
system including: 

1. )�L� vs. ��L� 
2. )�L� , ��L� vs. ��L�, 6 SNRs 
3. )�L� Z [��L� , ��L� vs. ��L�, 6 SNRs 
4. )�L� Z [��L� , ( [S�L� Z 	S�L�S , ��L�, 6 SNRs 

The signal to noise ratio (SNR) was set to 5, 10, 15, 20, 
25 and 30 dB. The non-target sounds were majorly from 
whole MUSAN corpus. But 	��L� were from the speech 
subset of MUSAN corpus. 

In all case, to increase the target data to 9 times (in 
total about 45,000 utterances), data augmentation with 
pitch-shift and time-stretch (ratio 0.9, 1.0 and 1.1) was 
applied using the Rubber Band [54] software tool. To 
simulate the real application scenario, the non-targets 
were randomly generated to be 10 times more utterances 
than the target ones. Finally, the whole material was 
arbitrarily divided into train, validation and test subsets 
with ratio 10:1:1. 

It is also worth noting that configuration subset {1, 2} 
and {3, 4} were implemented by different software 
packages, i.e., filtering and noise adding tool (FaNT) [55] 
and Speech_Reverb [56], respectively, so their 
experimental results should not be direct compared. 

Figure 12 shows the experimental detection error 
tradeoff (DET) curve results for case 1 and 2. Moreover, 
Table 1 listed the equal error rates (EERs), zero false 
match rates (FMRs, similar to false alarm rates (FARs)), 
1/1000, 1/100, 1/20, 1/10 FMRs, and zero false not match 
rates (FNMT, same as false reject rates (FRRs)).  

It could be found that the performance of case 2 is 
worse than case 1. But the different is very small. 
Therfore, the proposed CNN-based WUW system was 
not sensitive to background noise. 
 

 

 
 
Figure 12. The linear and log scale DET curves of validation 
(top) and test (bottom) sets of the proposed WUW spotting 
system in close-talk and noisy environment. 
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Table 1. The experimental EER, FMR and FNMR results for 
the validation and test sets in case 1 and 2.  
 

 
 

Furthermore, the experimental results of case 3 and 4 
were given in Figure 13 and Table 2. It could also be 
found that in the distant-talk scenario, the proposed 
CNN-based WUW system could resist the distortion of 
different room reverberations. Therefore, from those 
experimental results, high usability had been achieved by 
the proposed approach. 
 

 
 

 
 
Figure 13. The linear and log scale DET curves of validation 
(top) and test (bottom) sets of the proposed WUW spotting 
system in distant-talk and room reverberation environment. 
 
 
Table 2. The experimental EER, FMR and FNMR results for 
the validation and test sets in case 1 and 2.  
 

 
 

IV. CONCLUSION 
In this work, a new platform of educational mobile 

robot with Mecanum wheels and voice enabled dialogue-
based human robot interaction model was established. 
Moreover, the progress of the cloud- and edge-based 
ASR was reported.  

Especially, very promising experimental results on 
usability test of the proposed CNN-based WUW spotting 
system of the edge-based ASR had been achieved. 
Therefore, we were encouraged to finish the complete 
voice remote control robot in the next two years thanks to 
new joint project proposal. 
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Abstract— The paper is dedicated to the application of 
Internet of Things to control a service robot. A designed 
wearable architecture and its interoperability with the robot 
operating system in order to plan the robot actions is 
presented. Tele-controlled Service Robots for Increasing the 
Quality of Life of Elderly and Disabled Robco 19 is 
described. Communication aspects of the interoperability 
are also introduced.  

I. INTRODUCTION 
Last decade was marked with increased interest to 

robots and particularly to those, which could assist 
disabled and people in the hospitals. We will illustrate this 
interest with just one fact from the hospitals practice, 
which concerns the movement of empty beds for washing.  

According Eurostat, there are on average 526 hospitals 
beds per 100,000 inhabitants [1]. If we assume EU 
population as 508 million and that these beds are washed 
only once per week, the EU-wide market of autonomous 
hospital beds transport is estimated to over 2.6 million 
hospital bed.   

In [2] an estimation of the cost of delivery in the 
hospitals, done manually (physically) and by robots, is 
presented (Fig.1). The comparison shows that the 
robotized internal hospital transport reduces the cost of 
delivery by 50-80%. 

 
Figure 1. Robotized vs. Physical delivery cost. 

 
For this particular application and especially for 

disabled people assistance the robots should operate 
precise and serving in an event driven mode. Any change 
of the status of the patient and/or of the environmental 

conditions should initiate an appropriate reaction of the 
robot. 

To meet this target the robot has to be properly and on-
time informed to take the correct decision and to operate 
accordingly. 

The new technology of the Internet of Thins (IoT) is the 
one, focused on collecting, monitoring, identifying and 
logging the information about the environmental world. 

The synergy of both technologies of IoT and robots has 
born a new Internet of Robotic Things (IoRT), which 
provides robots larger, wider, deeper and faster 
observation and evaluation of the environmental situation, 
which insures their correct behavior [3, 4, 5]. 

One of the most promising class of IoRT are wearables, 
which attached to the patient will provide the proper 
information for triggering the adequate robots’ actions. 

II. IOT WEARABLE ARCHITECTURE 
The architecture of the wearable IoT comprises same 

layers of functionality as embedded systems architecture, 
namely (Fig.2): 

- Sensing layer, which is represented by the 
various types of sensors (e.g. temperature, shock, 
pulse, blood pressure etc.), providing the data 
gathering from the environment (patient body)  
- Acquisition layer, which is responsible for a 
signal conditioning (if necessary), collecting the row 
data from sensor and processing them. 
- Communication layer, which transmits the 
processed data to the service robot and to the cloud. 

A slight difference with the typical embedded system 
architecture is in the sensing level, where the wearable 
architecture is focused on sensing only. So far, no 
actuators, which function is a prerogative of the robots.  
Due to the decentralized and heterogeneous nature of IoT 
the architecture should provide event-driven capability. 

IOTW architecture should be also scalable. 
There are several criteria, which determine the design 

of the IoRT wearable devices architecture: 
- Measuring (service) capability 

Measuring capability is the main limiting factor of 
the design, as the need of certain measurements 
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(services) determines the basic levels of the 
architecture. In that sense the architecture of the 
wearable IoT can be defined as a service-oriented. 

In a horizontal direction the number of different 
sensors will provide the variety of measurements, 
determined by the application. 
- Communication capability 

The communication capability is also function of 
the application requirements (mostly depending on 
the communication infrastructure, where application 
takes place) and in turn it highly influences on the 
power consumption  
- Power consumption – the crucial parameter for 

the wearable IoT devices. 

 
Figure 2. Wearable IoT architecture. 

 
From this point of view, there two types of wearable 

IoT devices: 
� Battery – assisted wearable IoT (Fig.3) 

This wearable IoT is dedicated to monitor the mostly 
checked health parameters, as temperature, pulse and also 
the position of the patient body. As the communication 
with the external world is via LoRa or Bluetooth the level 
of the power consumption requires a battery power 
supply. 

 
Figure 3. Block diagram of the battery-assisted 

Wearable IoT. 
 

� Power harvesting wearable IoT 
In the wearable IoT, presented on the Fig.4 the 

communication is based on the ultra-high frequency 
RFID, implemented by the help of the Temperature logger 
on a chip (SL900A, manufactured by AMS). This chip is 
capable to harvest energy from the reader magnetic field, 
thus supplying the additional, externally connected 
accelerometer for body position monitoring. Using energy 
harvesting the wearable is power passive, i.e.no battery is 
needed for the wearable operation. The reader, installed on 
the robot or in the room will provide the necessary energy 
to supply attached to the patient wearable IoT. 

 
Figure 4. Block diagram of the energy harvesting 

Wearable IoT. 

III. INTEROPERABILITY OF THE ROBOTS AND THE 
WEARABLE IOT. A CASE STUDY. 

The most important issue in utilization of the Wearable 
IoT advantages is to provide the interoperability with 
robots. 

Fig.5 is presenting an application, in which the robot 
and wearable IoT are collaborating in solving the task of 
monitoring the health parameters both in patient’s house 
or in a hospital. 

Communicating (using chosen technology – RFID, 
BLE, LoRa etc) with the robot the Wearable IoT provides 
in real time the information about the patient’s health 
status. This information is used by In-robot Decision 
support system (DSS) to take a correct action, which in 
turn to be executed by the robot action planning system. 
The needed knowledge for proper reaction is in the DSS 
knowledge base. 

There are several possible scenarios for robot assistance 
actions, based on the information derived by the wearable 
IoT 

Scenario 1: Following the patient to fulfill the everyday 
tasks  

This is the case in which the health parameters are in 
the normal range and the robot is planning to provide to 
patient needed medicine, according to the prescribed 
schedule. Note that the medicine is tagged with RFID 
labels to be correctly recognized by the robot  

Scenario 2: Serving in case of parameters violation 
This is the case in which a certain health parameter is 

out of range and the robot’s DSS should instruct the robot 
to provide the patient with proper medicine and/or advises 
and/or to call the patient GP for help.  

Scenario 3: Serving in an emergency case 
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In this case the information\]  from the wearable 
(mainly from the accelerator, which is monitoring the 
patient body position) alarming for troubles the DSS by 
default should call the emergency doctor and if any other 
instructions are in the knowledge base, such as to provide 
an active help to the patient or to provide special 
medicine, to execute. 

 
Figure 5. Case study: Interoperability of the Robots 

and Wearable IoT. 

IV. TELE-CONTROLLED SERVICE ROBOTS FOR 
INCREASING THE QUALITY OF LIFE OF ELDERLY 

AND DISABLED ROBCO 19 AND IOT CONTROLL 
ROBCO 19 is the newest robot from the family of 

education and specialized robots ROBCO (fig. 6). It is 
developed for research purposes in the field of robotics for 
elderly and disabled care and for studying human-robot 
interaction. Based of those features’ educational robot 
ROBCO is a good test-bed for educating students, young 
specialist, researchers and hobbyists in different scientific 
fields: mechanics, electronic hardware, software, sensor 
and sensory systems, HRI and artificial intelligences. 

The layout of the hardware components on a Robco 19 
is as follows: The first row contains DC motors, encoders, 
distance and orientation sensors, batteries, controller and 
drivers. The second row houses the robot computer and 
the RPLidar laser scanner. The third row features an 
articulated 4-DOF manipulator Mover4 and a RealSense 
camera. The robot's computer is connected to the mobile 
platform controller, the manipulator controller, the 
RealSense and RPLidar sensors via USB communication 
ports. The computer sends and receives data, calculates 
received data, executes the set algorithms, and controls the 
autonomous navigation of the robot. The laser scanner, 
scans the space around the robot in 2D and sends the data 
to the navigation system to determine the location of the 
robot for smooth and safe movement of ROBCO 19. The 
RealSense sensor is used as a robot vision system. The 
hardware and software features of the robot are described 
in details in [6, 11]. Another important feature of the robot 
is its interactive capabilities, it can be controlled by 
various methods, for example through voice, gestures or 
through a user interface. A detailed description of the 
methods and their capabilities is described in [7, 10]. In 
addition, autonomous navigation and localization have 

been successfully applied to the robot [8, 10]. The Mover4 
articulated manipulator can execute predetermined 
trajectories independently using the MoveIt [9] trajectory 
management software libraries. 

 
Figure 6. Tele-controlled Service Robots for 

Increasing the Quality of Life of Elderly and Disabled. 
 

As it is described in the article Robco 19 will assisting 
and monitoring health status of the elderly and disabled, 
thus the basic concept is the robot to be connected to IoT 
devices via a local network or cloud. To fulfill this task, 
the robot system must allow the flexibility and 
functionality for working with external devices. The 
communication system presented in [11] allows many 
additional devices to be connected to the robot, thought 
the local network of the robot or Internet. This system is 
based on the Robot operating system (ROS) for robot 
control, web technologies such as JavaScript, HTML, 
Web_sockets and communication technologies such as 
Wi-Fi networks, TCP-IP and NodeJS server. 
Communication between IoT devices and ROS is realized 
using a RFID reader connected via USB port to the robot. 
A specialized node to calculate the data from the IoT 
devices has been developed, it reads, distributes, and 
sends the received data from the RFID reader to the 
decision node Figure 7. 

 
Figure 7. Connection of the RFID and ROS. 

 
The robot is able to process and analyze the received 

data from the IoT devices. Thus, when different situations 
occur, the robot will be able to react in a specific way 
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according to the specific situation. To decide what action 
to be perform, it has been developed a neural network 
system that collects and analyzes data based on the 
accumulated knowledge of the particular user and the 
momentary values of the parameters from the different 
sensors [12]. 

 
Figure 8. Decision support and action systems. 

 
The structure of the data processing and decision-

support and action system is divided into three blocks: 
constant personal data for the user, accumulated prior 
knowledge in the interaction with the user and momentary 
data from the IoT devices (figure 8). Constant personal 
data are set in advance, they are related personal 
information about the user such as age, gender, illnesses, 
medication schedule and etc. The accumulation of 
knowledge about the user's habits and tasks performed 
from previous actions is characterized by memorizing 
patterns of behavior and selecting the most appropriate 
model according to the user's desire or according to the 
situation created. 

An example of decision-making is in monitoring the 
health status of the users. In the situation of a user falling 
down in combination with impaired vital signs such as hi 
heart rate and age-based or chronic illness of the user, the 
system must be able to decide what is the robot's 
subsequent actions. For example, the robot must contact a 
physician and provide instant data on human health 
parameters and provide a real-time video stream of the 
situation.  

After performing similar tasks or routine tasks such as 
bringing drinks, food or items, the system will store the 
tasks completed successfully and will evaluate the 
execution time and the success rate. Based on these 
parameters, the most successful attempts and actions will 
be selected and stored in the database, which will be used 
as models for subsequent tasks. 

V. CONCLUSION 
Presented application of Internet of Things to control 

the Tele-controlled Service Robots for Increasing the 
Quality of Life of Elderly and Disabled Robco 19 will 
allow elderly and disabled citizens to live more 
independently. Proposed Wearables IoT, which is attached 
to the patient will provide the proper information for 
triggering the adequate robots’ actions. Thus, robot will be 
able to assist with tasks such as bringing food and drinks, 
fetch and carry difficult and heavy object, switch on/off 
electrical devices, monitoring user’s health status and in 

case of Emergency deliver the medicines, video stream 
with GP or Ambulance and contact with their relatives. 

The tendency of continuously growing applications of 
service robots for elderly and disabled care leads to 
perceive robots in a different way than other machines 
because they are realizing often a real interaction with the 
users. ROBCO family is a good test-bed for education of 
service robots for elderly and disabled care, thus students, 
researchers and hobbyists will be convinced to study 
multidisciplinary field robotics, which includes 
mechanics, electronic hardware, software, artificial 
intelligences, sensor and sensory systems and HRI.  
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Abstract—Since the volume of currently available data is
growing from day to day, it is necessary to design and implement
tools for a fast and comprehensive gain of knowledge from
datasets created with this data. We can use the visualization
of data as one of these methods - it is human and easy to under-
stand. The presented paper aims to design and implement web
application, which can be used for interactive visualization of data
gained from fuzzification algorithms and fuzzy clustering. In this
application, the user can interact with the visualization system
and change form of input data, parameters, and visualization
method.

Index Terms—Fuzzification, fuzzy clustering, fuzzy member-
ship function, interactivity, data visualization.

I. INTRODUCTION

The volume of currently available data is large and growing
fast every day. Data can be described as information which
is processed or stored in computer. This information can
be stored in the form of text documents, images, sound
clips or programs. Steep growth of volume of data leads to
large datasets, containing great number of detailed information
about data. That is, why it is important to gain information and
use knowledge, which is stored in large datasets [1]. Visual-
ization of data can be used as mean of gaining knowledge
from data contained in sizable datasets.

There are several tools for data visualization. The problem
is that there are no practical (user-friendly) and free tools
for visualization of data gained for fuzzification and fuzzy
clustering. Some of the tools for visualization are Weka,
Orange, RapidMiner, TANAGRA, KNIME, and MATLAB.

Weka [2] fits for data analysis, clustering, and predictive
modeling. It contains algorithms and visualization tools for
machine learning. It contains a graphic user interface, which
allows users to access all functions without deep programming
skills. MATLAB Fuzzy Logic Toolbox [3], provides functions
for analyzing, designing, and simulating systems based on
fuzzy logic. Orange [4] is a software package with open source
code, which can be used for machine learning and data anal-
ysis. It is suitable for data visualization, predictive modeling,
text analysis, and it brings interactive methods for the analysis
of data. RapidMiner [5] contains algorithms for classification,
clustering, and data regression. It also contains accessories for
text analysis and analysis of data from streams. TANAGRA [6]
is used in data visualization, descriptive statistics, regression,
clustering, and classification. Results are presented in HTML,

which is suitable for easy export and visualization of output
data.

In the section II is presented elementary information about
fuzzy sets and clustering. Section III is an introduction to the
visualization of fuzzy membership functions. Section IV con-
tains a visualization of fuzzy clustering. Section V is focused
on the description of the technologies used in the process of
implementation of our application. Lastly, in Section VI, we
present an application created for interactive data visualization.

II. INTRODUCTION TO FUZZY CLUSTERING

Fuzzy logic is an approach, which generalizes conventional
logic and production rules with so called linguistic variables
and linguistic rules.

Linguistic variable is a special type of variable, which
differs from numerical variables in which its values are worded
expressions. Every linguistic variable has assigned meaning,
i.e. specific fuzzy set defined on common universal set.

The theory of fuzzy sets is generalization of classic theory of
sets. Fuzzy sets are used in processing of vague data. In classic
theory of sets, each element does or does not fall into set.
We can define characteristic function for classic sets, which is
assignment defined as follows:

μS : U → {0, 1} (1)

It is assignment of value 0 - not belonging or value 1 -
belonging, to each element x ∈ U . The definition field of
characteristic function is U called universe. Universe is set of
all values, about which we decide whether they belong or do
not belong to given set. We say: S ⊆ U

We can define characteristic function of classic set as
follows [7]:

μS(x) =

{
1 x ∈ S

0 x /∈ S
(2)

Extension of this concept is established in theory of fuzzy
sets, where element can fall to the set partially. Vagueness is
in the problem of affiliation of element to a set.

Rate that defines elements belonging to a set is described by
membership degree. Let A be fuzzy set. Membership degree
of element x to set A is defined by μA(x). We can say, that
μA(x) is membership function of fuzzy set A [7].
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Membership function μA(x) is similar to characteristic
function of classic set. They differ in field of values. Mem-
bership function is assignment:

μA : U → < 0, 1 > (3)

Field of values is in this case:

μA(x) ∈ < 0, 1 > (4)

Clustering is method, which divides input set of objects
to groups called clusters. Elements contained in same cluster
are considered similar, while elements of different clusters are
not similar. We can use two types of clustering: hard and
soft. In hard clustering, there is no overlap between two or
more clusters. Elements either belong to cluster or not. Soft
clustering allows overlap between two or more clusters.

Fuzzy clustering is form of clustering, in which any element
can can belong to more than one cluster. Hence, to every ele-
ment is assigned membership degree from interval 0 to 1. Well
known method of fuzzy clustering is Fuzzy C-Means(FCM).
This method was presented by author of [8] and later extended
by [9].

We have set X = {x1, x2, . . . , xn} and number of clusters
k. Fuzzy clusters can be expressed as membership matrix μX ,
which is in relation 5, where rows of matrix pose as elements
and columns as clusters. Each element of matrix defines degree
of membership of element to given cluster:

μX =

⎡
⎢⎣
μ11 . . . μ1k

...
. . .

...
μn1 . . . μnk

⎤
⎥⎦ (5)

Sum total of all membership degrees in given row is equal to
1. This can be illustrated by relation:

k∑
i = 1

μik = 1, ∀k (6)

A. FCM algorithm

Let X = {x1, . . . , xn} ⊂ R be an unla-
beled dataset. The FCM clustering algorithm partitions the
dataset X into c homogeneous subsets represented as fuzzy
sets (Bi, i = {1, 2, . . . , c}). For the number of clusters c
given by user, the objective is to obtain the fuzzy c-partition
B = {B1, . . . , Bc} by minimizing the evaluation function
Jm

min Jm(U, V ) =
n∑

j=1

c∑
i=1

μm
ij ‖ xj − vi ‖2, (7)

where μij are membership degrees of data point xj with
respect to the fuzzy cluster Bi, and are also elements of the
c× n pattern matrix U = [μij ].

The i-th row of U, Ui, corresponds to a fuzzy cluster
Bi, V = {v1, . . . , vc} ⊂ R is a vector of cluster centroids
of the fuzzy cluster {B1, B2, . . . , Bc}, and ‖ xj − vi ‖ is
the Euclidean norm between xj and vi. The parameter m

controls the fuzziness of membership of each data. The cluster
centroids and the respective membership functions, which are
solutions of the constrained optimization problem in equation
7, are given by the following equations:

vi =

∑n
j=1(μij)

mxj∑n
j=1(μij)m

, 1 ≤ i ≤ c, (8)

and

μij =

[
c∑

k=1

( ‖ xj − vj ‖2
‖ xj − vk ‖2

)1/(m−1)
]−1

, (9)

for 1 ≤ i ≤ c, 1 ≤ j ≤ n
Equations 8 and 9 constitute an iterative optimization proce-

dure. The goal is to iteratively improve a sequence of clusters
{B1, B2, . . . , Bc} until no further improvement in Jm(U, V )
is possible. The FCM algorithm is executed in the following
steps:

Step 1.Given a preselected number of clusters c and fuzzy
factor m, (m > 1), initialize the fuzzy partition
matrix Ui = [μij ] for i = 1, 2, . . . , c such that

c∑
i = 1

μij = 1.

Step 2.Calculate the fuzzy cluster centroid vi for
i = 1, 2, . . . , c using equation 8.

Step 3.Use eq. 9 to update the fuzzy membership
Ui = [μij ] for i = 1, 2, . . . , c.

Step 4.If the improvement in Jm(U, V ) is less than a certain
threshold ε, then stop; otherwise go to Step 2.

Some of properties of fuzzy c-means algorithm are :

μij ∈ [0, 1], ∀i, j; (10)

C∑
j=1

μik = 1 ∀i; (11)

0 <

N∑
i=1

μij < N ∀N. (12)

Fuzzy clustering algorithms require, the user to predefine
the number of clusters c, which is not always possible to
know a priori. Selection of parameter m is in FCM often
problematic. The problem of finding an optimal c is usually
called the cluster validity problem [10]. In [11], Bezdek stated:
”no matter how good your index is; there is a dataset out there
waiting to trick it (and you).” Therefore, cluster validation is
a challenging task.

III. VISUALIZATION OF FUZZIFICATION

Interactive visualization of data can be used as tool for
interpretation and discovery of other dependencies. In this sec-
tion we describe problem of interactive data visualization and
analysis of tools and libraries for interactive data visualization.

Visualization is process of displaying data in graphical form.
It allows user to interpret and analyze data effectively. It also
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Figure 1: Example of triangular membership function

helps in decision making and saves time of data exploration
[1].

Interactive visualization is process, which contains bi-
directional communication between user and visualization
system. It allows user to change parameters of visualization,
such as shape, color, brightness, edges or texture. It can also
help in discovery of information, which is otherwise hidden
in large volume of data [1].

Fuzzification is transformation of numerical values to lin-
guistic variables. In the fuzzification, we assign each element
of numerical input data membership function and compute
membership degree from interval 0 to 1.

This assignment is visualized by the membership function
curves such as triangular, trapezoidal, linear, bell, Gauss or
polynomial curve. Membership function curves can be com-
posed of several elementary curves. Some of simplest fuzzy
membership functions are triangular and trapezoidal functions.

A. Triangular membership function

Triangular membership function is the function formed with
lines. This function, where a, b, c are parameters, is defined
as follows:

μX =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

x−a
b−a a ≤ x ≤ b

1 x = b
c−x
c−b b ≤ x ≤ c

0 x ≤ a or c ≤ x

(13)

For example, temperature is in between 2◦C and 8◦C and
parameters a = 2, b = 6, c = 8. Triangular fuzzy membership
function is:

μA(x) =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

x−2
4 2 ≤ x ≤ 6

1 x = 6
8−x
2 6 ≤ x ≤ 8

0 x ≤ 2 or 8 ≤ x

(14)

Graph of triangular membership function for temperature is
presented in Figure 1.

B. Trapezoidal membership function

Trapezoidal membership function consists of trapezoid,
where a, b, c, d are parameters and it is defined as:

Figure 2: Example of trapezoidal membership function

μX =

⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

0 x ≤ a
x−a
b−a a ≤ x ≤ b

1 b ≤ x ≤ c
d−x
d−c c ≤ x ≤ d

0 d ≤ x

(15)

Parameters a and d represent the lower base and parameters
b and c represent upper base of trapezoid.

Trapezoidal fuzzy membership function can be used for
classification of age. If X is set of people in the age around 55
years, we expect, that people, who are over 65 years old can be
classified as old. In this case the trapezoidal fuzzy membership
is characterized with parameters a = 50, b = 55, c = 60, d =
65 and relation:

μX =

⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

0 x ≤ 50
x−50

5 50 ≤ x ≤ 55

1 55 ≤ x ≤ 60
65−x

5 60 ≤ x ≤ 65

0 65 ≤ x

(16)

Graph of trapezoidal fuzzy membership function for the ex-
ample above is presented in Figure 2.

IV. VISUALIZATION OF FUZZY CLUSTERING

Fuzzy clustering is one of most used for precise mirroring
of real world. Result of fuzzy clustering is membership matrix,
which can be used as complex multidimensional information.
This type of information can make interpretation of fuzzy
clustering results harder.

A. Radviz

Radviz is a method designed by Patrick Hoffman, for intu-
itive visualization of division of membership degrees for all
data objects represented by points. This method is suitable for
effective exchange of information between user and system,
scalability while it is able to store important properties of
original data. Radviz is used in biology, medical sciences,
management and cybernetics [12].
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B. Visualization and interaction
One of the results of fuzzy clustering is matrix of mem-

bership degrees μ, centers of individual clusters and values
of validation indexes. Matrix μnm consist of n rows and m
columns, representing n points divided to m clusters. Value
μnm represents membership degree of point in relation to
given cluster.

Creation of Radviz visualization consists of following steps:
1) Visualization of points and arrangement of dimen-

sional anchor - Euclidean distances between centers of
individual clusters create weighted non-directional graph
G. Vertex of graph represents cluster and weight of edge
represents Euclidean distance between centers of two
clusters. With construction of spanning tree of graph G
we create optimal layout of dimensional anchors.

2) Visualization of points - We can use two methods of
visualization. First one is based on scatter chart. Each
point in this chart is represented by circle. The circle is
filled with color of cluster to which element belongs
with greater membership degree. Second method of
visualization is in form of pie chart. Each element is
represented as pie chart and each section of pie chart
represents the color of cluster and size of the section
represents membership degree.

3) Visualization of dimension anchors - Color of dimen-
sional anchors distinguishes individual clusters. Thick-
ness of arc represents number of points, which belong to
given cluster with high membership degree. The thicker
the arc is, the more points belong to it. Detailed division
of membership degrees can be visualized by line chart,
which can be placed directly above each arc.

4) Visualization of relations between clusters - Some
points in the cluster can belong to other clusters with
some probability. This is called sharing of the relations
between clusters. We can use chord diagram in com-
bination with Radviz circle for visualization of these
relations The thicker the chord diagram is and the
higher its opacity is, the higher relationship between two
clusters arises.

5) Interactivity - It allows user to point cursor on any point
or cluster and display detail information about chosen
data. Other functions of Radviz visualization are: filter-
ing of points in clusters, changing mode of visualization
of points in clusters and highlighting certain group of
points.

C. Parallel coordinate plot
Another method for data visualization is parallel coordinate

plot designed by Inselberg [13]. This method can be used
for visualization of multidimensional numeric data, while
comparing given attributes and analyzing relations between
them. Parallel coordinates are used in algorithms for collision
detection in aviation, data analysis, optimization and sorting
of processes.

Problem of parallel coordinates plot is that while using high
number of variables, plot becomes crowded and unreadable.

This program can be solved by interactive visualization, where
user can filter data of interest by pointing cursor on chosen
axis or variable.

V. IMPLEMENTATION

There is great number of tools usable for design and
implementation of web application. In this section of the
paper, we present chosen frameworks and libraries used in
the implementation of our application. We chose framework
Vue.js which contains some functions of ReactJs and Angular
and libraries for interactive visualization chart.js and D3.js. In
the table I, we compare ReactJs, Angular and Vue.js.

Vue.js [14] is progressive JavaSript framework which con-
tains detailed documentation. It can be used for creation of
reactive web applications based on components or mobile
applications using NativeScript and Ionic.

Since libraries chart.js and D3.js offer best functionality re-
garding our goal, we used them for the interactive visualization
used in our application.

D3.js [15] is library used for effective manipulation with
data documents. It is able to create dynamic and interactive
data visualization in the web browsers. Data visualization in
this library is done with the use of HTML, SVG and CSS
standards. This library is fit for the creation of SVG graphs
with smooth transitions and interactions. D3.js is flexible and
fast.

Chart.js [16] is library usable for creation of animated
interactive graphs via HTML element canvas. This library
supports eight different types of responsive graphs. If there
is no need for all eight types of graphs, user can choose only
modules with the graphs needed [17].

A. Architecture

Our application is designed as single-page application
(SPA), presented on the Figure 3. It is typical for SPA to
load code of the application (HTML, CSS, JavaScript) only
once. JavaScript caches actions of client (user) and instead of
new query for server, application dynamically loads needed
resources without reloading of the site. SPA is usable as
desktop and mobile application and it is fast since user can
obtain immediate feedback.

We use Vuex library for state management of our applica-
tion. It serves as centralized storage space for all components
of the application and contains rules for changing of the state

Table I: Comparison of ReactJs, Angular and Vue.js
Framework Positives Negatives

ReactJs
- Optional use of JSX
- Components are reusable
- Facebook support

- Syntax JSX
- Usable only with JavaScript
- Key functionality
is added manually

Angular
- HTML, CSS
- SPA are part of Angular
- Google support

- TypeScript
- Complex setup of
project

Vue.js

- HTML, CSS, components
are reusable
- Built in basic
functionality
- Simple learning process

- No support
of major companies
- Key functionality
is added manually
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Figure 3: Single-page application (SPA)

Figure 4: Diagram of applications deployment

of the site in predicted ways. The hearth of the Vuex library
contains four objects:

• State - object containing shareable properties of the
application.

• Mutations - functions, which are used for mutation of
the state of storage space itself.

• Actions - functions responsible for calling all asyn-
chronous actions and mutations.

• Getters - functions which contain computations and
manipulations regarding storage space.

VI. OUR APPLICATION

Our application is available at http://fuzzy.visualization.sk.
Relations between components of the application, which are
used for safe run of the application, are presented on the
Figure 4. Our visualization tool is designed as responsive web
application. On the Figure 5 is presented responsive behaviour
of our application. The application was tested on four types
of datasets presented below.

A. Dataset Iris

Iris is well known dataset used mainly in machine learning.
This dataset contains 150 records each containing 5 attributes.
First four attributes are measured in centimeters, fifth is
text string encompassing three classes. Each of these classes
contains 50 sub-records.

On the Figure 6 is presented an example of visualization
of Iris dataset. First, we loaded dataset from examples in the
application. Then, we chose the type of visualization (in this
example, we chose point chart). We can see that attributes
of data were clustered and color-coded based on the third
argument.

Figure 7 presents possibilities of user - system interactivity:
1) Axis renaming - our application contains ”Change axis

names” button, which allows user to change names of x
and y axis.

2) Color palette change - using button ”Change clusters
color”, user can choose cluster and change its color on
the graph.

3) Parameter change - lastly, the user can use ”Change
parameters” button to change parameters used in the
visualization. User can change gradually pick indexes
of columns for x axis, y axis and for clusters. Graph
is reloaded with current parameters after last change in
indexes.

B. Dataset Glass Identification

This dataset contains 214 types of data about glass and its
properties. This data consists of 10 attributes - nine numeric
values (chemical composition of glass) and one text string.

The Figure 8 shows fuzzification visualizations of the Glass
Identification dataset. Since we chose fuzzification of the
dataset, we need to create membership function of chosen
attribute (user also chooses name of the function and coef-
ficients). After using the ”Add” button, tool visualized data
properly - using membership function.

Figure 8 presents possibilities of user - system interactivity:
1) Membership function change - application offers but-

ton ”Change function”, which opens window for func-
tion change. This contains all properties of given func-
tion, coefficients, name and color of the function.

2) Attribute change - button ”Change attribute” is used
in case, that user needs to change properties of chosen
attribute, analogically to function change.

3) X axis change - user can change x axis with the use of
slider located under the axis itself.

4) Adding of new function - application contains button
for adding function to the existing visualization.

C. Cars dataset

This dataset consists of 406 record related to older cars and
their properties. Properties of these cars are presented as 9

Figure 5: Responsive behaviour of the application
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Figure 6: Visualization of Iris dataset

attributes - text string of cars model and eight numeric values
related to technical components of each car.

On the Figure 9 we present visualization of Cars dataset.
We used the table method for visualization of attributes chosen
by user.

In the Figure 10 is presented parallel coordinates plot. We
can see, that each variable has its own vertical axis and all
variables are placed parallel to each other. Each axis has its
own scale, since each variable is represented in different units.

Figure 10 presents possibilities of user - system interactiv-
ity:

1) Selection of chosen attributes - user can select at-
tributes through simple table interface. Graph, which
is the result of visualization, contains only chosen at-
tributes.

2) Order of the attributes - user can drag y axis of each
attribute to desired place in the graph.

3) Color palette change - with the use of Change color
button, we can change colors used in parallel coordinates
graph.

D. Wine Quality dataset

This dataset is result of chemical analysis of wines, which
were grown in same region in Italy. Analysts measured 178
record, 14 attributes each. All of the mentioned attributes are
numerical values such as type of wine (numeric value 1-3),
alcohol content, acid content, etc.

Figure 7: Interactivity on the Iris dataset

Figure 8: Visualisation of fuzzy membership function for
Glass dataset

Figure 9: Visualization of Cars dataset

On the Figure 11 is presented visualization of Wine Quality
dataset. This dataset is fit for fuzzy clustering and Radviz
method of visualization.

1) Selection of attributes - Radviz method visualizes
only attributes selected by user. These attributes can be
changed through functions of application.

2) View details for each points - move the mouse over
some point to see more information.

VII. CONCLUSION

The article presents an interactive web application for
visualization of data obtained from fuzzy clustering and fuzzy
algorithms.

Primary use of our application, presented in this paper,
is in the teaching of fuzzy membership functions and fuzzy
clustering. Students of courses focused on these sections of the
curriculum can use this application in classes and at home.

Figure 10: Interactivity on the Cars dataset
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Figure 11: Visualization of Wine dataset

The main functionality of the application is to visualize
data interactively. The application also allows visualization of
the distribution of the original data. It can proceed with data,
such as membership matrices, centers, validation index values,
original data, and more. It also has interactive behavior and
change of parameters.

In the future application can be extended for visualization
of fuzzy decision trees, and also can be used in the education
process.
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Abstract—The article aims to present an innovative way of 
teaching system programming on the subject Operating 
Systems, which is taught at the Technical University of 
Košice. Each year, the course is adapted to the current 
needs of students, which are collected through anonymous 
online questionnaires. The article focuses on the description 
of the changed content of the course in 2016, 2017 and 2018. 
The changes reflect the requirements of the students, which 
makes the students achieve significantly better study results 
without reducing the complexity of the subject matter.   

I. INTRODUCTION 
University educators in Slovakia are faced with several 

problems arising from the massification of education [1], 
[2], [3], [4], [5]. A disproportionate number of universities 
have extremely adverse effects - the lack of sufficiently 
educated trainers, the struggle of universities for students 
(usually foreign universities win), the lack of motivation 
of students for education, and so on. 

On Operating Systems, we try to prevent these adverse 
effects by improving the teaching process. The results 
presented in this article are intended to be an inspiration 
for several subjects taught at the Technical University of 
Košice in connection with the following researches [6], 
[7], [8], [9], [10], [11], [12].   

II. OPERA�NÉ SYSTÉMY 

A. Curriculum of the course 
On seminars, the students work on practical 

assignments in the area of systems programming. On 
lectures, students learn basic principles [13]. In this article 
we describe trends in data collected from annual polls. We 
concentrate on questions that concern curriculum taught in 
seminars. 

Sofia is a study material created for the Operating 
Systems course [14]. It contains a description of  
Operating Systems services compliant with the POSIX 
standard  and concrete source code examples that lead 
students to a better understanding of them and their 
practical use. 

B. Organization of seminar 
On seminars, students work on series of activities. 

Number and type of activities vary from year to year as 
we describe later in the article. In all semesters of 
Operating Systems course this article is concerned with, 
students undertook two credit tests and worked on three 
assignments.   

C. Assignments 
Students test their understanding of systems 

programming by completing assignments. First half of the 
semester is dedicated to assignment called Copymaster. 
This program should copy contents of one file to another 
in format specified by command line arguments. Specific 
arguments can or can not be combined based on their 
semantics. Assignment IPC is complex project that 
teaches students basics of inter-process communication in 
POSIX compliant operating systems. Students learn 
operating systems services that are needed to complete 
IPC in second half of the semester. Assignment called 
Scripting introduces students to text processing toolchain 
available in UNIX like operating systems. 

D. Evolution of teaching between 2016 -2018 
Due to the unsatisfactory situation by 2015, when 

students had difficulty in achieving an adequate outcome 
(47% of students did not receive enough points to attempt 
the Final Exam), there were significant changes in 
teaching in 2016. 

Until 2014, the students on the Operating Systems 
focused only on elaborating the IPC assignment, in 2015 
the Scripting assignment was added. In 2016, the 
Copymaster assignment was created and the teaching 
model changed from traditional to project-team oriented 
[15]. Students solved the assignments in teams, where the 
work was in the form of a project - the curriculum was 
divided into sections that covered specific objectives in 
the projects. At the same time, students had the 
opportunity to engage in several voluntary activities 
(homework, pre-tests, active cooperation in exercises). No 
specific material was taken over in the exercises, and a 
moderated discussion on the projects was led by students.. 

These changes had a huge impact on students. The 
overall student achievement in 2016 was 81.61%, which 
represents a significant improvement in the study results. 
In the same year, students were provided with an online 
questionnaire [16], which instructed the course 
practitioners in the further direction of teaching. 

In 2017, the method of evaluating the accuracy of the 
Copymaster assignment was streamlined and the exercises 
were devoted not only to discussion, but also to more 
traditional explanation of the subject matter. Students 
were again asked to complete an identical questionnaire. 

Even between 2016 and 2017 there was an 
improvement in student achievements, but the difference 
was not as radical as after 2015. In 2018, further 
improvements were made - working on the Copymaster 
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and Scripting assignments was simplified by adding a 
demonstration skeleton to the projects solutions. The 
discussion on the exercises was abandoned, but instead 
practically oriented exercise scenarios were used. Project 
teaching has been maintained, but the teams have only 
done the IPC. 

The reasons for the changes, as well as their 
consequences, are set out later in the article. 

III. PRESENTATION OF RESULTS FROM CLOSED 
QUESTIONS 

In this section we present results from selected closed 
questions that appeared in all three polls representing three 
years of Operating Systems course. Each subsection 
describes trends in answers to one question. Error bars on 
graphs represent 95% confidence intervals. 

A. How difficult was the curriculum? 

 
Figure 1.  Development of answers to question “How difficult was the 

curriculum?“ 

Every year students had pool of 5 options to choose 
their answer to this question from. Their options were: 
“inconceivable”, “exaggerated”, “just right”, “easy” or 
“trivial”. 

As we see in figure 1. In the first year of the poll, most 
students considered the curriculum to be “exaggerated“ 
(63.4%). The second most populous fraction thought that 
the curriculum was “just right“ (31.7%). Only for a few 
students, it was either “inconceivable“ or “easy“ (both 
2.4%). 

In the next year the opinion has changed and a sizeable 
fraction of students shifted from group “exaggerated“ 
(36.2%) to group “just right“ (56.5%). After this shift, 
only 40.5% of students thought that the curriculum was 
“exaggerated“ or “inconceivable“. 4.3% of students 
thought that it is “easy“. 

In the third year the poll was taken, the opinion changed 
only slightly and mostly remained within 95% confidence 
interval of the last year. Also, extreme opinions about the 
curriculum did not change much. However, the fraction of 
students that thought the curriculum was easy has grown 
slightly to 4.2\%.  

B. Satisfaction with the quality and accessibility of 
study materials. 

 
Figure 2.  Development of opinions on satisfaction with the quality and 

accessibility of study materials. 

Every year students had pool of 5 options to choose 
their answer to this question from. Their options were: 
“extremely satisfied”, “very satisfied”, “satisfied”, “little 
satisfied” or “not satisfied”. 

As we see in figure 2. In school year 2016/2017 the 
opinions the students held on the quality and accessibility 
of study materials was generally good. Most students 
thought it was satisfactory satisfied - 48.8%, very satisfied 
- 29.3% and extremely satisfied - 12.2% (together 90.3%). 
Only 7.3% was a little satisfied and 2.4% were not 
satisfied. 

In the second year, the situation changed for worse. The 
fraction of students which were satisfied with materials 
has dropped to 40.6%, very satisfied fraction dropped to 
21.7%. However, exceptionally satisfied fraction has 
grown to 13%. The fraction of little satisfied and not 
satisfied students has grown to 24.6% (not satisfied - 
10.1%, little satisfied 14.5%) which means it has more 
than doubled in size. 

In the third year fraction of little or not satisfied 
students dropped to 19.2% of which fraction of not 
satisfied students dropped significantly (1.4%) and the 
fraction of little satisfied students dropped to 12.7%. 
Sizeable fraction moved to category very satisfied 
(39.4%). The fraction of extremely satisfied students also 
grew (18.3%). 
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C. What was the amount of work on assignments in 
comparison with other subjects/amount of points 
gained? 

 
Figure 3.  Development of opinions on amount of work on assignments 

in comparison with other subjects/amount of points gained. 

Every year students had pool of 5 options to choose 
their answer to this question from. Their options were: 
“enormous”, “relatively big”, “just right”, “easy” or 
“trivial”. 

As we see in figure 3. Opinions of the amount of work 
in the first year show that most (95.1%) students thought 
that the amount of work is either enormous (43.9%) or 
relatively big (51.2%). Only a few students (4.9%) 
thought that the amount of work is just right and nobody 
thought that it was either easy or trivial. 

In the next year, the situation has changed for the better. 
The fraction of students that thought that the amount of 
work was enormous decreased to 18.8%. About as much 
as the enormous fraction has decreased, the relatively big 
and just right fractions have grown to 69.6% and 11.6% 
respectively. Still, most of the students (88.4%) think that 
assignments are too hard relatively to assignments on 
other subjects. 

In the last year of the poll, the trend from last year 
mostly continues and the enormous fraction has decreased 
to 7% while just right fraction has grown to 25.4% and 
relatively big fraction stabilized (64.8%). Still, most 
students (71.8%) think that assignments are too hard 
compared to other subjects. This was the first year where 
the fraction that thought that assignments were easy 
(1.4%) or trivial (1.4%) appeared. 

D. Which method of teaching you prefer the most? 

 
Figure 4.  Development of opinions on preferred teaching method. 

Every year students had a pool of 4 options to choose 
their answer to this question from. Their options were: 
“maximum freedom” where students do experiments on 
their own, “free discussion” is held during the seminar and 
lecturer only directs it based on curriculum, “range of 
topics” that lecturer explains and students can ask 
questions, “fixed curriculum” where students can't ask 
questions. 

As we see in figure 4. In the first year of the poll, 
51.2% of students preferred to have range of topics to 
discuss, 41.5% wanted to have a free discussion and 
negligible amount wanted fixed contents (4.9%) or 
maximum freedom (2.4%). 

A year later, the situation has changed only a little. 
More students started to prefer a range of topics (59.4%) 
and fewer of them preferred free discussion (31.9%). A 
fraction of students that preferred maximum freedom has 
grown a bit (5.8%) and a fraction that preferred fixed 
contents has dropped to 2.9\%. 

In last year, the trend continued. A fraction of students 
that preferred free discussion has dropped to 18.3% and a 
fraction that preferred a range of topics has grown to 
64.8%. A fraction that preferred maximum freedom has 
grown a bit (9.9%) and a fraction that preferred fixed 
contents has grown to 7%. 

IV. PRESENTATION OF RESULTS FROM OPEN QUESTIONS 
In this section we present results from open question 

which were not compulsory to answer. Here one student 
could include multiple suggestions in one answer so we 
parsed the most popular ones and graphed them. Since 
these questions did not have fixed amount of answers we 
were not able to compute confidence intervals. 

This also means that sum of fractions for each year can 
be over or under 100%. 
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A. Which part of the curriculum was not covered by 
study materials well enough? 

 
Figure 5.  Development of opinions on curriculum coverage by study 

materials. 

As we see in figure 5. In the first poll, students were not 
satisfied with the materials needed for assignment 
Scripting (28.57%). 21.43% of students also did not think 
the Copymaster assignment had satisfying materials. 
Nobody considered materials for IPC to be not 
satisfactory. 

In the next year satisfaction with study materials needed 
for Scripting did not changed much and 24.24% of 
students were not satisfied with them. Satisfaction with 
materials for Copymaster grew considerable and only 
6.06% of students found them unsatisfactory. The 
situation with IPC, however, changed for the worse and 
18.18% of students were not satisfied with materials 
needed. 

Opinions in the third year did not change much from 
the previous. 26.32% of students were not satisfied with 
materials for Scripting, 21.05% of them were not satisfied 
with IPC and 0% were unsatisfied with the Copymaster 
assignment. 

B. Why would you recommend/not recommend this 
subject to other students? 

 
Figure 6.  Development of answers to question “Why would you 

recommend/not recommend this subject to other students?”. 

There were multiple opinions about this topic but they 
were too fractured so we just present one reason why 

students would recommend Operating Systems course and 
another reason why they would not.  

As we see in figure 6, in the first year, the most popular 
reason why students would not recommend this subject 
was its difficulty (54.55%). The most popular reason why 
they would recommend it was because the found it useful 
(27.27%). Next year the opinions shifted. Much fewer 
students (27.91%) would not recommend the subject 
because of its difficulty. Good opinion about the 
usefulness of the subject grew a bit to 32.56%. In the last 
year, almost nobody (9.52) had a strong negative opinion 
about difficulty of the subject but 61.90% of students 
found the subject useful and would recommend it to other 
students because of it. 

C. What was the most inspiring thing about this 
subject? What has helped you the most? 

 
Figure 7.  Development of answers to questions “What was the most 

inspiring thing about this subject?” and “What has helped you the 
most?”. 

As we see in figure 7. In the first year, the poll was 
taken the most often mentioned source of inspiration was 
study material “Sofia” (55%). Second, to Sofia were 
manual pages or internet sources (30%). Lecturer also had 
some influence that inspired students (15%). 

In the second year, a fraction of students that found 
Sofia inspiring did not change much, it has reduced a bit 
(45.24%). A fraction that found manual pages or the 
internet inspiring also reduced to 16.67%. A fraction that 
found the lecturer inspiring reduced to 9.52%. 

In the last year fraction that found Sofia inspiring has 
grown to 53.57%. A fraction that found manual pages or 
the internet reduced once again to 14.29% and fraction 
that found the lecturer inspiring has grown to 10.71%. 

D. Explain what you would suggest changing in the 
organization and content of this subject. What 
suggestions do you have to improve the subject's 
teaching? 
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Figure 8.  Development of answers to question “What suggestions do 

you have to improve the subject's teaching?”. 

As we see in figure 8. The most popular opinion to 
improve the OS course was to make assignments easier 
(47.37%). The second most popular was to explain 
assignments on seminars (15.8%). With 5.26%, 
improvement of automated assignment testing and change 
to team assignments were the least popular queries. 

One year later, the fraction that demanded to make 
assignments easier dropped to 16.67%. The fraction of 
students that demanded an explanation of assignments on 
seminars has grown to 23.81%. Demands to improve 
automated testing and to change team assignments have 
both grown to 19.05%. 

In the last year, nobody demanded to make assignments 
easier and nobody demanded any change to team 
assignments. Only demands to improve automated testing 
and explanation of assignments on seminars had any 
representation, both 8%. 

V. WEB SOLUTION 
The new Operating Systems course has a  web interface 

as we see in Figure 9. The main task of this interface is to 
facilitate students' access to study materials, which include 
both theoretical and practical parts and knowledge 
verification. The advantage of the solution is an easy 
access to materials from the perspective of the student and 
the teacher. The student does not need to download almost 
any additional files while learning. The only files the 
students needs to download are the skeletons of the task 
and test scripts. These files are accessed by downloading 
one archive of the entire subject at the beginning of the 
semester. The student gains theoretical knowledge directly 
from the lessons placed on the site and through other web 
sites (such as the manual), to which it can be redirected 
directly through links to these external resources, which 
deal more closely with the subject matter. They acquires 
practical knowledge thanks to tasks/independent work that 
require the application of acquired knowledge in practice. 
Teachers are able to modify, remove or add to the content 
of the lessons. 

In terms of content, the scenarios are based on the 
exercise instructions specified in the outline of the subject 
and in terms of extent composed to cover the duration one 
exercise. 

 

The page layout of the web interface adapts to the 
screen size. Turn-by-turn navigation is available for 
notebooks and desktops only. 

In the scenario structure, it is possible to identify in line 
with the findings in the analysis two main parts: student 
activities and theoretical part. These are within one 
scenario spread over several steps. 

There is a preparation part at the beginning of each 
exercise. This is for students to have everything they need 
to work out. The preparation informs the student about 
what archive to download for exercise, what is in the 
archive and how to compile programs. Testing 
information is provided for each task.  

After the preparatory part, the students are ready to 
work on the exercises. It is composed of theoretical parts 
that complement the application examples. The theory is 
focused on the description of the issues, services related to 
this topic and their application in programs. This is 
implemented using code snippets, tables, and various 
notes. After students have mastered theoretical 
knowledge, their practical applications await. These 
include working with the manual, questions and tasks. At 
the end of the exercise resources are listed. 

 
Figure 9.  Screenshot of the new course web page. 

VI. CONCLUSION 
In this article, the development of exercises from the 

subject Operating Systems was described. The university 
teachers tried to eliminate traditional educational problems 
by using modern teaching methods. The suitability of all 
the changes that have been made since 2016 has been 
verified using online questionnaires in which students 
voluntarily participated. 

During the duration of the experiment, a functional 
model of teaching was created. As key factors, which 
students consider as beneficial, were chosen following: 
project-oriented teaching, understandability and variability 
of study materials and fixed range of topics where 
principles of study are directly practically exercised. 
Based on these specified needs and with consideration to 
the fact, that their inclusion to curriculum markedly 
improved student's results, interactive scenarios were 
created based on Bloom's taxonomy. Authors hope, that 
achievements that were reached may be an inspiration for 
other pedagogical workers. 
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Abstract—The aim of this article is to introduce 
disaggregation techniques used in the present and create a 
system that would be able to disaggregate the measured 
data and create energy profiles of individual appliances. The 
principles of disaggregation methods were explained in the 
analytical part and designed the algorithm based on this 
analysis. The algorithm suitable for processing measured 
data was designed and implemented in the practical part of 
thesis. Subsequently, the system was tested and the 
measured data processed and evaluated. 

I. INTRODUCTION 
In today's world of modern technology, the use of 

electricity is an integral part of every person's life. The 
farther, the more household appliances are connected to 
the power supply. But it's not just household appliances 
that need electricity, but also smart home control systems, 
lighting and many other things. Increasing the number of 
appliances and automating many processes with 
intelligent systems also increases the electrical 
consumption of individual households. Based on these 
facts, there is a growing demand for systems that can 
record and evaluate electricity consumption, which also 
leads to savings. 

 
There are currently many solutions that can provide an 

overview of the total energy consumption of a house. 
However, the disadvantage of these solutions is their cost 
and availability. When recording household consumption 
data for each single appliance, each single socket is 
monitored separately, resulting in a large number of 
household meters. Recently, there have been developed 
methods using energy disaggregation of consumed 
energy in the home. The advantage of this method is the 
need for only one smart meter for the entire home. 

 
This article will focus on disaggregation techniques 

currently used and their implementation. The principle of 
the disaggregation algorithm will also be explained. The 
PyCharm development environment and the Python 
programming language will be used to implement the 
solution with all available data processing and 
visualization libraries. 

 

II. ENERGY DISAGGREGATION PROBLEM 
The aim of energy disaggregation [1] is to find out the 

consumption rate of individual appliances in household. 
This consumption is determined by total consumption of 
household Wsti in time ti where i = 1,..,n. This can be 
defined by equation 

 

  ,               
 

where, S is the set of known appliances and nt is a noise 
which contains basic energy consumption and 
consumption of individual appliances in household. This 
problem can be defined as  
 

 
 

Changes in consumption rate of individual appliances can 
be determined as  where i=1,…,n-1. 

 
Figure 1 Changes in consumption rate of individual 

appliances in household. 
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III. DISAGGREGATION ALGORITHM 

A. Algorithm description 
The disaggregation algorithm must be based on the 

problem described above. As the best solution which is 
not complex and effective at the same time, finding the 
signatures of appliances in total electricity consumption 
for the whole household is the solution. It is therefore a 
method based on events, therefore statistically 
significant changes in active performance, which could 
identify that one or more devices have changed their 
status. Detection of these changes is most often done by 
edge detection. These edges are fixed by some exact 
value or range. After identifying a change in status, 
relevant functions are extracted from each time 
window. These functions are then compared with the 
device signature database. 
 

This method, unlike probabilistic and statistical 
methods [2], does not require information about the 
household, such as the number of appliances or their 
type. The proposed algorithm follows the steps outlined 
above, performing data filtering to adjust the thresholds 
[3] for edge detection and clustering. The main 
advantage of this algorithm doesn´t need the assistance 
of neural networks and pre-disaggregation training to 
recognize household appliances, which will 
significantly affect the speed of implementation. 
 
This algorithm can be divided into several parts: 

1. Edge detection 
2. Cluster analysis 
3. Cluster pairing 
4. Feature matching 
5. Evaluation of results 

 

 
Figure 2 Disaggregation algorithm 

B. Edge detection and cluster pairing 
 
The goal of this step is to detect edges and cluster 

individual changes. We consider the change is any 
statistically significant event in energy consumption 
that indicates that the appliance is on or off. The event 
may also be a change in the condition of the appliance. 
This may be, for example, changing the washing 
machine, dishwasher or even increasing / decreasing the 
illumination of smart lights. On Fig.3 are illustrated 
positive and negative edges of appliances. 

 

 
Figure 3 Positive and negative edge representation 

 
In order to detect these changes, it is necessary 

to define a threshold based on which we can determine 
the large deviation in the performance of the device. 
This threshold must be large enough to filter out power 
variations, but also small enough to detect low loads. 
Range of initial threshold P0 is defined in the following 
interval. 

 
 

 
After initial pairing is defined new threshold Pn.  
 

 
 
The algorithm checks samples again until all samples are 
paired. This process continues until all candidate samples 
are paired and the set of all samples is blank. 
 

C. Feature matching 
It starts with the largest paired cluster. So with a 

cluster that has the largest performance metrics. Let  
and  denote the two clusters that are paired and thus 
define the vectors of growing and falling edges. The 
challenge is that every  and  find the 
optimal match between all the samples from the 
signature database. 
 

146



In order to find a match, the algorithm must create a 
graph of the measured values and also graphs of the 
appliances from the signature database. However, only 
those graphs are generated where the rising edge 
precedes the decreasing. 
 
Two graphs are created: 
 
First graph ) which contains paired 
clusters. His nodes are indexed as elements .  
 

 
 
Second graph ) which contains paired 
clusters. His nodes are indexed as elements .  
 

 
 

 
Subsequently, paired clusters are compared with 
appliance signatures. Therefore algorithm starts finding 
matches in distance of graph nodes  

and .  
 

D. Disaggregation output 
As already described above, all paired positive 

and negative clusters correspond to some state of the 
appliance. These states are looking for a match in the 
existing appliance signature database available for that 
household. If the matched clusters do not match any of 
the samples in the database, we will also store them as 
an unknown appliance run. Later, we can assign names 
to these unknown appliances. 
 

 
Figure 4 Paired clusters 

 
All appliances found are graphically shown in the 
graph. The program output includes aggregated data 
from the smart meter and disaggregated data that is also 
shown in the graph. Each appliance has a different color 
for better clarity. 
 

 
Figure 5 Paired cluster 

 

IV. DISAGGREGATION RESULTS 
This chapter will include disaggregation results and 

their comparison with real energy consumption. Also, we 
will test parameters which have a major role in the 
correct evaluation of results. 

The goal will be to test the functionality of the 
algorithm. One day's aggregated data will be used for 
testing. Before testing the disaggregation algorithm and 
evaluating the results, the values that affect the 
disaggregation result are defined: 
 

• Cluster_P is the average consumption for a 
positive cluster. 

• Cluster_N is the average consumption for a 
negative cluster. This value is opposite to the 
positive cluster value. 

• turnlimit is the maximum number of changes per 
appliance. 

• treshold is the maximum value for compliance 
with the signature database. 

 
This dataset contains data of one day with six 

appliances. Testing was started at different T_Positive 
and T_Negative values. 
 

Table 1 
Cluster_P & 
Cluster_N 

Number of 
appliances found 

Number of 
matches found 

100 8 8 
150 7 7 
200 6 7 
250 6 6 
300 5 6 
500 4 5 

 
Based on testing with different values, the 

optimal value for both clusters is 250. All appliances 
were correctly evaluated with this value. Turn limit was 
set to 3 and threshold value to 2000. Disaggregation 
results are displayed on Figure 5. 

 
Figure 6 Aggregated data 
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Figure 7 Disaggregated data for comparison 

 

 
Figure 8 Disaggregation results 

 

V. CONCLUSION 

Recorded data goes through the disaggregation process 
where the profiles of the appliances that are compared 
with the signature database are created. After 
implementing this method, we tested the algorithms on 
both fictitious and real data. For fictitious data, accuracy 
was not very good with respect to power taken, but the 
percentage estimate for each appliance was at most 20%. 
For real data, the accuracy with respect to the power 
taken and the percentage estimate was at most 10%. It is 
obvious that the test results, where the signature database 
was created based on the measured data, will be good. 
However, the aim was to create a functional tool based on 
a theoretical proposal that can be improved and deployed 
in sight. 
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Abstract— In modern world, mobile device for its user is one 
of the most important objects he uses daily. Such a device 
then contains a lot of information him and his behavior. For 
example, contact information, call lists, text and other 
communications (text messages, email, social networks), 
location information, or own multimedia content. In the 
event of their acquisition, such information may be used in 
criminal investigations, corporate events or, in special cases, 
in detecting successful attacks. We analyze what types of 
data are stored on mobile devices and how they can be 
obtained. This work focuses on Android architecture, 
mainly on its memory structure and data handling. It also 
describes its own data acquisition techniques using forensic 
analysis of given system and proposes an approach, which 
can be used to implement application that will access system 
resources and get useful data. These data are then 
interpreted appropriately and obtained results are 
developed in form of a forensic review, also applicable for 
teaching purposes. 

I. INTRODUCTION 
During the use of a mobile device, enough data will be 
collected in its system that could be used to accurately 
identify the user and its activities, or to obtain sensitive 
information based on the analysis of its communication 
via the news and social networks. Advanced approaches 
can also be used to gather saved accounts for different 
accounts, bank, and other information of a similar nature. 
Interaction with other people may also be revealed. 

Main reason for this may be the use of such information 
in field of forensic science, safety research and 
discovering weaknesses, but also, illegal activity. There 
are currently many tools, both paid and freely available, 
which are designed to capture data from digital systems. 
They can access data that are "freely available" in the 
system, but sometimes they can also use certain security 
holes whose exploitation and use leads to disclosure of the 
information being searched for. In conjunction with the 
use of various techniques for controlling and working with 
particular types of systems, with their versions, it is 
possible to slowly find a certain percentage of data that are 
on the device. 

The paper will describe these tools and techniques on 
the basis of which their own procedures and application 
will be able to collect data while keeping as little trace as 
possible, which is considered to be one of the most 
important features of forensic tools. In real-life 
applications, information obtained can be further 
elaborated and processed into reports that can be used in 

investigations or other mentioned purposes. One goal is 
also to inform users about safety aspects of Android 
mobile devices. 

II. GATHERABLE TYPES OF DATA 
Currently, mobile devices are one of the most widely 

used computer assets at all. With advancement of 
technology, they can keep an increasing and wider range 
of information useful for forensic analysis. It can be 
mainly about the following information [1]: 

− device details 
− SIM card details 
− contacts 

o saved numbers 
o incoming/outgoing calls 

− communication 
o text messages 
o email 
o social networks 

− user accounts 
o Google account  
o social networks accounts 
o internet banking 
o saved passwords 

− calendar 
− installed apps and their data 
− logs 
− user data and multimedia content 
− deleted data 
− location information. 

Amount of data can be enormous, so it is important to 
choose right tools for getting them. It is also important 
that the data are not damaged or otherwise modified for 
use in legal processes. 

III. DIGITAL SYSTEMS FORENSIC ANALYSIS 
Digital Forensic Analysis is defined as analyzing data 

obtained by examining a digital device under certain 
conditions for use in legal processes. It has several smaller 
branches and one of them is a forensic analysis of mobile 
devices that this work is describing. Forensic analysis 
consists of five basic steps [1, 2]: 
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− Collection – search for potential device evidence 
− Identification – extracting data from the device 

under appropriate conditions 
− Preservation – it is important to maintain integrity 

of original data and thus to make copies so that the 
data cannot be modified by the analysis and could 
be used in legal process 

− Examination and analysis – selecting right methods 
for examining data, and analyzing selected tools 

− Reporting – documenting obtained information and 
evaluating it or, if appropriate, presenting it. 

Mobile forensics analysis is specific because each 
device on which it is executed may have another 
manufacturer, hardware and software, and above all a 
different operating system. However, principle is still the 
same, but it is expanded by a few more steps. 

Process is illustrated in Figure 1 [1]. Analysis can be 
performed on mobile devices of different types, such as 
PDAs, classic mobile phones and smartphones, but work 
is only focused on devices running Android [3]. 

 
Figure 1. Mobile forensic analysis process 

IV. OS ANDROID ARCHITECTURE 
Android consists of multiple layers, each with its own 
behavior and responsibilities, and provides various higher 
layer services. Linux kernel is used as core of the system. 
Unlike original kernel, however, it is modified for single-
user work and modified for compatibility with mobile 
devices [4]. 

The kernel takes care of basic system services such as 
process and memory management, network management, 
hardware, and security. Above it is an abstraction layer 
that further allows the system to interact with hardware of 
the device. A layer above is now a basic library and a 
virtualization runtime for application runs. Another 
important layer is application framework, which gives 
basic logic on which applications are built. The last layer 
is, therefore, those applications that are either provided on 
a system basis or are available for download from 
different portals [4]. 

Used layers imply a certain way of dealing with data 
and working with permissions to interact with system 
resources. The Primary Security Layer provides a kernel 
that manages access to resources within processes 
themselves and interaction between them. The second 
security element are application’s permissions, which, 
when declared within the application, allows access to 
required resources. These permissions are transparent to 

the user and hence can decide whether to enable selected 
application features or not. For better and easier forensic 
analysis, knowledge of these aspects needs to be 
controlled and used [4]. 

A. Approaches for data gathering from OS Android 
Forensic analysis of Android device is based on a 

connection to some station where the analysis is 
performed. The Android Debug Bridge (ADB) is most 
often used to interact with your device (when connected 
via USB). It is normally used for development purposes. 
In order to be fully utilized, the device must have USB 
debugging enabled. However, this can be difficult if the 
device is password protected. ADB is the primary tool 
used to perform forensic analysis on an Android device. It 
also offers an ADB shell for direct execution of device 
commands. After running this tool, we can then search for 
useful data. These data are normally stored in these six 
locations [5]: 

− Shared preferences – XML files with basic user 
data and device settings, example in Figure 2 [5] 

− Internal storage – internal memory of the phone, the 
most common file type is YAFFS2, contains main 
data of applications that are encrypted and only 
accessible to their serving application 

− External storage – memory card, contains user data 
and multimedia files, mostly unencrypted 

− SQLite – a database that stores data about the use of 
web browsers or location data from GPS 

− Network – even if data shared on the device are not 
directly on the device, something can be stored in 
configuration files 

− System logs – data written by kernel 

 
Figure 2. Shared preferences XML example 

After connecting the device, it is advisable to prevent the 
device from locking a screen and turning off all network 
communication. However, if the device is turned off or 
locked and password protected, there are several 
techniques that do not guarantee 100% success. These 
methods include launching the device in recovery mode 
and obtaining root rights, which then allow access to the 
device as an administrator. Another possible technique is 
to exploit passwords that are used to unlock the device. It 
can be a picture lock, a numeric PIN, or an alphanumeric 
code. As the device's display glistens, it is possible to 
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display places where the user most often touches the 
display using different lighting angles [5]. 

Analysis tools are divided into two groups based on 
whether "logical" data acquisition or "physical" is used. At 
first, data are retrieved within the file system thus they are 
user readable. In "physical" retrieval, tools focus directly 
on a physical memory of the phone. These data are more 
difficult to get and interpret correctly, but much more can 
be obtained than just with the first method [5]. 

Programs using "logical" retrieval include: 

− ADB Backup – it is basically a command to copy 
data from the device, the primary tool for analysis 

− QtADB – ADB graphical extension, simplifies and 
consolidates methods that an analyst would 
otherwise have to do manually 

− AFLogical – used to retrieve data capturing 
communications: contacts, SMS, MMS, call lists 

− Oxygen Forensics Detective – a software tool to 
acquire a wide range of data 

Tools that use "physical" retrieval include: 

− Cellebrite UFED (Universal Forensic Extraction 
Device) – hardware device with control software, 
use for government and legal matters, is considered 
to be one of the most advanced equipment in the 
field 

− Paraben’s Device Seizure – hardware device with 
control software, able to obtain passwords, decrypt 
data, create overall PDF report 

In course of the work mainly software tools that are 
freely available will be used. 

V. PROPOSED APPROACH 
The developed application will run on a forensic station 
and will connect to the device via ADB. Its purpose will 
be to systematically collect available files, respectively 
data strings depending on type of file, and categorize them 
according to type of information they carry based on the 
name, file type, or location. First of all, we need to gather 
all data from the device while keeping its integrity. The 
best option is to use ADB Backup, which will save user 
and app’s data on the station without need to modify the 
device in any way (if developer options are enabled). The 
program will then seek to access sources whose analytical 
value and possible detection are already known. Examples 
of data types are listed above, and specific techniques for 
obtaining them are mentioned in next chapters. They will 
be then used as the first choice for gathering common data 
that are easier to access. For other data, which can have 
forensic value, elevated privilege access can be used, but 
it is important to test these data for modification caused by 
rooting. 

Custom techniques for obtaining relevant information 
will include, for example, combining information from 
multiple files written by applications (timestamps, usage 
captures and logs) to create a comprehensive view of 
when and where apps were used. Another task will be to 
collect any location data that are stored by applications 
that use location service and GPS – this depends entirely 
on app’s purpose and format they use to store such data, 

therefore this is not a simple task to complete as the 
system does not save location information by default for 
security reasons. Shared XML preferences are also great 
source of information, which includes key-value settings 
that contain strings needed for application to function. 
Implemented application will search and identify 
important values based on the key name and save them. 

At the same time, a category is always identified when 
storing information, so it may be easier to orientate among 
results. For example, when it is email-based information 
and we know that the file has been saved by an 
application, we can assume that the address is used to 
access its serving account. Also, if a JPEG file is found 
and located on an external storage, it is probably a photo 
taken by the user. There are many such categories based 
on the analysis so far and so it is important to select as 
much information as possible from those that can have 
some value and we can interpret them in a way that is 
suitable for use and understanding by analysts. However, 
since each application can access data storage differently, 
it is many times difficult to accurately determine an 
importance and type of information obtained, sometimes 
such data will be marked as “suggestions” and an analyst 
can decide about next steps. Proposed process is 
summarized in Figure 3. 

 
Figure 3. Application process summarization 

Many data (probably most) are encrypted or limited to 
access, but the application is primarily focused on data 
that are not protected (to be usable by the system). An 
example may be file names, as they also carry certain 
information or content within XML files. The second way 
of access will be to use security holes that can be found in 
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the system and are already known but remained unfixed in 
that version of the system. Together with discovery of 
new vulnerabilities, it is rather a secondary task.  

Because the system is constantly evolving, and ways in 
which methods work may vary, it is better to focus on 
specific versions, preferably those that are currently in 
use. For Android, there are 8 Oreo, 9 Pie and newly 
released 10. 

Final outcome of the analysis should be then an 
overview of the information that was acquired on given 
device broken down into different categories and ordered 
by time of creation using other tools. This could be 
particularly valuable for telling the story in chronological 
order. An analyst then should be able to present these data 
together with a description of how they were processed in 
a report that can be used in a variety of investigations. 
This report will contain list of all data gathered also with 
mentioned analysis and categorization.  

A. Android Debug Bridge usage 
It is a versatile command line tool for communicating 

with your Android device. It offers various actions such as 
installing and debugging applications and providing 
access to the Unix shell of the system. This can be used 
for various commands. It is a client-server program that 
consists of three components: 

− Client – runs on an analyst's computer and sends 
commands 

− Daemon (adbd) – its process runs in background on 
every device and executes specified commands 

− Server – controls communication between the client 
and the daemon, its process runs in background on 
the analyst's computer. 

The client uses TCP port 5037 to communicate with the 
server, which listens to commands sent from all open 
clients. The server then connects to the device using 
multiple ports (between 5555 to 5585) depending on the 
number of devices. The device uses an even port for the 
console and an odd port for the ADB. By default, the 
computer communicates with the device via USB, but it is 
also possible to use Wi-Fi after initial USB configuration. 

To use the ADB, USB debugging must be enabled on 
the device. By default, this setting is hidden and can be 
unlocked by double-clicking on a system version in the 
device’s information (in settings). Then a new Developer 
options tab will appear. The debugging setting is then 
located on this device. In some cases, these settings may 
be under a different name. 

This tool and its commands (especially backup) are 
primary methods used for data acquisition and analysis. At 
some risk (see next chapter), it can also be used in 
combination with root access, which then allows much 
more data to be obtained. 

By default, logical analysis only retrieves data that the 
user can access, so the copy of the data does not contain 
any hidden or deleted files. ADB Backup is used when a 
user wants to back up their data that they would like to 
restore later. This tool thus allows us to obtain a certain 
amount of data in a relatively trivial way. The tool has 
several useful settings, but basically this shell command 
takes form of adb backup -apk -shared -all -f <filepath> 

/backup.ab. A password entry window will then appear on 
the device and after confirmation the process will start. 

After finishing, an .ab file is created, but actually it is a 
.tar file, to which this package needs to be converted. For 
example, we can use program Android Backup Extractor. 
After conversions, files can be extracted and parsed from 
the package as needed. 

B. Other data gathering techniques 
In addition to using direct access to data using ADB, 

data can first be retrieved from the device and then 
processed, which is the most recommended method of 
forensic analysis. Thus, the output based on the primary 
method using ADB Backup can be compared with the 
output of other existing methods or programs and verify if 
the extraction is correct. 

1) Create image of device 
It is very useful to create an image of an Android device 

and analyze it using workstation tools. This is especially 
true in criminal investigations where the original data 
must be retained for evidence and future comparisons. 
This means we do not want to work directly with the 
device, but instead analyze a copy. 

There are more ways to create an image of partitions. 
All require access to the device and enabled USB 
debugging. Most ways also require root privileges, which, 
however, is quite useful, as has been said. There are more 
image creation programs in this case, such as mkfs.yaffs2, 
which need to be copied directly to the device and run. It 
then creates an .img file on the external storage (SD card). 
There are several tools to analyze such a format, such as 
Yaffe, other applications fall under programs that are able 
to do a total system recovery. There are many of them, but 
they are usually used in the same way and their use also 
requires root privileges. However, for the purpose of work 
it is necessary to read data without using other programs. 

2) Accessing application databases 
Applications can store structured data in SQLite 

databases. Each application can create database files in its 
folder (data / <appname>). Although we can easily use 
the sqlite3 command to read them after a device root, it is 
much more convenient to use the created device image 
and analyze the stored data. 

3) Direct data extraction 
Previous methods required more work to get useful 

information, but there are also tools that can extract data 
more efficiently (when the device is rooted). One of these 
tools is MOBILedit, which can extract information such as 
contacts, SMS, application databases, etc. from a root 
device. It works over a network (Wi-Fi) so there is no 
need to directly power the device to the workstation, just 
enter its IP address. Analysis using this program can be 
used to compare with the results obtained, if necessary. 

C. Gaining root access 
By default, Android grants a very limited amount of 

user rights. These restrictions have been carefully 
designed to protect data from malicious applications and 
users attempting to circumvent the controls provided by 
the Android security model. They also restrict access or 
change to certain specific features (tethering, proxy, etc.). 
Rooting an Android device can be especially useful when 
we need to analyze the device. When using a shell via the 
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ADB, the user's UID is “shell”. This way we cannot 
access some folders, such as data, because we do not have 
sufficient rights. Therefore, we need to increase our power 
by switching to super user mode. Typically, some 
vulnerability of the system that allows us to do this is used 
for rooting. Usually, this can be done using a dedicated 
application that is built on a specific version of Android or 
using software on a PC. The way in which the root can be 
performed can vary a bit, especially on newer versions of 
the system. However, this process typically involves 
following steps: 

− Detecting your Android version. It can be found in 
the “Device Information” section of the settings. 

− Check shell user (UID 2000 = shell). 
− Enable USB debugging on the device. 
− Download appropriate .apk package (e.g. 

gingerbreak.apk). 
− Install the application by running adb install 

gingerbreak.apk command. 
− 6. Turn on the application on the device, which 

installs super user rights. 
− Connect (if necessary) the device to the PC, open 

the ADB and run su command. 

After performing these steps, an analyst should be able 
to access all important folders that were previously 
protected and only available to the root user. 

D. Maintaining data integrity while rooting 
Digital forensics tools for mobile devices are essential 

for investigations because a quality and amount of data 
collected are directly dependent on them. But many tools 
don't care about validating data changes. Forensic data 
acquisition is considered rather an invasive activity, as it 
usually requires cracking of the device. The vast majority 
of available tools for forensic analysis of mobile devices 
rely on the acquisition of the rights mentioned by the 
rooting technique. However, this carries a risk of breaking 
a key feature of the forensic analysis, which is to maintain 
data integrity, as the device is typically modified in this 
process. This proved to be a big disadvantage when 
rooting. We can get much more data, but preserving 
integrity is always the top priority. However, there are 
root techniques that are safe - they do not alter substantial 
parts of the data in the device and thus do not violate 
integrity. 

By comparing the properties of data obtained by 
different methods - ADB Backup, Custom Recovery 
Image (CRI) and Root using KingoRoot, it was found that 
data obtained with root were not modified, see Fig. 4[6]. 
The only difference was an amount of data that each 
technique was able to obtain. However, accurate 
documentation of data acquisition process and its control 
remains a matter of the program’s job. Rooting of the 
device should therefore be permissible and useful in 
obtaining digital records. 

 
Figure 4. Comparison of the properties of the obtained image in order 1. 

ADB Backup 2. CRI 3. KingoRoot 

E. Useful data categories 
Identified categories of data presented on  the mobile  

TABLE I.   
USEFUL DATA CATEGORIES 

Category Filter/Command 

Device info 
command: devices (-s) 
filter: filename(“preferences”); 
filetype(“xml”) 

User info filter: filename(“preferences”); 
filetype(“xml”) 

Personal documents filter: filetype(“doc;docx;pdf;txt”) 

Personal photos & videos 

filter: 
filename(“IMGxxx;VIDxxx;CAMxxx”); 
filetype(“jpeg;mp4”); 
location(“SD card;DCIM”) 

Music filter: filetype(“mp3;wav;aac”); 
location(“SD card;Music”) 

Recordings 
filter: filetype(“aac;m4a”); 
location(“Recordings”) 

Saved pictures 
filter: filetype(“jpeg;png;gif”); 
location(“Pictures,Downloads”) 

Contacts 
filter: filetype(“db”); 
location(“Android/data/contacts”) 

Communication 
filter: filetype(“db”); 
location(“Android/data/telephony”) 

Calendar events 
filter: filetype(“db”); 
location(“Android/data/calendar”) 

Browsing history and 
habits 

filter: filetype(“db”); 
location(“Android/data/browser”) 

Downloads filter: location(“Downloads”) 

Installed apps command: pm list packages 

App’s data filter: location(“Android/data/xxx”) 
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device provide a more technical overview of information 
contained within. Goal of the application is to bring a 
more general description of individual data, which would 
be more readable for users without deep technical 
knowledge of the device and operating system. 
Categorization can work in two ways: 

− Based on a called command during the analysis run 
- certain data, mainly in a form of classical system 
values, can be obtained only by using specific 
commands. The category is then automatically 
identified based on the command used. 

− Based on customizable filters - Include rules for file 
names, file types, locations, and/or content for a text 
file. The solution implemented should find data, 
even if the result does not perfectly match the rule. 
The application will scan the files on the device 
sequentially and use these filters to categorize each 
file one by one. 

These two methods can be combined to allow the 
analysis to gather as much data as possible for a given 
category. These more general categories are illustrated in 
Table 1. 

Of course, some categories are still based only on basic 
types of data, because such information is still important, 
and it is unnecessary to process it further just for different 
interpretation. The amount of data obtained in the 
category depends, however, on how much is the program 
respectively an analysis method capable of accessing the 
data. 

F. Timeline overview 
In addition to categorizing the information obtained, 

another important function is sorting of data by time of 
origin, etc. – most filesystems store time of origin, time of 
last modification and time of last access. Output is then 
groups by day and hour, within which the information 
belonging to the given time period is found. However, this 
time preview must still be consistent with the identified 
categories of information, respectively it should be 
possible to switch between these two views. Therefore, 
the resulting view can have several options: 

− Time sorting within categories 
− Categories within the timeline 
− Time categorization without categorization 
− Time histogram showing the number of data 

belonging to a given time 

Thanks to different views, an analyst can summarize 
the information in the way he needs and can easily create 
an own picture of the timeline in which searched events 
took place. 

Problem is that such a representation of all time 
information can produce an enormous number of different 
events where orientation between them could be quite 
difficult. Processing the right amount of data into 
timelines has always been one of the top challenges of 
digital forensics, and with ever-increasing storage capacity 
of devices, it is still current. 

Solution to this problem may be to create more 
complex human readable events (except using artificial 
intelligence) by combining identified smaller technical 

events. These may include time of creating a file, or 
modifying it, essentially events that can be identified 
based on the time information provided by the file system. 
All these events are then labeled with a predefined type 
that indicates what the event is. The list of such types and 
rules according to which events are matched to them can 
be modified at the discretion of an analyst. However, in 
addition to this type, the event will, of course, contain 
other information, such as the time or path to the file to 
which the event relates, so that the information can be 
directly verified if necessary. Several such technical 
events can then be combined into one larger, which 
describes a real action of the person who controlled the 
device. This can be a Google search, taking a photo, or 
installing an app. Types of these complex events are also 
basically categories of information mentioned in the 
previous chapter. They will identify themselves in the 
same way as technical events - using a list of patterns and 
rules that the technical events must meet. Therefore, after 
identifying these technical events, the program will 
gradually begin to search among them that meet the given 
pattern in the list. These lists will be pre-defined in the 
implementation of the program, but they can also be 
changed later - so an analyst has the option to "filter" 
between events according to his own needs. 

G. Analysis results and report 
Of course, an important part of the thesis is to interpret 

the acquired data by means of the program. Part of this 
interpretation is also the actual output of the program, 
which can be navigated using the GUI and contains the 
above-mentioned views of data categories, sorting by time 
and identified events respectively. user actions. The 
program will also be able to create a PDF report 
containing all processed information. 

VI. FUTURE DEVELOPMENT 
The thesis describes problems that have moved the 

world of digital forensics since its inception. Based on the 
analysis of security aspects of Android OS are designed 
solutions for how to retrieve, categorize, sort by time or 
otherwise process and create meaningful output. These 
solutions rely mostly on freely available tools and 
techniques and offer only a certain level of sensitive data 
collection. Also, the techniques proposed have a fixed 
logic using patterns and rules and need to be well 
configured before use. However, within the proposed 
concept it is further possible to improve individual 
methods and use, for example, artificial intelligence to 
process categories and events or use outputs of other 
existing applications. Equally important is to describe 
methods, test them or compare with the output of other 
programs, and implement corrections. 

VII. CONCLUSION 
Android devices are currently one of the most popular in 
the world. Users do a lot of work every day, so over time 
such a device contains a lot of data that could be potential 
evidence in investigations. Open nature of this system at a 
certain level allows these data to be relatively simple to 
collect. Paper tries to address problems that are very 
common in digital forensics and many works discuss. 
Also, aim of this work is to analyze a current state of the 
area and to get as much knowledge as possible, which will 
lead to implementation of its own solution. Proposed 
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solution is described on which basis application can be 
developed later. Used techniques are well documented, 
and the output can be used to teach or use in practice. 
Thus, the goal is also to demonstrate what can be gained 
by forensic analysis and compare own solution with 
existing ones. Finally, it is described in what way this area 
could move in future and by how documented techniques 
could be further improved. 

Benefits of work in this area should help to make 
mobile forensics with Android more convenient and more 
useful. Overall outcome of the work can be basis for 
conducting analyzes in criminal investigations and 
gathering evidence for teaching and other purposes as 
well. 
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Abstract—Application of Multicast DNS (mDNS) protocol in 
V2X networks opens a great opportunity for analyzing 
possible security threats generally known from the DNS 
protocol. In case of mDNS protocol, as a result of a change 
in the communication model from unicast to multicast, it is 
important to explore the aspect of decentralization of name 
services and identify security aspects resulting from the 
change of location of the name servers and sources of 
Resource Records. However, despite the different model of 
communication between the resolver and name server, the 
nature of the communication and security problems remains 
practically still the same. This article highlights changes in 
the communication model and at the same time identifies 
the most common types of security attacks on name services 
infrastructure, known from the Internet environment and 
applicable in the V2X network environment. This article 
also includes a list of RFC documents focused on DNS 
protocol security issues in general, paying attention to RFC 
8484, DNS Queries over HTTPS (DoH), as a way to secure 
name services in V2X networks. 

I. INTRODUCTION 
Today, the name service is an essential part of any 

communication network. In the light of ongoing research 
and development of network communication and services 
in the automotive sector, the growing importance of name 
services, especially DNS (Domain Name System) and 
mDNS (Multicast DNS) in V2X networks brings the need 
for highly secure communication. The DNS as the best-
known name service is also used in this type of 
communication network and suffers from security 
problems known from the Internet environment. The DNS 
system was not created with an emphasis on security and 
by subsequent development we arrived at the security 
level that makes this protocol a truly complex system. 
However, in today’s V2X networks, the DNS system is 
implemented in its basis and simplified form, leading to 
typical security problems. The DNS protocol is replaced 
by its specific and more convenient alternative, the mDNS 
protocol. This carries the same security problems, but the 
nature of its activity is vastly different [1]. 

II. DOMAIN NAME SYSTEM 
The Domain Name System (DNS) is mostly known as a 

hierarchical and decentralized name system for hosts 
connected to the Internet and system which holds wide 
range of information also known as Resource Records 
(RR) about Internet domains of each participating entity. 
Primary function of DNS is to translate memorable 
domain names to the numerical IP addresses needed by 
network devices and associated network services. This is 
not the only service provided by the DNS, but so well 
known and used that other features fall into oblivion 
among ordinary Internet users [2]. 

The DNS system is one of the basic components of the 
Internet and has been part of it since 1985. Thanks to 
hierarchical and decentralized design, DNS protocol 
allows delegation of responsibility of assigning domain 
names and mapping to those names to Internet resources 
by determining Authoritative Name Servers for each 
domain. Through a system for delegating subdomain 
privileges of the allocated name space to other name 
servers, it is possible to build distributed and fault-tolerant 
name service, in the literature described as hierarchical 
decentralized database [3]. 

The DNS is defined in a wide range of documents 
published by Internet Engineering Task Force (IETF), also 
known as Request for Comments (RFC). A detailed and 
up-to-date list of RFC documents describing this system is 
given in the list of RFC documents known as RFC Index. 
Currently, documents describing the DNS system could be 
categorized into the following categories: 

� standards 
� security standards 
� experimental RFCs 
� best practices 
� informational RFCs. 
In the case of deeper interest in security aspects of the 

DNS protocol, it is always advisable to familiarize 
especially with the following RFC documents: 

� RFC 4033 – DNS Security Introduction and 
Requirements 

� RFC 4034 – Resource Records for the DNS 
Security Extensions 

� RFC 4035 – Protocol Modifications for the DNS 
Security Extensions 

� RFC 4509 – Use of SHA-256 in DNSSEC 
Delegation Signer (DS) Resource Records 

� RFC 4470 – Minimally Covering NSEC Records 
and DNSSEC On-line Signing 

� RFC 5155 – DNS Security (DNSSEC) Hashed 
Authenticated Denial of Existence 

� RFC 5702 – Use of SHA-2 Algorithms with RSA 
in DNSKEY and RRSIG Resource Records for 
DNSSEC 

� RFC 5910 – Domain Name System (DNS) 
Security Extensions Mapping for the Extensible 
Provisioning Protocol (EPP) 

� RFC 5933 – Use of GOST Signature Algorithms in 
DNSKEY and RRSIG Resource Records for 
DNSSEC 

� RFC 7830 – The EDNS(0) Padding Option 
� RFC 7858, Specification for DNS over Transport 

Layer Security (TLS) 
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� RFC 8310 – Usage Profiles for DNS over TLS and 
DNS over DTLS 

� RFC 8484 – DNS Queries over HTTPS (DoH). 
The latter RFC 8484, DNS Queries over HTTPS 

(DoH), which significantly changes the way of securing 
communication via the DNS protocol not only in the 
Internet environment, but also provides an opportunity for 
securing communication via mDNS protocol in V2X 
networks deserves special attention. 

It should be repeated that since its inception DNS 
system has been known as one of the most critical Internet 
services. 

III. V2X NETWORKS 
Vehicular ad hoc network is a type of mobile wireless 

ad hoc network designed for communication among 
vehicles, pedestrians and transport infrastructure. The 
Vehicle-to-everything (V2X) term currently used 
describes the communication where information is spread 
among network entities mentioned above for the purpose 
of interacting [4]. The most important types of 
communication present in such type of networks and the 
way information is spread are illustrated in Figure 1. 
below:  

 
Figure 1. Types of communication in V2X network 

There are also used more specific self-explanatory terms 
like: 

� Vehicle-to-vehicle (V2V), 
� Vehicle-to-infrastructure (V2I), 
� Vehicle-to-network (V2N), 
� Vehicle-to-pedestrian (V2P), 
� Vehicle-to-device (V2D) 
� Vehicle-to-grid (V2G). 
The main motivation for creating V2X communication 

systems today are mainly road safety, traffic efficiency 
and energy savings [5-7]. 

V2X communication technologies can be split into two 
categories, depending on the underlying wireless 
technology being used: WLAN based and cellular based. 
WLAN based systems are trying to supersede cellular 
based systems and were standardized by Institute 
Electrical and Electronics Engineers (IEEE) as IEEE 
802.11p standard in 2012, where was formalized 
communication among vehicles (V2V) and among 
vehicles and infrastructure (V2I). This IEEE standards is 
also referred as Dedicated Short Range Communication 
(DSRC). 

As the basis of V2X communication was primarily used 
IEEE 802.11a standard well known in enterprise wireless 
networks, which is particularly suitable due to low 
latency. It was originally intended for mutual 
communication of vehicles (V2V) and traffic 
infrastructure (V2I) that make up “vehicular ad hoc 
network”. The result of ongoing research are IEEE 
802.11p standard, also known as Wireless Access in 
Vehicular Environments (WAVE) in the United States 
and ITS-G5 in Europe. 

In the field of V2X systems based on cellular networks, 
the last milestone were LTE based V2X specification 
published by The 3rd Generation Partnership Project 
(3GPP) in 2016, referred as “cellular V2X”. It is referred 
as cellular V2X (or C-V2X) to differentiate itself from the 
WLAN based V2X systems. It not only supports V2V and 
V2I communication, but in addition is supported wide 
area communication over cellular network (V2N). Most 
recent development led to communication using cellular 
networks with 5G support and expanded these V2X 
systems with new functionalities. C-V2X was initially 
released as LTE in 3GPP Release 14 (referred also as 
LTE-V2X) and 5G support was added in 3GPP Release 
15 (also referred as 5G-LTE) in 2018. 

Various studies carried out in years 2017 and 2018 
compared effectiveness of WLAN based (IEEE 802.11p) 
and cellular based (C-V2X) technologies from different 
perspectives and indicate greater efficiency of C-V2X. 
These results may be due to easier integration into mobile 
devices of pedestrians (e. g. smartphones) and the 
possibility of deeper integration of pedestrians into the 
V2X system – what is known as V2P. 

IV. MULTICAST DNS 
Multicast DNS (mDNS) system is intended to resolve 

hostnames to IP addresses within small networks without 
local name server. It is zero-configuration network service 
using almost the same packet format and semantics as the 
unicast DNS system. The mDNS protocol was published 
in RFC 6762 and it uses IP multicast User Datagram 
Protocol (UDP) packet transfer. It can work in conjunction 
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with DNS Service Discovery defined separately in RFC 
6763 [1, 8-12]. 

A. General principle of name resolving 
Generally, when an mDNS client need to resolve 

a hostname, it sends an IP multicast query message that 
asks the host having that name to identify itself. The target 
host then sends a message that includes its IP address as 
multicast packet back. All the hosts in the subnet can then 
use that information to update their mDNS caches [3, 4].  

B. Packet structure 
An mDNS message is a multicast packet sent using the 

following addressing: 
� standard multicast MAC address 

01:00:5E:00:00:FB (for IPv4) or 
33:33:00:00:00:FB (for IPv6) 

� IPv4 address 224.0.0.251 or IPv6 address ff02::fb 
� UDP port 5353. 
The payload structure is based on the DNS packet 

format, consisting of two parts - the header and the data. 
The header is identical to that found in unicast DNS and 
there are sub-sections in the data part: queries, answers, 
authoritative-nameservers, and additional records. 

The format for Queries is usually slightly modified 
from that in DNS, adding one-bit field identifying 
UNICAST-RESPONSE. The format is illustrated in 
Table 1. 

TABLE 1. MDNS QUERY SECTION FIELDS 

Field Description Length 

QNAME Name of the node to 
which the query pertains. Variable 

QTYPE 
The type of the query, i.e. 
the type of RR which 
should be returned in 
responses. 

16 

UNICAST-
RESPONSE 

Boolean flag indicating 
whether a unicast-
response is desired. 

1 

QCLASS 
Class code, 1 a.k.a. "IN" 
for the Internet and IP 
networks. 

15 

 
The UNICAST-RESPONSE field is used to minimize 

unnecessary multicast (broadcast) of the messages on the 
network. If the bit is set to one, reply is send as a directed-
unicast message directly to the inquiring device and not 
broadcasted into the entire network. All Resource 
Records, known as answers, authoritative-nameservers 
and additional records have the following format depicted 
in Table 2. They have a bit modified general format in 
comparison with DNS protocol. 

TABLE 2. MDNS RESOURCE RECORDS FIELDS 

Field Description Length

RRNAME 
Name of the node to 
which the record 
pertains. 

Variable 

RRTYPE The type of the 
Resource Record. 16 

CACHE-
FLUSH 

Boolean flag indicating 
whether outdated 
cached records should 
be purged. 

1 

RRCLASS 
Class code, 1 a.k.a. 
"IN" for the Internet 
and IP networks. 

15 

TTL 
Time interval (in 
seconds) that the RR 
should be cached. 

32 

RDLENGTH 
Integer representing the 
length (in octets) of the 
RDATA field. 

16 

RDATA 
Resource data; internal 
structure varies by 
RRTYPE. 

Variable 

 
The CACHE-FLUSH field is used to instruct devices 

that the record should overwrite, rather than be appended 
onto, any existing cached entries for this RRNAME and 
RRTYPE [1]. 

V. DNS ATTACKS 
There are currently several kinds of attacks that could 

affect V2X networks. The following is a selection of 
known types of attacks that affect the DNS protocol in the 
Internet environment and are applicable to V2X networks. 
The selected types of attacks are accompanied by a brief 
description of their purpose and the way of carrying out 
the attack [13]. 

The most popular types of DNS attacks include: 
A. Domain hijacking 
B. DNS flood attack 
C. Distributed Reflection Denial of Service 
D. Cache poisoning 
E. DNS hijack attack 
F. Random subdomain attack 
G. Phantom domain attack. 

A. Domain hijacking 
Domain hijacking involve changes in DNS system that 

can redirect traffic away from the original network devices 
(e. g. servers) to new destination. It is caused by various 
factors related to known vulnerabilities in the DNS system 
and also achieved at the DNS system where can take 
control of DNS records. 

B. DNS flood attack 
DNS flood attack is the basic type of attack and the 

main goal is to simply overload DNS system so it cannot 
continue serving name services, because the resolution of 
Resource Records is affected by system resources 
exhaustion. This kind of attack can come from one single 
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IP address (Denial of Service) or come from large amount 
of IP addresses (Distributed Denial of Service). 

C. Distributed Reflection Denial of Service 
Distributed Reflection Denial of Service (DRDoS) is 

more effective than DDoS attack. The trick lies in 
spoofing the source address of DNS request to the targeted 
victim, which cause all hosts to reply back and flood that 
target. This kind of attack create amplification effect. 

D. Cache poisoning 
DNS cache poisoning is also known as DNS spoofing 

and is one of the most common DNS attacks. This attack 
is due to system vulnerabilities when the attacker tries to 
inject malicious data into DNS resolver’s cache. This king 
of attack is often used to redirect victim to different 
server. An attacker can force the victim’s system to send 
legitimate traffic in their own servers that is often used to 
steal personal information. 

E. DNS hijack attack 
DNS hijack attack is often confused with DNS spoofing 

mentioned above because both happen at local system. 
DNS spoofing involves overwriting local DNS cache and 
on the other hand, DNS hijacking (also known as DNS 
redirection) involves malware infection in order to hijack 
this important system service. The malware hosted on the 
local system can change network settings and point to a 
malicious DNS server that will redirect the traffic. 

F. Random subdomain attack 
In this case, attacker sends a lot of DNS queries against 

a non-existing subdomain. The goal is to create a DoS 
attack that will saturate the authoritative DNS server that 
hosts the main domain name and cause the interruption of 
DNS service. 

G. Phantom domain attack 
Phantom domain attack is similar to random subdomain 

attack. An attacker is to use up the DNS resolver resources 
to resolve what is called “phantom” domains as these 
domains will never answer back to the queries. The goal 
of this attack is to let the DNS resolver server wait for the 
answer for a long time, leading to failure or degraded 
DNS performance. 

The previous summary of attacks indicates the potential 
ways and targets of attackers in the V2X networks 
environment. In essence, attacks on V2X targets involve 
the implementation of familiar procedures in a new, 
decentralized environment. It is possible to say that it is 
not possible to protect, eliminate or at least mitigate their 
effects from all attacks, but at present it is possible to 
focus mainly on the protection of transmitted information 
– e.g. by changing the transport protocol. Specifically, the 
transmission of DNS messages via HTTP, respectively 
HTTPS could be the solution. 

VI. CONCLUSION 
Naming service in V2X networks is one of the 

prospective areas of future research in universities, but 

also in the commercial sector. Without secure name 
service, it is not possible to operate secure V2X networks 
currently. The authors of this paper dare to suggest one of 
the prospective directions, namely the connection of the 
mDNS protocol with the DoH protocol. 
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Figure 1.  High-value ICT career cluster (app dev, left) compared to 

basic ICT services cluster (app operation, right) 
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Abstract—In this contribution we discuss our experiences as 
a large ICT company that has educational initiatives for 
various target groups among our strategic priorities. We 
believe in passion for information technology (IT) and its 
sharing with children – and we believe this helps our 
company in the future to thrive and satisfy our customers. 
This does not happen automatically, but through our 
investment into innovative learning approaches for the 
children at the elementary school levels, we can (i) inspire 
them at young age for IT, for new technologies or agile 
work, (ii) open up their potential in areas that many believe 
are not for them, and (iii) increase the overall level of digital 
skills in the region and thus make it a more attractive place 
for our future employees. We feel responsible for nurturing 
partnerships with local schools and thus paying back to the 
region where majority of our employees live and have their 
families. We believe in a role model company and want to 
lend our hand not only in the business sphere but also in the 
world beyond business. T-Kids has been inspired by 
criticism from various sources of the quality and depth of 
teaching STEM skills at the schools in Slovakia. Although 
this project represents a tiny drop in the educational 
landscape, its impact is in showing that a change is possible 
and that it is enthusiastically welcome by the children. 

I. INTRODUCTION 

T-Systems Slovakia is the largest ICT company in the 
Eastern Slovakia and 13th largest employer in Slovakia 
overall. It is thus a strong shaping factor in both regional 
and national economies. The company in Slovakia is 
focusing on outsourcing and provisioning of IT services to 
the global corporate clients. During close to 14 years of its 
presence in Slovakia it has grown to current 4 000 strong 
cohort of IT specialists – to a great extent this strong 
growth can be attributed to a broad range of educational 
activities both within the company and in co-operation 
with the regional schools and universities. In fact, the 
company’s presence in the region has induced additional 
380 million euro to the regional GDP since 2006 and 
annually it helps to create additional 1 050 jobs – mainly 
in the sector of education, training and professional 
services in the region. 

Although the company is classified in the IT sector, its 
portfolio is broader. This implies that a fairly broad range 
of business domains and a range of skills is needed in the 
company. Thus, our co-operation with local schools and 
universities has to reflect this range of requirements. In 
our previous publications we touched on the topic of 
segmentation analysis that has been performed with the 
educational and academic background vs. current job 
positions and prospects of our employees [1]. In that 
analysis and accompanying paper we showed how people 

with different educational backgrounds may adapt to three 
types of broad skill profiles. We described some 
correlations and what students of respective schools prefer 
in terms of careers and what career option they most likely 
choose – basic ICT services (infrastructure/applications) 
vs. high-value services (application development, design) 
vs. non-ICT ones (project or service management).  

As shown in Figure 1, there is a clear difference in the 
educational background needed for two rather distinct IT 
careers. On the left the chart represents the skills for the 
profiles where we see positive demand and growth in the 
future. Whereas on the right the chart represents the jobs 
where we see decline in demand. The first important 
interpretation is that the “successful” future jobs are more 
likely needing some STEM (Science, Technology, 
Engineering, Maths) background than the simpler “jobs of 
the past”. However, the reality of the labour market (not 
only at the regional, but also national and European level) 
is that a vast majority of children do not study those skills 
and are more likely to fit to the pattern on the right. 

Much has been written and told on the lack of STEM 
graduates in the EU. For the reader who is less acquainted 
with the topic, let us share one statistics that puts the 
reality of our educational system at odds with the visions 
of the markets, especially IT markets. On average, 26% of 
all graduates come from the STEM specializations in the 
EU [2]. While some EU countries (e.g., Estonia) fare 
better and approach 30% share of STEM, in Slovakia, this 
share is only 20% [2]. Slovakia being an industrial, 
industry and manufacturing focused country – this low 
percentage can become a significant hurdle to future 
economic growth and development of our country in the 
coming years.  

Whilst there are some potentially alarming messages 
behind the statistics, we will not delve deeper in the 
economic challenges in this paper. As a company we 
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decided to approach the challenge pragmatically and look 
at options how we can influence children in their decision 
making about their educational pathways. Considering 
that T-Systems Slovakia concluded with a contract as 
many as 1 560 positions during 2018, thereof 570 with 
external candidates, there is a fairly clear “selfish” 
motivation behind inspiring more children to opt for a 
STEM-biased educational path. The question, however, 
stands where a large company can actually influence the 
choice of children and their parents. 

Since 2006 we have a very close collaboration with the 
local universities in the region, and together we worked 
out a range of subjects and programmes in the STEM 
domains. Soon we realized that this is far too late to alter 
the choices – we had to go lower, to secondary schools. 
With a number of inspirational and motivational talks, 
workshops and presentations we got to the point of 
establishing our own dual education programme for IT 
specialists at the secondary school level. That has proven 
to be the right investment and so far it generated as many 
as 74 graduates in four graduation batches. 

One lesson learnt from our dual education experience is 
that this career path is not only for students with STEM 
background. About 50% of our successful candidates 
every year come from general grammar schools and even 
non-technical specializations (e.g., economics). Thus, how 
can we better introduce the children who naturally do not 
incline towards technical education to the potential of IT 
job careers? If such an inspiration or introduction is to be 
of any value, it needs to be done in early years – at the 
elementary school age. 

II. TECHNOLOGY CENTRIC TEACHING – THE CURSE 

AND THE BLESSING OF FOCUSING ON IT 

Teaching STEM in Slovakia faces some significant 
challenges. For example, according to the national school 
inspection, as many as 45% of elementary schools teach 
science and informatics “not professionally” [3]. When 
authors refer to non-professionalism, they actually refer to 
one of the following issues: 
� children learn facts rather than their application, 
� children are taught by teachers with specialization 

other than maths, informatics or science, 
� children learn siloed knowledge often strictly 

separated into individual subjects. 
 

These findings do not come as surprising – Slovak 
education system is known for focusing on memorizing, 
factual, static knowledge and often indulges in examining 
children in “white elephants”. That is focusing on unusual, 
potentially interesting facts and data pieces that are, 
however, not vital for any practical application or life… 
[4] In the upcoming digital era we are surrounded by 
various IT devices, tools, techniques and methods. And 
we already use them for various purposes. Many use IT 
tools ad-hoc; majority of children are self-learners.  

It is the role of subjects like informatics, maths or 
various sciences to enable children to make sense of this 
new world. Enable them to understand the world around 
us, to use the IT tools and methods to make that process of 
understanding simpler and faster. From the triangle of the 
body of knowledge that is available for teaching IT and 
informatics – information science, didactical foundations 
for informatics, and programming / applied information 

processing – majority of teaching activities in Slovakia 
delivers items from the first category (information 
science). There is a lot of art in balancing the three pillars 
of teaching informatics (and any other STEM, in fact).  

Get the balance wrong and you promote informatics, IT 
above everything else, and make information concepts as 
the goal of teaching on its own. That contrasts with the 
belief we subscribe to in our team – informatics, IT, 
devices and methods are only means to the goal. The real 
goal shall be in applying those IT tools to address the 
challenges of the world around us. In this sense, IT and 
informatics is not that much different than a painter’s 
brush or smith’s hammer. 

Putting too much emphasis on teaching technology 
(theory, facts) alone, without exploring its relationship to 
the real world, is not a new phenomenon. Already in late 
80’s famous MIT-based educator Seymour Papert warned 
against so-called techno-centric thinking [5]. He argued 
(back in 80’s!) that despite the fact (computer) technology 
will be vital in the future, it cannot be taken out of context 
and put in focus as a self-purposeful goal. It might sound 
as paradox at the first sight, but in addition to emphasizing 
technology in education we need to also promote 
creativity, humanity, inquiry in teaching. 

Similar observations can be found in numerous 
literature. The authors are taking different perspectives, 
apply different methods, but are concluding with similar 
findings. Children enter their elementary education with a 
high, spontaneous interest in nature, however, by the end 
of this educational phase they consider STEM content to 
be rather irrelevant, boring and too difficult to learn [6]. 
While a child’s interest in STEM is high at 10 years old, 
regardless of gender [7], by the time they turn 14 years, 
their interest decreases considerably [8]. 

With our T-Kids project and its pilots with different 
target audiences of elementary school children, we are 
exploring the above-mentioned belief and challenge. How 
can we teach IT, informatics and programming in the 
context of real-world challenges and in connection with 
children’s creativity, exploration and team collaboration. 

III. BACKGROUND TO T-KIDS PROJECT 

Within T-Systems Slovakia we have developed many 
programmes for students of secondary schools (such as 
dual education for IT specialists or OpenLab for 
networking and security technologies), as well as for the 
university students such as T-UNI scholarship programme 
for the Faculty of Electrical Engineering and Informatics, 
or SAP Academy programme with another local 
university. But there was still missing a clearer concept of 
what can be offered to children of younger age by the 
company of our size? 

It all started with a simple idea "Let`s fire the passion 
for IT in young children and keep their openness to 
various possibilities for as long as possible during their 
learning life". We did not want to remain in a relatively 
comfortable position of a sponsor for a couple of schools. 
Neither wanted we to open ourselves to the challenge of 
focusing purely on future labour force by “priming” 
children of younger age. Hence, the target group was 
defined rather loosely between 10 and 15 years of age. 
That corresponds to the interval between the fourth and 
eighth grade of elementary school system. 
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We first offered local schools an option to obtain a 
hardware donation from surplus IT equipment in our 
company. More than 30 schools took advantage of this 
offer and we helped them establish or upgrade 30 
computer classrooms with altogether more than 650 
notebooks and other hardware. Interestingly, that degree 
of engagement was deemed sufficient by the vast majority 
of elementary schools! Only a few used the hardware 
donation as a door opener to volunteer for trials of project-
based, inquiry-driven learning of IT and programming… 

 
Figure 2. Distribution of participants to various interactive teaching 

bundles from our experiments 

 

The objective of implementing IT teaching and learning 
activities for elementary schools in a playful way needed a 
pool of passionate realization team. Instead of usual, 
corporate-style assignment we opted for volunteers from 
T-Systems Slovakia’s different business divisions. The 
only mandatory condition was the interest to show their 
fire for IT and to share it with local children. We started in 
May 2018 with the first school from Kosice region and 
formally opened up the project in September same year.  

The first trial was more about showing opportunities to 
the children, the next one in November 2018 brought in 
the first interactive challenges for the teams, with a touch 
of gaming and competition. Since this was the first time 
an interactive element was used, we opted for a more 
friendly audience – we created first coached activities for 
children of our employees. This created buy-in and bond 
of the team. Sense of pride towards their children 
motivated the team for the real challenge – that is children 
from local schools & summer camps. Since then 5 runs 
happened with city and rural schools; distribution in 
various tried bundles is shown in Figure 2. 

 

 

Figure 3. Gender ratio of participating children attracted to the T-Kids 
interactive IT learning programme 

One interesting side effect we achieved with the 
programme – without actively pursuing it, in fact – was a 
very positive gender mix of the participating classes and 
groups of children. As can be seen in Figure 3, the cohort 
was unusually evenly balanced. This distribution gives us 
a hope that the lack of interest in IT among girls is not 
necessarily deeply embedded – it might be more of an 
urban myth, which very easily reinforces itself and 
eventually becomes true. Given an opportunity and a 
suitable recognition and coaching, our experience with 
attracting children to the T-Kids programme indicates the 
interest among girls is very similar to that among boys. 
The question is whether we can sustain that early interest 
for a longer period, beyond that early age… 

IV. METHODOLOGY FOR T-KIDS & THE SCENARIOS 

In contrast to the silo approach to the individual science 
and engineering subjects, an integrative approach to 
STEM began emerging relatively recently. STEM 
integration treats the conceptual frameworks of the 
different disciplines (like maths, physics, informatics, etc.) 
as one cohesive entity, the teaching of which is integrated 
and coordinated in order to get better applied to problem-
solving in the real world [9]. Cohesiveness is, however, 
easier to declare than to achieve in the actual teaching 
practice. For example, in Slovakia, teachers are often 
constrained by the state and school educational standards, 
which demand a relatively granular breakdown of the 
study 45-minute long blocks.  

We believe integrative approach to STEM teaching 
comes more naturally to the children at the young age, at 
the elementary school level. As mentioned in section II, 
children actually like taking interest in the nature and 
things around them, they naturally explore. The approach 
we have taken from the methodological perspective is 
close to so-called inquiry-based learning. Inquiry, as 
defined by the National Research Council (USA) is a set 
of mutually interconnected activities that merge the 
learning of STEM with the processes and strategies that 
scientists or engineers follow to resolve problems in real 
world situations. 

In line with the NRC’s definition, our volunteers do not 
“broadcast” the scientific facts. Instead they facilitate self-
learning through children’s interactions with the objects of 
the environment that, in turn, stimulate them, increase 
their curiosity, and eventually lead to the acquisition of 
knowledge and problem-solving skills, which are among 
the building blocks of required competencies demanded in 
many science curricula of higher levels. In fact, due to the 
nature of our experiments and their heavy reliance on IT 
and programming, we modified the inquiry so that it 
contains elements that are purely self-driven (some 
authors reserve term open inquiry for this element) and 
those that are mediated by the teacher/coach (some 
authors prefer term guided inquiry) – compare e.g. [10]. 

Our methodology is cyclic or iterative in its nature, and 
consists of three main cognitive phases. These are 
depicted visually in Figure 4 and subsequently Figure 5 
describes the STEM content areas covered in T-Kids 
portfolio and various of its experiments. The whole cycle 
is presented to the children in the form and shape of scrum 
iteration. Invitation phase contains the seed of a story from 
“the customer” who turn to the team comprising 4-6 
children who are expected to deliver a solution. To get to 
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invitation

inquiry

reflection

INVITATION
engineering challenge 
from the teacher/coach

INQUIRY
guided and/or self-driven 
inquiry to explore problem 
through physics, maths or IT 
(programming)

REFLECTION
evaluation of engineering 

challenge, as well as social 
elements of inquiry

 
Figure 4. T-Kids model for integrated inquiry-based IT learning for elementary school children 

  

Scrum

Progra-
mming

Design Thinking

Maths & 
Physics

 
Figure 5. Overview of content used for inquiry-based STEM learning in 
diff id i i i i d kill

the solution, children need to explore the challenge, 
identify way forward, use calculations (or estimations if 
they prefer) and eventually Lego Mindstorm suite for 
testing their ideas.  

Each inquiry runs for approximately 30-40 minutes to 
make sure the teams are able to maintain their attention. 
Children can decide to solve the challenge alone (open 
inquiry) or they may request support from their assigned 
coach or technical expert (guided inquiry). To maintain 
some competitive factor, each team gets an initial amount 
of “gold”, which they can invest into buying a coach’s 
advice or a tool or an item that can help them solve the 
task. For a successful completion, they receive “gold” as a 
reward. Thus, a system most children are familiar with 
from various adventure games. At the end, each iteration 
concludes with 5-10 minutes of reflecting on what worked 
for them as a team. They may decide to swap roles, try out 
different strategies in the next run, to identify where they 
applied a wrong concept or failed on reaching agreement 
as a team. During one learning session last between 3 and 
6 hours, the children may go through as many as six 
iterations. The actual performance depends on their entry-
level skill in IT, in programming, on their cohesion as a 
team and general interest in solving problems through 
programming Lego Mindstorm suite. 

V. PRELIMINARY DATA COLLECTION & ANALYSIS 

The cohort for our T-Kids project has been introduced 
in section III above; however, it is fair to say that the 
project continues and more children teams add to our 
experiences and insights. Nonetheless, with a group of 
135 children we were interested to learn whether their 
attitude towards STEM improves after experiencing an 
interactive, inquiry-based learning. We used simplified 
TOSRA attitudinal scale [11] modified for our context, 
content and type of work. The responses from the group 
were gathered in informal setting of the final retrospection 
of the respective experimental day. 

How does the interactive T-Kids approach fare with 
regard to the attitude of children, boys and girls 
respectively to the STEM? Let us compare the pre-event 
attitudes obtained 2-3 weeks before the interactive day 
with the post-event attitudes. The pre-event inputs were 
gathered during our visit to the school, where we met the 

children and their teacher, and talked to them about IT and 
their experiences, opinions of it. The experiments so far 
indicate that there is a change in the children’s attitude 
happening here that can be attributed to their successful 
passage through a series of inquiries.  

Interestingly, T-Kids has had positive influence (cf. 
Figure 6) not only on those with indifferent attitude 
towards STEM but also managed to improve the attitudes 
of the “serial haters”. When talking to children what in 
particular they learnt during the T-Kids, we heard re-
occurring opinions, like: 
� (IT/STEM) is useful for things I do in my life, school, 

free time 
� (T-Kids approach) showed I can do things I (thought) 

wasn’t good at before 
� (T-Kids task exploration) made me more creative 
� I feel inspired and can imagine to try out more complex 

tasks (within the content areas studied) 
 
Looking at the attitudinal change between girls and 

boys the findings so far indicate that the positive shift 
from indifferent to positive is more frequent among girls. 
In other words, boys tended to approach the T-Kids 
programme with more positive attitude towards IT, STEM 
and programming than girls. The replies from the final 
retrospection then did not show any significant variation 
in post-even attitudes. Although, we shall note that the 
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Pre-event

140

Like/Enjoy/Want more

Indifferent

Hate/Avoid/Want less

135

Post-event

7%17%

60%

23%

26%
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Figure 6. Change in children’s attitudes towards STEM  

before and after T-Kids experiments 

change in attitudes obviously depends on the children pre-
selection. As shown in Figure 3, one of our trials was with 
an IT summer camp attendees. As the name suggests, this 
was a voluntary activity during school holidays to which 
children had to explicitly register. It is thus not very 
surprising that this group showed the least change in their 
attitudes – they were positive about IT and STEM, hence 
they registered to the camp, and were reinforced in their 
attitudes after the event. 

Within the “1 day events” of T-Kids programme we 
worked with the standard classes from different schools. 
This enabled us to include one more series of attitudinal 
checks – comparing the judgement of the STEM teacher 
of their class before the event with the self-assessment of 
children and judgement of the teacher after the event. 
When we introduced the approach to the teacher in five 
out of six cases we heard one of the following answers: 
� Some of them (children) will not even come to the 

event… they are not interested in such topics. 
� They will not make it; majority of them (children) does 

not have enough knowledge to make your project. 
� They will take it as opportunity to escape from the 

school, don’t expect any serious effort from them… 
 
Needless to say, most of these predictions were wrong 

and teachers expressed surprise on how some of their 
pupils engaged in the inquiries. We were explicitly 
warned of some individuals, in every cohort – be it for 
their particularly negative attitude to STEM or no will to 
work in teams. In both cases, the outcomes of the T-Kids 
inquiry-based projects were highly positive. Not only did 
the children join in, they actually found their role and 
place in the team, and in 70% of cases actually made a 
valuable contribution to their team’s performance. This 
shows us an often un-noted danger – the attitude of a child 
to STEM is in many cases not his or hers own! In far too 
many cases, the child only adopts and mirrors the attitudes 
of their surrounding – be it parents or teachers. If these 
don’t think the child can perform in STEM and express 
that opinion often, the child starts believing it. 

Perhaps the best feedback to our team of volunteers 
were not the actual attitudinal responses, however. What 
was really inspiring were the short moment when our 
colleagues waited with the younger children to be picked 
up by the teacher or parent. It was very encouraging to our 
theory that many of those 10 or 12 years boys and girls 
stated absolutely confidently that they would definitely 
work in this building. A couple of them even “promised” 
they would like to explain scientific, technological or IT 

problems to other (younger) children. And what is giving 
us encouragement for further work is also a very positive 
feedback from the parents. After working with some 135 
children we were approached by some 18 parents asking 
us if such T-Kids days can be run also for the adults, not 
only elementary school children… 

VI. NEXT STEPS AND PLANS 

In this paper we shared some of our early findings and 
experiences with the T-Kids inquiry-based STEM learning 
programme. The ultimate challenge of our project is to 
find out how this approach can be transplanted and used in 
ordinary schools, in day-to-day curriculum at elementary 
schools. We plan to work more with the teachers to create 
several pre-defined scenarios and skills needed for those 
scenarios, so that they can be “lock & stock” taken by the 
teacher to his or her class, and applied. We are considering 
an option to include basic equipment, coaching videos and 
1-2 experts in the package, but leave the adaptation and 
reuse to the teachers themselves. This points to that 
million-dollar research question – is interactive, inquiry-
based learning of STEM feasible within Slovak education 
system at the elementary school level? We believe so, 
however, the data proof is something we need to collect 
and evaluate yet. 

The second area where our T-Kids team plans to 
explore the ideas born during the experimental sessions 
run during 2019 is the transfer of the approach to adults. 
In fact, at the time of writing our team was preparing a 
workshop inspired by methods and approaches of T-Kids 
project to a cohort of adults – international managers – as 
a part of their team building and skill enhancement 
motivation exercise. It would be interested to dive deeper 
into more stratified types of attendees and compare their 
performance, attitude evolution and adoption of 
interactive agile style of working. This is obviously 
dependent on a larger cohort, so we can start stratifying 
age groups, urban and rural locations once we collect 
more experiments under our belts. Nonetheless, this 
analysis would be an interesting one to bring the topic to 
the general public… 

We feel an important challenge to be addressed relates 
to the priming of children on their STEM attitudes – by 
their parents, teachers, friends, etc. Deliberately priming 
or random, ad-hoc priming. Here we agree with the 
opinions of an experience education innovator – professor 
Kalas [4] that children bring in certain “STEM attitude 
make-up” to their first grade in elementary school. Thus, 
STEM attitude is not only something one learns at school, 
children get a lot of support or vice-versa from their 
families. And here we don’t necessarily mean giving 
every child a tablet or a phone, and thus “preparing” them 
for the future. On the contrary, tablet or phone alone mean 
little if parents don’t engage their children in problem 
solving, in planning and discussing some fixes, small 
projects or utilization of technologies at homes. 

It is important to keep supporting informatics and other 
STEM subjects from as early age as possible. Interactive 
approach can encourage more girls and more of those 
children with lower self confidence in their IT skills. With 
the right introduction and development to core STEM 
skills even the children, where teachers are unsure of their 
maths and scientific competence, can perform and can 
find their role in a functioning, modern agile team… 
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VII. CONCLUSIONS 

Thinking big here means acting despite the risk of 
seeing visible outcomes in very distant future, with the 
creativity and passion, we took the responsibility for firing 
the passion among children. We started with ambition to 
inspire the children, and had to convince stakeholders 
among management, regional government and schools to 
accept our T-Kids style of working and learning. 
Translating school-like knowledge for children is 
intimidating – the children are quick to give an honest and 
harsh feedback if we cannot capture their imagination and 
will to learn. 

We rate T-Kids project’s performance and the chance 
of its long-term success 10 out of 10. Every time we have 
spent with children and inspired new learning and 
exploring among them (in our case team work, scrum and 
agile development, programming) is a 100% success. This 
success drives our team to continue with the project and 
reach more children. However, success is not coming by 
itself, it needs to be sustained by overcoming our limits 
and comfort zones and believing that we have or can 
develop the skills and competences to come up with new 
ideas, innovations.  

We started from scratch as there was no such initiative 
in Slovakia and in the global T-Systems group before. 
Hence every project day, every meeting and every 
delivered event was about testing the desired pattern, 
adjusting & exploring what we in T-Systems can give to 
the children to inspire them, to capture their attention and 
curiosity, to give them new skills around resourcefulness, 
creativity, confidence in order to develop their full 
potential. 
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Abstract—Computer network traffic engineering-related activ-
ities require well-trained professionals. However, traffic engineer-
ing has been treated with low priority in computer network
courses. As the demand for well-trained network engineers
increases, innovative learning designs must be applied to fill
the skills gap in the field. In this paper, we demonstrate
the usefulness of a unique framework-based learning approach
to train and educate students in the field of network traffic
engineering. Through a case study, we show the advantages and
key features of the method. Students have been assigned various
tasks that were aimed at specific network traffic engineering
and optimisation challenges. While working towards solving the
challenges, the members have gained significant hard skills in the
field of network engineering as well as various soft skills such as
teamwork and critical thinking. The presented approach can be
also adapted to other fields.

Index Terms—Education, learning, framework, network traf-
fic, ip flow, network monitoring, network traffic engineering.

I. INTRODUCTION

Information and Communication Technology is a rapidly
evolving field. The number of computer network traffic volume
is exponentially expanding due to the growing number of
connected devices, users, and applications. In consequence,
the maintenance, troubleshooting and future planning of the
infrastructure that lies below the information exchange be-
come more and more complex. Indispensable tools used to
ensure the sound, reliable, and faultless operation of computer
networks are network and traffic monitoring. Today, they
have significance in the network design and management
and been utilised in a variety of network-related activities
including network anomaly detection, traffic management and
engineering, Quality of Service (QoS) provisioning, Service
Level Agreement (SLA) compliance evaluation, accounting
and billing, and troubleshooting [1], [2].

Carrying out such critical activities and tasks requires well-
trained professionals. As such, it is not surprising that the
demand for well-trained network engineers has increased over
the last decade. Organisations continuously look for highly
qualified, educated, and experienced workforce, typically re-
quiring them to have not only theoretical but also practical
skills while holding networking certifications is highly advan-
tageous. However, network traffic measurement and engineer-
ing have been treated with low priority in computer network
courses. The majority of course curricula puts a high emphasis

on topics such as the architecture and function of various
layers of the IP stack as well as encryption and network
security while network management is usually neglected.

Recognising this issue, the MONICA research group has
been working on improving education in the field of network
traffic measurement and engineering for more than a decade
now. Through its SLAmeter [3], it provides a framework
to undergraduate and graduate research students that helps
training skilled and educated network traffic engineers.

MONICA is a research group of the Computer Networks
Laboratory (CNL) at the Technical University of Kosice,
Slovak Republic. The research group was founded in 2006,
formerly under the BasicMeter name. This name was given to
the group based on the first major tool (i.e., BasicMeter [4])
that was developed by its members. The members of the group
are composed of network and service management enthusiasts
– students studying for BSc, MSc, and PhD, as well as uni-
versity research staff. Since its founding, the number of active
MONICA contributors has been around 10 members every
academic year. Over the years the research objectives of the
group have expanded. As such, to match better its activities,
the name of the research group was changed to MONICA.
MONICA stands for the Monitoring and Optimisation of
Network Infrastructures, Communications and Applications.

The main objective of MONICA is the development of
network traffic flow measurement and monitoring tools and
methods that conform with IPFIX [5]. The tools and methods
have been utilised in several application domains including
usage-based accounting, SLA evaluation, intrusion detection,
and traffic engineering. Furthermore, they have also been de-
ployed in various environments (real-world and laboratory) to
examine their interoperability, functionality, and performance;
for further development and innovation. One of the major
outcomes of MONICA is the SLAmeter [3] flow metering
and evaluation tool.

Modern education designs need to incorporate student-
centred team-based learning pedagogy such as project-, case-,
inquiry- and problem-based scenarios [6]. Students need to be
immersed in learning environments that promote learning in
real contexts [7]. Teamwork helps to promote deep learning
that occurs through problem-solving, interaction, cooperation,
collaboration, and dialogue [8].

While the majority of MONICA objectives are of research
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and development character, a further uniqueness of this re-
search group is its framework that has been used for several
years now to train and educate students in the field of network
traffic engineering. Members of MONICA have been assigned
various tasks that were aimed at specific network traffic engi-
neering and optimisation challenges. While working towards
solving the challenges, the members have gained significant
hard skills in the field of network engineering as well as
various soft skills such as teamwork and critical thinking.
Working on the framework in a group setting has appeared
to have several benefits for the students such as taking re-
sponsibility for their personal development, enhancing their
learning and goal accomplishment through implementations
within the framework, fostering their creativity and blending
their complementary strengths.

This paper aims to demonstrate through a case study how
such a framework (methodology) can help improving the
education of network engineers. We assigned two students
an assignment: analyse several network traffic flow metering
and monitoring tools. Then, based on the analysis, implement
a functionality in the framework of the SLAmeter that is
not supported yet. While their solutions were expected to
be different, there was an additional requirement – during
delivering their solution, the students must define a feature
that requires a joint collaboration. The student assignment
outcomes were shown to be successful. They worked with in-
dustry standards and request for comments (RFC) and utilised
the gained knowledge to contribute towards a solution for real-
world problems. Besides hard skills, through teamwork, the
students also had an opportunity to gain soft skills that are
usually difficult to be taught in a classroom setting.

The rest of the paper is organised as follows: Section II
provides a general overview of network traffic measurement
and introduces the architecture of the SLAmeter framework.
Then, in Section III, we provide the case study and discuss
its outcomes as well as the key features and advantages of the
framework in the training of network engineers. Finally, we
conclude this paper in Section IV.

II. SLAMETER FRAMEWORK

The format and a protocol for the export of information
about IP flows are clearly and explicitly defined by IPFIX [5]
for several years now. As flow export became widely recog-
nised and accepted, it is being deployed in the mainstream
network product lines. Today, IPFIX is the official IETF
standard for collecting information about network traffic. It
can provide a full representation of all individual connections
that travel through an observation point (e.g. switch, router,
firewall, etc.). As such, vendors like Cisco, Dell, VMware, and
nProbe nBox are using it to export metrics like latency, packet
loss, jitter, transaction duration and much more. In practice, it
is advantageous that flow export does not require any extension
or change of the network infrastructure and its instrumentation.
Flow-based monitoring tools are also well-known for their
scalability as the captured packets are aggregated into flows

Fig. 1. General architecture of a flow monitoring platform based on IPFIX

Fig. 2. The architecture of SLAmeter

which require less memory [9]. In consequence, they operate
more optimally than standard full-packet capture-based tools.

Figure 1 shows the typical architecture of a flow mon-
itoring platform based on IPFIX. The typical architecture
usually consists of four functional parts: (i) packet capture,
(ii) flow metering and export, (iii) flow record data collection,
and (iv) data analysis. First, the packets are captured and
pre-processed. Pre-processing usually involves time-stamping
while other optional tasks such as packet truncating, sam-
pling, and filtering can be also applied. Next, the packets
are organised (create, update, or delete) into flow records.
Every flow record has two components: a flow key (the
five-tuple as discussed above) and several features that are
calculated based on per- and inter-packet related parameters.
Flow record maintenance takes place in the flow cache. Every
newly observed packet is compared based on its flow key
with all the existing flow records in the flow cache. If there
is a match, the flow features are updated, otherwise, a new
record is created. Then, the flow records are stored in the flow
cache until they expire. Upon expiration, the flow record is
passed over to the exporting process that, after optional flow
sampling and filtering, exports network traffic information to
the data collector in the form of IPFIX messages. In practice,
this means that the IPFIX messages are encapsulated into
a transport protocol header and sent over to a higher-layer
component. Last, the data are either stored in a data store or
sent (real-time) for data analysis. Based on the analysed flows,
various network traffic engineering tasks can be achieved [1].

SLAmeter is a network traffic flow metering and analysing
tool that is based on IPFIX. It is developed by the
MONICA [4] research group in the Computer Network Labo-
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ratory (CNL) of the Technical University of Kosice (TUKE),
Slovakia. SLAmeter has a hierarchical and modular structure.
As depicted in Figure 2, it consists of five main components:

• MyBeem Exporter – exports flow records to Collector
using the IPFIX protocol,

• JXColl Collector – processes flow records and stores
them in a database and/or exports directly to the Evaluator
by the ACP protocol [4],

• Data storage – stores the data about flows for future
analysis,

• Evaluator – evaluates network traffic parameters and
exports them to the Web Interface,

• Web interface – visualises network traffic parameters to
administrators or end-users.

Each of its components has its internal structure with sev-
eral functionalities necessary for the computation of various
network parameters (e.g., bandwidth, latency, jitter, etc.). The
information obtained via SLAmeter can be used in a variety
of ways such as intrusion detection as well as network optimi-
sation, traffic visualisation and engineering [10]–[13]. Besides
these applications, SLAmeter also offers a solution for tracking
the conditions specified in SLA [14] subscribed between the
subscriber and provider. A more detailed discussion of flow
monitoring and SLAmeter is out of the scope of this paper,
we refer the interested reader to [3], [4], [15].

III. CASE STUDY

Two students were asked to work on an assignment deliv-
ering two different outputs. The assignment was the same for
both students: Analyse several network traffic flow metering
and monitoring tools. Then, based on the analysis, implement
a functionality in the framework of the SLAmeter that is not
supported yet by the tool.

While the outputs were expected to be different, there was
an additional requirement – the two outcomes must also show
a certain level of interdependence. In other words, while
delivering two different solutions, the students had to also
define a feature that requires a joint collaboration from them.

A. Brief Overview of Assignment Solution 1

Hofstede et al. [15] tested several Exporters: nProbe,
pmacct, YAF, Qof, and Vermont. According to their sum-
mary, the most popular functionality offered is deep packet
inspection (DPI). As this functionality was not supported by
MyBeem, it was selected as the main goal of the project.

DPI is a technology for identifying the application type of
the captured packets. During DPI, several aspects can be taken
into consideration such as layer 2 protocols (e.g., ARP), IP
protocols (e.g. ICMP), TCP or UDP ports, application-layer
header, and packet payload content [16]. In general, the more
parameters are taken into consideration, the more accurate the
classification is.

Several well-known DPI implementations are available [17]:
• PACE – is a proprietary library developed by ipoque

entirely in C programming language. More than 1000
applications are supported by this DPI implementation.

Fig. 3. Structure of the applicationId IE as per [16]

• NBAR – was developed by Cisco to add the ability of
dynamic port traffic classification to the Cisco devices.

• OpenDPI – was an open-source library derived from the
early versions of PACE. The project is now considered
as concluded.

• nDPI – is an OpenDPI fork, which is optimised and
extended with other protocols. It supports more than 100
protocols.

• L7-filter – is an open-source implementation. The project
also seems to be concluded.

• Libprotoident – is an open-source library that uses
Lightweight Packet Inspection (LPI). LPI examines only
the first 4 bytes of the payload. This way, privacy con-
cerns and system requirements can be kept at minimum.

Implementing an own DPI approach is a time-demanding
process. In addition, maintenance is also complex especially
with the rapid occurrence of new applications and the frequent
change of patterns in the existing ones. Therefore, a better
approach is to implement a freely accessible DPI library in
SLAmeter. In terms of accuracy, the best performance is
achieved by PACE [17]. However, PACE is a commercial tool.
As such, it is not freely available. For those interested in open-
source DPI, nDPI and Libprotoident are recommended [17].
nDPI has an advantage over Libprotoident: it uses libpcap
instead of libtrace. Since MyBeem is implemented using
libpcap too, nDPI was selected for enhancing SLAmeter with
the DPI feature.

IPFIX defines several information elements (IE) [5] that can
be used to carry application types. The most appropriate IE is
the applicationId [16]. applicationId, as shown in Figure 3, is
an octetArray that represents a finite-length string of octets.

The Classification engine ID is an 8 bit unique identifier
that defines the engine that determined the Selector ID – i.e.,
the layer 7 application type. The nDPI library uses a self-
defined list of application IDs. Therefore, we have decided to
use value 6 as the Classification engine ID, mainly because
this value stands for user-defined Classification Engine IDs
(i.e. USER-Defined). The Selector ID has a variable length,
but a maximum of 5 bytes. A USER-Defined engine requires
a 3 bytes long Selector ID field.

The implementation of nDPI in MyBeem required the
following steps:

1) Prepare the library for use (install/compile).
2) Import the ndpi_api.h header file into the project.
3) Declare the protocol bit-mask and initialise the detection

module via the ndpi_init_detection_modul function.
4) Use the set protocol bit-mask in the detection module

via the ndpi_set_protocol_detection_bitmask2 function.
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5) Once the initialisation is done, the captured packets
can be analysed via the ndpi_detection_process_packet
function. The return value of this function is the detected
application protocol ID.

6) After the packet analysis is done, destroy the detection
module via the ndpi_exit_detection_modul function.

Some parameters of the ndpi_detection_process_packet func-
tion are flow-related. This means that nDPI for the detection
takes into consideration the flow behaviour too. This requires
a cache memory for DPI structures. To achieve this, we used
the following structure:

struct dpi_item {
struct dpi_item *next;
uint64_t flowid;
struct ndpi_flow_struct ndpi_flow;
struct ndpi_id_struct src;
struct ndpi_id_struct dst;

};

The DPI structures are arranged into a list using the next
pointer. The appropriate DPI structure for the captured packet
is located based on the flowid field. Flowid is calculated via
the flow key of the flow. This way, every packet in a flow
will have the same identifier. A more detailed discussion of
the approach is out of the scope of this paper. We refer the
interested reader to [18].

B. Brief Overview of Assignment Solution 2

We examined the accounting and billing capabilities of
three selected commercial tools: NetFlow Analyzer1, NetFlow
Traffic Analyzer2 and Cisco Meraki3. We compared the tools
from user and provider (administrator) perspectives and came
to the following conclusions. From accounting and billing per-
spectives, the best functions are offered by Netflow Analyzer.
It provides billing plans with two methods of evaluation: 95th
percentile-based billing, and volume-based billing. The 95th
percentile, also often referred to as Burstable Billing, is a
widely used method for billing bandwidth usage in computer
networks [19].

Enriching the functionalities of SLAmeter with accounting
and billing capabilities required implementation in the JXColl
(Java XML Collector) Collector, Data Store, and the Web
Application components of the tool. In addition, to improve the
evaluation (analysis) and visualisation capabilities of SLAme-
ter, we also separated the Web Application into two parts: (i)
the Evaluator that evaluates the data stored in the Data Store,
and (ii) the Web Application that visualises the evaluated data.

The architecture of the proposed solution is shown in
Figure 4. The implementation started with the extension of the
accounting records with additional IPFIX IEs. The separation
of the Web Application into two components required a
distributed task queue. We have decided to use Celery, which
is an open-source asynchronous task (job) queue that is based

1https://www.manageengine.com/products/netflow/
2https://www.solarwinds.com/netflow-traffic-analyzer
3https://meraki.cisco.com
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Fig. 4. The proposed architecture of the solution

on distributed message passing. The Web Application was
implemented in a modular way. It contains 2 module types:

• Modules for evaluation – these modules communicate
with the Celery workers and wait for the results (time
expensive tasks).

• Modules for manipulation with the Web database – in
this case, the server-side of the Web Application works
directly with Web database (usually a small number of
records is stored in this database).

The client part of the Web Application was implemented
as an MVC JavaScript Ember framework application. This
application is destined for the visualisation of the data (e.g.
pie chart, bar chart, etc.). The server part of the Web Appli-
cation was implemented as a Django framework application.
This component provides data to the client-side application
in a REST services form. Redis (server, cache) is used as
a backend and message broker for the Celery distributed
task queue. Celery workers (evaluation processes) evaluate
the data in the database based on several predefined tasks.
The results are provided through Redis to the higher-layer
components. The Celery beat scheduler is a special process
in our architecture that assigns tasks to Celery workers. These
tasks are scheduled at specific intervals. The Web database
is used for web application needs. This database stores user-
specific information (such as login, password, etc.), data for
accounting and billing functions in Web Application (such as
billing plans, accounting criteria, etc.), and data for application
statistics functions (e.g., application statistics mapping based
on ports, DSCP classes, etc.). Finally, the Collector database
stores a large amount of data obtained by JXColl. The data
are provided to JXColl by the MyBeem Exporter component.

To achieve accounting and billing, the following tasks were
implemented as Celery workers:
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• Download/upload data comparison,
• Criteria-based billing,
• 95-th percentile-based billing,
• Transferred data volume-based billing,
• Invoice creation and sending,
• Billing plan evaluation,
• Application statistics evaluation.
A more detailed discussion of the approach is out of the

scope of this paper. We refer the interested reader to [20].

C. Meeting the Interdependency Requirement

The feature defined by the students that demonstrates inter-
dependency was the DPI functionality. The students proposed
a solution that required equal collaboration. The layer 7
application type information is determined by nDPI and then
carried along with other flow records. The IPFIX IE carrying
the application type is encapsulated and sent as a regular IPFIX
message to the Collector of the SLAmeter. This way, the
higher-layer components does not require any modification.
The IE is parsed in the same way as the other IEs in the
flow record. The obtained application types were proposed
to be visualised along with the accounting and billing func-
tionalities. Besides standard user statistics such as the volume
of transferred data, application type-specific information are
also calculated and included in the final report. Via this
solution, both students fulfilled the additional requirement of
the assignment – demonstrate interdependency.

D. Evaluation of the Solutions

Both assignments were evaluated in the network depicted
in Figure 5. The measured traffic was originated from the
laboratories and the offices connected to the network. The
packets were captured and organised into flows by the
MyBeem application. The flow records were periodically
exported towards JXColl that saved the data into the database.
These data were then queried in specific time intervals by the
Evaluator and visualised by the Web Interface of SLAmeter.

Offices
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Internet

SLAmeter

CNL
Network

Beem
(application 
elements 

export)

JXColl
+

Web application
Celery worker

MongoDB
PostgreSQL DB

VPN remote client 
for Web application

Fig. 5. The network topology of the experimental environment

Fig. 6. Output fragment of MyBeem

1) Evaluation of Assignment Solution 1: The implemen-
tation of DPI in MyBeem was verified by the Mausezahn
tool. Mausezahn is a free fast traffic generator that allows
generating nearly any kind of packet. We decided to generate
flows composed of Domain Name System (DNS) packets. The
DNS flows were generated using the following command:

$ mz -c 100 -d 2sec -B 127.0.0.1 -t dns \
"q=www.fei.tuke.sk"

Figure 6 shows the command line outputs of MyBeem.
As it is shown in the Figure, DPI-based application layer
identification was successfully implemented in SLAmeter.

2) Evaluation of Assignment Solution 2: The evaluation
of the second assignment was preceded by collecting a huge
amount of network traffic measurement data. The accounting
and billing functionalities were tested over this data set. Table I
shows the summary of the individual modules for accounting
and billing, and the time they took to generate the outcomes
based on the amount of data stored in the database.

TABLE I
RESULTS OF EVALUATION THE ACCOUNTING AND BILLING MODULES

Name Execution time Database records
of module (seconds) count

95-th percentil billing 233.95 4 196 864
Volume billing 117.27 4 196 864
Criteria billing 1210 4 245 665

Summary billing module 334.42 4 736 746

As the results in the table show, the times taken to return
the results by the modules are high. However, accounting and
billing (more specifically generating the results and invoices)
are not time-critical tasks. As such, the implementation of
these functionalities was considered to be accomplished too.

3) Evaluation of the Joint Solution: The last task was
to implement a feature that requires implementation in both
individual work, demonstrating the cooperation of both stu-
dents. DPI implementation was selected as this feature. DPI
required labelling at the lowest layer of SLAmeter, namely, in
MyBeem. The flow records with the labels were then passed
to the above layers where they were eventually processed and
finally visualised by the Web Application. Figure 7 shows the
outcome the students achieved jointly.
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Fig. 7. The module of Web Interface of SLAmeter for application statistics visualisation based on DPI

With that said, both students achieved the requirements
defined by the assignment. They implemented a feature in
the framework of SLAmeter that enhance its functionality
while they also managed to demonstrate cooperation via
implementing a feature that required their equal involvement.

E. Discussion

This work aims to demonstrate the usefulness of a unique
methodology for improving the education of future network
engineers. The students are assigned tasks (individual as well
as joint) within a network traffic measurement and evaluation
framework, specifically the SLAmeter tool. Through solving
the tasks, the students receive an in-depth training of network
traffic engineering.

Specifically, they gained not only theoretical but also prac-
tical knowledge that is not common to see in the present com-
puter network course curricula. The students were introduced
with the concepts and terms related to network traffic mea-
surement and monitoring. They also got a detailed overview of
several issues that arise during network traffic measurements
as well as the most frequently deployed standards for obtaining
information about the network and its traffic. They worked
with industry standards and request for comments (RFC) and
utilised the gained knowledge to contribute towards a solution
for real-world problems.

The main advantage of working on this framework is that
the students do not have to build a product from scratch.
A lot of code is being used repetitively in different appli-
cations. Building a system individually requires each student
to implement these codes on their own. Frameworks eliminate
the need to write a lot of repetitive code that is being used
in many different applications. The time and energy can
be instead dedicated to other, more critical tasks. This can
help to decrease the time a student requires before becoming
productive. The framework is continuously developed and

improved by contributors (students). It is more likely that the
collective of developers is going to come up with a more
efficient way to do something than a student alone. Moreover,
something that has been used and tested by a bunch of other
developers, is far more likely to operate better than something
a student come up with alone.

Besides hard skills, through teamwork, the students also had
an opportunity to gain soft skills that are usually difficult to
be taught in a classroom setting. The students, being part of a
research group, can improve their communication, teamwork,
problem-solving, and interpersonal skills. It is important to
highlight that being part of a research group where the
members have different educational levels (undergraduate and
graduate) is more effective than being part of standard course
project teams where the members do not remain in the same
setting for a long period.

The student assignment outcomes were shown to be suc-
cessful. Their main goal was to survey state-of-the-art network
traffic monitoring tools. Based on the survey outcomes, they
were expected to enhance SLAmeter with features that were
not available yet in the tool. They were expected not only to
propose individual solutions (features) but also to demonstrate
interdependence – a feature that spans across all their solutions
in some way. As the solutions overview and evaluation show,
the students accomplished their assignments. They extended
SLAmeter with DPI and accounting and billing functionalities
while the implementation of application awareness required
their close collaboration.

IV. CONCLUSION

Carrying out critical computer network managerial related
activities and tasks requires well-trained professionals. How-
ever, network traffic management and engineering have been
treated with low priority in computer network courses. As
the demand for well-trained network engineers continuously
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increases, innovative learning designs must be applied to fill
the skills gap in the field.

In this paper, we demonstrated the usefulness of a unique
framework-based learning approach that has been used for
several years now to train and educate students in the field
of network traffic engineering. Students have been assigned
various tasks that were aimed at specific network traffic engi-
neering and optimisation challenges. While working towards
solving the challenges, the members have gained significant
hard skills in the field of network engineering as well as
various soft skills. Through a case study, we demonstrated the
usefulness of our framework in education as well as discussed
its key features and advantages.

The introduced framework can be also adapted to other
fields such as mobile ad-hoc networks and smart cities [21]–
[24], IoT and wireless sensor networks [25], [26], e-
health [27]–[30], various mobility techniques [31], [32], and
audio-visual solutions [33]–[35].
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Abstract— This article describes the issue of multimedia 
content presentation in product catalogs. The article is 
focused on unification of multimedia resources, their 
preprocessing and subsequent presentation in unified form. 
It discusses the issue of descriptive metadata, which serves 
to unify the naming of identical or very similar property 
values that manufacturers give different names, especially 
for better marketing support. Furthermore, the article 
focuses on the issue of creating configuration trees for the 
sale of new cars across various automakers. A system for 
unifying parameters and their values for pairing 
comparable resources is described, including the definition 
of dependencies and conditional configurations. Possibilities 
of their presentation and updating using publicly available 
data sources are discussed. The ways of multimedia 
presentation and configuration trees are presented on a real 
car demand project. 

I. INTRODUCTION 
This article discusses three key areas for presenting a 

catalog of new and used cars in a unified form for the 
purpose of comparing and building an individual 
configuration for the purpose of querying a new car. It 
also deals with the problem of storing car configurations 
so as to eliminate as much as possible the problem of 
assembling configurations that cannot be entered into 
production and thus cannot satisfy the requirements of the 
requesting customer. 

The first part is focused on obtaining and presenting 
multimedia content. In the case of used cars, the key price 
for selecting a specific car and subsequent contact with the 
dealer is not only the price of the car and its condition in 
terms of age, mileage, basic or optional equipment and the 
technical state of its visual presentation. High-quality, 
well-arranged, illuminated and detailed photographs can 
make the customer more interested in personal inspection 
of the car and its purchase. Unfortunately, different 
retailers take pictures in different environments using the 
cheapest cameras in mobile phones to using more 
expensive techniques. In premium cars with higher 
purchase price, we also find almost studio photos with 
professional lighting using quality cameras. In addition, 
new technologies and requirements for greater 

interactivity when viewing multimedia content are 
increasingly entering the game. A set of photos is no 
longer enough, but a 360-degree tour of the car's interior 
as well as the exterior with a close-up view is expected. 
Last but not least, there is the question of Virtual Reality 
Tours. These approaches face problems with insufficient 
internet connectivity, data transfer requirements and 
limited forms of visualization on mobile devices. This 
article discusses various methods of recording and post-
production of visual components with respect to the 
financial and technical demands of the overall solution, so 
that these procedures are acceptable to ordinary retailers 
and laymen. 

The second area related to the issue of visualization and 
presentation of multimedia content in the sale of cars is 
the unification of resources of different dealers, for 
visualization of new cars and their product configurators. 
Here we come across the inconsistency of multimedia 
content, both in terms of its storage, where we have 
different image quality: lossy vs. uneven. Lossless 
formats, initial resolution, car composition and rotation, 
shading, design variability (convertible with raised and 
retracted roof), generated background of the car (light, 
dark, gradients, imitation of real exterior, etc.). The aim is 
to achieve a sense of visual unity so that the user is able to 
notice differences in the appearance, color, and 
proportional size of the car. Methods from pure manual 
unification to semi-automatic to fully automatic 
procedures are described. They take into account the work 
with more than a thousand views of cars in different 
colors, wheel rims and equipment of the car. Professional 
car configurators now offer the possibility of full 
customization and visualization of the car, including an 
illustration of optional equipment, ie as the input for 
visualization are defined individual configuration 
parameters and then an accurate picture of the car with the 
given interior and exterior equipment is generated. Since 
different automobile corporations as well as brands within 
the group use different visualization technologies and 
methods, it is almost impossible to transfer such 
procedures to a single catalog. Therefore, it is necessary to 
choose a unified system of car view, packet and 
motorization, which will help the user to decide whether 
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the car is suitable for him and direct him to a specific 
dealer. 

The third part of this article deals with the configuration 
of the car. Publicly available for processing are usually 
price lists in printed form, where it is easy to identify 
which components and packets (sets of components) are 
available for the selected engine or equipment level. 
However, the problem arises when individual items of the 
price list are somehow dependent on one another, ie it is 
required that certain items are included in the vehicle 
configuration so that the vehicle can be completed, or the 
items are not compatible with each other or redundant, or 
only one item (such as the warranty extension option) of a 
given type can be added to the configuration. This 
information is captured in only a few price lists (BMW, 
MINI), using this default source it is then possible to build 
configurations that cannot be completed. Of course, there 
are situations where the car manufacturer does not offer 
detailed price lists at all. This article will discuss ways to 
solve this problem. 

II. GRAPHIC DATA FOR ILLUSTRATION OF 
CONFIGURATION OF NEW CARS 

Online configurators are an integral part of the sale of 
new cars. Here, the user can enter requirements for the 
car's own configuration and are presented with both a 
visual preview of the selected configuration, as well as the 
current cost of the configuration and the resulting 
financing methods and delivery dates. From the 
visualization point of view, previews can be divided 
according to component types and changes into macro 
parameters and micro parameters. Another criterion is the 
method of generating a visual representation of the car 
configuration. Here, cars choose between three basic 
visualization methods. 

A. Macro and micro parameters for automation 
Macro parameters to visualize the exterior 

configuration of a new car include its color (sometimes 
with split colors for the roof and sides, or convertible 
color for textile or shell roofs), wheel rims and the basic 
equipment package. Micro parameters are the choice of 
headlights, decorative elements of the exterior (moldings, 
color and shape of mirrors, stickers, etc.), roof beams and 
transport boxes, and in the case of engines, the tailpipes, 
both in terms of frequency and visual finish. Obviously, 
this can result in a myriad of valid and invalid 
combinations. In addition, for convertibles, there are 
usually views with the roof retracted and lowered so that it 
is possible to assess the appearance of the car in both 
adjustment modes. 

The aim of our solution is to unify the configurator and 
visual representation of individual cars as much as 
possible so that we are able to obtain as uniform as 
possible views for most known automakers. For this 
reason, we have limited ourselves to visualizing only the 
macro parameters so that the requesting customer can see 
the color, discs and the basic equipment package and other 
sub-micro parameters are no longer visualized. 
Unfortunately, there may be combinations of exterior 
colors and discs that the manufacturer does not support in 
production, which poses problems with generic car 
previewing, where the main parameters for generating 
discs and packet equipment are, and then only the color 

configuration is changed. So if there is a situation where 
some combinations cannot be assembled, all that remains 
is to break down the configuration into elementary 
variants based on a particular engine and packet 
equipment, and store their combinations (exterior colors 
and wheels) in a matrix manner that accurately records the 
permitted combinations and thus to conflicts. 

From the perspective of the car interior, the situation is 
similar. Here, the basic macro indicator is the upholstery 
configuration (textiles, leather, combinations, etc.) of the 
seats and dashboard (including stitching), seat types 
(comfort, basic, sports, etc.), roof upholstery and basic 
packet equipment (display size for navigation, etc.). A 
dominant element of the interior is also the shift lever (and 
pedals), which illustrates the engine and especially the 
transmission (manual, automatic). 

Following are a number of minor configuration 
adjustments, based on the selected equipment to modify 
the appearance of the dashboard, steering wheel, control 
and navigation elements, etc. 

Again, in order to reduce possible configurations, the 
visualization was limited to the basic color scheme in 
combination with the packet and seats. Gear lever variants 
and minor minor configuration modifications are not 
addressed. 

B. Methods of generating visual previews of car 
configuration 

Different automakers approach the issue of generating 
visual views of cars in different ways. The simplest 
solution is to create pre-generated previews usually 
rendered from the 3D car model, which usually represent 
the basic previews of the car (front, rear, and side, 
sometimes even top to illustrate skylights and 
convertibles) in predefined colors, wheel rims and 
equipment. Usually, configuration parameters are 
recorded in the saved preview name and a specific image 
is called up. The disadvantage is to consider which 
exterior parameters will be visualized and which will not, 
since each possible combination increases the number of 
pre-generated thumbnails, which increases the storage 
space and computational cost of the necessary render 
combinations. 

The second way is the car view generators according to 
the currently defined configuration, ie based on input 
parameters through GET links or API, the required visual 
representation is then generated on demand. This 
approach is computationally demanding since it is 
necessary to generate an image only after the user has 
defined it. The advantage is less disk space requirements 
for storing predefined renderers. Unfortunately, the 
sources and generating algorithms are on the side of the 
car manufacturer and therefore cannot be uniformly 
transferred to another system. 

A new evolving trend today is the method of virtual 
tours and 3D visualization. Apart from the pre-generated 
3D video previews, this method of visualization is usually 
handled by using a web browser (HTML5) or an 
additional plug-in (Unity) to upload the source content so 
that its visual appearance is compiled on the client side. 
This, however, places greater demands on initial data 
transfer and computing power to build the model. 
However, it is advantageous for the user that the model 
can be easily manipulated (rotated, zoomed) and, 

174



moreover, it is relatively simple to modify the 
configuration by adding or changing sub-objects within 
the model. Here again, different automakers use different 
technologies and their own solutions, so their unification 
is currently not possible. 

C. Process of unification of data sources 
For the purpose of our solution, we chose the method of 

unification of data sources through the process of 
downloading the basic combinations of configurations and 
their subsequent unification within our system. 

1) The process of downloading data sources 
The basic color combinations of the car, wheel rims and 

equipment packages are defined as part of the 
configuration takeover. The resulting dimensions are then 
generically combined to create all possible combinations 
of colors, pacts and discs. We will tell you that the 
combination is not supported by the manufacturer so that 
the preview cannot be obtained when downloading. The 
second approach is to create a two-dimensional matrix 
that is assembled separately for each equipment packet 
and includes dimensions for colors and wheels. If the 
combination exists, a link to download the combination is 
stored in the matrix, if it does not exist, the cell is empty. 

For configurators that generate previews based on 
defined requirements, it is necessary to load all valid 
configurations and save their images correctly. 

2) Output formats and their configuration 
PNG data format with transparent background seems 

ideal for saving thumbnails. The picture usually shows a 
visualization of the car rotation. Configurators provide 
previews in different resolutions and it is advisable to 
obtain the best quality preview source. Sometimes, 
however, it may happen that when a higher resolution is 
demanded (ie the expected higher quality), only another 
smaller image of lower quality is magnified, which is 
counterproductive. Similarly, automakers generate images 
with different sizes of area in which the image is set 
relative to the target device where it is visualized, so it 
may happen that there is a large number of surrounding 
blank spaces in the image that can be reduced. Another 
problem is shading the image, where some shadows 
extend far beyond the acceptable frame size of the image 
or even beyond the visible area of the image. This 
phenomenon can only be removed by masking specific 
images. 

3) Masking parts of images 
Another widely used format for data presentation is 

compressed JPEG. This format does not allow transparent 
parts of the image. The background is firmly stored in the 
pictures (usually bright, but not always pure white, and 
there are variants with a black background or gradient 
background, or with a refraction of the horizon to illustrate 
the spatial effect). This background must be removed from 
the image by masking. In addition, JPEG creates artifacts 
in the image when compressed, which must also be 
eliminated. The problem often arises when processing 
light (white) views of vehicles against a light background, 
when using some saturation techniques, selecting the area 
to be removed, the part of the car to remain in the image 
can be smudged. 

Ideal would be to carry out detailed manual masking of 
individual images, which is possible, but this cannot be 
generalized to similar collections of cars. For example, 

changing a car wheel that has other dimensions may result 
in a vertical shift of the image, or when changing the 
packet, the model may be fitted with other bumpers, 
spoilers, wheel arches, etc. places where the content is no 
longer. Manual saturation methods have the disadvantage 
of reducing compression artifacts in JPEG format, which 
can remove important portions of the image. But 
camouflage is the only way to remove inappropriate 
shadows and preserve the entire car format. 

Within our solution we create a tool that 
comprehensively solves this issue for cars of different 
brands. 

D. Methods of visualization and preprocessing of 
graphical content in relation to the target platform 

There are two basic solutions. The first is a variant 
where we get the necessary preview images directly from 
available sources of the manufacturer. Subsequently, they 
are unified into a uniform format with a transparent 
background and the removal of unnecessary surrounding 
space. Subsequently, it is saved on the nGinx server with 
the dynamic thumbnail generation function enabled in 
various resolutions. It is important that only certain 
preview sizes are precisely defined to eliminate generic 
queries that could unnecessarily burden the image server. 
In the future, it is possible to use the appropriate Content 
Delivary Network (CDN) or the tools offered for this 
purpose by the Cloud platforms. 

The second way is to create a single car composition, 
preferably in a light gray color, so that the curves of the 
bodywork are drawn sufficiently and through the parts, the 
bodywork creates a mask that subsequently changes colors 
and is saturated into the original image. This is less 
demanding and can be used when it is difficult or 
impossible to download graphical resources directly. The 
disadvantage is usually unreliable drawing of shapes and 
usually do not capture detailed differences of different 
types of varnishing (matt, metallic, pearlescent, etc.). 

III. OBTAINING BACKGROUND FOR WAREHOUSES AND 
USED CARS 

The second equally important set of visualized vehicles 
is the area of storage, new and used cars. In this area it is 
necessary to solve the issue of the quality of the recorded 
record, or to adjust individual photos so that they look 
consistent, not too dark, light or overexposed. The aim of 
our solution is to create virtual tours of the interior and 
exterior so that the user can look at the vehicle from the 
inside at all angles, zoom in on details so that he can 
examine the wear and the like. The same requirement is to 
inspect the exterior and possibly the details of the engine 
and chassis of the car. 

For the purpose of 3600 tours, today there are a number 
of more or less quality devices that already with two 
lenses can create a preview of their surroundings. It is 
necessary to test a suitable device, which is able to work 
even in low light conditions (dark or lighted surroundings, 
for example by the sun) of a closed car, as well as to solve 
the problem with fixed fixation of the recording 
equipment. Thanks to this solution and affordability, it is 
possible to create different views, from different positions, 
for example to simulate the outlook of the driver from the 
car, visualization from the middle of the car, from the rear 
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seats, etc. As well as publishing and visualization in the 
Internet environment. 

There are two possibilities of recording - video or 
photography. The video adds possibilities for greater 
clarity and audio presentation. The problem is the quality 
of the video, where higher quality is the limit especially 
for mobile devices. The second way is to create high-
quality photographs, from which the overall view is 
compiled. Here, problems arise with different brightness 
and incandescent lighting when the subject of a car is 
bypassed around the perimeter, not rotated and recorded 
from a single angle. The technique of rotating pedestals is 
relatively expensive and unavailable for small retailers. 

For recording, it is advisable to use mobile phones, 
which today provide relatively high quality photos and 
videos. The following are post-production edits that allow 
you to present the resulting footage in web browsers or 
virtual reality tools. There is also an increase in the 
amount of disk space required to store media files, as well 
as data transfer requirements for subsequent distribution. 

As part of the project we designed, we designed a set of 
procedures and recommended devices that enable a fast 
and affordable method of recording and publishing virtual 
tours of cars. Within the developed platform, we then 
offer the possibility to publish these records. 

IV. COMFIGURATION OF NEW CARS 
An integral part of the purchase of a new car is the 

possibility of its configuration and monitoring the 
configuration parameters of existing stock (new, new and 
used cars). Different automakers name the same 
equipment differently to give them greater value in terms 
of marketing and advertising campaigns. The aim of our 
solution is to unify these parameters into a uniform form 
so that the requesting customer can easily compare the 
demanded cars regardless of whether it is a new or a new 
or used car. The aim is to unify both the basic 
configuration of the car based on its model, the engine and 
the selected equipment package, as well as the connection 
with the configurator and the selected optional equipment. 
Subsequently, the customer can compare a set of all 
parameters or filter only the differences. Such cross-brand 
comparisons help users make strategic decisions [1]. 

A. Distribution of car parameters according to the way 
the customer decides 

Individual parameters can be divided into three groups. 
The primary parameters represent the macro decision 
criteria, which include the make and model of the car, its 
price, age and mileage, fuel type, engine power and 
overall condition. 

Secondary attributes include advanced configuration 
parameters, car dimensions, equipment safety features, 
luggage compartment size and variability, headlight types, 
engine performance, fuel consumption, etc. These 
parameters can be modified according to the optional 
equipment selected, where in some cases the configuration 
is extended, at other times, the original value of the 
equipment parameter is replaced by a new value. 

The ternary parameters are additional information, 
especially the engine characteristics, which are less 
important for ordinary customers [2]. 

B. General requirements for car configuration and 
bonus equipment 

The first step to retrofitting the car is to define 
additional car equipment. For example, a customer 
requires a towing device or a sunroof. Regardless of 
whether this item is an essential item of equipment or can 
be purchased. It is advisable to compile a set of the most 
frequently requested extensions, where the customer 
defines whether the given component is key 
(indispensable) or only complementary and need not be 
included in the resulting offered configuration. 

This gives the dealer a clear idea in a structured form of 
what the customer expects from his car. 

C. Price List Item Based Configuration 
Most (but not all) of the automakers provide sets of 

price lists for the offered models in the form of basic 
configuration options and optional accessories. Price lists 
are conceived by listing individual items of equipment 
with information on whether it is possible to add this item 
in a given packet or engine, whether it is a standard 
(asphalt-free) equipment of the given packet or whether it 
can be added at extra charge, or amount of the surcharge 
according to the already contained components in the 
configuration. Similarly, additional packets are defined 
that include multiple list items at preferential pricing 
conditions. 

 The printed price lists, with some exceptions, do not 
record the interconnectedness of the price items. The basic 
additional information required for adaptive car 
configurations are: Exact definition of the contents of the 
individual equipment packages. Intercompatibility or 
incompatibility of equipment features, conditional 
installation (there must already be other components in the 
car), different surcharges relative to the components 
already included, choice of one of the available options 
(eg extended warranty) [3]. 

D. Configuration taking into account the 
interconnection of price list items 

Conditional configuration elements are most accurately 
processed in online price lists and configurators. However, 
most configurators work by evaluating the 
interdependence, compatibility, and conditional features 
of the user based on the user's current configuration and 
the requirement to change it (adding or removing an item 
of equipment) and returning this information to potential 
collision solutions situation (the given element cannot be 
added because it is already included, the given element 
can be added provided that additional equipment elements 
or variants are added, the given equipment element cannot 
be removed because other equipment elements depend on 
it). In this case, it is necessary to simulate the behavior of 
the user, to combine various features of the equipment in 
various ways and to record their conditional addition, 
removal or selection from the offered extension variants 
or cascading removal. 

All these combinations must be saved and then the so-
called configuration tree is built from them, which is used 
for configuration in a unified environment. 
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E. Dynamics of updating configuration parameters and 
price lists 

An important factor nowadays is the updating of 
pricelist items and basic car configurations themselves. 
Hybrid and electric models are being added more and 
more, engine parameters and individual packets are 
changing, as many of the items that previously featured in 
the optional extras section have been moved to the basic 
equipment area of the car. These are mainly safety 
elements, assistance and camera systems, which aim to 
increase safety, ecological operation and bring cars closer 
to autonomous driving. 

Price lists are updated at different intervals, especially 
when the exchange rate of imported cars significantly 
increases or decreases. Add or remove new configurations 
and options. Unavailability of some components 
(especially motorization) and thus production limitation. 
Regular revaluation, which is at least twice a year, 
sometimes quarterly. Last but not least, the introduction of 
advantageous action models, which are produced in series 
and are preferably supplied by the dealership in defined 
configurations [4]. 

Online configurators usually have the fastest dynamics 
of change projection, but not all automakers have online 
configurators. Subsequently, the changes are reflected in 
printed price lists. An integral part of the information 
about the car sold are the technical sheets, where the 
parameters of the car, dimensions, weight, motorization, 
etc. are defined in detail. 

Work with price lists is divided into the initial 
introduction of information about the model, definition of 
engine, packets, etc. The basic features of the equipment 
follows, ie color design, wheel discs, interior variants and 
followed by optional equipment. In the finals, the price 
lists are updated and updated, in the form of price 
adjustments or in more detail the change in the price lists. 
Due to the inconsistent storage and presentation of 
information by various automakers, it is necessary to 
approach the processing individually. The goal, however, 
is to automate each area as much as possible, but before 
importing it is advisable for the resource to go through a 
knowledgeable administrator and detect any 
inconsistencies and inaccuracies in the data. 

F. Cloud service concept for unified parameters and 
car configurations 

The goal of this solution is to create a unified platform 
for collecting information about each of the available car 
sales configurations, broken down by different sales 
countries. With detailed information on vehicle 
parameters, exterior and interior variants, including 
options. The full description of the vehicle and accessories 
should be unified using a uniform classification so that the 
vehicles can be compared with each other, or help solve 
the simple question of choosing a particular vehicle of a 
brand and looking for it technically, the most similar 
alternatives to other brands [5]. 

Similarly, thanks to the unification of resources, it is 
possible to define quantitative and qualitative indicators 
which sort vehicles according to selected criteria and can 
combine these criteria with each other. These are 
indicators such as best price, lowest consumption, highest 
safety, comfort, etc. 

An integral part of the decision to purchase a car is also 
its purchase price, the price of insurance and servicing. 
Even these aspects can be included in the description of 
individual cars, where in addition the rate of financing 
(credit, leasing, operating leasing) or insurance from 
different institutions can be stated. Another criterion is the 
available statistical information that helps us to monitor 
the market for new and used vehicles so that we can 
identify which cars are sold at what level of equipment 
and with what engine types. It can also record similar 
sales statistics for used cars, which clearly identifies how 
the car is in the form of a second-hand or second-hand car. 

The result would be a global system that not only 
gathers information on different vehicle models in a 
unified form, but also helps make fully informed decisions 
by complementing safety certificates, financing and 
related services.  

V. IMPLEMENTATION OF VISUALIZATION OF CARS 
AND CONFIGURATOR IN COMMERCIAL SOLUTION 

The areas of presentation of graphical multimedia 
materials described here illustrating new, new and used 
cars are solved within the Gloffe.com portal, which offers 
the possibility to browse through the catalog of used cars, 
including their monitoring, comparison and direct contact 
with the seller. Furthermore, it offers its own catalog of 
new cars with the possibility of modifying the 
configuration of the car, and then creating a demand that 
either anonymized or public (with available contact to the 
applicant) goes directly to dealers who can respond to it 
by creating individual offers with added value in the form 
of additional benefits and bonuses. Configurations can be 
saved, compared (even compared to used cars) and 
demanded [6]. 

In addition, the system offers the possibility of a so-
called automatic seller, which simulates the behavior of a 
real seller and is able to automatically create an offer 
based on predefined rules, propose a price advantage, 
financing methods, bonus supplements and benefits and 
deliver it directly to the applicant. If the dealer chooses to 
bid manually, he can offer cars from his own stock or 
enter the car directly into production. Especially methods 
of visualization of new cars preview have already been 
implemented in Gloffer.com portal and the possibilities of 
integrated configurator are still expanding. The goal is for 
the portal to offer the possibility to configure at least the 
top 20 best-selling brands in the shortest possible time [7]. 

VI. COOPERATION WITH STUDENTS TO SOLVE THE 
ABOVE ISSUES 

Cooperation with VŠB Technical University of Ostrava 
in the form of innovative vouchers as well as cooperation 
with students who can cooperate on tasks that need to be 
solved in real sales portals and related hardware and 
software infrastructure of information systems is useful 
for partial solution of the problem. Currently, the issue of 
car visualization and configurators is solved in detail, 
including conditional selection and connections resulting 
from the configuration tree. 

The results of the work are verified in real conditions, 
and feedback from both car dealers and users (users) who 
use the system is used. Their requirements are evaluated 
and their demands are evaluated in terms of 
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implementation and actual creation and maintenance of 
required content.  

VII. CONCLUSION 
This article looked at the visualization of new and used 

cars, aimed at validating different display concepts in 
practice and getting feedback from dealers who will create 
materials as well as customers who will view and use 
them in their strategic purchasing decisions new car. In the 
future, the goal is to determine whether the segment 
expects only an increase in the quality of resolution and 
detail in the visualization methods already in use or is 
ready for other forms of visualization using elements of 
virtual reality and 3D modeling. 

The second important area of the article is the issue of 
building product configurators, including the definition of 
internal conditions of dependent components in the 
configuration tree. Various methods of crawling this tree 
and their interdependence and possible recommendations 
to modify the configuration to maintain its consistency for 
subsequent demand and production purposes are tested. 

The set goals have been met and are now actually 
integrated and tested in the sales platform. 

In the process of analysis, implementation and testing 
of individual procedures and strategies were involved 
students of the Department of Informatics VŠT-TUO 
within the subject Information systems for e-business and 
related graduate work. 

The resulting solution was tested in practice within the 
implementation of the Gloffer.com portal. 
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Abstract— The teaching of positive and negative integers is 
considered in this paper. Two types of models are presented: 
address – operation models like thermometer or stepping 
environment in Hejný’s mathematical approach and 
opposite quantity models like ancient China counting 
chopsticks or our application “Záporné �ísla” (Negative 
numbers). With the application pupils learn how to count 
with positive and negative integers while integers are 
presented as two types of amounts – red balls for positive 
numbers and blue balls for negative numbers. The 
application was created in the App Inventor, so it works on 
any android device including mobile phones and tablets. 
The application is distributed into Google Play for free. 

I. INTRODUCTION 
The negative numbers are firstly presented to Slovak 

students at the age of 14 (eighth grade of secondary 
school), mostly without any previous experience with 
such numbers at mathematical classes. Several years 
before, pupils learned negative numbers two years earlier. 
They had some problems with understanding their 
concept. The problem was caused more likely by improper 
methods of teaching them. Solution of a time 
displacement is unbelievable.  

In Hejný’s mathematical approach, negative numbers 
are introduced already at the primary school by 
manipulation models and for pupils the counting with 
negative numbers is not so unnatural or incomprehensible 
as the teachers are convinced (see Skálová [1]).  

Unfortunately, most children have no experience with 
negative numbers at the primary school. Then they enter 
the eighth grade and the teacher talks about using negative 
numbers on a thermometer, or an elevator and very 
quickly begins teaching the rules for counting with 
negative and positive numbers. Since only some of the 
rules can be derived from the models like a thermometer, 
the teacher in the best-case scenario does it only for these 
rules and the rest are given for memorizing. 

It is widely known that before any generalization, 
pupils should experience a lot of models of the 
generalized fact. From this follows the need of work with 
various models of negative numbers before teaching the 
abstract rules for counting with them, ideally started at the 
primary school. 

Nowadays, mobile devices and educational applications 
were introduced successfully into the teaching process. 
Using them, it is possible to visualize any needed model 
of negative numbers. 

A. Adress-operation models of integers 
There are two types of models used in the learning 

process. Firstly, there are address-operation models. The 
representations of such models are commonly used during 
the teaching process. The models which are used at most 
are the thermometer, the elevator and the more abstract 
model – the number axis. Negative numbers are derived 
from natural numbers as the extension of the scale behind 
the number zero. Integers in these models are of two 
types. One is the address – the number means the place, 
where someone stands. So, there is no problem to 
understand the meaning of negative number.  

Then the addition and subtraction should be described. 
Using the thermometer model, the addition means heating, 
the subtraction cooling. In the elevator model, the addition 
means walking up, the subtraction down. The number 
representing the size of heating / cooling or walking up / 
down is the operator.  

When presenting the addition and the subtraction in any 
address-operator model, a problem occurs: the operator 
must be positive. It is not possible to imagine, how to cool 
something by minus two. To overcome this obstacle, an 
opposite is needed. Mostly, the teacher says that walking 
up by a negative number is the same as walking down by 
a positive number. So, the operation is changed together 
with the change of the number sign. This is a concept, 
which could not be easily illustrated in a realistic model.  

Although, some address-operator models, e.g. in 
Hejný’s mathematical approach, overcome the problem 
with a figurine walking forward or turning 180 degrees as 
the addition or subtraction and reverse walking when the 
operator is negative. In Figure 1, a task for fourth grade 
pupils is given in the “stepping environment”, which is 
well-known to the children from their first grade.  

In the a) task, the pupil should rewrite the stepping 
notation into the number notation: e.g. the first one is (-1) 
+ 3 + (-1) + 3 = 4. In the b) part the number notation 
should be rewritten into the arrow notation. 

 
Figure 1.  A task from the Hejný‘s schoolbook [2] 
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B. Opposite quantity models 
It could be supposed, that the first civilization, which 

used negative numbers was the ancient China. It is not 
known, how the negative numbers were created, but they 
were successfully used by solving equations in the eighth 
book of the Math in Nine Books which has origin in 
twelfth century before Christ. In the China, counting 
chopsticks of two colors were used. The red chopsticks 
called “cheng” represented positive integers and the black 
chopsticks called “fu” negative integers. The color 
distinction was also retained in the book printing. 

In the Math in Nine Books, rules for counting with 
negative integers (written in a recent notation) were 
settled. We can see, that there were successfully counted 
with zero and all cases of the addition and subtraction of 
positive and negative numbers were known. In the next 
equations, a, b are positive real numbers, not necessary 

integers. 
For the multiplication and dividing, no rules were 

derived because there was no need for them in practical 
tasks or theoretic mathematical tasks. [3] 

Such a model of negative numbers could also occur in 
the finance accounting, where there are two columns – 
one for the assets and one for the debt. Then it is possible 
to add or erase positive numbers as easily as negative 
numbers. So, all the above rules could be modelled. 

The model which could be named as the opposite 
quantity model of the positive and negative numbers was 
introduced. 

Numbers in the model are represented as a quantity. 
There is no need for the ordering. Quantity models are 
firstly used in the school educational process when natural 
numbers are presented. Pupils can manipulate with some 
small items which are presented as the units. 

The negative numbers in opposite models, are some 
“new” numbers having the opposite quality to the positive 
numbers. The essential condition for a representation in 
such models is pairing – one positive unit with one 
negative unit means zero – or nothing. Possible models 
could be: the matter and the antimatter, the electron and 
the positron, the positive and negative charge, or single 
boys and single girls (the couple means no single human).  

The adding in such models needs no new definition like 
going up in an address-operation model. In the opposite 
quantity model, the adding means still adding, and the 
subtracting means still removing. These models are 
sometimes used in the school education, e.g. Yeo [4] 
presents a model for learning addition and subtraction of 
all integers using two types of discs. One is for 1 and one 
for -1. The crucial concept is a zero pair, which could be 
eliminated or created when needed. 

II. MOBILE APPLICATIONS IN MATH EDUCATION 
A mobile application is a type of the application 

software designed to run on a mobile device, such as a 
smartphone or a tablet computer. A mobile application 
frequently offers to user similar services to those accessed 
on PCs. Mobile applications are generally small, 
individual software units with a limited function. 

In the classroom and outside the classroom, mobile 
applications are providing the higher efficiency and fun in 
learning or teaching. They are providing amount of 
benefits to both students and educational institutions 
including the free access, the faster speed of 
understanding the concepts, individual tasks and speed of 
solving the problems and many more, which causes that 
mobile applications are more and more popular. 

One of the basic requirements of a good educational 
application is to have interactive elements. Pokorný [5] in 
his research on a sample of 172 students, proved that 
students who solved mathematical problems using 
interactive elements were more successful than students 
who did not use interactive elements. So, a good 
application should provide more interactivity than a book. 
A couple of tasks displayed on a screen, which gives a 
feedback like correct/ incorrect is not more interactive 
than a book with correct answers written with a small font 
at the end. The better application says, if the user did 
something incorrect, where the mistake is and gives him a 
chance to correct it. Or gives him a hint, how to correct it. 

Žilková [6] assumes that an interactive environment 
enables virtual manipulation methods in the mathematical 
education. Interactive programs could not only supply the 
manipulation with real objects, they could improve 
perception of a model in the qualitative new way. This is 
the huge advance of computer technologies – pupils could 
work with models, that are not available in the real world: 
the annihilation of the matter and antimatter is not 
something to see in an ordinary lifeday. By an application 
we can simulate it and pupils could have an experience 
which helps them to understand something hardly 
understandable without the technologies. 

III.  
APPEARANCE AND FUNCTIONALITIES OF THE APPLICATION 

„ZÁPORNÉ �ÍSLA“ 
For the application “Záporné �ísla” a very simple tool 

App Inventor  was chosen. The reasons are the simplicity 
of programming. Secondly, the created application could 
be quickly publicized in the Google Play store and so it is 
easily available for any device with an android operating 
system. And finally, the App Inventor is a free online tool. 

Voštinár [7] in his research, compares five online tools 
for creating mobile applications and finds out that the 
Thunkable, which is based on the App Inventor has also 
an adding positive and it is that an application created by 
the Thunkable is assigned not only for the Android 
devices but also for the iOS devices. So we consider to 
make a similar application in the Thunkable later. 

A small guide for creating a mobile application in the 
App Inventor can be found for example in Voštinár [8]. 

We have created the application which provides an 
environment, where two types of balls with opposite 
quality exist nearby. 
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Figure 2.  Appearance of the application Zaporné �ísla, screen 1 

The application was called Záporné �ísla (the Slovak 
name of Negative Integers) and it is available on the 
Google Play for free. It consists of two screens. In the first 
one, the number represented by balls should be written in 
the ordinary number form. The second one enables the 
addition and subtraction of two integers. 

In Figure 2 we can see the first screen. At the top, there 
is a small explanation in the Slovak language: “The red 
dots mean units, the blue dots minus units. What number 
is represented by these dots?” 

Under the explanation, there is a place for writing, the 
check button “Skontroluj” and the button “Pufff”. Most of 
the screen is occupied by an area where a couple of dots 
are randomly moving. The speed and direction changes 
seem so pleasant, so the user spends a little time just 
watching them. Sometimes, two dots disappear. The pupil 
can realize very quickly that they have disappeared when 
a red dot met a blue dot. 

At the bottom of the screen, there are additional two 
buttons. One is for a new task: “Nová úloha” and the last 
oval button for the switching to the second screen. There 
is an accompanying text in the Slovak language, which 
means: “If you master this problem, choose the next 
level:” 

In Figure 3, we can see the appearance of the second 
screen. The first oval button returns to the first screen. 

The text below could be changed, when the user checks 
or unchecks the box “Odoberanie” (Removing). Both texts 
explain, that the user should write the correct number 
represented in both areas and then find out their sum or 
difference accordingly to the checkbox. In the removing 
case, there is also a hint – “Sometimes, the button Pufff 
can be helpful.” 

 
Figure 3.  Appearance of the application Zaporné �ísla, screen 2 

Under the text, there are two buttons, one for the new 
task and the “Pufff” button and the checkbox for 
switching between the addition and subtraction. 

Most of the screen is composed of two areas. The left 
yellow area represents the given cardinality. The right 
violet area represents the operator – the number which 
should be added to or removed from the left one. 
Therefore, the “Pufff” button puts a red-blue pair of balls 
only into the left area. 

At the bottom of the screen, there is a place for writing 
the represented task in the mathematical notation. The 
check button “Skontroluj” checks all the three written 
numbers. 

The functionalities and the programming procedure of 
selected tools in the App Inventor are explained more 
detailed in the following sections. 

A. The characteristic of balls 
In the designer part of the App Inventor, where the user 

interface is chosen, we can find within Drawing and 
Animation tools, a useful tool called simply the Ball. The 
ball has several optional properties, see Figure 4. 

Initial properties are given for every ball of our 
application: the heading is 0 degrees – so the ball is 
moving to the right. The interval means, that every 100 
milliseconds the ball moves 3 pixels (the speed) toward. 
The radius of the ball is 10, the color is red or blue and the 
coordinates are different for every ball, because the balls 
should not meet immediately when opening the 
application. The visibility is set up as true for every ball. 

Of course, the heading and coordinates of every ball are 
randomly changing while the application runs. So, the pre-
sets hold only in the first moment after the initiation. 
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Figure 4.  Properties of the Ball 1 

Twenty balls are inserted to the application. They are 
numbered from 1 to 20.  

The odd-numbered balls are coloured red and represent 
positive integers. The even-numbered balls are coloured 
blue and represent negative integers. Each ball is one unit. 

All balls are moving randomly in the area. The moving 
is a basic optional property of the balls. The balls in the 
application change their headings every given time period. 
Therefore a hidden component Clock is included into the 
application. The Angle’s change must be so small so that 
the moving looks continually and still randomly. 
Therefore, the change of heading was chosen randomly in 
the range of angle from -90° to 90°. This could impress 
that the balls represent atoms or some other physical 
particles flying randomly in the area.  

When a ball met another ball which is not of the same 
color, both will disapear. The mathematical reason is: one 
plus minus one equals zero. Or physically, the collision 
between a particle and its antiparticle leads to their mutual 
annihilation. Or a wedding in a single boys-girls model. 

The command in the App Inventor is quite long (see 
Figure 5). The App Inventor offers a command called 
“When Ball1 Collided With other” and it is not possible to 
change “other” to the concrete set of balls.  

 
Figure 5.  A part of the command for collision of balls 

So, we include an If command with the condition: if the 
“other” is Ball 2 or Ball 4 or Ball 6…or Ball 20 (all the 
blue balls) then the Ball 1 disapears. Else (Ball 1 meets 
another red ball) the Ball 1 turns 180 degree. A similar 
command must be done for every ball. 

A similar commands are included for the edge reaching. 
So, when two same-coloured balls collide or a ball reaches 
the edge, they turn 180 degrees, so it seems like they 
bounce back from themselves or from the edge. 

Sometimes, and we are still not able to prevent it 
absolutelly, three or more balls collide at the same time 
period. If they are of different colours then accordingly to 
the instruction command, they will disappeare. It changes 
the given task. This brings us to the speculation about the 
Big Bang: could this be the reason why the matter is more 
represented in the universe than the antimatter? In the first 
timeperiods, there were created as much matter as 
antimatter. The particles were created in pairs like in our 
application. But then, something caused that nowadays the 
universe is full of the matter… 

So, the application has an additional potentional to 
incite the interest in the physics of the early universe. 

B. The button “Pufff” 
The button “Pufff” refers to the pair production e.g. an 

electron and a positron during the first moments after the 
Big Bang. (Or a divorce in a single boys-girls model.) 

If at least one positive and one negative ball is invisible 
then the application finds one pair and put it nearby in an 
arbitrary place on the screen heading from each other.  

The instruction command for the “Pufff” button 
consists of a long condition (see Figure 6): if  Ball 1 or 
Ball 3 or … or Ball 19 AND Ball 2 or Ball 4 or … or Ball 
20 are visible then the “Pufff” button is able to create a 
pair of red – blue balls. The programm chooses randomly 
the coordinates, where the pair will appear. The 
application goes throught all odd numbered balls to find 
the one, which is invisible and makes it visible and sets it 
to the given position. At the same time it also goes 
throught all even numbered balls to do the same with the 
founded one but the heading is 180 instead of 0 and also 
the x-coordinate is 30 pixels lower. Therefore, the balls 
will appeare nearby, not over, with contrary headings.  

Appart of the nice effect of the Big Bang creation, the 
button has an important use in the second screen. The 
subtraction is modelled as taking away the given number 
of balls in the right area from the set of balls in the left 
area. In Figure 3, it is not possible to remove one blue ball 
from the set of two red balls. The button “Pufff” creates 
one red-blue pair of balls, so the blue one can be removed.  
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Figure 6.  A part of the command for the “Puff” button 

This is didactically very usefull because the pupil sees 
that for removing minus one he must create one pair: plus 
one with minus one and then he could remove minus one 
and plus one remains. This is the reason, why minus 
minus one leads to the same result as plus one.  

Of course, it can happen that the buton “Pufff” is not 
able to create enough balls e.g. 5-(-5), because in the first 
area all five red balls are visible. Then it is not possible to 
create five red-blue pairs to remove five blue balls. The 
pupil should imagine the creation of additional five pairs. 

C. New tasks 
The button “Nová úloha“ (New task) changes the 

visibility of all twenty balls. The number of visible red 
and blue balls is separately and randomly chosen from the 
interval from 0 to 10. So that, in the first screen any 
number from -10 to 10 could be modelled but not with the 
same probability, because e.g. there is only one option of 
112 how to get the number 10, but 11 to get the number 0.  

At the second screen, there are randomly chosen four 
numbers from 0 to 5 – number of red vs. blue balls on the 
left vs. right area. So, the number of different possible 
tasks in the second screen is 121 for the addition and the 
same for the subtraction not appearing with the same 
probability. 

An interesting fact about the new task button will 
appear, if the button is clicked frequently – some balls are 
moving without noticing that the user wants a new task. It 
is caused by the fact, that the new task button chooses 
only visibility of the balls, not their position or headings. 

D. The feedback 
The application is interactive by the button “Skontroluj” 

(Check). In the first screen, the user sees only if the result 
is correct or not. And he could try to put the right answer 
as many times as needed. The feedback in the second 
screen is more interactive. A part of command for the 
check button is in Figure 7. The application checks all the 
answers step by step.  

 
Figure 7.  A part of the command for the check button 

Firstly, the number of balls in the first area (Textbox 3) 
must be written correctly. If it is not correct, the 
application gives the feedback. If the first area is correctly 
rewritten into the number, the application checks the 
second area and so on. 

In the both screens, the application firstly counts the 
actual number of visible red and blue balls, translates it to 
one integer and then checks, if the user has written the 
same number. This is necessary for the improbably 
situation of three or more balls meeting in the same time, 
which changes the given task to another. So, the answer 
written by the user must be correct for the situation at the 
time, when he clicks the check button. 

In Figure 7, we can see the last sequence of counting 
the actual value of the second variable – the number given 
by visible balls in the right area. Then there is an If 
command, which differentiates between the addition and 
subtraction and three-step feedback for correct or incorrect 
answers. After that the command continues with similar 
feedback for the case when the Checkbox is not checked. 

IV. CONCLUSION 
To learn counting with positive and negative integers as 

many experiences as possible with concrete models are 
needed. For natural numbers, quantity models are used 
more often than address - operation models. Counting 
with negative numbers could easily be modelled by 
address – operation models. Quantity models are not so 
practical when thinking about real experiences with 
negative numbers. But nowadays, information 
technologies enable us to create environments which 
model positive and negative numbers as opposite 
qualities. Opposite units in such models could disappear 
when they meet or could be created from nothing in pairs 
when there is a need to remove something that we do not 
have. 

There are many applications focused on counting with 
positive and negative integers. Most of them are useful for 
practice, but not a first teaching of the subject. However, 
the application presented in this paper enables a deeper 
understanding of core properties of calculating with 
integers, because it visualizes a function model of all 
integers. 
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Abstract 

Purpose: The issue of this paper is the conceptualization 
of a digital transformation concept which supports both, 
digitalization and innovation. This is caused in the reason 
that organizations need appropriate circumstances in 
order to cope with challenges concerning digital 
transformation. Thus, this paper provides practical 
starting points in order to support firms in terms of their 
change towards digitalization. 
 
Design/methodology/approach: The paper is based on 
practical experiences, literature research and expert 
interviews concerning digitalization in companies. First 
of all benefits as well as resulting challenges arising out 
of digitalization will be presented in order to show the 
importance of digital issues for companies. Grounded on 
these insights a transformation model for the digital 
turnaround will be created based on theoretical issues 
such as change management or sensemaking. 
 
Findings: The concept provides practical implication and 
measurements for a structured change. Hereby companies 
should first of all focus on the corporate culture due to the 
fact that culture is the most important enabler or hinderer 
for any kind of change. This includes the modification of 
the corporate´s vision, values as well as the behaviour of 
executives and proper working condition as well. 
Moreover, digitalization will be linked to information 
management in order to underline the importance of the 
so called horizontal integration due to the fact that 
networking is the basis for cooperative change processes 
(Spath, 2013). 
 
Research/practical implications: The paper includes 
implications for the change management towards 
digitalization and innovation. The provided digital 
transformation concept serves as a guideline for 
managing the challenges in terms of digitalization and 
innovation processes. 
 
Originality/value: This paper fulfils an identified need in 
order to cope with the current issue digitalization that will 
change our whole life rapidly and extremely. In order to 
be prepared organizations, need to know how to deal with 
the challenges concerning digitalization. Only if they are 
prepared, e.g. by using a digital transformation concept 
companies are able to see not only the challenges but also 

the chances evolve out of digital issues. Keywords: 
Digitalization, innovation, change management 
 
JEL Codes: 010, 033 
 

I. INTRODUCTION 
 
The world as we know has been shaped by three major 
technological revolutions. Currently, our society and 
economy is facing a new and incremental upheaval 
named digitalization and industry 4.0 (Riedl et al., 2017). 
In order to face the relating challenges and to use the 
chances arising out of digitalization, companies have to 
be prepared for a digital transformation. In this context 
the term ‘digital transformation’ describes the 
transformation from partly digitized business models into 
fully digitized ones (Riedl et al., 2017). Hereby digital 
transformation represents a major challenge for business 
management in a way as all industrial revolutions and 
incremental innovations did before (Riedl et al., 2017). 
Therefore the aim of this paper is providing a guideline in 
order to support organisations by their change towards 
digitalization. 
 
In this context first of all the term industry 4.0 will be 
concretized. Afterwards potential benefits as well as 
resulting challenges arising out of digitalization will be 
presented in order to show the importance of digital 
issues for companies. Subsequently a transformation 
model for the digital turnaround will be created. This 
transformation model is based on theoretical concepts 
such as change management or the concept of 
sensemaking. The model provides practical 
measurements for a structured change towards 
digitalization. Hereby companies should first of all focus 
on the corporate culture due to the fact that culture is the 
most important enabler or hinderer for any kind of 
change. This includes a modification of the corporate´s 
vision, values as well as an appropriate behaviour of 
executives and proper working condition as well. 
Moreover the involvement of external stakeholders is 
crucial. Hereby links between digitalization and 
information management will be shown in order to 
underline the importance of the so called horizontal 
integration of external stakeholders. 
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II. INDUSTRY 4.0 WHAT IS IT ?  
Industry 4.0 represents the fourth industrial revolution on 
the way to an Internet of Things, Data and Services. 
According to Germany Trade and Invest it refers to the 
technological evolution from embedded systems to cyber-
physical systems. Decentralized intelligence enables the 
creation of intelligent object networking and independent 
process management, especially with the interaction of 
the real and virtual world which is a crucial new aspect of 
manufacturing and production. Therefore industry 4.0 
represents a paradigm shift from centralized to 
decentralized production. Hereby technological advances 
constitute a reversal of conventional production process 
logic in the sense that industrial production machinery no 
longer simply processes a certain product, rather the 
product communicates with the machinery to tell it 
exactly what to do. By connecting embedded system 
production technologies and smart production processes 
industry 4.0 paves the way to a new technological age 
which will not only radically transform industry, 
production value chains and business models (e.g. 
constructions like the “smart factory”), but also our daily 
life. 
In this context the Internet of Things, services and Data 
enables a real-time capability of production and 
autonomous objects, mobile communication and real-
time sensors allow new paradigms of decentralized 
control and ad hoc design of processes. 

 
Fig. 1: The internet of things  
 

 

 
 
 
 
 
 
Source: Bruz giene et al. 2017  
 
 

The Internet of Things (IoT) is an important part of the 
future internet paradigm. It will rapidly change the 
development of technologies as well as the provision of 
services. Especially the capability of objects regardless 
whether physical or virtual things to identify and 
communicate with each other at any time based on 
communication technologies gives organizations the 
possibility to provide advanced services over global 
infrastructure in different areas of manufacturing as well 
as in everyday life (Bruzgiene et al. 2017). Industry 4.0 
utilizes different design principles which are 
interoperability (including cyber-physical systems), 
virtualization, service orientation, modularity, 
decentralization as well as real-time capabilities (Datex 
Canadian Office, 2017). 

 

III. BENEFITS OF INDUSTRY 4.0  
 
In the following the key benefits of Industry 4.0 will be 
summarized (i-SCOOP, 2017). First of all industry 4.0 
enhanced productivity through optimization and 
automation thus it consequently reduces costs, increases 
profitability and reduces waste, because automation 
prevents errors and delays. Moreover it allows speeding 
up production to work more in real-time along the overall 
value chain, where speed is crucial for success and 
customer satisfaction. Furthermore it provides real-time 
data for a real-time supply chain in a real-time economy. 
As a result it enhances the timely adaption of processes 
and increases flexibility in general. In this context speed 
is not only a benefit concerning optimization, automation 
and enhanced productivity, but also in many other ways 
as well. Even if many productivity improvement benefits 
are rather about the internal goals of costs and process 
optimization they support at the same time also enhanced 
customer-centricity. Especially nowadays concerning 
industry fast processes are crucial for organizational 
success with regard to the matter of alignment, costs and 
value creation. Besides, customers simply expect it. 
Industry 4.0 enables higher business continuity due to 
advanced monitoring and maintenance (i-SCOOP, 2017). 
For instance when an industrial robot gives up, 
production is affected; costing money and moreover 
unhappy customers, and sometimes production can be 
fully disrupted. Beside reputation can be damaged. 
Industry 4.0 allows that industrial assets are connected 
and can be monitored through the Internet of Things. 
Therefore issues are tackled before they even happen thus 
the resulting benefits are huge. Assets can be proactively 
maintained, real-time monitoring and diagnosis becomes 
possible. 
Industry 4.0 enhances the quality of products due to real-
time monitoring; the IoT-enabled quality improvement 
and collaborative robots ensure a better quality of 
products and prevent errors (i-SCOOP, 2017). 
Moreover industry 4.0 improves working conditions 
caused in the fact that robots will take of former physical 
work (i-SCOOP, 2017). Monotone activities will be 
reduced and employee’s freedom will be increased by 
different working models. Beside that working conditions 
in offices, plants or warehouses will be improved in 
general based on real-time temperature, humidity and 
other data. Furthermore better communication and 
collaboration possibilities, a focus on ergonomics, clean 
air and clean factory initiatives will provide better 
working conditions for employees. 
Additionally Industry 4.0 enables customization and 
personalization for the consumer in a new dimension (i-
SCOOP, 2017). Digital tools have changed consumer 
behavior and preferences. Consumers have become more 
demanding, among others with regards to fast responses 
and timely information. 
Scalability and agility are expected in manufacturing 
enabled by Big Data, robots and cyber-physical systems 
to predict and meet seasonal demand, fluctuations in 
production, and the possibility to downscale or upscale (i-
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SCOOP, 2017). Therefore adjustments are more 
predictable, and can be handled better due to increased 
visibility, flexibility and a possibility to leverage assets in 
function of optimal production requirements from a 
perspective of scale and time. 

 

IV. CHALLENGE CONCERNING INDUSTRY 4.0 
 
The jobs of employees in industry 4.0 will change for 
sure. Therefore the fourth industrial revolution needs 
qualification (Spath, 2013). If products communicate 
with their producing machines, then Cyber-Physical 
Systems (CPS) is in the game. If mechanical engineers 
use virtual tools then interdisciplinarity and software 
competence are in demand. Without qualification for this 
organizations won´t cope the challenges in terms of 
digitalization. Therefore in the context of digitalization 
companies should develop the skills of their employees or 
improving their already existing abilities (Spath, 2013). 
According to a current Fraunhofer study it is clear that 
the role of human beings will not just be to use automated 
subsystem. This is caused in the reason that people do not 
only have motor skills, but also thinking, associative and 
sensory abilities which can´t be copied easily by robots. 
These skills should be used by companies especially in 
the complex and innovation-driven area of digitalization. 
People are flexible and able to handle an insane 
abundance of tasks within a very short time. Therefore 
employees will be crucial for the organizational success 
even and in particular in the future with regard to industry 
4.0. 
Moreover companies focusing on Industry 4.0 must pay 
attention to the entire life cycle of products and 
manufacturing. Concerning the entire value chain and 
manufacturing operations many external stakeholders 
should be involved. These stakeholders need information 
about processes, regardless of where they sit in the supply 
chain. Customers want good products fast. They have 
increased expectations regarding quality, services and 
products that should be delivered on the exact time they 
want. Therefore real time information and transparency 
along the whole supply chain is required, including all the 
way up to manufacturing and beyond. 
This is the only way to react quickly enough to the needs 
and future demands of customers. And indeed a current 
Fraunhofer study states that the majority of companies 
already recognized that the rapid response to customer 
requirements will be of great importance for future 
success (Spath, 2013). 
As a consequence it is pretty clear that industry 4.0 
requires a change. A change concerning qualification of 
employees, the integration and cooperation with external 
stakeholders like suppliers, customers or even schools 
and universities in order to tackle problems to satisfy 
consumer needs, to speed up the production process or to 
create new innovative solutions for upcoming problems 
concerning digitalization. 
 

V. CHANGE MANAGEMENT TOWARDS DIGITALIZATION  
 
A) Digitalization and Information Management belong to 
each other. Digitalization requires information 
management and the other way round. In terms of the 
creation of a digital transformation concept existing 
concepts of Information Management should be 
considered. This is caused in the reason that 
digitalization, digital transformation or digital business 
strategy include tasks and methods which occur in 
already existing Information Management frameworks 
(Walchshofer and Riedl 2017; Heinrich et al. 2014; 
Krcmar 2015; Bharadwaj et al. 2013; Matt et al. 2015) 
According to Riedl digital transformation represents a 
challenge for companies on two levels (Riedl et al., 
2017). On the one hand companies focus on business 
innovations or new ways of generating revenue due to 
digital issues. From this point of view firms has to tackle 
problems concerning necessary changes in processes, 
products, as well as new business models. On the other 
hand firms have to face challenges of the process of 
digital transformation itself, This is caused in the reason 
that different business models, new innovative products 
and digital-oriented processes require a changed 
corporate culture, too. In the following last aspect will be 
focused. 
Consequently in order to gain the mentioned benefits 
organizations need a change in their culture based on an 
appropriate plan and framework. As a starting point it is 
important to understand the preparation for digital 
challenges as a process which needs goal-oriented change 
management. Not understandable as a process that will 
end by reaching a special goal but rather than a process of 
continues improvement. Thus an appropriate digital 
transformation concept should not be limited by focusing 
on the changing company. Moreover it should also pay 
attention to other stakeholders like suppliers, customers, 
institutions, schools and universities in order to support 
digital transformation. In the following selected aspects 
out of the Digital transformation concept will be focused. 
 
 
 
Fig. 2: Digital transformation concept  
 
 
 
 
 
 
 
 
 
 
B)Sensemaking in terms of digitalization  
Sensemaking is essential in order to involve employees, 
suppliers, customers, universities and research 
organizations into the digital transformation. Internal 
Sensemaking creates a sense of urgency because if people 
don´t understand the necessity of digitalization they 
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won´t invest effort to contribute (Kotter, 2011). By 
making employees aware of the need and urgency for 
change especially in terms of the success of the entire 
organization, support will be created. This implies a very 
honest and open dialogue and maybe sometimes already a 
change in the organizational communication culture. 
Furthermore, Sensemaking transfers digital-oriented 
objectives and values into the organizational knowledge 
base and anchors them there (Zahn et al., 2008). This 
includes first of all an appropriate modification of the 
company vision, which acts as a starting point for 
institutionalizing digital-oriented values and norms 
(Lehner, 2006). Formulating a clear vision will help 
internal and external stakeholder to understand what the 
organization is trying to achieve within a certain time 
frame (Kotter, 2011). Visions supported by the top 
management make digital transformation processes more 
concrete, beside they are the basis for changing the 
corporate culture towards a digital-oriented one. 
Linking the adopted vision to strategies will help 
employees as well as external stakeholders to understand 
their contribution to the common aim. Hereby it is 
important that digital-oriented values (cooperation, 
openness, trust) and standards agree with the new vision. 
On this basis a digital transformation strategy should be 
created and communicated (Riedl et al., 2017). Hereby 
the behaviour of CEOs must provide a seamless match. 
Thus it is important to ensure the support by promoters 
which are on the one hand CEOs and on the other hand 
special groups within the organizations. In this context 
organizations should not establish only project teams but 
responsible advices for digitalization. Especially 
concerning digital-oriented change this is mandatory due 
to the fact that there are many continuous issues 
concerning anchoring responsibilities or establishing 
networks, qualifying people or implementing technical 
infrastructure. In this context it could be worth able to 
establish a Chief Digital Officer for the change process 
towards digitalization (Riedl et al., 2017). 
If possible, this coalition is made up from employees 
working in different jobs and positions in order to enable 
that all employees can identify themselves with the team 
members and rely on the group. The groups function as 
sounding board, which enables an open communication 
to stuff and external stakeholders like customers or 
suppliers what is crucial for a digital transformation 
process. 
C) Integration for Digitalization  
Digitalization needs networking. Especially new digital 
collaboration forms require intensive cooperation. In this 
context digital issues such as the blockchain technology 
can improve the efficiency of supply chains dramatically 
(Bauernhansl, 2014), (Bousonville, 2017). Blockchain 
technology allows a complete permanent documentation 
of all transactions along the entire supply chain, increased 
transparency, real-time information about flows of goods 
and involved actors as well as new forms of autonomous 
control of logistics systems (such as intelligent machines) 
(Material Handling & Logistics, 2018), (Casey and 
Wong, 2017), (Samuels, 2017), (Roth, 2016), (Schlatt et 

al., 2016). Therefore blockchain technology creates a new 
transaction quality, which makes deliveries more secure, 
cheaper and faster. Based on blockchain logistics as the 
process of planning, realizing and controlling the efficient 
flow of materials and products and the related 
information from delivery point to receiving point can be 
improved dramatically (Pfohl, 2018), (Wöhe, 2016). Thus 
transactions supported by digital means can be conducted 
faster, in less time and more secure. But for this the 
cooperation between al participants along the entire 
supply chain is crucial. Therefore according to Riedl 
information management is essential which is able to 
support companies in terms of the exploration and design 
of digital transformation (Riedl et al., 2017). Therefore 
information management is essential for organizations in 
order to ensure the best possible use of information for 
the organization’s goals (Krcmar, 2015). Networking is 
the basis for the horizontal integration in production 
(Spath, 2013). Just-in-time principles should be widely 
used and the use of production-on-demand will ensure 
that the capacity is sufficiently flexible. Industry 4.0 
creates the basis for this by CPS and relating real-time 
information concerning processes or customer demands. 
Due to the fact that consumers increasingly want 
possibilities to have a direct interaction with a brand and 
its manufacturing capability the whole traditional supply 
chain will change. Digital platforms to customize 
products, shortened routes between production and 
delivery, possibilities to co-create and so on will take 
place. Customization happens in a consumer environment 
and in a B2B context as well such as adding a custom 
feature or adapting any characteristic of the product. 
Industry 4.0 needs the creation of a stronger and more 
connected horizontal value network due to the fact that 
for organizational success early data collection is 
essential (i-SCOOP, 2017). Whether it concerns product 
data or information about other processes across the 
horizontal value chain understood as the path from 
supplier and production to end customer or other 
stakeholders. Early information ensures improved 
customer service. Further advantages are improved 
planning, increased productivity and customer 
satisfaction, higher speed and so forth. Firms need the 
involvement and cooperation of all partners’ across the 
entire supply chain. They need to avert a lack of 
transparency and accountability across complex supply 
chains (Casey and Wong, 2017). In this context 
horizontal integration helps organizations in terms of 
horizontal coordination, collaboration, realizing cost 
savings or value creation, based on information. 
Digital-oriented modification of the organizational 
infrastructure creates cooperation structures, involves 
customers and enables cooperation with partners like 
universities, schools or research institutions (digital 
networks) and suppliers (digital supply chain networks). 
Thus they are important in order to support organizational 
learning and an improvement of the qualification of stuff. 
Through the integration of external stakeholders 
improvements towards digitalization are possible because 
stuff, suppliers, universities and customers are important 
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sources of knowledge and ideas in order to create digital-
oriented innovations which fulfil the requirements of the 
market due to the fact that companies receive important 
innovation-relevant information both on changed 
customer requirements as well as on market or social 
trends. Thus stakeholder collaborations enhance 
organizational know-how and thereby they also improve 
organizational skills which are the basis for any kind of 
innovation (Habisch et al., 2008b). Stakeholder dialogues 
and networks serve as a learning platform and enable 
efficient knowledge management by incorporating, for 
example, user-specific knowledge in terms of 
digitalization (e.g. by research institutions and so on) or 
using the collective intelligence of the network. Industry 
4.0 requires a close international network between 
industry, science and universities (German Trade & 
Invest, 2017). Than industry 4.0 can solve some of the 
nowadays challenges, e.g. by increasing resource or 
energy efficiency due to intelligent systems. Therefore it 
is essential for the success of digital-oriented 
transformation processes to establish communication as 
well as collaboration networks in order to talk about 
digitalization, possible common projects and 
incorporating opinions or proposals concerning digital 
issues such as ideas for new digital products and services. 
Therefore companies have to establish networks which 
enable a direct exchange with external stakeholders in 
order to get relevant information. Concerning Industry 
4.0, smart factories, supply chains, informed customers 
it’s all about data, from the actual operations to the 
delivery of a product to an end customer and beyond. 
Accordingly success depends on data. 
 

VI. CONCLUSION  
Digitalization will change industry extremely. In order to 
face relating challenges and to use the chances arising out 
of digitalization, companies have to be prepared. 
Therefore this paper drafts a transformation model for the 
digital turnaround which supports both, digitalization and 
innovation. Therefore this paper provides practical 
starting points in order to support firms in terms of their 
change towards digitalization. Further research questions 
could investigate potential problems concerning the 
implementation of digital issues or the digital turnaround 
itself which can be conducted according to the provided 
transformation model. In this context especially empirical 
studies could be useful in order to find best practise 
procedures or to avert upcoming implementation 
problems such as motivation or qualification lacks in 
terms of internal as well as external stakeholders in 
advance. 
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Abstract —  This article is aimed to new methods of 
measurement, transfer and processing of data from complex 
system of Fibre Bragg Grating (FBG) sensors. State of the 
art technologies and algorithms for vehicle recognition and 
categorisation in university campus are used. Content of the 
Article is divided into two parts. The first part is devoted to 
fibre optic FBG sensors and their basic properties. The 
second part of article is dedicated to visual data processing 
by neural networks for visual vehicle categorisation as 
visual confirmation of data from the fibre Bragg grating 
sensor arrays. Experimental results show that using AlexNet 
neural network can be achieved an accuracy for 
categorization of vehicles of 87.1%. Research is done under 
the grant project dealing with coexistence of photonic sensor 
systems and photonic networks within the Internet of 
Things. 

I. INTRODUCTION  
The technology of optical fibre sensors is becoming a 

very promise for remote sensing. It has a few advantages 
when we compared it to classical electrical sensors, like 
tolerance to the electromagnetic interferences, usability in 
a problematic environment and higher precision of 
obtained data. Conventional optical fibres can be used 
without special adjustments for example as geological 
sensors where micro and macro bends allow to detect the 
deformation zone. In more complex solutions are better 
used Fibre Bragg grating sensors (FBG) which provide 
larger sensing possibilities with higher accuracy at a 
certain point. We have experimentally used these sensors 
in a test platform at the University of Zilina campus as a 
part of a vehicle in motion weighing application.  

These types of optical sensors could be used for sensing 
various physical quantities. The first idea of this concept 
was continually remote monitoring and management 
central office, which is located tens or hundreds of 
kilometres from the monitoring area. The main advantage 
of this concept is that doesn’t require the electric power 
supply for the monitoring area. The detection of physical 
quantities is in real-time and thus it is possible to perform 
immediately analyse of obtained results [1].  

 

II. OPTICAL SENSOR NETWORKS 
Optical fibre is a dielectric waveguide that ensures 

optical signal propagation over a very long distance 

without significant power losses. This reason is used in 
telecommunication optical transmission systems [2,3]. 

Sensors which can be directly used as an optical sensor 
are called intrinsic sensor. For measuring is using Optical 
Time Domain Reflectometry – OTDR or Brillouin OTDR, 
etc. As an extrinsic sensor, where optical fibre is used only 
as a transmission medium for an optical signal from/to 
optical sensor (i.e.  Fabry/Perót based sensors). A hybrid 
sensor is a combination of both above (i.e. FBG based 
sensors) [4]. 

These sensors can be combined with each other and 
they are commonly used as optical sensor networks with 
many variations in topology and equipment requirements. 
It can be used to obtain many physical parameters (i.e. 
pressure, temperature, rotation, and many others). The 
main advantage of optical sensors is smaller dimensions, 
electromagnetic compatibility, precision, and frequency of 
measured values. The disadvantage of these optical 
sensors can be the higher price of end equipment in the 
central office [4,5].  

A. Fiber Bragg Gratting Sensor Network 
One of the possibilities of using FBG is to detect 

temperature and pressure. Change of the FBG interference 
wavelength due to the mechanical deformation (�) and 
temperature change (�T) can be described by the 
approximate relations [4] 

��B=K1� + K2�T,   (1)  

where K1 and K2 are constants that can be easily 
obtained from the calibration measurements and obtain 
typical values K1 = 1.2 pm/�� and K2=10 pm/�C (1 pm = 
10�12m) for the standard fibre [6]. 

The extrinsic forms of the fibre optic sensor is an 
alternative whose physical quantity acts directly on the 
FBG illustrated in Fig. 1. below [7]. 

 

Figure 1.  Principal scheme of FBG sensor network [7]. 
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The periodic changes in the grid, which causes the 
change of Bragg wavelength in relation to (1). It allows 
detecting the physical quantity change (i.e. pressure, 
temperature, etc.). The disadvantage of FBG sensors is 
more complicated construction design and signal detection 
by the optical spectrum analyser. 
 

B. Fibre optic sensors for traffic applications 
Progress has been made in the application of intelligent 

transport systems past ten years. One of the areas that are 
currently interesting in these “smart” solutions are systems 
for a vehicle in motion weighing (WIM – Weighing in 
Motion). The main goal of this application is to prevent 
overloading roads, especially by lorries to extend their 
service life. Many international research programs were 
focused on this issue within the European Research Area 
for example COST TU1402 on Quantifying the Value of 
Structural Health Monitoring. 

Weight sensors usually work with information about 
pressure on the contact surface, which is then converted to 
weight by the operating system of WIM. This system may 
also provide additional information about traffic density, 
vehicle categorizations, etc. as is visualized on Fig. 2 
below [7]. 

 

 
Figure 2. Principal description of traffic situation  

with using FBG’s sensors [7] 

 

III. CONVOLUTIONAL NEURAL NETWORK 
Convolutional neural networks (CNNs) are very similar 

to conventional neural networks. They are made up of 
neurons that have a teachable weight and bias. Each 
neuron receives certain inputs, executes a point product, 
and optionally monitors it with non-linearity. The entire 
network still expresses a single distinguishable score 
function: from primary pixels at one end to class scores at 
the other. And they still have a lossy function (e.g. SVM / 
SoftMax) on the last (fully connected) layer, and all the 
tips/tricks we've developed for learning conventional 
neural networks still apply [8]. 

 
 

 
Figure 3. A convolutional neural network 

 
CNN consists of multiple layers illustrated on Fig. 3 

above. Each layer takes a multidimensional array of 
numbers as an input and outputs another multidimensional 
array of numbers (which then becomes the input of the 
next layer). In the classification of images, the input to the 
first layer is an input image (32x32), while the output of 
the final layer is a set of probabilities of different 
categories (i.e., 1 x 1 x 10 if there are 10 categories). A 
simple CNN is a sequence of layers, and each CNN layer 
transforms one volume of activations into another through 
a differentiable function. We use three main types of 
layers to create CNN architectures: the convolution layer 
(CONV), the pooling layer, and the fully interconnected 
layer (just as seen in conventional neural networks). We 
group these layers to create a complete CNN architecture: 

 
• INPUT [227x227] - image of width 227, height 

227. 
• CONV layer will compute the output of neurons 

that are connected to local regions in the input. 
• ReLU layer will apply an elementwise activation 

function, such as the max (0, x) thresholding at 
zero.  

• POOL layer will perform a down-sampling 
operation along the spatial dimensions (width, 
height), resulting in volume such as [8]. 

• FC (Fully-Connected) layer will compute the class 
scores, resulting in a volume of size [1x1x5], 
where each of the 5 numbers corresponds to a class 
score. As with ordinary Neural Networks and as 
the name implies, each neuron in this layer will be 
connected to all the numbers in the previous 
volume.  

 
The tie layer (see Figure 3) spatially samples the 

volume only in each depth cut-out of the inlet volume. In 
this example, the inlet volume of [227x227x3] is 
associated with the size of filter 2, step 2 into the outlet 
volume of [55x55x96] described in Table 1 below. Note 
that the volume depth is maintained. The most common 
down-sampling operation is the maximum, resulting in 
maximum pooling (see Figure 3 below). This means that 
each maximum is passed through 4 numbers (2x2 small 
square) [8]. 

 
In this way, CNN transforms the original image layer 

by layer from the original pixel values to the final class 
score. Some layers contain parameters and others do not. 
In particular, the CONV / FC layers perform 
transformations that are a function of not only activation 
in the input volume, but also parameters (mass and 
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distortion of neurons). On the other hand, the ReLU / 
POOL layers implement a fixed function [8, 9, 10]. 

The parameters in the CONV / FC layers will be trained 
with a descending gradient so that CNN calculations are 
consistent with the markings in the training set for each 
figure [8]. 

 
 

 
Figure 4. Max Pooling operation on feature map (2x2 window) 

A. AlexNet 
AlexNet is a deep convolutional neural network (CNN) 

for classifying 1.3 million high-resolution images in the 
ImageNet LSVRC-2010 training file. This dataset 
contains 1000 different categories of objects (classes), 
such as a pencil, keyboard or many animal species [8]. 

AlexNet consists of five convolutional layers, three 
Max Pooling layers and three fully interconnected layers 
(FC) as is described in Table 1.  

The results from AlexNet in confusion matrix are 
stored. The rows in this confusion matrix (see Fig. 10) 
represent the actual class of data tested (target class) and 
each column represents the predicted class. The input 
images for AlexNet must be colour images. In our case, 
the input images were in shades of grey. These images had 
to convert RGB images (3-channel RGB image). 

 
 
 
 
 

IV. EXPERIMENT 
The sensor network was built as a test platform at the 

University of Zilina (UNIZA) campus. The sensor arrays 
layout of the network is presented in Fig. 5. It contains 
two parts. The first is an electric loop for a detect vehicle 
in the sensory area.  

The optical part comprises a single-side FBG (SS-FBG) 
grid array (blue lines) positioned as shown in Fig. 5. It 
operates at the central wavelengths 1512, 1536, 1545, 
1550 and 1559 nm. These sensors are placed orthogonally 
to the vehicle motion. The role of these sensors is to 
provide additional information to the main grid FBG array 
(orange lines).  

The main part of the experimental campus sensor 
network is mounted on a metal chassis, placed 
orthogonally to the vehicle motion as sensor array (optical 
sensors are placed vertically in the chassis to the road 
plane) approx. 10 cm overlapping. It contains 36 double-
sided FBG’s (DS-FBG) designed to measure pressure and 
1 DS FBG for temperature measurement. This sensor can 
be used for temperature compensation of FBGs. This 
configuration is doubled for backup measurements. The 
optical sensors are operating in the wavelength range from 
1510 up to 1590 nm. Information from all sensors is 
transmitted to the multichannel interrogators capable of 
analysing the data obtained with a maximum sample 
frequency of 2000 Hz per one optical port at a time. Our 
interrogators have four optical ports each.  

 

TABLE I.   
ALEXNET STRUCTURE WITH LAYER PARAMETERS 

Size/Operation Filter Stride Number of Parameters 

227*227*3    
Conv1+ReLU 11*11 4 (11*1*3+1)*96=34944 

55*55*96    
Max Pooling 3*3 2  

27*27*96    
Conv2+ReLU 5*5 1 (5*5*96+1)*256=614656 

27*27*256    
Max Pooling 3*3 2  
13*13*256    

Conv3+ReLU 3*3 1 (3*3*256+1) *384=885120 
13*13*384    

Conv4+ReLU 3*3 1 (3*3*384+1)*384=1327488 
13*13*384    

Conv5+ReLU 3*3 1 (3*3*384+1)*256=884992 
13*13*256    

Max Pooling 3*3 2  
6*6*256    
Dropout  
(rate 0.5) 

   

FC6+ReLU   6*6*256*4096=37748736 
4096    

Dropout  
(rate 0.5) 

   

FC7+ReLU   4096*4096=16777216 
4096    

FC8+ReLU   4096*1000=4096000 
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Figure 5. Illustrated scheme of FBG sensors arrays  

built-in test platform [7] 
 

 
Usage in transportation can be various. Not only for 

statistic purpose as vehicle counter. It provides additional 
information about crossing vehicles, which complete 
closed-circuit television (CCTV) systems in traffic 
monitoring and management central office, or partially 
replace it in unsuitable weather conditions. Based on the 
used technology, it provides information about pavement 
degradation from heavy trucks for road maintenance 
management. 

The test platform is completed with CCTV for basic 
visual vehicle verification as vehicle’s category (personal 
vehicle, SUV, truck, etc.) based on neural networks. It is 
placed on the entry road to the main parking lot of campus 
over 100 meters behind the entrance ramp to campus. This 
placement does not require an advanced visual multi-
object recognition system for testing purpose, because the 
entrance ramp serves as vehicle separator in the testing 
area. 

Currently, there are five vehicle categories of 
recognition, based on vehicles passing over test platform 
on the university campus. This categorization is based on 
wheelbase size with carrying capacity in combination with 
visual differences as vehicle height and length. The first 
category is a short vehicle as a hatchback body type. The 
second category is long sedan or combi. The third 
category is a sport utility vehicle (SUV). The next 
category is a multi-purpose vehicle (MPV) or minivan and 
the last category is van and trucks over 3,5 tons showed in 
Fig. 7. Motorcycles were excluded from categorizations. 
Visual data are recorded in resolution 1920 to 1080 pixel 
in video format. In next step, these records were iterative 
checked for changes in colour histogram between each 60 
frames. Frames with high tree shadow changes due to 
wind were excluded from next process. Separated frames 
contains timestamps of recording for additional 
synchronization with FBG sensor arrays.  

Frames could not be transformed to AlexNet input from 
aspect ratio 16:9 to 1:1 in consideration of size and 
rotation changes to distance and angle from camera. Test 
platform with FBG sensor arrays is built-it asphalt 
pavement in both way road. In consideration of roadway 
retarders on main parking lot, exit way with ramp from 
university campus showed in Fig. 6 below is not used 
frequent as other campus exits. Therefore, measurements 
were recorded only on entry way to campus. Half of 
recorded frames were unnecessary and could possibly 
increase processing time. For that reason, images to next 
processing were cut out from right side into square 
resolution 800 to 800 pixels for aspect ratio 1:1 for 
AlexNet input. An example of four categories is showed 
in Fig 7 below. 
 

 
Figure 6. Captured image from video stream from CCTV  

in university campus 
 
  
 

 
Figure 7. Four of five vehicle categories, top-left is hatchback, top-right 

is SUV, bottom left is MPV and bottom-right is truck over 3,5 tons 
 

The number of vehicles passing over the test platform is 
up to 2000 per day. Measurements were made for three 
weeks for the first stage of visual recognition paired with 
measurements with asphalt built-in FBG vertical and 
horizontal sensor arrays. Visual measurements with 
reflections, shadows, blurs and captured in reduces 
visibility by meteorological conditions were excluded 
from dataset due to potential lower vehicle recognizability 
as showed in Fig 8. 
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Figure 8. Excluded vehicle image from categorisation 

 
 

 
The next phase was the annotation of visual data into 

five distinguishable vehicles categories in the created 
program with a graphical user interface in the Integrated 
Development Environment MATLAB. The annotated 
dataset was randomly distributed to test and train group 
for confirmation of visual categorization with 
convolutional neural network AlexNet.  

For the purpose of training, the group was separated 
into train and validation visual data group in a ratio of 70 
to 30 and resized to required size 227 to 227 pixels for 
AlexNet inputs. In the first training of network result of 
validation, accuracy reached 77,74 percent as showed in 
Fig 9. Testing data with this pre-trained neural network 
reached an accuracy of 76,71 percent. After the first 
retrain of this pre-trained neural network, validation 
accuracy was 92,10 percent.  

The results from AlexNet are stored in a confusion 
matrix in Fig. 10. Each field in this matrix contains the 
sum of the images. The green colour of cell background 
showed in Fig. 10 represents best true positive prediction. 
On the other hand, red colour represents false prediction 
(false positive, false negative, really negative). 

 
Figure 10. Test results of categorisation after retraining of AlexNet 

V. CONCLUSION 
In the future, there will be included the second camera 

with advanced line detection function for crossing objects 
aimed directly to the test platform. This solution will 
simplify the synchronization of FBG sensors integrated 
into road asphalt pavement with vehicle visual 
recognition. Currently, there is only CCTV for monitoring 
entrance ramp into university campus over 100 meters 
from the test platform. In long term testing, it can collect 
enough measurement samples for expanding vehicle 
recognition from vehicle category to a specific vehicle 
model with different configuration and facelifts. The 
future aim is to create a complex solution to measurement 
vehicle’s driveability capable evaluation in almost real-
time. In future work we plan to test described 
convolutional neural network (AlexNet) on the sky cloud 
dataset created in project PREDICON. 
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Figure 9 Training of vehicle categorisation based on AlexNet with accuracy validation (black dots) 
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Abstract— The main theme of this article is creating 

a test database consisting of meeting audio recordings. 
The article describes creation and experimental 
evaluation of proposed database. The principle of 
automatic speech recognition is briefly described in the 
introduction. The basic scheme of the functioning of 
the Kaldi Speech Recognition System is described 
below. The main part of the thesis is the presentation 
of the results of the experimental evaluation of the 
Kaldi system by the proposed testing database. In the 
end the possibility of improving the results of the Kaldi 
system by adding automatically recognized data to the 
system training process is described. 

I. INTRODUCTION 
The principle of automatic speech recognition is based 

on the human speech recognition model. 
In Figure 1 there is shown how computer speech 

recognition works.   
 

 
Figure 1 Computer speech recognition scheme 

 
In the first step, the human speech is converted into an 

analog signal by a microphone. Then it is digitized in the 
analog-to-digital converter of the sound card. This is done 
by recording the sound intensity values at a certain 
sampling frequency moments.  Thus, obtained digital data 
is then processed. Because it is a system with high 
computational demands, we cannot work with all the 
samples. To solve the computational complexity, we need 
to extract only important data from the samples. This 
transformed digitized signal in the form of vectors is 
called observation. Usually, FFT (Fast Fourier 
Transformation), MFCC (Mel Frequency Cepstral 
Coefficient), cepstrum (produced by applying an inverse 
Fourier transformation to the logarithm of the estimated 
signal spectrum) and their modifications are used to 
extract the observations. Based on the calculated 
observations, the system looks in the dictionary for the 
word that was most likely captured by the microphone. 

Thus, recognition consists of finding the closest similarity 
of the scanned word to the words in the dictionary. 

Consequently, the wrong words may be removed in 
other layers according to the context, or the words may be 
composed into sentences [1]. 

In terms of usage, speech recognition methods using 
statistical decision making, the so-called statistical 
methods, are currently the most widely used. In this 
approach, speech variations are modeled statistically using 
training methods. The purpose of speech recognition is 
currently based on statistical acoustics and language 
models. Language and acoustic models in automatic 
speech recognition systems for an unlimited domain need 
a large amount of acoustic and language data for 
parameter estimation. The processing of large amounts of 
training data is a key element in the development of an 
efficient automatic speech recognition system. These 
methods can be divided into three groups according to the 
technology they use: 

• HMM (Hidden Markov Model) 
• ANN (Artificial Neural Network) 
• Hybrid methods - using both HMM and ANN 

Individual words can be modeled as a whole word, 
which means we get one result model for each word in the 
dictionary. The second option used is modeling using 
smaller acoustic units such as phoneme. Such a word 
model is obtained after the phoneme models are 
concatenated. We can also associate individual word 
models with a language model that provides additional 
information about the consecutive word occurrence 
statistics [2], [3], [4]. 

The language model allows for classifications to 
suppress those sequences of words whose frequency in the 
training text set was minimal. 

Popular approach in modern speech recognition system 
is also usage-based on DNN (Deep Neural Networks). 
Deep neural networks are composed of neurons that are 
interconnected. The neurons are arranged in layers. The 
first layer is the input layer that corresponds to the data 
properties. The last layer is the output layer, which 
provides probabilities of classes or markings 
(classification task). The output of the y-th neuron is 
calculated as the non-linear weighted sum of its input. The 
input xi of the neuron may be either an input if the neuron 
belongs to the first layer or the output of another neuron 
[5]. 

Deep neural network is defined by three types of 
parameters: 
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• The pattern of interconnection between different 
layers of neurons 

• Training process to update weights wi from the 
link 

• Activation function f that converts a weighted 
input of a neuron into its activation output 
(Figure 2) 

 

 
Figure 2 Example of one neuron and its connection [6] 

 
The frequently used activation function is a non-linear 

weighted sum. By using only linear functions, neural 
networks can only separate linearly separable classes. 
Non-linear activation functions are therefore essential for 
real data [6]. 

The Kaldi system that we used in our work can be 
classified into a group of hybrid methods. 

II. SPEECH RECOGNITION TOOLKIT KALDI 
Kaldi is an open-source toolkit for automatic speech 

recognition. It is written in C ++ and licensed under the 
Apache License v2.0. Kaldi's goal is modern, flexible and 
easily extensible code that is easy to understand and 
modify. Kaldi is available for download at SourceForge 
(Available at: http://kaldi.sf.net/). Kaldi can be compiled 
on commonly used Linux-based systems as well as on 
Microsoft Windows-based systems [7], [8], [9]. 

The Kaldi toolkit allows to use many specific 
requirements for automatic speech recognition systems, 
such as structure based on Finite-State Transducer (FST), 
extensive linear algebra support and non-limiting license 
[7], [10]. 

In Figure 3 we can see the basic block diagram of the 
Kaldi tool. It can be seen from the figure that the toolkit is 
dependent on two External Libraries, which are also freely 
available. The first is OpenFst for the finite-state machine 
and the next is the library of numerical algebra. 

Library modules can be grouped into two different 
groups, each of these groups depends only on one of the 
external libraries. These two groups are bridged by the 
DecodableInterface module [7]. 

The modules shown in Figure 3 below are always 
dependent on one or more modules above them. 

 
Figure 3 Basic block diagram for Kaldi automatic speech 

recognition [7] 
 

III. MANUAL ANNOTATION OF SPEECH DATA 
Speech data annotation refers to the process of adding 

text to a recorded speech signal in a given segment of the 
speech signal. Other useful information contained in the 
speech signal is also added to the speech signal in the 
form of annotation marks. These annotation marks may 
carry information about the various speech phenomena 
contained in the speech signal, for example, they may 
record the inhalation of the speaker, the hesitation of the 
speaker, the background noise and various others. 

A. Tool for manual annotation of speech data – 
Transcriber 

Transcriber is a tool for manual annotation of speech 
signals. It provides a user-friendly graphical interface for 
segmenting long speech recordings, transcribing and 
tagging speech events, speaker changes, and acoustic 
conditions changes. It is more specifically designed to 
annotate news recordings, to build corpora used in the 
development of automatic news transcription systems, but 
its features may also be useful in other areas of speech 
research [11]. 

Transcriber is developed using the Tcl / Tk scripting 
language and C language extensions. It is based on the 
Snack audio extension, which supports most common 
audio formats. 

Transcriber is distributed as free software under the 
GNU General Public License. It was created to support 
different platforms (Windows XP, Mac OS X and various 
Linux distributions). 

Authors of Transcriber are Karim Boudahmane, 
Mathieu Manta, Fabien Antoine, Sylvain Galliano, Claude 
Barras. 

IV. SARRA – SYSTEM FOR AUTOMATIC ANNOTATION 
OF SPEECH DATA 

SARRA is a system for automatically subtitling 
(transcribing) meeting records and audio-visual content 
using direct speech recognition. This system was 
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developed by LRMT KEMT TUKE (Laboratory of speech 
and mobile technologies Department of Electronics and 
Multimedia Telecommunications Technical University of 
Košice). The SARRA system provides various options 
such as inserting audiovisual content in various formats, 
well-arranged data processing management, the possibility 
of sharing boxes with tasks among users and progressive 
processing of individual tasks [12]. 

The SARRA system works in three main steps - speech 
segmentation, speech recognition and subtitles making. 

A. Speech segmentation 
Voice Activiti Detection - The first step is to determine 

the presence or absence of speech, for each moment of the 
audio recording. VAD is used for this purpose. This tool 
does not split the recording into several smaller parts but 
creates an output file with relevant time limits [12], [13]. 

Diarization - The next step is diarization that is an 
automatic annotation of speech recordings with marks that 
identify individual speakers [12], [14]. 

B. Speech recognition 
The Kaldi toolkit is used for training and speech 

recognition. 
Accoustic modeling - When training acoustic models, 

Kaldi supports various types of deep neural networks. The 
acoustic model was trained from a gender-balanced set of 
acoustic data that contains more than 600 hours [6], [12], 
[15]. 

Language modeling - The language model was created 
using SRILM toolkit. The dictionary was limited to about 
500,000 unique words. Trigram model was trained on 
web-based corpus of Slovak texts. The corpus consisted of 
about 110.75 million sentences [12], [16]. 

C. Subtitles making 
When inserting subtitles, make sure that the subtitles 

are displayed as long as possible and that the subtitles 
change at the right time. Knowledge of the diarization 
process is also used in this step. 

The block diagram of system SARRA is showed in the 
Figure 4. 

In our work we used the data processed by system 
SARRA to improve the success of the automatic speech 
recognition tool Kaldi. We decided to extend the training 
database of the LRMT KEMT TUKE laboratory with data 
automatically overwritten by system SARRA. 

The output after processing by system SARRA is in the 
form of transcriptions of acoustic data in STM format. 

In Figure 5 we can see an example of transcription in 
STM format from the SARRA system. The first lines 
define the categories and parameters used in transcription. 
The next rows contain specific segments. At the beginning 
of the segment the name of recording from which segment 
comes is defined. Next you can find the speakers name, 
the segment start and end times in seconds, the categories 
and parameters of the speaker, the gender of the speaker 
and the testimony text contained in segment. 

 

 
Figure 4 Block diagram of system SARRA 
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Figure 5 Sample of the resulting STM file from SARRA 

 

V. DESIGN FOR SEMI-AUTOMATIC 
PROCESSING OF MITING AUDIO 

RECORDS SYSTEM 
As a part of our work, we decided to create a test 

database for automatic speech recognition system 
(duration: 4 hours 16 minutes and 46 seconds). We 
decided to create this database from the acoustic data of 
the meeting audio recordings. The creation process of this 
test database consisted largely of manual annotation of 
acoustic data, and its modification into a form suitable for 
testing by the automatic speech recognition system Kaldi. 
For manual annotation of these acoustic data we used 
annotation tool called Transcriber. During the manual 
annotation, we noticed all acoustic phenomena occurring 
in the recordings (background noise, speaker hesitation, 
speaker breaths, ...). In the next step, we decided to 
perform and evaluate reference tests performed on the 
created dataset. We also decided to experimentally 
investigate the impact of the training database on the 
success of automatic data recognition by the Kaldi system. 
We chose to compare the results of automatic speech 
recognition when training the Kaldi system with the 
LRMT KEMT TUKE laboratory database and when 
training with this database extended by the high volume of 
data (247 hours 31 minutes and 57 seconds) automatically 
recognized by SARRA (speech transcription system 
created in LRMT KEMT TUKE). We based our 
hypothesis on the assumption that a higher volume of 
automatically recognized training data of the same type 
(data like test data - meeting audio, the same acoustic 
channel, ...) should result in a lower system error rate in 
automatic recognition speech. The block diagram of 
proposed system can be seen in Figure 6. The block 
marked in red is a set of data prepared and added by us to 
improve the system's success. 

 

 
Figure 6 Block diagram of our system with added training 

data 
 

To create a test database, we had to modify the created 
data to a form suitable for processing by the Kaldi system. 
Kaldi uses four files as input data: spk2gender, text, 
utt2spk, and wav.scp. 

The spk2gender file assigns gender to each speaker. 
The text file contains a specific segment identifier 
consisting of a speaker`s name, a recording title, a 
segment sequence number and a testimony text containing 
annotation tags. The utt2spk file assigns to each 
speaker segments spoken by him using a segment 
identifier. The wav.scp file contains a specific WAV 
file path that is assigned to each segment by their 
identifier. 

To modify the data, we designed a Bash script to 
process STM files into the desired format. 

In Figure 7 we can see a block scheme of how this 
script works. 

 
Figure 7 Block scheme of our BASH script 
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VI. EXPERIMENTAL RESULTS 

A. System trained from the LRMT database 
In this chapter we present experimental results of our 

practical work for the Kaldi system trained from the 
LRMT KEMT TUKE database. 

Results are reported for a reference test database that 
was generated from all manually annotated data. We also 

present results for various subsets of this original database 
(for example, only male, only female, only known and 
only unknown speakers; only one speaker with a high 
number of pronounced segments, only data from sessions 
of one city, ...). 

In Table 1 we can see specific results for the reference 
test database (first line) and various subsets of that 
original database. 

 Description of test database WER [%] Volume of database 
(hours:minutes:seconds) 

Average length of 
one segment 

Number of 
errors/number of 
database words 

1. All data 15,79 4:16:46 7,680093 5626 / 35626 

2. Only men speakers 16,51 3:32:23 7.658532 4909 / 29738 

3. Only woman speakers 12,04 0:44:22 7.784995 709 / 5888 

4. Only known speakers 15,93 4:04:17 7.702104 5435 / 34122 

5. Only unknown speakers 11,50 0:12:29 7.273407 173 / 1504 

6. Only Seat01 sessions 15,53 2:40:35 7.261099 1217 / 8393 

7. Only Seat02 sessions 14,50 0:59:23 8.424180 1217 / 8393 

8. Only Seat03 sessions 18,88 0:36:47 8.622496 843 / 4466 

9. Only Man01 segments 17,96 0:28:45 7.805968 713 / 3969 

10. Only Man02 segments 22,27 0:11:49 4.147072 376 / 1688 

11. Only Man03 segments 20,02 0:19:05 8.126822 486 / 2428 

12. Only Woman01 segments 11,55 0:16:33 7.200076 275 / 2380 

13. Only segments without rush mark 15,07 3:41:03 7.583462 4625 / 30688 

14. Only segments with rush mark 19,64 0:35:42 8.337707 970 / 4938 

Table 1 Results for a test database created from manually annotated data

The error rate achieved when testing the Kaldi 
automatic speech recognition system was quite low 
(15.79%) relative to the data used in the test database. As 
the data recorded in unprofessional conditions and poor 
acoustic environments, in addition to spontaneous speech 
and many acoustic noise and background noise, we can 
conclude that the Kaldi system has surprisingly good 
recognition results. 

We achieved the lowest error rate (11.50%) when the 
Kaldi system recognized segments spoken by unknown 
speakers. This may be due to the fact that most unknown 
speakers had their speech prepared (citizens commenting 
on a topic with a pre-prepared testimony, scorekeepers 
reading what points to discuss and vote on). 

The highest error rate (22.27%) was recorded when the 
Kaldi system recognized segments spoken by Matúš 
Vallo. This result may be due to the fact that this speaker 
was a moderator of the debates, who did not have many 
extensive statements but only steered the debate (often he 
had to enter the statements of other speakers to guide the 
speakers). 

B. System trained from database enriched with 
data processed by SARRA system 

In this step, we evaluated the success of the Kaldi 
Speech Recognition System, trained from the LRMT 
KEMT TUKE database extended with automatic 

transcript data processed by system SARRA. We also 
tested the impact of the amount of data added to the Kaldi 
training process on the system error rate (the whole set, 
75%, 50%, and 25% of the data generated by automatic 
transcription system SARRA). We tested these training 
scenarios in the reference database mention above. 

 

 
Volume of data 

added to training 
[%]

WER [%] 
Number of 

errors/number of 
database words

1. 100 15,08 5374 / 35626 

2. 75 14,95  5326 / 35626  

3. 50 15,07  5369 / 35626  

4. 25 14,95 5325 / 35626 

Table 2 Results for a test database extended by data from 
automatic transcript 

 
The results shown in Table 2 confirmed the hypothesis 

proposed by us that we can improve the success of speech 
recognition system Kaldi by adding a high volume of 
automatically transcripted data to the system training 
process. We can also point out that the error rate does not 
decrease directly in proportion to the increasing amount of 
data, which in the next work can lead to finding the 
optimum amount of added data in relation to the time-
consuming training and reducing the system error rate. 
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VII. CONCLUSION 
Presented article was devoted to creation of test speech 

database containing meeting audio recordings and 
experimental evaluation of this database. The principle of 
automatic speech recognition and the Kaldi speech 
recognition system were briefly described. The core of the 
article was the presentation of the results achieved in 
testing of the Kaldi system using the developed test 
database. We also demonstrated the possibility of 
improving speech recognition by adding a high volume of 
automatically transcripted data to the speech recognition 
system training process. 
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Abstract— Problem solving, logical thinking, exceptionality, 
creativity and originality are the most appreciated skills 
today. Developing these skills from an early age (pre-school) 
appears to be the best approach. This paper introduces a 
methodology and interactive activities for developing   
computational thinking in pre-school children. 

I. INTRODUCTION 
Incorporation of digital technology into educational 

institutions, including kindergartens, has become the main 
concern of those in charge. At the same time, it is a highly 
controversial topic among both teachers and parents, as 
many of them think that children spent too much time on 
their phones and other devices and platforms. Therefore, 
they think that digital technology has no place in the 
school environment. However, teachers who use these 
devices in instruction do not want children to spend more 
time with digital technology, but to make full use of its 
educational potential. They try to show children that such 
devices can be used for more than only playing games and 
accessing online content, e.g. to motivate them and make 
their learning much more effective. 

Pre-school age is the most crucial and sensitive period 
in a child’s life, a period of their psychological 
development. It is at this age that a child forms their 
opinions, habits values and attitudes. Children at this age 
learn a lot on their own – by imitating, playing, exploring 
and simply by being curious. However, a tutor (a parent or 
a teacher) is still the most important factor in children’s 
learning. Pre-school children learn a lot of new 
information (in a natural way). The teacher tries to help 
children develop competencies that they will need in their 
everyday lives. Problem-solving skills are one of those 
competencies – from an early age, children face everyday 
problems. Digital technology can help children develop 
not only the aforementioned competency, but also other 
essential skills such as abstract, logical and computational 
thinking and pre-mathematic concepts. 

II. CHANGES IN CZECH SCHOOL SYSTEM 
Since the Czech education system tries to keep up with 

the latest digital technology trends and developments, the 
document titled Strategy for Education Policy of the Czech 
Republic Until 2020 was published in November 2014. 
This document is aimed at the gradual incorporation of 
modern technology into all subjects. It describes the 
current situation and introduces both the idea of digital 
education and its goals. Moreover, the Strategy also 
defines three cross-cutting priorities: reducing inequality 

in education; high-quality instruction with the teacher 
being the key element; responsible and effective 
management of the education system. New technology 
makes educational resources available to all students, 
without exception. However, not all students have the 
same possibilities (e.g. they come from different socio-
economic backgrounds, etc.). Therefore, it is necessary to 
minimize differences between students and allow them all 
to develop their digital literacy and computational 
thinking. However, it is just as important to keep track of 
the latest trends in digital technology as it is changing 
constantly, and schools need to be prepared to adjust to the 
changes. 

The Strategy wants education to be open to new 
teaching methods which make use of digital technology. 
Moreover, it also aims to improve students’ competencies 
related to information management and the use of digital 
technology and help them develop computational thinking 
[1]. 

As a result, various projects were launched aimed at 
incorporation of tablets into schools and other educational 
institutions. Within the scope of one such project – 
Touchscreen School – 350 Samsung Android tablets were 
distributed to schools. The best way to incorporate digital 
devices into pre-school institutions is to make sure every 
child in the classroom has their own tablet (as it allows 
every child to actively participate in class). 

A view of informatics education and what methods and 
devices should be used to help children develop their 
computational and algorithmic thinking has also changed. 
Hence, the project “Developing Computational Thinking” 
was launched, which is aimed at updating the ICT 
educational area across all education levels (including 
kindergartens) by promoting instruction centered on 
developing children’s computational thinking. Developing 
computational thinking in educational institutions will 
allow children to incorporate information and 
communication technologies into their everyday lives. 

Computational thinking is aimed at describing a 
problem, analyzing it and finding effective solutions. It 
provides a set of tools and approaches, such as [2]: 
� Systematically assessing different solutions and 

choosing the most appropriate one, 
� Dividing a complex problem into several simpler 

problems, 
� Planning and managing activities, 
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� Creating and thoroughly describing processes that 
lead to finding a solution (even if they are intended 
for somebody else), 

� Determining which aspects are important for solving 
a problem and thus cannot be omitted, 

� Etc.  

III. PRE-SCHOOL AGE 
The period from three years of age to start of school, 

pre-school is a period of significant change and play-based 
education during which a child prepares for school. Since 
children at this age can attend kindergarten, this period can 
also be called “Kindergarten Age”. 
A. Cognitive Development 

As far as a pre-school child is concerned, perception is 
one of the most important cognitive processes. The better a 
child’s motor skills are, the more experienced they 
become, allowing them to perceive new stimuli. Moreover, 
perception is related to thinking. The more a child knows 
about things, the better they are able to perceive and 
differentiate them. Playing an important role in the 
development of reading and writing, auditory and visual 
perception of a pre-school child gradually improves. A 
pre-school child knows the difference between “up and 
down” but still has trouble with “right and left”. As far as 
visual perception is concerned, a pre-school child should 
know the basic range of colors, and will learn the names of 
shapes during games [3]. 

Pre-school is a period of rapid cognitive development 
which is closely related to the development of speech. 
Cognitive development precedes the development of 
speech. However, in later pre-school years speech 
becomes more prominent. A pre-school child’s thinking is 
sketchy, uncoordinated, unconnected and 
incomprehensive. While children are able to solve simpler 
problems, they are still not able to use multiple aspects, 
knowledge or look at them from different points of view. 
Their thinking is narrowed and focused only on one area 
[4]. 

Speech develops rapidly during pre-school years. It 
helps children express their thoughts and wishes. 
Children’s vocabulary expands, they are beginning to 
understand the meaning of words and improve their verbal 
skills. Speech is extremely important for pre-school 
children as it helps them acquire new knowledge and 
interact with adults. The development of speech and 
communication skills is an indication of mental growth. 
The entire educational process is based on speech and 
communication [5]. 
B. Play 

Pre-school is often referred to as the period of play. Play 
is the most natural and important part of a pre-school 
child’s life. Through play children gets to know not only 
themselves but also the world around them. Play is crucial 
for a child’s mental and speech development as it helps 
develop their intelligence. Play promotes inner motivation, 
emotional expression and emotional engagement, which 
promotes learning [5]. 

Play has characteristic features that help us determine 
whether or not a particular activity is a game [6] – 
spontaneity, passion, joy, creativity, fantasy, repetition, 
accepting a role. 

IV. DEVELOPING COMPUTATIONAL THINKING IN PRE-
SCHOOL CHILDREN 

A. Designing Activities and Finding Appropriate 
Approach 

As has already been mentioned, computational thinking 
can be developed in a natural way through play. The 
question is what the best approach is. Before we began 
designing the actual activities, we divided them into 
groups according to what they were going to be aimed at. 
The final categorization should help develop as many 
skills as possible, focusing on the development of 
computational thinking. Each of the 5 categories can be 
incorporated into instruction, depending on what 
technology we intend to use or how we want to develop a 
particular skill.  
� Category 1 – Activities for developing problem-

solving skills 
� Category 2 – Activities for developing graphic and 

visual perception 
� Category 3 – Activities for developing logical 

thinking 
� Category 4 – Activities for developing abstract 

thinking 
� Category 5 – Activities for developing pre-

mathematic concepts 
The activities were designed in accordance with the 

aforementioned categories. Since the activities were aimed 
at using a tablet, interactive software was used to design 
them. When completed, the activities were divided into 4 
groups according to difficulty, with Group 1 being the 
easiest. 

The kindergarten where the activities were pilot-tested 
had an interactive whiteboard, which the children used 
frequently and therefore were familiar with it. The 
kindergarten did not own any tablets. However, interviews 
with children revealed that as many as 95 % of them used 
a tablet regularly and therefore knew how to use it. There 
were 43 activities in total, with each category containing 
from 5 to 10 activities arranged in ascending order by 
difficulty. 

 

 
Figure 1. Activity for developing abstract thinking – Difficulty 3 
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Figure 2. Activity for developing abstract thinking – Difficulty 4 

 
 

 
Figure 3. Activity for developing pre-mathematic concepts – Difficulty 1 

 
 

 
Figure 4. Activity for developing pre-mathematic concepts – Difficulty 3 

 

 
Figure 5. Activity for developing problem-solving skills – Difficulty 1 

 
 

 
Figure 6. Activity for developing problem-solving skills – Difficulty 3 

 
 

 
Figure 7. Activity for developing logical thinking – Difficulty 3 

 
 

 
Figure 8. Activity for developing logical thinking – Difficulty 4 
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Figure 9. Activity for developing graphic and visual perception – 

Difficulty 1 
 
 

 
Figure 9. Activity for developing graphic and visual perception – 

Difficulty 2 

B. Methodology for Using Tablet 
Aimed at organization of instruction and the use of 

tablets, the following methodology was created to ensure 
as smooth an incorporation of tablet-based activities into 
instruction as possible. 

TABLE 1 
METHODOLOGY – BASIC INFORMATION 

Title: Using a tablet to develop computational thinking 
Time 
allocation: 

16 hours 

Objective: The goal of the methodology is to determine 
children’s current level of computational thinking 
and problem-solving skills, help children develop 
their computational thinking and problem-solving 
skills (ability to find the correct solution), 
develop their logical and abstract thinking, 
imagination and spatial orientation and assess the 
progress. These factors should be incorporated 
into the proposed activities and categorization of 
tasks (their difficulty should help develop the 
aforementioned skills). 

Tools used: tablets 

 
The teacher’s first task is to divide children into groups 

which will be using the tablet. It would be ideal if each 
group consisted of only one child, but this is not possible 
in a classroom of 23 pupils. Therefore, each group should 
consist of 2 to 3 children of the same age and skills. 

There are five categories for tablet-based instruction 
(see above). Since the activities often overlap, it is possible 
that an activity from one category also develops areas from 
other categories.  

There are 4 difficulty levels which allow for instruction 
of children aged three to six. They also make it possible to 
increase difficulty and thus monitor the gradual 
development of computational thinking. The difficulty 
levels are as follows: 
� Difficulty 1 – the lowest difficulty level (suitable 

even for the youngest children – approx. 3 years of 
age; simple thought operations, low abstraction level, 
planning, etc.). 

� Difficulty 2 – intermediate difficulty level (suitable 
for all kindergarten children; simple thought 
operations that require a higher level of thinking). 

� Difficulty 3 – higher difficulty level (testing higher-
level skills; suitable for children aged 4 to 6). 

� Difficulty 4 – the highest difficulty level (primarily 
suitable for pre-school and older children; activities 
that require a deeper use of all the algorithmic skills 
and the highest level of thinking). 

It is necessary to gradually increase difficulty, alternate 
activities, let children work on their own or in groups 
(children’s participation, ideas, problem-solving skills and 
giving advice to their peers needs to be monitored). 

Since the order of activities is not specified, they can be 
alternated. Before the start of an activity, the teacher 
should introduce it to the children (they can even tell a 
short story to make the activity more attractive). The 
teacher should also assess each activity. 

C. Verification in Practice 
The methodology was verified in kindergarten 

instruction (since its inclusion was discussed with the 
teacher, it did not disrupt instruction). Tablet-based tasks 
were realized during controlled learning activities. In 
consultation with the teacher, 7 groups of 2 or 3 were 
created based on children’s age, knowledge and individual 
characteristics. There were 17 children in total. 

The verification was based on the children solving tasks 
from each category, from the easiest to the most difficult 
ones – the children had to solve 3 to 4 activities from each 
of the categories, with the difficulty level being 
dynamically adjusted to children’s age, knowledge and 
skills. The results were as follows: 
 

TABLE 2 
GROUP 1 RESULTS 

Child’s designation and age: Child A – 5 years old 
Child B – 6 years old 

Use tablet - results 
 Child A Child B 
Total number of activities: 19 (Category 1: 3, Category 

2: 3, Category 3: 5, 
Category 4: 4, Category 5: 
4) 

Number of completed activities: 17/19 15/19 
Development of computation 
thinking achieved: Yes Yes 

Input and output knowledge 
Children A and B had high potential for realizing tablet-based 
activities. This assumption was confirmed. Both children 
demonstrated excellent knowledge in input activities from all 
categories. They had no trouble solving even the more difficult 
activities. The total score of 17/19 (Child A) and 15/19 (Child B), 
respectively, is an outstanding result because not only did the children 
in this group have to solve more activities than any other group, the 
activities were also more difficult. Child A exceeded all expectations 
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as he was able to solve problems that left even the teachers puzzled. It 
is also a perfect example of how a child’s mind works. The authors 
consider the project a success, with Child A having potential to solve 
even more difficult problems. 

 
 

TABLE 3 
GROUP 2 RESULTS 

Child’s designation and age: Child C – 4 years old 
Child D – 4 years old 
Child E – 5 years old 

Use of tablet - results 
 Child 

C 
Child 
D 

Child 
E 

Total number of activities: 13 (Category 1: 3, Category 
2: 3, Category 3: 3, Category 
4: 2, Category 5: 2) 

Number of completed activities: 12/13 10/13 12/13 
Development of computation 
thinking achieved: Yes Yes Yes 

Input and output knowledge 
The ratio of solved and unsolved problems indicates a very good 
result. The children aged 4 and 5 did amazingly well. Child D was the 
least successful of the three children (but the result was still good). At 
the beginning, the children were highly motivated and had no trouble 
solving simple activities. Children C and E did best at the activities 
aimed at developing logical thinking. Each of the three children was 
unable to solve one of the activities aimed at developing abstract 
thinking. Generally, this group’s results were very good – the children 
made progress in all areas. 

 
 

TABLE 4 
GROUP 3 RESULTS 

Child’s designation and age: Child F – 4 years old 
Child G – 4 years old 
Child H – 4 years old 

Use of tablet - results 
 Child 

F 
Child 
G 

Child 
H 

Total number of activities: 17 (Category 1: 4, Category 
2: 3, Category 3: 4, Category 
4: 3, Category 5: 3) 

Number of completed activities: 15/17 15/17 13/17 
Development of computation 
thinking achieved: Yes Yes Yes 

Input and output knowledge 
The “graphic and visual perception” and “pre-mathematic concepts” 
were the most successful categories – the children successfully 
completed all the activities at all difficulty levels. Activities from the 
“abstract thinking” and “problem-solving” categories proved to be the 
most difficult – one activity the children did not complete at all and 
they completed only a half of the second one. With 4 uncompleted 
activities, Child H was the least successful of the three children.  

 
 

TABLE 5 
GROUP 4 RESULTS 

Child’s designation and age: Child CH – 4 years old 
Child I – 4 years old 

Use of tablet - results 
 Child CH Child I 
Total number of activities: 14 (Category 1: 3, Category 

2: 3, Category 3: 3, Category 
4: 3, Category 5: 2) 

Number of completed activities: 13/14 8/14 
Development of computation Yes Partly 

thinking achieved: 
Input and output knowledge 
This was the first group where one of the children was unsuccessful – 
Child I was able to complete only 8 of the 14 activities. Even though 
the child solved more than half of the activities, the result is 
unacceptable. Child I made mistakes in all but one category – graphic 
and visual perception. The logical and abstract thinking proved to be 
the most problematic categories. Child CH, on the other hand, had 
only one uncompleted activity.  

 
 

TABLE 6 
GROUP 5 RESULTS 

Child’s designation and age: Child J – 4 years old 
Child K – 4 years old 

Use of tablet - results 
 Child J Child K 
Total number of activities: 15 (Category 1: 3, Category 

2: 3, Category 3: 3, Category 
4: 3, Category 5: 3) 

Number of completed activities: 12/15 13/15 
Development of computation 
thinking achieved: Yes Yes 

Input and output knowledge 
This group had outstanding results. Even Child J, about whom the 
authors were not too hopeful at the beginning, was able to solve all but 
3 of the 15 activities. Child K solved one more activity. The input 
knowledge was patchy. However, over time the children’s knowledge 
improved and they were able to solve even the more difficult 
activities. Logical thinking, abstract thinking and pre-mathematic 
concepts were the problematic areas.    

 
 

TABLE 7 
GROUP 6 RESULTS 

Child’s designation and age: Child L – 5 years old 
Child M – 4 years old 

Use of tablet - results 
 Child L Child M 
Total number of activities: 15 (Category 1: 3, Category 

2: 3, Category 3: 3, Category 
4: 3, Category 5: 3) 

Number of completed activities: 14/15 13/15 
Development of computation 
thinking achieved: Yes Yes 

Input and output knowledge 
Child L was older (5 years old) than all the remaining children. The 
activities were designed to match the knowledge level of the other 
child. Both children solved all the “problem-solving”, “graphic and 
visual perception” and “pre-mathematic concepts” activities. The other 
two categories were not as successful – one of the “logical thinking” 
activities was not completed by either child. However, this group was 
one of the most successful ones. 

 
 

TABLE 8 
GROUP 7 RESULTS 

Child’s designation and age: Child N – 3 years old 
Child O – 3 years old 
Child P – 3 years old 

Use of tablet - results 
 Child 

N 
Child 
O 

Child 
P 

Total number of activities: 17 (Category 1: 3, Category 
2: 4, Category 3: 3, Category 
4: 3, Category 5: 4) 

Number of completed activities: 14/17 14/17 15/17 
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Development of computation 
thinking achieved: Yes Yes Yes 

Input and output knowledge 
All three children solved at least 14 of the 17 activities (the 
uncompleted activities were of difficulty levels 1 to 3, which was not 
only a big surprise but also one of the greatest achievements of the 
entire project.) In the “problem-solving” category, the children 
(successfully) solved activities from groups (difficulty level) 1 and 2. 
The “graphic and visual perception” activities were also completed 
successfully (the children solved activities from groups 2 and 3). They 
did not complete the Level 2 logical thinking activity (but they did 
complete all the lower difficulty level activities). The children had no 
trouble completing Level 1 abstract thinking activities.   

V. CONCLUSION 
The aim of the paper was to show how a digital device – 

a tablet – can help develop computational thinking in pre-
primary education. The pilot-testing was carried out in 
accordance with the proposed methodology and activities 
– the children solved activities of different difficulties 
from different categories, which were aimed at developing 
a particular area. 43 activities for developing 
computational thinking were created. The children were 
being observed and the results were written down. 
Kindergarten teachers are recommended to continue using 
interactive activities in instruction. The authors provided 
all the tools – the interactive activities and tablets 
(however, the authors were informed that the kindergarten 
intended to purchase their own tablets).  

The children would need more time to complete the 
tasks. Moreover, it would be ideal to use every activity 
from every category. However, since this would be 
extremely time-consuming, it may be best to continue in 
the presented way. 

The results show that the proposed activities and 
methodology helped pre-school children develop their 
computational thinking. 

The proposed methodology and activities can help 
teachers incorporate activities for developing 
computational thinking, abstract and logical thinking and 
problem-solving skills into instruction in a natural and 
enjoyable but also premeditated and systematic way.    
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Abstract—Carpathian Basin Online Educational Centre: K-
MOOC was founded in 2014 by Óbuda University in order 
to develop online courses in Hungarian for students 
studying on their mother tongue in the Carpathian Basin, 
within and around Hungary. By now, 22 Hungarian and 14 
other universities from the Carpathian Basin joined the 
initiative and more than 60 online courses have been 
developed. Present study outlines observations of the past 
five years on one hand and reveals challenges teachers had 
to face when developing the courses on the other. 

I. INTRODUCTION 
In our everchanging world, higher education faces major 
challenges catching up with hi-tech revolution (both in 
technical and human sciences) and adjusting to the 
increasing expectations of students and their innovative 
learning habits.  
Most teaching professional has been educated in a 
traditional classroom environment with hardly any digital 
support as opposed to today’s students coming from the 
Net Generation. 
The authors put the birth of generation Z for 1996; in 
Hungary, the first members of generation Z have just 
started their higher education studies. [1] 

Some of “Z” generation’s characteristics:  
• They were born into a digitalized world, for them 

using any electronic devices is normal and part of 
their everyday life. 

• Today’s young generation spends most of their life 
in a virtual world, they use the internet for 
spending their free time as well as socialize with 
their friends and build new relationships in a 
virtual world. 

• Hungarian students living across the border can 
study to Hungarian higher education standards in 
their birth country. 

A new theory of teaching has evolved in the last 20 years. 
it is called Digital Pedagogy. It is about using digital 
devices and applications in classrooms on one hand and 
teaching the use of them with a critical approach on the 
other. 
Based on the Open Education Resources and the Open 
Education movements (Yuan, et al., 2008), the term 
MOOC (Massive Open Online Course) first came to light 
in connection with a legendary course called 

Connectivism and Connective Knowledge by Dave 
Cormier and Bryan Alexander. Originally designed for 25 
fee-paying students from the University of Manitoba. As 
the course was later made available for the general public 
free of charge soon over 2000 online students registered. 
In 2011 Thrun and his colleagues from Stanford 
University launched a course called Introduction to 
Artificial Intelligence. Enrolment quickly reached 
160 000 students from more than 190 countries. Since 
then the idea of MOOC has become the symbol of online 
courses which is highly valued by educational and profit 
oriented organizations as well. 
The main objective of MOOC has been offering open 
learning opportunities at academic level for all students 
and everyday people. 
The two main characteristics of MOOC as opposed to 
traditional academic online courses are 

• open access – courses are available for the 
general public free of charge 

• unlimited participation – courses support the 
management of any number of participants.  

MOOC providers offer the variety of the above. Fee-
paying for a very large number of participants or closed 
licences available only to a limited audience.  
The development of online courses derives from the need 
for unlimited learning experience. Knowledge is to be 
shared without boundaries across the globe regardless of 
demographical, economical and geological 
determinations. 
Two concepts of MOOCs have developed over the time. 
cMOOC is linked to Connectivism Pedagogy where 
practices, knowledge and understanding is shared 
between participants resulting in network learning. 
Students collaborate in joint projects controlling the pace 
and space of the course. As opposed to xMOOC which is 
a more traditional approach to learning. It emphasizes 
more on a well specified curriculum of knowledge and 
skills where interaction between students is limited.  
Online education, especially xMOOC has attracted 
several public and private sector organizations. First not-
for-profit model was developed by MIT for students 
participating in high-quality professional online courses 
from all over the world free of charge. At the same time 
profit oriented providers like Coursera and Udacity 
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emerged associated with top universities. Highly 
respected well-known institutions discovered the 
opportunities coming from the collaboration with 
developers and providers to promote their own brands in 
online education. 

II. ÓBUDA UNIVERSITY AND MOOCS 
Trade unions consider MOOCs a disruptive innovation 

which redefines higher education (Shirky, 2012). In 
contrast it is an efficient tool to undertake significant 
changes in organizing and implementing educational 
reforms in the near future.  

MOOCs may help governments solving the problem of 
crossing fiscal barriers in financing institutions. Business 
organizations are very much interested in entering the 
tertiary educational sector. Developing MOOCs allow 
them to cooperate with universities and other training 
providers. Udacity has developed new online courses 
based on common agreements with Google, NVIDIA, 
Microsoft, Autodesk, Cadence and Wolfram. MOOCs 
may also help finding the best candidates available on the 
market for the IT sector.  

The senate of the University of Óbuda decided on the 
1st of September 2014 on founding the Carpathian Hollow 
teaching center which is based on models form around the 
world and is conducted in English. One of this courses 
characteristic is that the courses are available, free of 
charge in Hungarian, the credits achieved are valid and the 
teaching is available online, which on one hand is 
available for Hungarian speaking students from the 
Carpathian Hollow on the other hand provides possibility 
of life long learning for all Hungarians across the globe.  

The mission of K-MOOC is to strengthen the sense of 
belonging of Hungarian institutions beyond borders to the 
Mother land. K-MOOC gives students beyond our borders 
the opportunity to study their chosen courses at a high 
level achieving degrees and credits valid on an 
international level. Institute from abroad which are linked 
to the main provider can advertise and offer their own 
courses in any subject and their credits are interchangeable 
and valid within the mains. 
K-MOOC operated by the Óbuda University is one of 
xMOOC. It only offers academic online courses for 
university students. Online courses are free of charge. On 
completion they are accredited as optional subjects in the 
curriculum by all partner institutions. Certificate is free of 
charge as well.  Registration on the courses is limited to a 
certain period of time and there is a deadline for 
completing the courses. 
The Carpathian hollow’s online teaching center main 
currently has 14 higher education institutes from abroad, 
respectively 23 home institutes and colleges out of which 
10 are Hungarian and 4 from abroad produced and 
launched courses. The K-MOOC in 2014/15 trialed 4 
courses in the first term of the year, with 271 students, 
however today we have 49 courses with 5717 students. 
Our total applicants for our courses are above 10 
thousands. 
Curriculum development, course production and the 
management of these course require high level and 
amount of work. Course development is provided by the 
University of Óbuda, methodological and training support 
is available through the Electronics and Digital Subject 
office. The K-MOOC central page has the framework 

available on their site which is connected to every 
university and college site which is in collaboration with 
us. The courses and support materials are available on 
their own sites as well, which helps them have ownership 
of these programs. 

III. MOTIVATION OF STUDENTS 
There are several elements influencing student 

participation in the learning process. Some of these is 
professional development, future engagement and earning 
potential, challenge, network options, fun, etc. 
Based on survey results most students opted for online 
courses because of interest in the subject matter. The fact 
that the course can be completed when and where the 
student feels like doing it is also very appealing. 
Controlling own learning helps achieve the best possible 
results. Not to mention the benefit of acquiring up-to-date 
and practical knowledge for their professional 
advancement. 

 
Figure 1.  Students motivation I. 

 
Figure 2.  Students motivation II. 

IV. SOME COMMON MISTAKES 
MOOCs generate endless debate among learning 
professionals. Questions like sustainability, pedagogical 
concept, quality assurance, accreditation, completion rate 
are some of the main subjects of heated discussions. 

A. Sustainability 
Óbuda University received contribution from the 
government to set up and launch K-MOOC in the first 
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two years. Since then it has been financed from own 
resources. 
Time and preparation for lectures in online education are 
counted the same way as they were given in the 
classroom. Partner institutions are free to decide about 
this matter. They must see business opportunity in the 
cooperation as all IT infrastructure is provided by Óbuda 
University. They only need to upload their teaching 
materials. Especially institutions teaching in Hungarian 
but across the border have advantages using a common 
platform to broaden their scope of education.   

B. Pedagogy 
As generation gap is deepening between students and 
teachers more and more attention is needed from lecturers 
when creating learning materials and from institution 
leaders when developing new courses. 
The traditional teaching model of most institutions are 
not compatible with the needs of youth of Y generation. 
Curriculum, courses, textbooks, tools and other teaching 
aids are all need to be tailored to current trends and 
expectations. Today’s students want to control their 
learning. They deny the traditional approach to anything 
they do. They want interactive, creative, fast pace 
solutions in knowledge transfer with lot of IT support. 
They want to study when they feel like it. It is often 
difficult for teachers to catch up with the new trend. 
When discussing the theory of MOOCs two questions are 
hard to escape: 

• will they bring high standard academic results 
and learning experience for students? 

• what new teaching model and organizational 
background is needed for achieving it? 

xMOOC is considered being traditionally teacher-
centered with a fixed curriculum on an IT platform (Larry 
2012) and therefore criticized. It is flexible enough for 
achieving individual learning experience as students can 
work their way through the course when they feel best 
motivated. But knowledge is not shared between 
participants and there is no interaction between teachers 
and students. 
At the moment there is not enough teaching professional 
in higher education dealing with the development and 
support of online courses yet. 
cMOOC would be ideal for knowledge sharing and 
student-centred teaching with vast interaction between 
participants. Today’s higher education in Central-Europe 
has little resources meeting the criteria of online 
education at current stage. 
K-MOOC course participants are mostly satisfied with 
the courses. 

 
Figure 3.  Student Satisfaction I. 

 Figure 3.  Student Satisfaction II. 

 
Figure 4.  Student Satisfaction III. 

C. Assessment and Accreditation 
Assessment in most courses is done through online tests. 
Multiple choice questions with automatic feedback is the 
most frequently used. However, a big variety of 
evaluation tools are developed for teachers to choose 
from. Such as drag and drop, short Math, Numerical, 
written assignment, etc. The difficulty with essays is that 
this form of assessment requires additional time and 
effort from teaching professionals. 
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Figure 5.  Opinion about assessment 

 
Figure 6.  Time spent studying 

 

Figure 7.  Course results 

The biggest concern among lecturers is cheating and 
plagiarism in online education. That is the reason why 
higher education only accepts and accredits MOOCs as 
optional subjects. In obtaining a 180 credit university 
diploma only 10 credits of online courses can be 
accredited. 
K-MOOC students were pleased with the method of 
applying for the exam. 

D. Quality and completion rate 
The question of quality assurance of MOOCs often 
emerges among institutions in higher education. Online 
education largely differs from the traditional teacher-
centred teaching model where students passively receive 
knowledge from senior professionals.  
 

 
Figure 8.  Human interaction 

The quality measures of online courses are to be 
improved through the continuous evaluation of students 
and teachers (Daniel 2012). Óbuda University is 
constantly monitoring and evaluating the standards of its 
online teaching profile in accordance with the above 
approach. Course development is a major issue based on 
feedback from participants. Courses must always meet 
the highest quality requirements unless withdrawn from 
the curriculum. 

 
Figure 9.  Elements for learning 

 

Figure 10.  Student Satisfaction IV. 
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Figure 11.  Student Satisfaction IV. 

Evidence shows that completion rate and course drop out 
in online education is far more significant than in the 
traditional teaching environment. Students can decide to 
deregister from a course at any stage without having to 
face educational or financial disadvantages. According to 
Meyer the rate of leaving MOOCs without earning a 
certificate is as high as 80-95%. There are certain 
engineering or IT courses where completion rate is 
extremely low, only 2 % of enrolled students earn a 
certificate at the end of the course. Óbuda University has 
achieved outstanding success in attracting and keeping 
students as opposed to other online course providers. 
Students in Hungary are highly motivated in registering 
and completing accredited online courses like K-MOOCs 
as regulation requires them to achieve at least 36 credits 
per academic year. Online courses are also great 
opportunity for improving their academic records or 
GPAs. 

Semestt
er 

Universi
ty Courses 

Register
ed ÓE 

Other 
Unive
rsity LLL 

2014/15
/1 ÓE  4 271 170 101   
2014/15
/2 ÓE 9 551 374 177   
2015/16
/1 ÓE 20 1346 764 582   
2015/16
/2 ÓE 23 1524 958 566   
2016/17
/1 ÓE 26 1145 857 101 187

  

Other 
Universi
ty 19 505 128 226 151

2016/17
/2 ÓE  26 1308 941 188 179

  

Other 
Universi
ty 23 462 127 192 143

2017/18
/1 ÓE  34 1804 1548 139 117

  

Other 
Universi
ty 24 822 256 442 124

2017/18
/2 ÓE  31 2713 2339 101 273

  

Other 
Universi
ty 32 1276 710 276 290

2018/19
/1 ÓE  21 2800 2584 68 148

  

Other 
Universi
ty 26 1572 1108 274 190

2018/19
/2 ÓE  22 3900 3572 136 192

  

Other 
Universi
ty 26 2094 1444 369 281

      5994 5016 505 473
  �   24093 17880 3938 2275

Figure 12.  Student Satisfaction IV) 

Semestter 
Univer
sity Courses 

Register
ed 

ÓE 
Gradu
ate 

Other 
Gradu
ate 

LLL 
Graduat
e 

2014/15/1 ÓE  4 271       
2014/15/2 ÓE 9 551       
2015/16/1 ÓE 20 1346       
2015/16/2 ÓE 23 1524       
2016/17/1 ÓE 26 1145       

  

Other 
Univer
sity 19 505       

2016/17/2 ÓE  26 1308       

  

Other 
Univer
sity 23 462       

2017/18/1 ÓE  34 1804 814 56 10

  

Other 
Univer
sity 24 822 112 145 17

2017/18/2 ÓE  31 2713 1238 48 37

  

Other 
Univer
sity 32 1276 159 148 26

2018/19/1 ÓE  21 2800 1098 16 9

  

Other 
Univer
sity 26 1572 291 159 14

2018/19/2 ÓE  22 3900 1612 45 11

  

Other 
Univer
sity 26 2094 454 161 16

      5994 2066 206 27
  �   24093 5778 778 140

 

Figure 13.  K-MOOC Graduate (LLL – Life Long Learning graduates) 

However, there is a rising need for understanding the 
learning habits of students and improving the low 
completion rates of MOOCs.   
It is worth looking at other aspects of online education as 
well not only completion rates. It is the development of 
curriculum, courses, teaching models, online 
communication, etc. which are vital for all participants of 
the new learning process. Enhancing the online presence 
with high-quality teaching models increase the reputation 
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of any institution globally. Adapting new trends in 
education will be beneficial to students and teachers at 
the same time. 

V. CONCLUSION 
The concept of MOOCs is a milestone in the innovation 
process of tertiary education. Allowing all teaching 
professionals and their professional network to 
familiarize with the current trend in knowledge transfer. 
It also encourages lifelong learning reaching massive 
numbers of people globally.  
MOOCs contribute to the research and development of 
adaptive learning methods. Institutions face new 
challenges like assessment of students or plagiarism in 
online education being more relevant as opposed to 
classroom teaching.  
MOOCs have generated several questions like 
sustainability, accreditation, innovation in pedagogy. 
New framework is required in higher education for 
supporting the innovative models related to the financing, 

quality assurance and accreditation processes of teaching 
all over the world. 
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Abstract — In this paper, we present an application that 
enables fast and controlled quality degradation of any given 
video sequence. Considering, that it also displays a preview 
of both degraded and reference video frames along with the 
corresponding quality degradation value, it can be a useful 
tool for education and research. Further, we describe the 
logical process of creating degradation artifacts, namely 
blurring, several types of electronic noise, blocking effect, 
color bleeding and mosquito noise. This paper also analyses 
the results of an experiment, conducted on video sequences 
affected by simulated artifacts and evaluated by two objective 
quality metrics. As expected, we certified that video quality is 
decreasing with rising intensity of each applied effect. 
Excluding sequences affected by any type of noise, video 
quality seems to be content dependent. Furthermore, we also 
discovered that noises impair video quality most critically, 
according to objective metrics. 

I. INTRODUCTION 
Due to the rapid development of telecommunication 

technologies in recent years, user demands for their quality 
have been constantly increasing. Image and video have 
long since become a daily part of human lives, therefore 
meeting customers’ expectations is in the best interest of 
communication service providers and broadcasting 
companies. Accordingly, they need not only know the 
quality of the broadcast content before it is transmitted, but 
must also foresee the degree of quality degradation after 
the transmission of the video over the communication 
channel and its display on the end-user screen. 

For video quality assessment, various subjective and 
objective measures are used, requiring continuous 
modification and improvement. In the case of performance 
evaluation of existing objective metrics or new evaluation 
methods development, test sequences with a known degree 
of quality degradation are necessary. Applicable 
sequences are mostly obtained from online video quality 
assessment databases, which generally consist of several 
reference videos and hundreds to thousands of sequences 
with certain quality impairment. 

However, most of these databases are intended for 
specific application scenarios, e.g. quality assessment of 
the video encoded by H.264/AVC [1], [2], H.265/HEVC 
[3], [4], evaluation of video quality degradation caused by 
packet loss [5] or other Quality of Service (QoS) 
transmission parameters [6], [7]. Furthermore, there are 
also complex databases that comprise of multiple video 
sequences affected by various impairments [8], [9], [10], 

etc. Generally, the quality of these sequences is degraded 
by numerous visual artifacts. 

In this paper, we present an application for simulation 
of several distortions affecting perceived video quality, 
namely blur, different types of noise, blocking artifacts, 
color bleeding and mosquito effect. While all available 
datasets are limited by the number and nature of reference 
video sequences, our simulation can be conducted on any 
given video with the desired features, resolution, frame 
rate, spatial information (SI), temporal information (TI), 
etc. The application could be a useful tool for development 
and testing of artifact-based no reference objective 
metrics, as well as assembling new databases 
contemplated for the aforesaid purpose. Moreover, the 
application also displays real-time previews of original and 
degraded video sequences simultaneously with the current 
quality value, which qualifies it as a potential video quality 
learning tool. 

This paper also analyzes the results of objective quality 
assessment conducted on video sequences affected by 
simulated visual artifacts. We have chosen two well-
known objective metrics to see how each distortion 
impairs the resulting video quality - Peak Signal to Noise 
Ratio (PSNR) [11] and a modified version of Structural 
Similarity Index (CSSIM) proposed by [12]. 

The paper is organized as follows. Section II briefly 
describes the various sources of video quality degradation. 
Section III illustrates the steps leading to the development 
of individual degradation artifacts. Section IV analyses the 
results of an experiment conducted to demonstrate the 
impact of simulated artifacts on video quality, and section 
V concludes the paper. 

II. SOURCES OF VIDEO QUALITY DEGRADATION 
Before a video reaches a target user, it undergoes several 

processing steps that may significantly impair its 
perceived quality. The recording device itself introduces 
adverse visual artifacts into the video. Further quality 
degradation is caused by lossy video compression and/or 
its transmission over a noisy communication channel. The 
resulting perceived quality may also be affected by the 
video reproduction method and the imaging device. 

Sensing devices generally consist of two main parts that 
are culpable for video quality impairment – the objective 
lens and the photo-sensitive sensor. The shapes and layout 
of lenses in the objective may become a source of optical 
aberrations, i.e. deviations of the captured image from the 
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shape and position of objects in the real world. In terms of 
quality, individual aberrations affect video in a similar 
way. Defocus, spherical aberration, astigmatism, field 
curvature and coma all generate blur on at least part of an 
image. Field curvature and image distortion geometrically 
misplace image information, which can be almost entirely 
corrected in post-processing. Chromatic aberrations cause 
color hemming of high-contrast areas of the image, such 
as dark objects captured against the day sky. The most 
prominent negative effect on video quality caused by the 
image sensor is noise. We recognize several types of noise 
(e.g. thermal, shot, dark current noise, etc.) with diverse 
statistical distributions, and fixed-pattern noise, which 
arises due to different sensitivity of individual sensor 
pixels. [13] 

Compression is the process of eliminating irrelevant and 
redundant signal components in order to reduce data 
volume. Spatial, temporal and spectral correlation in 
images and between individual frames of the video is 
considered redundancy. Irrelevant information is one 
whose removal is not detected by the human visual system 
[14]. Video compression artifacts are mostly caused by 
quantization of discrete cosine transformation (DCT) 
coefficients, which is a lossy phase of compression. Video 
quality is also indirectly affected by other factors, such as 
motion prediction or decoder cache size. [15] 

Compression artifacts are classified into two categories 
based on the way they affect video sequences. Spatial 
artifacts are those that can be detected in an image 
independently of adjacent frames, and their identification 
is easier in a stopped video. The most noticeable artifact is 
blocking effect, which occurs due to separate quantization 
of individual pixel blocks after the DCT. This effect may 
be manifested in various parts of an image as a mosaic or 
staircase effect. In combination with motion compensation 
it might create false edges, that tend to appear near the real 
lines. Degradation of video quality is also caused by spatial 
artifacts such as ringing, basis pattern effect, blur, color 
bleeding and chrominance mismatch. Furthermore, video 
sequences are often affected by temporal compression 
artifacts, e.g. texture floating, edge neighborhood floating 
or flickering, which are distinct only while the video is 
playing. The exception is a specific type of flickering, 
called mosquito noise, which is observable even in 
individual frames. [16] 

The transmission of video signal over packet switched 
networks that operate on the statistical multiplex principle 
(e.g. TCP/IP network) bears a significant impact on image 
quality. It is particularly affected by several QoS 
parameters, namely latency, jitter and packet loss. 
Constant latency does not introduce any visual artifacts 
into video sequences, although it is undesirable in 
interactive application scenarios. Contrarily, jitter (i.e. 
latency variation) might cause temporary freezing of 
blocks, slices or even the whole frames. The impact of 
packet loss on video quality depends on several factors and 
is very complex. The visual characteristics of absent image 
information vary depending on the error concealment 
technique used by the decoder. Spatial methods operate on 
the principle of reconstruction of missing image areas by 

interpolation of surrounding pixels, which often leads to 
blurring of concerned image parts. Temporal concealment 
methods are based on replacing absent pixel blocks by 
corresponding blocks from adjacent video frames, which 
may result in misalignment of these image areas. [17] 

Our objective was to create an application that would 
simulate the most prevalent subjectively perceived video 
artifacts. From the abovementioned, we have selected 
several types of noise that can be generated in electrical 
circuits, an image sensor or a transmission process; 
blocking effect and color bleeding, representing spatial 
compression artifacts; mosquito noise as a temporal 
compression artifact; and blur, which may occur in the 
process of video recording, compression or transmission 
errors concealment. 

III. APPLICATION DEVELOPMENT 
We have chosen MATLAB programming environment 

for the application development. Graphic user interface 
consists of two tabs, one intended for video upload and the 
other for video quality degradation. Furthermore, the 
second tab also contains previews of the reference and 
impaired video sequences, as well as a box that displays 
the current CSSIM quality value of the video affected by 
the selected simulated visual artifacts. 

A. Noises 
The application implements several types of noise 

generated by the MATLAB function imnoise. 
The Additive White Gaussian Noise (AWGN) is the 

approximation of thermal, reset, and various other 
electronic noises [18]. It has Gaussian statistical 
distribution with zero mean and user-selected variance. 
The video sequence, impaired by this type of noise is 
portrayed in Fig.1. 

 

Figure 1.  Frame from “Runners” sequence affected by Gaussian noise 
with variance value of 0.05 

Shot noise is characterized by Poisson distribution. 
Unlike Gaussian noise, it is not generated separately and 
later added to the image, but is obtained by directly 
applying the Poisson process to individual pixels [19]. The 
visual manifestation of Poisson noise is shown in Fig.2. 
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Figure 2.  Frame from “Runners” sequence affected by Poisson noise 

Speckle noise may emerge when scanning surfaces 
using a laser, ultrasound or radar with synthetic aperture. 
In MATLAB, this noise is added to the image 
multiplicatively following the equation 

 � ] , 	 Z ], (1) 

where I stands for the original image, n is random noise 
with uniform distribution and J represents the output 
image. The user can control the degree to which the image 
is affected by changing the variance parameter. The effect 
of Speckle noise on video frame is manifested in Fig.3. 

 

Figure 3.  Frame from “Runners” sequence affected by Speckle noise 
with variance value of 0.05 

Salt and Pepper is a type of impulse noise that arises, for 
example, when signal is transmitted through a 
communication channel using non-linear modulation, or 
due to atmospheric discharges [20]. The application 
simulates the uncorrelated Salt and Pepper noise, which 
alters pixel values differently across the three color 
channels (Fig.4), as well as the correlated Black and White 
Salt and Pepper noise that affects all of these channels 
correspondingly (Fig.5). The adjustable parameter is 
density of the altered pixels. 

 

Figure 4.  Frame from “Runners” sequence affected by uncorrelated 
Salt and Pepper noise with density value of 0.05 

 

Figure 5.  Frame from “Runners” sequence affected by correlated Salt 
and Pepper noise with density value of 0.05 

B. Blur 
The blurring of a video may occur while it is recorded - 

as a result of optical aberrations, incorrect focusing or even 
intentionally. It may also be caused by suppressing high-
frequency DCT coefficients during quantization. Another 
common source of image blur is transmission error 
concealment in the decoding process. To simulate this 
artifact we employed the MATLAB function imgaussfilt, 
which uses the Gaussian smoothing kernel to blur the 
image evenly in all directions (Fig.6). The user can modify 
only one of the input arguments of this function – the 
standard deviation. As it increases, the blurring becomes 
progressively more apparent, until the value of each pixel 
is equal to average frame intensity. 

 

Figure 6.  Frame from “Runners” sequence affected by blur with 
standard deviation value of 5 
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C. Blocking Effect 
Blocking effect is a result of splitting the frame into 

blocks before the discrete cosine transformation is applied, 
followed by quantization of DCT coefficients. To simulate 
the blocking effect, we decided to imitate these intraframe 
coding steps. First of all, we created a quantization mask, 
i.e. zero matrix with block size specified by the user, which 
should be filled with ones at allocated positions based on 
user input. The next step was the conversion of the image 
from RGB to YCbCr color space and its decomposition 
into individual color channels. Afterwards, we defined a 
function that traverses the frame sequentially, using a 
block size window, which is later used for inserting the 
modified blocks into the corresponding frame positions. 
The DCT was then applied to each block, separately for 
respective color channels, followed by left multiplication 
of the DCT coefficients by the prepared quantization 
matrix. The whole process was completed by the inverse 
DCT, merging of individual channels into one image and 
its conversion into RGB color space. The blocking effect 
function has two adjustable parameters – block size and 
the number of DCT coefficients remaining after 
quantization. The visual manifestation of this artifact is 
shown in Fig.7. 

 

Figure 7.  Frame from “Runners” sequence affected by blocking effect 
with block size of 8*8 pixels and 1 DCT coefficient remaining after the 

quantization 

D. Color Bleeding 
Color bleeding is a spatial compression artifact that 

occurs predominantly at edges with high color contrast. 
The name of this distortion is derived from its visual 
manifestation, i.e. blending and blurring of colors in 
affected areas of the frame [14]. To simulate this adverse 
effect, we first converted the image from RGB color space 
to YCbCr and separated individual channels. 
Consequently, we used the Canny algorithm to detect the 
edges in both chrominance components of the frame. In 
that way, the algorithm does not recognize the edges 
caused by the luminance change, but only by the 
differences in color (Fig.8). 

 

Figure 8.  Canny algorithm applied solely on Cb and Cr components of 
an image 

The output binary images were returned as logical 
arrays containing ones, where the function had found the 
edges. The next step was the logical disjunction of these 
two images, in order to create a new mask for further use. 
Using the MATLAB function imdilate, we dilated the 
detected edges with a square structuring element with a 
side length selectable by the user. Afterwards, we 
employed the function imgaussfilt to blur the prearranged 
areas of the frame with the Gaussian smoothing kernel. By 
applying this function only to chrominance channels of the 
frame, we prevented undesirable changes in pixel 
intensity. The last step was the merging of all channels and 
reverse conversion of the frame to RGB color space. The 
user can control the perceptibility of color bleeding effect 
by changing the edge dilatation. The video frame, affected 
by this artifact is shown in Fig.9. 

 

Figure 9.  Frame from “Runners” sequence affected by color bleeding 
with edge dilatation by 16*16-pixel structuring element 

E. Mosquito Noise 
The term mosquito noise originated from the artifact’s 

resemblance to the swarm of insects following the edges 
of various objects in video sequences. Despite being 
classified as a temporal compression artifact, it is 
sufficiently apparent even on still frames. Mosquito noise 
is the most complex effect of the application, considering 
that a function affecting single video frame at a time does 
not suffice to simulate it accurately. Contrarily, it was 
necessary to approach several consecutive frames 
simultaneously, which led us to creating a buffer, i.e. three-
dimensional zero data field ready for frame loading.  

Next, we defined four functions intended for random 
generation of blotchy noise patterns that characterize 
mosquito effect [21]. The core commands of these 
functions statistically alter pixel values, differently in 
luminance and chrominance channels. Accordingly, we 
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had to convert the frames from RGB to YCbCr color space 
and separate the chrominance and luminance components. 

Our goal, however, was not to affect the entire frame, 
but only the areas near object boundaries in such manner, 
that the effect becomes more noticeable when there is fast 
movement in the scene. Therefore, the following step was 
to create a dynamic mask which would confine the 
simulated effect only to relevant image areas. Employing 
the Canny algorithm and imdilate function, we detected the 
edges in luminance channels of several consecutive frames 
and dilated them. The output binary images were then 
loaded into our pre-made buffer and merged into one by 
the logical disjunction. With each successive video frame, 
using the circshift function, the last image in the buffer 
takes the first place and all the other ones are moved to the 
right. Binary image at the first position is then discarded 
and replaced with a new one, obtained from the next frame. 
By repeating the aforementioned process, we acquired a 
dynamic mask, modified by every processed video frame, 
which contains increased number of ones near the moving 
object boundaries. 

The last significant step was applying previously 
defined functions generating noisy artifacts exclusively on 
regions of interest represented by the binary mask 
attributable to current frame. Finally, we combined the 
three single-channel images into one frame and converted 
it from the YCbCr to RGB color space. The adjustable 
parameter of the mosquito noise function is the edge 
dilatation of the binary mask. The visual effect of mosquito 
noise on the video frame is depicted in Fig.10. 

 

Figure 10.  Frame from “Runners” sequence affected by mosquito noise 
with edge dilatation by 32*32-pixel structuring element 

IV. EXPERIMENTAL RESULTS 

To demonstrate the impact of application-simulated 
artifacts on video quality, we conducted an experiment. 
We selected 8 test video sequences (Fig.12), obtained from 
[22], with various spatial and temporal perceptual 
information. General parameters of the sequences are 
presented in Table 1, whilst Fig.11 depicts SI and TI 
indexes of these sequences, calculated using the tool [23] 
following the formulas recommended in [24]. 

 

 

Figure 11.  SI/TI diagram of test sequences 

  
      a) Bund Nightscape   b) Camfire Party 

  
    c) Construction Field      d) Fountains 

  
              e) Marathon           f) Runners 

  
          g) Tall Buildings            h) Wood 

Figure 12.  Test sequences 

We used two objective metrics to evaluate the video 
quality - widely utilized PSNR and CSSIM, that is also 
implemented in our application. The CSSIM is a modified 
version of the popular SSIM metric, proposed by [12]. In 
that paper, the authors suggest conversion of the image 
from RGB color space to another, e.g. YCbCr. Thereon, 
basic SSIM equations are used to determine the quality 
degradation of each color channel. The final step is to 
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TABLE I.   
PARAMETERS OF TEST SEQUENCES 

Resolution Chroma 
subsampling Bit depth Aspect 

Ratio 
Framerate 

(fps) 
Length 

(seconds)

1920x1080 4:2:0 8 bits per 
channel 16:9 30 10 
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incorporate these calculations into one formula in such 
manner, that the similarity index of luminance channel has 
higher weight than those of chrominance components. 
After considering the sensitivity of the human visual 
system by correlating the experimental results with 
differential mean opinion score (DMOS), authors assigned 
weight 1 to luminance channel of the image and weight 0.1 
to each chrominance component. 

We decided to use the CSSIM metric, because some of 
the artifacts simulated by our application significantly 
affect chrominance channels. The best example is the color 
bleeding effect, where the luminance component remains 
completely intact. 

All experimental results are depicted in Fig. 13. The y-
axes represent the measure of video quality evaluated by 
the PSNR or CSSIM objective metrics. On the x-axis, the 
parameter that affects the severity of quality impairment is 
plotted. The x-axis limits, designated following the 
opinion of video quality experts, vary for each simulated 
artifact. 

Fig.13 indicates that, of all artifacts, noises, excluding 
Poisson noise, have the worst impact on video quality 
according to both PSNR and CSSIM. Values, calculated 
using these metrics decrease logarithmically with growing 
noise density or variance. With the exception of speckle 
noise, the quality curves decline correspondingly, 
independently of the evaluated video sequences. In 
Fig.13 c), d) we can see that sequences “Bund Nightscape” 
and “Campfire Party” affected by speckle noise show 
higher quality value compared to the rest. We assume that 
in this case the video quality degradation depends not on 
the video content, but rather on the predominant color, 
since the major common feature of these two sequences is 
their night setting. 

According to Fig.13 k), l), blurring causes the video 
quality to decrease as the standard deviation of the 
Gaussian smoothing kernel rises. In comparison with 
noises, the falling curve is less steep, which, as we 
suppose, will not correspond with subjectively perceived 
quality of the video impaired by this artifact. Fig.13 k) 
together with Fig.11 also implies, that the quality value 
calculated using PSNR is contingent on SI of the affected 
sequences. This dependency is not so obvious from the 
CSSIM results, where the color enters the scene, but the 
trend remains consistent. 

Blocking effect was tested on frames divided into blocks 
of size 8*8 pixels as are used in the MPEG-2 compression 
standard. The x-axis plots the number of rows of DCT 
coefficients remaining after the quantization in zig-zag 
order. Fig.13 m), n) shows that the PSNR and CSSIM 
values of quality are at minimum when only one 
transformation coefficient is retained. The quality curves 
increase with a rising number of these coefficients - 
linearly using PSNR and logarithmically according to the 
CSSIM metric. Fig.13 m) and Fig.11 illustrate the close 
relationship between the spatial perceptual information of 
the video sequences and their quality evaluated by PSNR. 

Color bleeding and mosquito noise affect the objectively 
measured video quality to a minor extent, considering that 
both of these artifacts alter only specific frame areas. The 

x-axis values in Fig.13 o), p), r) represent the expansion 
(in pixels), i.e. dilatation of edges detected in a frame. 
There is no point in calculating the PSNR quality value 
from luminance component of the video frames impaired 
by color bleeding, since this artifact only affects the 
chrominance channels. CSSIM, on the other hand, takes 
these color components into account. In the Fig.13 r) we 
can see that video quality decreases proportionately to the 
number of erroneous pixels. The curves, representing the 
quality of individual sequences are not distributed 
according to their SI and TI, but rather to the amount of 
chrominance-contrasting edges. Fig.13 o), p) shows the 
expected downward trend of objective quality curves of 
the video impaired by mosquito noise. The differences in 
quality between individual sequences are caused by 
diverse number and distribution of edges, as well as the 
motion speed of objects on the scene. 

We can draw several conclusions from the experimental 
results. First of all, the anticipated decrease in the quality 
of video sequences affected by either of simulated artifacts 
was confirmed. Another established fact is, that the 
distribution of quality curves is content dependent when 
simulating any applicable artifact other than noise. The 
Fig.13 also shows, that each type of noise, except for shot 
noise, generated by the Poisson process, impairs video 
quality most radically, compared to other distortions. The 
differences between the PSNR and CSSIM results are 
mainly due to the basic principle of these metrics, as well 
as to the fact that CSSIM also takes the chrominance 
components of the frame into account. 
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r) 

Figure 13.  Quality degradation of video sequences affected by simulated 
distortions evaluated by PSNR and CSSIM objective metrics 

V. CONCLUSION 
In this paper, we proposed an application for simulation 

of several subjectively perceived video quality degradation 
artifacts, intended mainly for educational and research 
purposes. To demonstrate how each effect with given 
settings affects the resulting video quality, we conducted 
an experiment. We used the PSNR and CSSIM objective 
metrics to evaluate impact of these distortions on 8 video 
sequences with disparate features. The experiment proved 
that measured video quality always decreases with 
increasing severity of the simulated artifacts, which means 
the application is meeting its purpose. We also observed a 
close relationship between the quality value of tested 
sequences and their spatial and/or temporal information. A 
valid comparison of the effects of individual artifacts on 
perceived video quality would require a subjective 
assessment, which is a future goal of our research. 
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Abstract—The properties of entities uncovered along the area 
of fractal geometry are appealing. A relatively short algo-
rithm can produce complex shapes. The fractals find use in 
many areas, like animation, simulation, computer graphics, 
algorithms, and more. We use the fractal geometry mostly, 
but not limited to, to teach algorithm, specifically the recur-
sion. This article uncovers the possibilities to specify and 
compare the Hausdorff–Besicovitch and Minkowski–Boulig-
and dimension of fractal curves using empirical methods even 
for the Hausdorff–Besicovitch dimension using the method 
we did not notice to be used in other sources that we disclosed. 
In the first part, we analyze a few well-known fractal curves; 
eventually, we investigate the properties of the unique fractal 
curve (with a working name “curly fractal curve”). The last 
curve became the subject of our interest because of its fea-
tures shown while we processed the data about it. Further, 
a more in-depth investigation would be needed to explain 
some of them. 

I. INTRODUCTION 
The fractal geometry has been around for some time, and 

since the first formations of its fundamental principles (see, 
e.g. [1]), it brought many applications [2, 3, 4, 5]. Program-
ming the drawing of the fractal curves has been a useful 
tool for teaching and explaining the deeper meaning of the 
recursion in the programming courses for the last several 
years. (See [6] for example.) After experiencing the beauty 
of the fractal shapes over and over, we decided to examine 
their properties a bit better to get one step further to their 
more profound understanding. It can be useful to teach 
these issues better and to open space for a wider circle of 
younger or older students, researchers, teachers, etc. to get 
involved in this area. 

We use fractal geometry to teach the recursion concept. 
This contribution shows the next possible step after getting 
familiar with the basic issues (in connection to fractal 
curves/shapes), measuring the Minkowski–Bouligand di-
mension using the box-counting algorithm and confronting 
the results with the Hausdorff–Besicovitch dimension of 
the few well-known fractals curves and measuring the Min-
kowski–Bouligand dimension for any new fractal curve. 

II. EXAMINING THE FRACTAL CURVES 
The framework [6, 7, 8] we used for this contribution 

uses the turtle graphics [9, 10, 11] utilizing the Cartesian 
coordinate space [12, 13] with the origin (the (0, 0) point) 
placed to the middle of the canvas and the zero angle [14, 

15] pointing to the right (east) and increasing counterclock-
wise (which is not guaranteed for the turtle graphics; see for 
example [16]). 

We choose only curve fractals deliberately. The selected 
known fractal curves for this work are the Koch snowflake 
curve, the Hilbert curve, the Dragon curve, and the 32-seg-
ment quadric fractal curve with the  scaling rule. Their 
Hausdorff–Besicovitch dimension [17, 18] (Hausdorff di-
mension for short; sometimes referred as fractal dimension) 
for all listed curves is known, so we could compare each 
value with the value obtained empirically by our method 
and with the Minkowski–Bouligand dimension [19, 20] 
(Minkowski dimension for short; or box-counting dimen-
sion) measured by the box-counting algorithm (that we’d 
implemented, too). This comparison could tell us the preci-
sion of the results that we should expect to establish the 
Hausdorff dimension for the new fractal(s). 

 

Figure 1.  The Helge von Koch curve. 

The Koch snowflake is a fractal curve, also known as 
the Koch island, and it is one of the earliest fractals de-
scribed, thus one of the best-known fractals. Swedish math-
ematician Helge von Koch introduced the “Koch curve” 
(which is a name sometimes used for denoting the sides of 
the “triangle” forming the whole flake) in 1904 [21, 22]. Its 
typical shape depicts Fig. 1. 

The Hausdorff dimension of this curve is known as ln 4 / 
ln 3 ≈ 1.26186. The value obtained using the empirical 
method (1.261859507) coincided with the exactly com-
puted value at least to nine shown decimal places. 

We created code below (for the comparison, this first ex-
ample is both in Java and pseudocode) to construct the flake 
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in the desired detail to examine its properties. In this con-
tribution, we will simplify each real Java code from this 
form: 

void kochSnowflake(double length) 
{ 
    for (int i = 0; i < 3; ++i) 
    { 
        kochCurve(length); 
        turnRight(120); 
    } 
} 
 
void kochCurve(double length) 
{ 
    if (length >= limit) 
    { 
        double third = length / 3; 
        for (int i = 0; i < 2; ++i) 
        { 
            kochCurve(third); 
            turnLeft(60); 
            kochCurve(third); 
            turnRight(120); 
        } 
        turnLeft(120); 
    } 
    else 
        goForward(length); 
} 

to the following pseudocode: 

kochSnowflake length 
  repeat 3 
    kochCurve length 
    turnRight 120 
 
kochCurve length 
  if length >= limit 
    third = length / 3 
    repeat 2 
      kochCurve third 
      turnLeft 60 
      kochCurve third 
      turnRight 120 
 
    turnLeft 120 
 
  else 
    goForward length 

The limit (seen in the code above) mostly defaults to 
four for the final stage of the curve(s) and varies during the 
investigation of the curve(s) properties. 

We were also interested in the computational complexity 
of each code used in this article; thus (in accordance with 
other methods in this article), we decided to investigate it 
empirically. Our experiment conducted counting the high-
est level of recursion (n) and comparing it to an overall 
number of calls of the recursive method (m). The magni-
tude of the increase of m regarding the increase of n pointed 
to the best function to describe the algorithm complexity 
O(n). 

The data collected from the Koch’s algorithm exposed 
that the m value increases precisely by the nth power of 4; 
thus, the algorithm used to create the Koch snowflake 
(above) proved to have the complexity of O(4n). 

The following box-counting algorithm (written in pseu-
docode; the example visualization is on Fig. 6, below) was 

used to gather the data for the Minkowski dimension calcu-
lation [23, 24] for all the fractals examined before writing 
this article: 

countBoxes boxSize 
  horizTotal = width / boxSize 
  vertTotal = height / boxSize 
 
  setAngle 90 
  jumpTo minX, maxY 
  count = 0 
 
  repeat vertTotal 
    repeat horizTotal 
      isSet = false 
 
      repeat boxSize 
        repeat boxSize 
          if not isSet and pixelIsSet 
            isSet = true 
 
          jumpRight 
 
        jumbBy −boxSize, −1 
 
      if isSet 
        inc count 
 
      jumpBy boxSize, boxSize 
 
    jumpBy horizTotal * −boxSize, −boxSize 
 
  return count 

 

Figure 2.  The Minkowski dimension measured for different 
orders of the Koch curve (0 – 8) and displayed in the context 

of its coefficient of determination (square of the Pearson prod-
uct-moment correlation coefficient; R2). The point marked by 
a triangle is the starting point (the lowest level of the curve), 
and the diamond marks the final point in our measurement 

(the last level measured by us). 

The experiment to induct the Minkowski dimension of 
the Koch snowflake resulted in a value of 1.2751. The ex-
periment was conducted for several varying conditions. We 
changed the limit variable to get different stages (orders) of 
the Koch flake. The computed Minkowski dimension value 
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varied from 1.2632 to 1.3247; for the highest grades, how-
ever, the value stabilized near the 1.2751 value. The value 
nearest to the Hausdorff dimension appeared at the level of 
5 and was 1.2632 (see the data point at Fig. 2 marked by 
a circle). The variability of the Minkowski value projected 
to 2D space with the coefficient of determination R2 (the 
square of Pearson product-moment correlation coefficient) 
as the second coordinate shows the Fig. 2. The triangle 
marks the starting point (level 0), and the diamond marks 
the endpoint (level 8). 

 

Figure 3.  The sixth order of the Hilbert curve. 

The Hilbert curve is a continuous plane-filling curve 
that fills a square [25]. The infinite order (grade) of the Hil-
bert curve should fully cover a square. One special property 
of it is that it preserves locality well; thus, it can be used, 
for example, for mapping images to sound patterns [4, 5] 
that can be then recognized by visually impaired people 
with high success rate, even after image resolution change 
[26]. On Fig. 3 is the sixth order of the curve. 

The curve of a relatively small order (in the meaning that 
it can be created algorithmically) consists of a finite num-
ber of short segments. The setup method initializing our al-
gorithm computes the length of the segments from the order 
of the curve (the parameter order) and the size of the cov-
ered plane (the constant boxHSize that was equal to 660 for 
our case; this is not the box size from the box-counting al-
gorithm and to distinguish this there is a letter H in its 
name): 

hilbertCurve_Setup order 
  setAngle 90 
  jumpTo −330, −330 
  length = boxHSize / ((2 << (order − 1)) − 1) 
  hilbertCurve order, 90, length 

The last statement calls the recursive drawing method: 

hilbertCurve order, angle, length 
  if order > 0 
    turnRight angle 
    hilbertCurve order − 1, −angle, length 
 
    goForward length 
 
    turnLeft angle 
    hilbertCurve order − 1, angle, length 
 
    goForward length 
 

    hilbertCurve order − 1, angle, length 
    turnLeft angle 
 
    goForward length 
 
    hilbertCurve order − 1, −angle, length 
    turnRight angle 

The data collected by launching the algorithm to draw 
different orders of the curve showed us the complexity of 
the used algorithm. Like in the previous case, we counted 
two values (m, n) to compare. The magnitude of increase 
the m depending on n proved that this algorithm has the 
complexity of ≈ O(4n). 

 

Figure 4.  The Minkowski dimension measured for the differ-
ent orders of the Hilbert curve (1 – 10) and displayed in the 
context of its coefficient of determination (R2). The point 

marked by a triangle is the starting point (the lowest level of 
the curve), and the diamond marks the final point in our meas-

urement (the last level measured by us). 

Because the Hilbert curve is a space-filling curve, its 
Hausdorff dimension is 2. Our box-counting algorithm 
measured the Minkowski dimension equal to 1.9739. This 
value is relatively close to the Hausdorff dimension. It 
might be due to that the Hilbert curve is rather evenly dis-
tributed within the square that it fills (even for relatively 
low orders of the curve). 

 

Figure 5.  Example of the Dragon curve. 
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The observation may support this assumption that the 
value ascended gradually and rather smoothly (with a var-
ying coefficient of determination R2) as shown in Fig. 4. 
Again, the triangle marks the starting point (level 1; this 
time), and a diamond marks the endpoint (level 10). (The 
highest value is at the same time the value closest to the 
Hausdorff dimension.) 

 

Figure 6.  The visualization of the Minkowski dimension 
measurement for the Dragon curve (notice the transparent 
overlapping boxes whose size decreases continuously; the 

strongest color means the highest number of boxes counted 
near the specified place during the process; the measured 

curve is placed in an image separated from this visualization). 

The Dragon curve is a recursive nonintersecting curve. 
Its name is derived from its visual resemblance to a mythi-
cal creature – dragon [27, 28] – see Fig. 5 and 6. The curve 
is self-similar and can tile the plane (in many ways). The 
Hausdorff dimension is 2 (but its boundary dimension is 
≈ 1.52363 [28]; we supposed that the measured Minkow-
ski dimension will lie somewhere in-between because this 
curve does not fill the space evenly like the Hilbert curve). 

The setup method is very simple. It just resets the posi-
tion and orientation of the turtle and calls the actual drawing 
method: 

dragonCurve_Setup length 
  setAngle 0 
  jumpTo −120, 100 
  dragonCurve length, 90 

The starting length may vary. Good value is, for exam-
ple, 400. 

dragonCurve length, angle 
  if length >= limit 
    divided = length / denominator 
    turnRight angle / 2 
    dragonCurve divided, angle 
    turnLeft angle 
    dragonCurve divided, −angle 
    turnRight angle / 2 
 
  else 
    goForward length 

The denominator constant equals (approximately) the 
value of  ≈ 1.41421; and the computational complexity 
showed to be ≈ O(2n + 1). 

The Dragon curve is, like the Hilbert curve, a space-fill-
ing curve, and thus its Hausdorff dimension is 2, too. 

We measured the Minkowski dimension for a relatively 
high number of its orders, 15 in total. The first order was 2 
and the last 30 increasing the order value by 2. The meas-
urements showed varying results (Fig. 7), eventually, the 
value stabilized by the number 1.7192 (that means that our 

assumption, mentioned above, has been confirmed). We 
didn’t expect any changes in the measured value near the 
highest orders that we tried to generate (notice: generating 
the highest orders took several hours with the precision of 
0.016 of a pixel). Despite that, the value changed by 
0.0029 and 0.0007 between levels 22 to 26; then, the 
change became zero for our level of precision. 

 

Figure 7.  The Minkowski dimension measured for different 
orders of the Dragon curve (2 – 30; stepping by 2) and dis-

played in the context of its coefficient of determination (R2). 
The point marked by a triangle is the starting point (the lowest 
level of the curve), and the diamond marks the final point in 

our measurement (the last level measured by us). 

Again, the triangle marks the starting point (the 2nd or-
der), and the diamond marks the endpoint (the 30th order). 
The highest value is, at the same time, the value closest to 
the Hausdorff dimension. 

 

Figure 8.  The 32-segment quadric fractal with 1/8 scaling rule 
(rotated by −51°). 

The next fractal is a 32-segment quadric fractal with 
1/8 scaling rule [29]. It is another curve fractal, and its 
Hausdorff dimension equals to 1.6667 (computed from the 
log8(32) expression). Our empirical method measured the 
same value. The shape of this fractal depicts Fig. 8 – the 
resulting curve on the image is rotated by −51° to save the 
space. 

Again, take a short look at the simple setup method that 
initializes the process: 

quadricCurve_Setup length 
  setAngle 90 
  jumpTo 0, −250 
  quadricCurve length 
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To make the drawing method simpler, we utilized an ar-
ray of angles (named angles) that contains following val-
ues: −90, 90, −90, −90, 90, 90, 0, −90, 90, 90, 0, 90, −90, 
−90, 0, 90, 0, −90, 0, 90, 90, −90, 0, −90, −90, 90, 0, −90, 
−90, 90, 90, −90, and 90. 

quadricCurve length 
  if length >= limit 
    divided = length / denominator 
 
    for i := 0 to angles.length − 2 
      turnRight angles[i] 
      quadricCurve divided 
 
    turnRight angles[angles.length − 1] 
 
  else 
    goForward length 

The value of the denominator constant specifies the scal-
ing rule and thus is equal to 8. This algorithm has extremely 
high computational complexity (compared to other algo-
rithms used here). The collected data proved that the com-
plexity is ≈ O(33n). It means that for the maximum level of 
recursion of 4, the total number of executions of the method 
is more than one million (that is a reason why we collected 
all the data only for relatively small levels of recursion; see, 
e.g. Fig. 9, below). 

 

Figure 9.  The Minkowski dimension measured for few orders 
of the 32-segment quadric fractal with 1/8 scaling rule curve 
(1 – 4) and displayed in the context of its coefficient of deter-
mination (R2). The point marked by a triangle is the starting 
point (the lowest level of the curve), and the diamond marks 

the final point in our measurement (the last level measured by 
us). 

Due to the high computational complexity of the gener-
ator algorithm (the drawing algorithm), we measured the 
Minkowski dimension only for a limited number of the 
curve orders, just 4 (Fig. 9). The data gained from the box-
-counting algorithm showed the Minkowski dimension of 
this fractal equal to 1.6203. As in all previous examples, 
the triangle marks the starting point (the 1st order), and a di-
amond marks the endpoint (the 4th order). Once again, the 
highest value showed to be the value closest to the 
Hausdorff dimension. 

——— 
 

Our custom, fractal curve generator is based on dividing 
an assessed value (length) using altering angles and frac-
tions until some specified limit (for this generator, we kept 
the limit always equal to 1, except the Hausdorff dimension 
measurement and calculation). We choose the working 
name for the curve that it produces “a curly fractal 
curve.” 

 

Figure 10.  Different stages (distinguished by its color) of 
a curly fractal curve produced by own curve generator. 

The generator produces curly shapes that change 
(“packs” itself or changes direction suddenly) seemingly in 
a random manner while we continuously increase length 
values. See Fig. 10. If we examined the algorithm letting it 
go smoothly from small to long “length” (this is not a real 
length, just a parameter, a value that is divided by the algo-
rithm), we noticed seemingly random and unexpected 
“jumps” in the shape of the generated curve. The animation 
cannot be printed, so we put all curves into one image, and 
we call it “a bunch of curves” (see Fig. 11, 12, 13, 14, 15). 

The algorithm (like all in this contribution) is imple-
mented using the Java double data type. The data type “suf-
fers” some leaks, it is interesting though that the changes in 
shape come in some sort of “packets” – after any sudden 
change, there is some smooth continuation until the next 
sudden change appears. The open question is – are those 
changes in shape some “sort of” algorithmic error (we do 
not think so), or it is a projection of some fundamental 
property of numbers (like, for example, the appearance of 
prime numbers on the number axis)? 

The algorithm and the setup methods follow: 

curlyCurve_Setup length 
  goHome 
  curlyCurve length 
 
curlyCurve length 
  if length > limit 
    turnRight angleRight 
    curlyCurve length / divisorRight 
    turnLeft angleRight 
 
    turnLeft angleLeft 
    curlyCurve length / divisorLeft 
    turnRight angleLeft 
 
  else 
    goForward length 
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The computational complexity of our algorithm showed 
to be n ⋅ 2n/2. 

 

Figure 11.  The bunch of curly curves generated using divisors 
3 and 4 (angles 31°and 29° were used). 

 

Figure 12.  The bunch of curly curves generated using divisors 
2 and 5 (angles 31°and 29° were used). 

 

Figure 13.  The bunch of curly curves generated using divisors 
3 and 6 (angles 31°and 29° were used). 

Experimenting with the divisors (the divisorRight and 
divisorLeft fields), we experienced different results. See 
Fig. 11, 12, 13, there are examples of bunches of curves 
created using the following pairs of divisors: 3 and 4 (the 
result has been rotated by −90° to save the space), 2 and 5, 
and 3 and 6. We decided to keep the prime numbers 
2 and 5 as the divisors because this combination brought us 
the “richest” results (and both numbers are prime). 

Similarly, we experimented with different angles (for the 
angleRight and angleLeft constants). See Fig. 14, and 
Fig. 15 that show bunches of curves created using uniform 
angles 30° and 90°. Eventually, we kept the angleRight 
constant equal to 31°, and the angleLeft constant equal to 
29°. (Both are prime numbers, too. Twin primes, to be ex-
act.) 

 

Figure 14.  The bunch of curly curves generated using uniform 
angles 30° (divisors 2 and 5 were used). 

 

Figure 15.  The bunch of curly curves generated using uniform 
angles 90° (divisors 2 and 5 were used). 

 

Figure 16.  The Minkowski dimension measured 15 setups of 
the curly curve displayed in the context of its coefficient of 

determination (R2). The point marked by a triangle is the start-
ing point, and the diamond marks the final point in our meas-

urement. 
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The measurement of the Minkowski dimension for this 
curve included 15 setups (Fig. 16). Previous experiments 
(on the other curves) showed that the higher grades of the 
curve brought the best results. We decided to calculate the 
weighted average from all setups where the weights were 
calculated from the coefficient of determination and the 
grade, so the lowest grade was eliminated, and the highest 
grade with the highest coefficients of determination con-
tributed mostly. 

The five values that brought the highest contribution to 
the average are zoomed-in Fig. 17. The resulting value 
computed using the weighted average was equal to 1.2701 
(the red line in Fig. 17). 

 

Figure 17.  Zoom of Fig. 16 to the five values with the highest 
weights. 

The last step was to compare the Minkowski dimension 
with the Hausdorff dimension. The source [30] tells us that 
the Hausdorff dimension is the “dimension” of the scaling 
law. That information led us to try to get the Hausdorff di-
mension empirically and to conduct the experiments men-
tioned above and described next. 

We tried to collect a pair of data sets connected to the 
curve scaling and the curve length (at first for the Koch 
snowflake) to approximate or compute the Hausdorff di-
mension on an empirical base. After several attempts, we 
found out that it is doable, so we repeated the procedure for 
all curves. The method includes to (firstly) modify the 
drawing algorithm to this form: 

if length >= limit 
    «Do not move, just divide the length, 
    rotate, and do recursion.» 
else 
    overallLength += length 
    goForward length 

Then you can do the following: 
� count overall lengths for different limits (pair the 

values to a table), 
� compute logarithms of all values (to another table), 

� compute the slope of a regression line for the loga-
rithmic values (see, e.g. [31, 32, 33, 34, 35]; or use 
Excel function SLOPE [36]), 

� subtract the slope from the integer 1 – the result is 
a Hausdorff dimension. 

All steps are important. Investigate the algorithms within 
this article, and you will see that, for example, the algorithm 
for the Hilbert curve is not in the required form. When we 
used the algorithm in shape published in this article, the 
Hausdorff dimension was not calculated correctly (even 
when we tried to correct the data sets), and the result was 
1.872971 instead of 2. After we transformed the algorithm, 
the result was exactly 2. 

The Hausdorff dimension for the curly fractal curve 
measured by our method showed to be near the value 
0.6398. We acquired fifteen different setups, and the value 
floated between 0.6288 and 0.6428 where the values with 
the highest coefficients of determination were near the 
0.6398. We computed the weighted average, too. The re-
sulting value was 0.6380, but the decision about the final 
result would need more data to collect. The computational 
complexity of our algorithm is n ⋅ 2n/2. We computed rela-
tively high orders of the curve (up to 50), but getting even 
more data was not reasonable within the time window that 
we had. 

See Fig. 16, where you can see the different measure-
ments for getting the Minkowski dimension, and you will 
see that the values never get under the 1.2100. For this frac-
tal, those two dimensions are different, wherein the 
Hausdorff dimension is approximately half of the Minkow-
ski dimension. 

III. CONCLUSION 
The last fractal curve appears to have some unpredictable 

properties. It might be that tweaking the parameters of the 
algorithm changes some of the fundamental properties of 
the resulting curve (like the dimension), but the investiga-
tion of this behavior is beyond the limits of this article. 

After we ran the animation, letting all the parameters 
constant, changing only the length parameter (this is not 
the real length, only the initial value that should be divided 
by the algorithm) we noticed sudden, unpredictable 
changes in the curve shape (as seen in Fig. 10  – 15). The 
explanation would take more in-depth investigation, in-
cluding finding out if this is a typical case for some other 
fractals; for us, however, this was a new observation. 

There seems to be a pattern in the changes of the shape, 
but it might be a similar problem like the common problem 
of predicting the next prime number. We can say that this 
similarity reminds us that some behaviors are to be found 
in diverse places in nature and theory. 
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Abstract — Nowadays, spatial imagination generally belongs 
to the one of the ability with one of the lowest scores in 
mathematics. There is the reason and important develop 3D 
serious game focuses on spatial imagination. Spatial ability 
includes being able to think how various objects look, and 
ability to understand relations among objects or space. For 
this reason, we have been designing a computer-based 
virtual reality serious game to promote the development of 
spatial imagination and the perception of pupils. We will 
introduce the design of the prototype 3D serious game, basic 
attributes and software solutions that will be part of the 
game and also introduce hardware devices designed for 
virtual reality. 

I. INTRODUCTION 
The dynamics of changes in the field of information 

technologies open the doors to use of new methods in 
education. Communication bandwidth (networks), 
computers, laptops, tablets and mobiles (hardware) and 
new generation of operating systems, program languages 
and game engines (software) offer possibilities, how to 
develop more attractive, more fun and more educating e-
material or educational software which could improve 
various areas in real life. 

Entertainment plays a central role in modern society 
and it is not surprising that gaming applications are 
evolving very fast to keep up with the pace of the digital 
era in which we are living. During the past decade, the 
gaming industry invested into audio-visual simulation and 
interactive 3D graphics to provide more compelling 
games. Developers have designed a number of customized 
game engines that can support high quality real-time 
gamming applications and be easily used to develop 
different scenarios. Moreover, universities and research 
organizations have begun to investigate how video game 
technology can be used to change the way people learn [1] 
or adopted into virtual reality (VR) and used for 
educational and training purposes [2]. 

Educational games becoming increasingly popular. The 
use of educational video-games called as serious games 
can be effective only if elements such as goals, 
competition, challenges, and fantasy influence motivation 
and facilitate learning. Motivation refers to the initiation, 
the intensity and the persistence of behavior. Nevertheless, 
students are not always highly motivated. Previous 
research has claimed that a game’s story can motivate 
students to use an educational game [3, 4]. 

Serious games have primarily been used as a tool that 
gives players a novel way to interact with games in order 
to learn skills and knowledge, promote physical activities, 
support social-emotional development, and treat different 
types of psychological and physical disorders amongst 
others. Many recent studies have identified the benefits of 
using video games in a variety of serious—even critical—
contexts. Games technology is inexpensive, widely 
available, fun and entertaining for people of all ages, with 
various health conditions and different sensory, motor, 
and cognitive capabilities. If utilised alongside, or 
combined with conventional educational or therapeutic 
approaches it could provide a more powerful means of 
knowledge/skill transfer, promoting healthy behaviours, 
restoration and rehabilitation [5]. 

Serious games can be applied to a broad spectrum of 
application areas, e.g. military, government, educational, 
corporate, healthcare. A key question, when discussing 
serious games, is what the concept itself actually means. 
Even a brief survey of the literature soon reveals that there 
seems to be as many definitions available as there are 
actors involved, but most agree on a core meaning that 
serious games are (digital) games used for purposes other 
than mere entertainment [6]. 

Serious games are not just developed and employed 
exclusively for entertainment purposes, but have 
successfully being incorporated as learning and training 
tools for a broad range of different areas [7, 8]. Following 
the rise of digitalisation, games can be composed with the 
help of the computer, or can even be adopted for and with 
the computer, in order to "learn by playing" [9]. Serious 
game can brings a new view to education - can be describe 
as a tool, which can improve specific skills in particular 
subjects or field [10], improve motivation in education 
[11, 12], is a great tool for distance education [13], 
improve communication skills [14], improve math 
competences [15] and use of serious game in education 
must also meet the requirements and criteria of  the 
concept of computer network and its management in a 
given locality, in the Internet as well as safety and 
reliability of computer networks [16]. 

II. SPATIAL IMAGINATION 
The way, in which a man constructs any image to be a 

picture of a reality or a fact, has been a problem under 
consideration by the representatives of various areas of 
science [17]. 

The human eye is the most perfect optical organ ever 
created. Therefore, vision is the primary spatial sense. 
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Thanks to it, we can see the shapes and colours of spatial 
objects. It provides the most obvious and the most 
prosperous perceptual information. Moreover, vision 
dominates and is the most important for any kind of 
understanding of space. Plenty of information, that we do 
not need to realise, arrives from an eye to a brain. They 
are stored in the consciousness. Thus, if we look at 
something, the image is stored, even if we do not attempt 
to [18]. 

Imagination is the link between abstract thinking and 
work in the education, it is necessary to lead pupils to 
form rich and correct spatial imagination [19].  

Spatial imagination is one of the most important 
knowledge especially in geometry, technology, 
geography, physics and so on, generally it is important for 
the real world. Without it we would not be able to return 
home from the work or move in the apartment or looking 
for any building or other objects.  

Spatial imagination is a prerequisite for carrying out 
various professions, such as designers, doctors or 
scientists. However, spatial imagination is not an innate 
ability, but it gradually develops with the acquisition of 
experience. However, spatial imagination is not one single 
construct, but a number of abilities. Within these abilities, 
we are able to identify different shapes, imagine different 
patterns, arrange objects in space and so on. The Slovak 
education system is currently undergoing reform. The 
objectives of ISCED 1 and ISCED 2 include the 
development of spatial imagination, but it is not defined 
how the teacher should develop spatial imagination in 
lessons [20]. 

According to Jirotková is geometric imagination the 
ability: 

� be familiar with geometric features and their 
properties, 

� abstract from real reality - concrete objects their 
geometric properties and see geometric shapes in 
their ideal form (for example to think of a room 
as an ideal block), 

� based on planar images to imagine geometric 
shapes in different mutual positions, even in 
those in which they cannot be realized 
using real geometric models, 

� have ideas about geometric shapes and the ability 
to imagine them in various forms, 

� to imagine geometric shapes and relationships 
between them just only based on their description 
[21]. 

Recent research in the area of spatial imagination points 
to the fact that if we want to develop spatial imagination 
of pupils, we need to develop its spatial skills. These 
include the individual's individual ability to mentally 
compare, manipulate and transform visual, non-verbal 
communication. The level of spatial imagination achieves 
a significant change in the individual's adolescence, when 
the imagination, imagination and imagination of the 
adolescent develop rapidly. While in the early school age, 
spatial imagination is developed by practical activities in 
handling objects. In the older school age, we can develop 
goals by manipulating imaginary bodies in imagination. 
About accuracy we are informed by the pupil's verbal 
comments or graphic representation of the resulting 
product [22]. 

According to Molnar, the spatial imagination can be 
developed both in the pre-school age of the child and in 
adulthood. For us it is important that in professional 
circles is not defined so. critical period in the development 
of spatial imagination [23]. 

The greatest attention is concentrate to the development 
of geometric imagination, which is a part of the spatial 
imagination. We consider it necessary to note that spatial 
imagination can be developed through solving problems in 
physics (effects of magnetic fields, electric current and 
optics), through solving mathematical problems (geometry 
shapes building), in chemistry (manipulation with 
formulas, solubility graphs of chemical substances), but 
especially in technically oriented subjects (construction, 
realization of projects, creation of technical drawings, 
etc.). Technical subjects are irreplaceable in that while 
they work with models in mathematics and physics and, 
on the basis of their perception, learn to work with these 
objects in their imagination, in technical subjects practical 
activities prevail over theoretical ones [22]. 

III. VIRTUAL REALITY 
The terms virtual worlds, virtual cockpits, and virtual 

workstations were used to describe specific projects. In 
1989, Jaron Lanier, CEO of WL, coined the term virtual 
reality (VR) to bring all of the virtual projects under a 
single rubric. The term therefor typically refers to three-
dimensional realities implemented with stereo viewing 
goggles and reality gloves [24]. 

The question also is: “What can we imagine under the 
term of VR and what it brings for society, education, 
corporations, medicine?” Virtual reality (VR) can be 
considered as technology that allows simulation of 
characters, objects, storyline, activity, space and time, etc. 
to create and guide the impression of reality. Its aim is to 
introduce and realize the possibilities of verification, 
application, implementation and testing that would be 
technically, technologically, financially, personally, 
geographically or otherwise difficult to realize in real 
environment and with real conditions. The question 
remains, however, how the virtual environment and the 
application are approaching the real environment and 
conditions. VR is not a new technology, but it’s time to 
fully exploit and integrate into different sectors will and 
will gradually be integrated. This is a long-term issue. 
Only when the barriers that stand in the way will be 
gradually removed will the use of VR be considerably 
wider. With the possibility of gradually reducing the price 
of virtual devices, they will be available to ordinary 
households and individuals as other conventional devices 
are available today. Coates understand VR as electronic 
simulations of environments experienced via head-
mounted eye goggle. and wired clothing enabling the end 
user to interact in realistic three-dimensional situations” 
[25]. Another definition [26] describes VR an alternate 
world, filled with computer-generated images that respond 
to human movements. These simulated environments are 
usually visited with the aid of an expensive data suit 
which feature stereophonic video goggles and fiber-optic 
data gloves. 

One of the most interesting use of VR is in the science, 
technics and medicine education. The use of virtual reality 
(VR) in education can be considered as one of the natural 
evolutions of computer-assisted instruction (CAI) or 
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computer-based training (CBT). Use of computers as 
instructional aids has a long history going back to the 
early 1950s. Serious studies began in the early 1960s. 
Since the advent of the microcomputer in 1977, 
computers, particularly microcomputers or personal 
computers (PCs), have become a growing and recognized 
delivery system for many forms of education. Virtual 
reality, which can be used on all types of computers, has 
followed that trend [27]. Reasons to use virtual reality can 
parallel all the reasons one would use a two- dimensional, 
computer-assisted instruction simulation [28]. At every 
level of education, virtual reality has the potential to make 
a difference, to lead learners to new discoveries, to 
motivate and encourage and excite. The learner can 
participate in the learning environment with a sense of 
presence, of being part of the environment. Reasons to use 
virtual reality can parallel all the reasons one would use a 
two-dimensional, computer-assisted instruction 
simulation. At every level of education, virtual reality has 
the potential to make a difference, to lead learners to new 
discoveries, to motivate and encourage and excite. The 
learner can participate in the learning environment with a 
sense of presence, of being part of the environment [28].  

The reasons to use virtual reality in education and 
training relate particularly to its capabilities [29]. A 
conceptual basis for educational applications of virtual 
reality, states that 
1) “Immersive VR furnishes first-person non-symbolic 

experiences that are specifically designed to help 
students learn material. 

2)  These experiences cannot be obtained in any other way 
in formal education. 

3)  This kind of experience makes up the bulk of our daily 
interaction with the world, though schools tend to 
promote third-person symbolic experiences. 

4)  Constructivism provides the best theory on which to 
develop educational applications of VR. 

5) The convergence of theories of knowledge construc-
tion with VR technology permits learning to be 
boosted by the manipulation of the relative size of 
objects in virtual worlds, by the transduction of 
otherwise imperceptible sources of information, and 
by the reification of abstract ideas that have so far 
defied representation”. 

The concept of virtual reality is created by an 
impressive, exciting technology which readily engages the 
interest of the user. As a consequence, it is reasonable that 
the concept should be considered by educators as a 
plausible way of exploiting the technology of advanced 
computers to improve or expand t e learning environment 
[30].  

IV. SERIOUS GAME DESIGN APPLICATION 
In the following lines we present cognitive game design 

of the serious game focused on development of spatial 
imagination. 

A. Game Description 
The main goal of our interest has been designing a 

serious game which is focused on spatial imagination in 
virtual reality. The serious game is designed for pupils of 
second level of the primary schools and lower grades of 

the secondary schools. The aim goal of the development 
process (programming) of the serious game will be: 

-  design a 3D environment with and without VR 
support (space will be installed in a spaceship 
laboratory with views of the planet Earth and 
Mars (see through windows), 

-  model 3 basic 3D geometric shapes (sphere, 
cube, cone), 

-  generate a combination of 3 basic objects, from 
the simplest examples (e.g. 2 balls) to the more 
difficult examples (e.g. 3 cubes, 2 balls, 3 
cones), 

-  automatic generated objects will be on the left 
side of the space laboratory, 

-  generated cube will be possible to rotate 
according of wall´s color, each wall of the cube 
will have a different color, the pupil must set it 
according to the exact generated position on the 
left side, 

-  student will place 3D geometric shapes (on the 
right side) according generated example (on the 
left side) the same structure of the space 
laboratory, 

-  evaluate the percentage success rate of the 
placed objects (on the right) after they will be 
place and saved, do not evaluate at the end when 
all objects are saved, 

-  set the time needed to place objects (on the 
right) according by number of objects on the 
left. 

B. Cognitive Game Design 
When some game designers propose a serious game, 

they analyze all aspects, elements of the game. The 
concept of the whole design must reflect the final form of 
the game. The idea at the beginning of the design is 
therefore the main driving engine. When we decided to 
design SG, the game could improve understanding of 
geometry – it means understanding of spatial shapes. It 
was necessary to adjust not only to the game as such, but 
also its design, playfulness, as well as graphic elements of 
the game and also the player etc. When designing serious 
game, we remembered: identifying the needs – what 
design, identifying target group – for whom, determine 
goals of the SG, chose development tools, to obtain the 
feedback and to provide the support (Hosťovecký, 2019). 

Serious game focused on geometry to support for 
development of spatial imagination is going to be 
developing in first phase with three basic geometry shapes 
– cube, sphere and cone. After finalizing this three basic 
shapes, the game will be testing with pupils. After that it 
will be following development three others 3D shapes - 
rectangular prism, pyramid and cylinder. Generated 
examples with six different 3D shapes will be more 
difficult for pupils to build it, and perhaps they will be 
more attractive for student in virtual reality. In the 
following tables are some examples of geometric shapes 
in 2D and 3D multiple views (table 1, table 2 and table 3). 
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Figure 1.  HTC VIVE HEADSET                          

source: https://www.vive.com/ 

 
Figure 2.  HTC VIVE CONTROLLER                         

source: https://www.vive.com/ 

TABLE I. 
CUBE  

EXAMPLE OF GEOMETRIC SHAPE IN 2D (SQUARE) 
AND 3D (CUBE) IN MULTIPLE VIEWS 

 

 

  
A cube (table 1) or regular six-quarter is a symmetrical 

three-dimensional shape and the walls are made up of six 
equal squares. It is a special case of a quay whose all 
edges are of the same length. Cube belongs to so-called 
platonic solids, because all sides and edges are identical. 
The only difference between cubes and cuboids is the 
shape of the six faces. Each face of a cube is a square, and 
all of these squares are of equal size.  

 
TABLE II. 

SPHERE - DESIGN OF THE GEOMETRY SHAPE IN 
MULTIPLE VIEW 

 

 
 

 
A sphere (table 2) is a rotating body that results from 

the rotation of a circle around its diameter. The surface of 
the sphere is called a spherical surface. Point S is the 
center of the sphere and the sphere, r is the radius of the 
sphere.  

    TABLE III. 

CONE - DESIGN OF THE GEOMETRY SHAPE IN 
MULTIPLE VIEW 

Source: Geometric shapes 

  

  

 
A cone (table 3) is a three-dimensional shape. A cone 

is a solid that has a circular base and a a single vertex. A 
circular cone is one whose base is a circle and a rotary 
cone is formed when a perpendicular lowered from the 
vertex to the plane of the base passes through the center 
of the base of the circular cone. 

 

C. Development Softwares and virtual reality kit 
The creation of a serious game involves different 

processes, technologies and specialists [31]. 
The HTC Vive is a virtual reality headset developed 

by HTC and Valve Corporation. The headset uses "room 
scale" tracking technology, allowing the user to move in 
3D space and use motion-tracked handheld controllers to 
interact with the environment.  

 

The Vive consists of a headset (figure 1), two 
controllers (figure 2) and two infrared laser emitter units-
base stations (figure 3). The headset covers a nominal 
field of view of about 110° (approximately 90° per eye) 
through two 1080 × 1200 pixel displays that are updated 
at 90 Hz. As such, the Vive’s pixel density is about 12 
pixels/°, which means individual pixels can easily be seen 
when looking for them. This pixel density is similar to 
that of other current headsets and may limit the use of the 
Vive in psychophysical experiments. The Vive’s tracker 
operates on a so-called inside-out principle, where no 
external cameras are needed. Instead, the Vive’s tracking 
technology uses two laser emitters, called Lighthouses. 

While games played with the Vive allow physical 
movement within a play area that is limited to 44 m, there 
are no set limits to the range over which the Vive delivers 
position and orientation data.  
 

The HTC Vive Controller is designed for HTC Vive 
and Vive Pro virtual glasses. It is equipped with 24 
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Figure 3.  HTC VIVE CONTROLLER                

source: https://www.vive.com/ 

sensors to ensure precise tracking. The controller includes 
a multifunctional trackpad and a two-position trigger with 
HD realistic haptic feedback. Tactile response is a way of 
vibration. The driver connects to the device via 
Bluetooth. The system is used to track the controller 
location to a fraction of a millimeter, with update rates 
ranging from 250 Hz to 1 kHz. 

 
 
 
 

 
 
 
 
 
 
 

Unity Game Engine 
Unity comes with tools to support the workflow for 2D 

and 3D.  It's a suitable, powerful and user-friendly tool for 
game development after analyzing software options and it 
is simple in operation and compatibility with a wide 
variety of formats for different types of media such as 
graphics, audio, video and text. Definitely this game 
engine and it´s free. Unity offers several possibilities to 
create objects that are the equivalent in practical use and 
their utilization depends on the user's habits. One way is 
through the button GameObject on the toolbar that 
displays the offer of the objects types that can be created. 
The basic types of objects are 3D objects, 2D objects, 
Audio, User interface and Light. Other reasons for our 
choice is that the software has been around for several 
years and it is connected to plenty of means that serve to 
educate users about working in this environment, whether 
there are training videos or entire online documentation of 
scripts and programming methods useful in the creation of 
any content [32]. 
 
Blender Studio 

Is a professional application for 3D graphics. It is used 
for modeling, animation and visualization of created 
models. By this application photo-realistic images and 
animations can be created. It is widely used among 
architects for building models and their visualization. The 
reason for using multiple programming software was that 
player enjoys good graphics design rather than other 
effects (music and sound). We wanted to achieve the best 
impression from the game and therefore, we took this into 
account when designing the game. 
 
GIMP 

It´s an open source raster image editor. The Gimp offers 
plenty advanced features including filters, Beziers curves, 
support pre-installed plugins and layers and scripting. The 
gimp is multiplatform graphic software available for many 
operating systems. 

D. Examples of generated 3D geometric shapes 
There are some examples of geometric shapes (figure 4) 
which will be generated on the left side of the space 
laboratory (figure 5). 

 

 

 

 

 

 
 

         Figure 4.  3D Geometric shapes (sphere, cones, cubes)            
source: own source 

 
 

 

 
 

     Figure 5.  Space laboratory for 3D generating objects               
and location of objects                                          

source: own source 
 

CONCLUSION AND FUTURE WORK 

The recent re-emergence of serious games as a branch of 
video games has introduced the concept of games 
designed for a serious purpose other than pure 
entertainment [33]. The social interaction has likewise 
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changed from an intimate game experience in board 
games to a solitary game experience in the gaming 
arcades and behind the screens at home, and now 
multiplayer games over the Internet, multiplayer mobile 
phone games etc. [34]. In the theoretical part, we dealt 
with the characteristics of serious games (advantages, 
benefits of using serious games), virtual reality 
(advantages, hardware solutions etc.). After that, we 
describe and characterize game design of the serious 
game focused on spatial imagination for elementary 
schools. Following stage will be focused on game 
development with support of virtual reality kit. Game will 
be testing at primary schools and will be obtained 
feedback to improve some features in game. 
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Abstract—This study examined the relationship of Internet 
addiction and demographic data such as gender, residence, 
age and other factors as reading novel etc. The participants 
were 276 university students. They completed the self-
reported questionnaire of the Internet Addiction Scale. There 
was a significant difference between the internet addiction 
scores in age, gender, type of faculty of students etc. It was 
found internet addiction in connection of reading novel. It 
was used χ² -test. 

I. INTRODUCTION 
Before 1960, communication between people was made 

only by personal, telephone or telegraphic connections. 
Later on, the idea was to design and implement a network 
of communication, a network that would be decentralized 
and able to connect all countries together across all 
continents of the world. And a research project called 
ARPANET was created and transformed the idea into real 
form. This network was the direct precursor of the Internet. 

The original purpose of the Internet was to communicate 
between individual universities and development centers in 
the form of electronic mail. It was a forerunner of today's 
communications networks, such as Outlook Express. The 
main advantage was the speed of data transmission and 
their anonymity or secrecy. Another advantage was the 
possibility to share the computing capacity of other 
participants [1]. 

Strasburger and Wilson characterize the Internet as a 
means of electronic communication, while emphasizing the 
combination of the visual, audio and text components in 
one unit with the choice of who and on which topic users 
will communicate [2]. Also it means that Internet we could 
consider for one of the most modern technologies that 
change the most of our lives.  

Already in kindergarten, we meet with the way 
information technology. The result is that students less time 
spent working with the book. Working with literature is 
also problematic in secondary schools. Students tend again 
more digital form of learning how to work with a classic 
book. 

The past decade has seen a tremendous increase in 
internet use a computer-mediated communication [3]. 
Especially the young generation carries out a lot of work 
with the help of a computer. The society expects pupils 
already in the first grade of primary school to have at least 
partially developed skills in using some of the “new” 
media, e.g. computer, smart phone, tablet. Computer and 
Internet has become an indispensable passion for them. 

Young generation use the computer and the internet more 
successful and faster than previous generations [4, 5].  

The use of Internet for young generation could be 
important tool for education (online education, e-materials, 
video tutorials), using of serious games (Hosťovecký et al., 
2015), modern adult education with the support of digital 
technologies [6, 7] evaluation of education, data processing 
[8],  spend leisure time (a place to meet new friends, chat 
with friends, be part of professional community, good way 
to improve the friends relationship), have to online bank 
services (send money, forex trading, pay bills 
electronically), access to the ability to find products (find 
clothes, electronic devices, compare prices), access to find 
a variety services (cleaning, repair, technical, business etc.), 
team collaboration and communication, and entertainment 
(watch movies, listen to music, play games online), cloud 
computing (use of storages, access to supercomputers, use 
online software). However, Internet has got a numbers of 
advantages for young generation, but there is also a virtual 
place with disadvantages as well. Internet could be 
unwelcoming place of social isolation for unpopular people 
or people with different views (not a member of forums and 
virtual rooms, chats, online discussions), place of computer 
viruses, be a victim of hacking, place of violent images, 
unwanted ads, loneliness, waste a lot of time but also 
Internet can by addictive. 

According to Šmahel, the Internet is thus a means of 
relaxation, one forgets himself, his problems, is part of fast 
and inexhaustible communication and entertainment. 
However, this entertainment can often seem rather 
superficial. According to research, young people often 
realize this superficiality and a kind of excuse for them is 
describing spending time on the Internet as a shortening of 
their free time. An important phenomenon is also 
anonymity, which basically overlaps into all the above 
mentioned phenomena. The anonymity of the Internet is its 
basic condition and quality. Overall, the degree of 
anonymity is a fundamental variable that affects people's 
behavior and feelings in the Internet environment [9].  

Leisure activities of last few generations are completely 
a dramatically different. Previous generations of 
adolescents spent leisure time with personal meetings 
between young people, while the current generation of 
adolescents spend a large part of their leisure activities on 
the Internet. It is modern devices such as powerful 
computers, laptops, faster computer networks, mobile 
phones, better and faster applications etc. All mentioned, 
and many others between factors behind the fact that the 
Internet has now become a natural and integral part of the 
young generation. Internet is a place where the young 
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generation creates a social environment in the photos of 
new relationships, friendships, seeking new services or 
products. The Internet has become a place where young 
people can spend time together despite their physical 
absence. The social dimension has grown over the Internet 
and is now irreplaceable in the younger generation. Most 
adolescents cannot imagine living without the Internet 
today. An adolescent who is not on the Internet is an 
automatic outsider, just because he may prefer activities 
other than spending time on the Internet. 

Today’s youth spend a lot of time on the Internet, 
whether it’s gaming, watching movies or social 
networking. As for these activities, there are a number of 
disadvantages related to using the Internet by high school 
students. The explosive growth of the Internet in the last 
decade has had a huge impact on communication and 
interpersonal behaviour. The Internet was originally 
designed to facilitate communication and research 
activities. However, the dramatic increase in the use of the 
Internet in recent years has led to pathological use – Internet 
addiction (IA) [10]. Many students even feel out of control 
and helpless and report serious impairments in their lives as 
a result of their Internet use [11, 12]. Internet addiction 
(also referred to as Internet dependence) occurs when 
excessive Internet use begins to impact other areas of a 
person’s life. For example, many people have reported 
experiencing marital problems because of compulsive 
Internet use [13]. Addictive use of the Internet is a new 
phenomenon. 

It is one of the “youngest” addictions - listening to people 
bringing the media into everyday life, households and other 
countries. The most risk places are, understanding, 
adolescents, of yours, as a researcher [14], has almost the 
fourth tendency to participate. Among other dependents on 
international criminal research of young people aged 16 to 
29 years. 

An interesting moment is the comparison of research 
data on the basis of gender. The most common activity of 
girls is reading, then downloading music, movies and 
software, watching videos on YouTube and social activity, 
especially Facebook. Boys most often watch videos, play 
games or chat, download music, movies, software. Girls 
spend more time in reading and social networking activities 
compared to boys, and boys are more intent on playing 
games. What does it say? If adolescents' activities on the 
Internet may affect what threats they are more likely to 
encounter in their lives, then researchers may be more at 
risk of addiction to gaming or pornography, shopping 
fraud, and girls to risk that are related to contact with other 
people, such as sexual harassment or getting to know a 
sexual aggressor [15]. 

II. RESEARCH 

A. Purpose of the study and participants 
The main goal of the study was to determine internet 

addiction between university students. It means to obtain 
how many male and female is risk internet addiction. 

Participant were 276 university students (105 males and 
171 female) with the mean age of 21.2 years (SE = 0.06), 
range: 19 – 29 years. Student who participated in research 
was from all six faculties: Faculty of Agrobiology and Food 
Resources (FAPZ), Faculty of Biotechnology and Food 
Sciences (FBP), Faculty of Economics and Management 
(FEM), Faculty of European Studies and Regional 

Development (FEŠRR), Faculty of Horticulture and 
Landscape Engineering (FZKI) and Faculty of Engineering 
(TF). About half of participants (51.4%) reported to live in 
villages and remaining 48.6% reported to live in cities. 
 

Figure 1.  Structure of respondents by origin and gender 

 
 

An anonymous questionnaire was used in the research 
that we carried out to determine at the university students. 
The questionnaire was anonymous and was accompanied 
by a cover letter that addressed the students and included 
basic instructions for completing the questionnaire and a 
call for an open and conscientious approach to answering 
questions. 

In the first section of the questionnaire, a short 
introductory text about the intent of the questionnaire was 
presented followed by demographic data about a student: 

� age (from 19 to 25);  
� NUTS 3 regions; 
� sex (man, woman); 
� place of life (village or city); 
� degree level (bachelor, master or doctoral); 
� faculty (Faculty of Agrobiology and Food 

Resources, Faculty of Biotechnology and Food 
Sciences, Faculty of Economics and 
Management, Faculty of European Studies and 
Regional Development, Faculty of Horticulture 
and Landscape Engineering and Faculty of 
Engineering); 

� handwriting (left or right); 
� if a student reading of novel. 

 

B. Research instrument 
An anonymous questionnaire was used in the research 

that we carried out to determine Internet addiction in 
secondary school students. It was divided into three 
sections. 

In the first section of the questionnaire, a short 
introductory text about the intent of the questionnaire was 
presented followed by demographic data about a student: 
age, sex, place of residence (the country, city), region, 
secondary school’s specialization, student’s current grade. 

In the second section, the Internet Addiction Test (IAT) 
by Kimberly Young was used. It is the first ratified and 
reliable method of measurement of addictive Internet use. 
This questionnaire was translated from English into Slovak 
and contained 8 items investigating questions regarding 
Internet addiction. Questions were translated freely; 
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however, the emphasis was on maintaining the meaning 
and structure of the questionnaire. Each item in the 
questionnaire was evaluated by a 5-point Likert´s scale 
using the following description: “strongly agree” (5 points), 
“slightly agree” (4 points), “neutral” (3 points), “slightly 
disagree” (2 points), “strongly disagree” (1 point). For 
determining Internet addiction, we used a differentiation 
scale of addicted and non-addicted users by K. Young. 

C. Statistical analyses  
Methods of descriptive statistics and statistical hypothesis 
testing were used to assess the research results. P-value was 
primarily used for generic applicability in formulating 
conclusions, verifying the existence of differences in 
respondents' statements, as it makes it possible to make 
decisions not to reject the basic hypothesis for different 
levels of materiality��. The existence of statistically 
significant relationships between the obtained assessments 
was tested using a χ² -test. 

The statistics χ² is used as a testing criterion and is 
presented by the following ratio: 

 

� , (16) 

 
The testing statistics χ² has the χ² - division with the 

number of variance levels (r-1)*(s-1) under the validity of 
testing hypothesis H0. The testing hypothesis H0 is rejected 
on the significance level α, if the value of testing criterion 
χ² exceeds the critical value χ² (α; (r-1)*(s-1)). The critical 
value χ², respectively critical value can be found in the table 
of critical values. 

The applying of χ² goodness of fit test finds out that there 
exists the dependence between the compared features, 
therefore it is suitable to determine the intensity of such a 
dependence. Several measures were defined for the 
determination of dependence intensity between categorical 
features out of which the mostly used are Pearson's 
contingency coefficients. Pearson's coefficient of square 
contingency is defined as follows: 

 
�

�
, (16) 

 
To investigate the impact of increasing values of 

variables (eg age, education), where a simultaneous 
increase or decrease is expected. Decrease of values for 
another variable was used the following alternative 
hypothesis: μ ̃_1≤μ _̃2≤  ≤μ _̃m, where at least one 
inequality is fulfilled as sharp. Asymptotically valid test for 
characteristic (3) calculated according to Jonckheer-
Terpstra, which has a normal distribution: 

 

 (17) 

 
here Uuv expresses how many Xau observations from 

group u are smaller than Xbv observations from group v. 

D. Results of the research 
Of the total number of 276 respondents, 22 (7.97%) 

responded positively to at least 5 questions, which is 
considered a prediction of IA dependence. Due to the small 

number of respondents mentioned above, we had to reduce 
the total number of respondents from 276 to 254. 

 
TABLE I. 

PERCENTAGE OF RESPONDENTS' POSITIVE ANSWERS  
 

Question: 
Number of positive 

responses 
Together 

0 - 4 5 - 8  
Do you feel 
preoccupied with the 
Internet? 

 37.05% 7.19%   44.24% 

Do you feel the need to 
use the Internet with 
increasing amounts of 
time in order to achieve 
satisfaction? 

 11.51%   6.83%   18.35% 

Have you repeatedly 
made unsuccessful 
efforts to control, cut 
back or stop Internet 
use? 

 25.90%    7.19%   33.09% 

Do you feel restless, 
moody, depressed, or 
irritable when 
attempting to cut down 
or stop Internet use? 

 11.15%    5.04%   16.19% 

Do you stay on-line 
longer than originally 
intended? 

 62.95%    8.27%   71.22% 

Have you jeopardized 
or risked the loss of 
significant relationship, 
job, educational or 
carrier opportunity 
because of the Internet? 

  3.96%   3.60%   7.55% 

Have you lied to family 
members, therapist, or 
others to conceal the 
extent of involvement 
with the Internet? 

   5.04%    4.68%    9.71% 

Do you use Internet as 
a way of escaping from 
problems or of relieving 
a dysphoric mood (e.g. 
feelings of helplessness, 
guilt, anxiety, 
depression)? 

 30.22%    6.83%   37.05% 

Share of respondents:   92.03%  7.97% 100.00% 
 

Figure 1 shows numbers of positively responding to each 
IAT question. From the picture it is obvious that the most 
common affirmative answers were to the question: "Do you 
stay online longer than originally intended", to which up to 
198 (71.22%) of all respondents chose a positive answer 
and 175 (62.95%) had less than 3 other positive answers. 
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Figure 2.  Number of affirmative respondents 

 taking into account the total number of affirmative respondents 

 
 

 
The second most common positive answer was the 

answer to Do you feel preoccupied with the Internet? 123 
(44.24%) of all respondents answered in the affirmative, of 
which 20 answered yes to at least another 4 questions. 
(Figure 2) 
 

Figure 3.  Number of affirmative respondents 
taking into account the total number of affirmative respondents 

 
 

Based on studies by other authors, but also on the 
principles of individual personality development, we can 
assume that there are differences in the number of positive 
responses between: 
o respondents from town and village; 
o men and women; 
o students who use reading respectively do not use 

modern technology, etc. 
 

In this context, we can further assume that: 
o older students are more aware of the risks associated 

with the daily use of ICT and thus the number of their 
responses will decrease as age increases; 

o similarly, we expect that the number of positive 
responses will decrease as education levels rise; 

o the more often respondents devote themselves to 
reading fiction or scholarly literature, the shorter the 
time spent on social networks and less positive 
answers. 

 
The following table (Table II.) below shows summarised 

results of examining the effect of individual classification 
criteria on the number of positive responses. As the data 
implies, place of residence and form of literary fiction 
(book or electronic form) have no statistically provable 
effect on the number of positive responses. On the contrary, 
a statistically highly significantly effect (p-value < 0.01) 
was confirmed for reading fiction as such, the type of 
faculty where respondents get education, the level of study, 
age and the frequency of reading fiction. 
 

TABLE II. 
RESULTS  OF POSITIVE RESPONSES BETWEEN 

DEMOGRAPHIC DATA 

  

Acquired 
assessment 

Value of 
testing 

statistics 
Pearson's 

contingency 
coefficient 

 p-value �2 

Residence 
(city/village) 0.2562 5.3181 0.1023 

The form of 
reading fiction   
(paper, digital) 

0.0928 13.6016 0.1636 

Sex 0.0203 11.6365 0.1513 

Age 0.0002 63.2907 0.3529 

Education level 0.0056 21.6369 0.2064 

Laterality/  
Sinistrality/ 

Ambidexterity 
0.0084 26.7576 0.2295 

Faculty 0.0001 32.8453 0.2543 
 (SOURCE: OWN CALCULATION) 
 

A low level of correlation was found out also between 
the variables gender and the number of positive responses 
with respondents’ belonging to a certain gender having a 
statistically provable effect on the number of positive 
responses. However, further examination of this 
relationship, also regarding what was mentioned 
previously, does not lead to a clear identification of whether 
men tend to give more positive responses than women or 
less. By mutually comparing the percentages of men and 
women and respective numbers of positive responses, it is 
not possible to confirm a higher tendency towards internet 
addiction in any of the genders. The p-values for these 
comparisons range from 0.127 to 0.774 (Table II.). 

Examination of correlation between the educational level 
or age of respondents and the number of positive responses 
has shown statistically highly provable effect of these 
factors (p-value < 0.01). It can be stated that a moderately 
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strong effect (C = 0.35) of age on the number of positive 
responses was confirmed in the second case. At the same 
time, an inverse relationship between these phenomena 
(z = -2.05) was found, i.e. the increasing age of respondents 
has a statistically provable effect (p-value < 0.05) on the 
decrease in the number of positive responses in students 
(Table III.). 

 
TABLE III. 

RELATIONSHIPS OF POSITIVE RESPONSES BETWEEN THE 
EDUCATIONAL LEVEL, FICTION READING AND AGE 

 

 

Jonckheere-
Terpstra 

test 

Acquired 
assessment 

 z p-value 

Age -2.048 0.0406 

Education level -0.3621 0.7173 

Fiction reading 1.2556 0.2093 

 (SOURCE: OWN CALCULATION) 
 

CONCLUSION 
In the information age, Internet use is becoming 

increasingly significant in the acquisition of information 
and the sharing of knowledge. Internet use is now 
considered to form part of the culture of adolescents, and 
hence studying Internet use and its negative aspects is 
tremendously important to the creation of a sound youth 
culture [18]. 

Future studies should attempt to determine the predictive 
factors by identifying the causal relations between Internet 
addiction and the personal characteristics of adolescents. 
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Abstract—Robots and robotic systems are becoming an 
integral part of our daily lives intensively than ever. 
Children start to interact with them already in preschool 
age. Besides basic playing, they also begin to learn how to 
program them. As children grow up simple toys are step by 
step exchanged for more sophisticated ones, developing their 
robot programming skills from the first grade of elementary 
school to college. This way, interested individuals have the 
chance to smoothly progress from school to choice of future 
carrier and eventually programming on a professionally 
developed industry level. The programming of robotic 
systems is executed on various levels. The lowest layer 
requires the designer to know about hardware, electronics, 
communication between electronic systems on a physical 
level. In addition, the focus on diagnostics is needed; self-
diagnostics, continuous and service diagnostics of used 
hardware, wholly developed module and system. In our 
courses of robot construction and programming, we 
consistently and consciously focus on these areas, starting 
with children from the 3rd grade of elementary school, i.e. 
children from 8 years. This paper aims to present how the 
teaching is conducted in our courses, what our graduates 
can achieve when they continue in our courses also in high 
school. We want to share our experience from almost a 
decade of our training courses. 

I. INTRODUCTION 

It’s almost exactly one century ago when the word 
robot came to living in 1920 play of Karel Capek R.U.R. 
[1]. Back then, no one could have imagined that the robots 
will become an integral part of our lives and a prerequisite 
for further development of practically every industry       
[2-4]. Robots and robotic systems are successfully applied 
in many scientific and technical disciplines. Their 
development and programming require in-depth education 
with a complex outlook. The reward is a prestigious 
position with exciting work content, which makes it an 
attractive opportunity for smart, imaginative and creative 
young people. 

PRIM is a currently running project in the Czech 
Republic aiming to prepare a new education program 
integrating the teaching of robotics into computer science 
from kindergarten to high school education. 

Where to find such people in the current situation of the 

constant decline of the young folks' interest in the study of 
technical and natural sciences? This problem is emerging 
in across the western world from Europe to America 
[5, 6]. The questions are stated following; how can we 
motivate young people to study at high tech, when should 
we start educating future professionals in this field? 

We have gained some answers for you. In case you 
want to raise top professionals, it is proper to start 
working with children from the 3rd grade (maximum 4th 
grade) of elementary school, i.e. children from 8 years. 
We base these figures from more than nine years of 
experience in our training courses. 

This paper aims to present how the teaching is 
conducted in our courses. Besides elementary schooling, 
we give emphasis on what can our graduates achieve 
when they continue in attending courses also during high 
school. 

II. ROBOTIC SYSTEMS SUITABLE FOR TEACHING 

There are many different kits and programs suitable for 
teaching programming and algorithmization. Essentially, 
it does not matter which exact platform, hardware or 
software we use. Its choice depends on various factors like 
the teacher's knowledge, the availability and cost of the 
system or the specific school setup to acquire these 
systems. 

Let us now sort these systems from the most 
straightforward, suitable preschool children needs, to very 
sophisticated ones capable to produce prototypes of real 
devices. However, we give the emphasis mainly on how to 
use them in the teaching process. For more 
straightforward orientation, we list current prices of these 
systems for retail customers including VAT. 

A. Robotic Bee BEE-BOT 
Robotic Bee BEEBOT (Fig. 1) is a programmable 

robotic toy easily usable as interactive teaching equipment 
[7]. It positively contributes to the pupils' thinking 
development, spatial imagination, planning and 
algorithmization in terms of how to get from place A to 
place B. Bee bot is ideal for preschool children and 
children of the first or possibly the second class of the 
elementary school. Therefore it is a very suitable tool for 
teaching the basics of programming. This toy is suitable 
also for in practising different subjects thanks to changing 
for subject-themed mat quite easily. The practice is quite 
straight-forward; the teacher prepares a BEE BOT mat for 
children with task according to its theme. For example, if 
the mat is in the form of a map, the pupil can learn how to 

The work presented in this paper has been supported by The 
European Structural and Investment Funds (project 
CZ.02.3.68/0.0/0.0/16_036/0005322, Support for development of 
computational thinking, PRIM,) and by the Cultural and Educational 
Grant Agency of the Ministry of Education, Science, Research and 
Sport of the Slovak Republic (Grant No. KEGA 026STU-4/2019). 
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Figure 1. Robotic bee BEE-BOT - 2490 CZK (97 Euro) / pcs and 

Bee bot - mat -, didactic cards 239 CZK (10 Euro) [7] 

  

  

 
Figure 2. Ozobot programmable robot - 1699 CZK (66 Euro) / pc 
[9], Playing Plan and Puzzle [10], Colour codes explained, Multi 

and Single Player 

get out of the school safely, for instance, to a school 
canteen, doctor or home (Fig. 1). 

The process of programming bee boot is 
straightforward. The pupil uses the buttons on the back of 
the bee-boot to program the path of the bee from the 
starting position to the target position. For example, two 
steps forward turn right step forward turn left three steps 
forward and so on. After pressing the button, the robot 
will execute the program, and the student will see whether 
he reaches the target position. If this is not the case, he 
must detect a bug in the program and re-program the robot 
to get to the finish. 

B. Ozobot Programmable Robot 
Ozobot is a nice, smart robotic toy [8] that main notion 

is following the line (Fig. 2). The author's team of this 
robot equipped him with the ability to read commands 
from the track. Commands are passed to the robot using 
different line colours. When colours change in sections 

of 5 to 7 cm, the robot sees them as a code. Before and 
after this code there must be a continuous section of about 
15 cm. This gives the robot a relatively wide range of 
control possibilities.  

The track does not have to be lined only on paper, other 
more interactive surfaces as tablet screen can be used. 
Thanks to Ozobot‘s ability to respond to commands, it is 
able to ride off track and therefore is not directly bound to 
it. Extra uses and broad possibilities are granted thanks to 
smartphone apps developed to communicate with Ozobot. 

Ozobot can also be programmed in a different way, by 
using ozoblocks - programming using flowcharts. Ozobot 
also cleverly uses gamification, offering the possibility of 
programming using single or multiplayer games (Fig. 2). 

C. WeDo 2.0 Core Set by LEGO® Education 
LEGO WeDo [12] is designed for pupils of school age 

from 7 years. It contains elementary sensors - motion and 
tilt sensor. Control software Lego education WeDo 
provides suggestions for activities that can be done with 
this kit (Fig. 3). Programming is realized with block 
strings in the WeDo programming environment in 
Scratch.  

D. MicroBit Pocket Microcontroller 
MicroBit Pocket Microcontroller [13, 14] is a pocket 

microcomputer with 32-bit core ARM Cortex - M0 
suitable for children aged 11 to 12 years (Fig. 4). The 
communication interface of this microcomputer is 
Bluetooth, which allows cooperation with tablets and 
smart mobile phones. On the micro bit board, There is 
a 5 � 5 LED matrix that can be used to display various 
simple patterns and a reset button that can be used to reset 
the system. Microbit also includes a 10-bit AD converter 
that we can use in our applications. Many other devices 
can be connected to the motherboard, which makes this 
microcomputer a very flexible system suitable for 
teaching at elementary, secondary and even universities at 
the same time. 

Programming [15, 16] - MakeCode online, MakeCode 
offline application, Python editor online, Mu python 
editor, Python EduBlocks online, Open Robert Lab, ARM 
mbed, Microbit + Scratch. 

E. Lego MINDSTORM Education EV3 
We think there is no need to describe the benefits and 

work with Lego Mindstorm (Fig. 5) in great detail because 
it is a kit that is very popular and widespread [17, 18]. 

Programming in LGO Programmer, EV3 Software, 
Microsoft MakeCode, Swift Playgrounds, EV3Python, 
RobotC, Scratch, EV3dev, leJOS, OpenRoberta, EV3 
Basic, Enchanting, CoderZ, LabVIEW, ROBOLAB. 

F. Arduino Starter Kit 
Arduino (Fig. 6) is a tool for the production and 

execution of interactive objects controlled by a computer 
or more precisely by a microcontroller. Its core is the 
Arduino board - a control microcomputer to which various 
modules with sensors or I/O devices can be connected. 
This makes it easy to create your computer-controlled 
applications. Expansion boards for Arduino are called 
Arduino Shields, of which there are currently a large 
number available, and they usually come with the 
available library. Arduino software (IDE), which is 

251



 
Figure 3. Lego WeDo - basic set 4990 CZK (194 Euro) [12]  

  

  
Figure 4. MicroBit Pocket Microcontroller - 1992 CZK (77 Euro) 

[13] / set MicrBit - educational for children from 653 CZK 
(26 Euro) [16], programming [15] 

 

Figure 5. Lego MINDSTORM Education EV3 11899 CZK  
(461 Euro) [18] 

 
Figure 6. Arduino Starter Kit – 1549 CZK  (60 Euro) [20] 

 

  

  
Figure 7. Basic set of HSES modules for robotics - 4950 CZK 

(192 Euro) [21] 

 available for free on the Internet, can be used for 
programming. Arduino IDE programming in C, C ++, C 
#, flowcode 8, ArduBlock, Snap4Arduino, Python. 

G. The basic set of HSES modules for robotics 
The set of HSES modules [21] was created at a time 

when there was practically no other robot kit on the Czech 
market than the product of the Korean company Robo 
Robo - robokit. The competitive kit of this type was Lego 
mindstorm. 

After purchasing Robokit, we found out that the 
programming of this robotic kit is unstable. Programs are 
limited by size and due any failure or damage to the 
processor board, this kit becomes unusable because the 
board was unrecoverable. The damage was nothing 
unusual as little carelessness was enough. 

In order to eliminate the poor features mentioned above, 
a custom core set of HSES modules has been developed, 
based on conventional modules used in robotics 
automation (Fig. 7). In order to use this kit as a robot kit, 
differential chassis were added and all plates including 
this chassis were provided with one-centimetre holes in 
order to assemble various units into them. The hole 
pattern allows combining this robot kit with the Mercury 
kit. 

 The HSES core set can be easily expanded. There is an 
extensive set of these modules, which includes, for 
example modelling servo, sonar, multi-line display or 
infra data bridge. It is very convenient to use all modules 
manufactured for Arduino. Using the kit, you can create 
meaningful prototypes of automation or robotic 
equipment. 

Programming in Flowchart Programming Editor, 
Blockly, Scratch, Basic, C, C ++, Assembler.  
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From the list above, we see that currently, there is no 
problem to choose the right kit for your lectures. 

If we want to teach children robotics since childhood, 
we will start at a preschool age using a Bee shoe. 
Approximately in the third class, we progress to the 
ozobot. If or which other kits or kits we will use in the 
course of teaching will case by case depending on us, our 
choice and our possibilities. All the others mentioned 
above are suitable for education, listed from most 
straightforward to the most sophisticated ones, from 
elementary school to university.  

All the kits as mentioned above are useful for project 
PRIM [22, 23], which is a currently running project in the 
Czech Republic aiming to prepare a new education 
program integrating the teaching of robotics into computer 
science from kindergarten to high school education. The 
project also intends to have a positive impact on the IT 
thinking of pupils of teachers and the general public. 

III. BUILDING AND PROGRAMMING ROBOTS 

IN EDUCATIONAL COURSES 

Let's take a closer look at the programming of robotic 
systems and microcontroller control systems in connection 
to education. 

From the overview of available robotic education 
systems, BEE bots are the most suitable for systematic 
education for preschool age and OZO ones for education 
at the first and second grade of primary school. The other 
systems are suitable from the third grade of elementary 
school to college. Their choice depends only on the 
financial resources of the school and the knowledge of the 
teachers who provide this education.  

In our courses, we use the Basic and Extended set of 
HSES modules for robotics (Fig. 7). 

A. Programming of Robotic Systems Levels 
The programming of robotic systems is being done on 

several levels. The development environments in which 
robotic systems are programmed are implemented 
according to the needs of the target application.  

The highest layer is a layer where the robotic system is 
ready for industrial deployment. The programming 
environment simplifies the creation of final applications. It 
is specially designed for this purpose.  

The lower layer is the construction of the robot itself, 
where its parts are made out of modules. A library is 
created for each module in order to make it simple to use 
and work with the module. The actual programming of the 
assembled system is in the hands of higher programming 
languages, such as C ++ etc. 

The lowest layer is the layer where the robot designer 
has hardware modules (motors, servos, sensors, etc.) from 
which it is necessary to create a special function module 
for future application. To implement these modules, the 
designer works with both electronic and mechanical 
systems. He creates hardware to control them, which is 
usually controlled by programmable logic circuits, 
microcontrollers or special electronic circuits. At this 
level, firmware for programming, higher language 
libraries and control software are created and 
programming is ideally done in the language of symbolic 
addresses - in assembler. Most of the current systems and 
programming of robotic systems are currently 

implemented in the second layer. Also, our training 
courses for robot construction and programming are 
targeted to this layer. 

This layer requires the designer to know about 
hardware, electronics and communication between 
electronic systems on a physical level. Besides, programs 
need to focus on diagnostics; self-diagnostics, continuous 
and service diagnostics of used hardware and the whole 
developed module and system. 

Note: This area is currently neglected. As far as we 
know, practically no one is systematically involved, no 
high school or university. 

For more than ten years we have been systematically 
involved in teaching this area. During this decade the 
teaching methodology has been developed and modified. 
Let show some results of our research and work with 
children. 

B. Children from the third grade of elementary school 
We work with children from the third grade of 

elementary school. This age has later been confirmed as 
ideal for teaching start. Because at this age, we can 
strongly influence children's habits and lead them to 
diligence, consistency and precision. With the right 
motivation, they are naturally enthusiastic about teaching 
and not taking it as school-like learning, but as a game. 

Powerfully motivating also acts that sooner or later 
realize what they know. Soon their knowledge in this area 
will surpass the knowledge of their parents and children 
who do not attend the course. This has a good influence 
on their authority in the collective class. Although there is 
no need to show off in the classroom, that would not be 
the right way, nor would it be educational.  

However, we organise together with children from the 
courses a lot of popularisation events in schools, for 
example during children's days, or school events where all 
different school courses present themselves. We perform 
at scientists' nights and at technical events held at the 
VIDA Center in Brno. Here the children present what they 
have made and programmed. They explain how our 
robotic systems work and teach interested people how to 
program these systems. Only at these events they finally 
feel proud of what they already know. Because there is a 
confrontation with what they know from the courses with 
knowledge of their classmates know, but also older 
students. It is amazing that thanks to the fact that they are 
used to cooperate at courses, they do not have the slightest 
trouble helping others who learn to program robots at 
these events. They are not arrogant, but they are happy 
when they manage to learn something and often admire 
their patience and helpfulness. They are very pleased if 
they succeed. The teaching of programming is done by 
using flowcharts. The advanced ones then show the 
difference between flowchart and assembler 
programming. 

C. The system the way of teaching 
The whole system the way of teaching corresponds to 

the usual activities of professional design engineers. It is 
essential that children learn how to work in a team. To 
teach them the right habits, how to think and work. It 
turned out that solving tasks on a kit is not the same as 
solving the same tasks on specific applications. Therefore, 
the kit or module set we work only at the beginning. Very 
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Figure 8. The created models 

soon we move on to the creation and production of models 
(Fig. 8), which we then control by the robotic system or 
which create a robotic system. 

Teaching only theoretically or for instance teaching 
children to blink LEDs in a scenario is not by far the same 
as making a model house or an ambulance beacon. 
Children find out on their own how real systems are 
blinking. as the light expresses a state of safety or a 
warning caution danger. Children then program these 
situations or these systems and try to make the model in 
which would flashing or lighting express the same 
situation. Let's take another example. Intersection 
management. Here children need to realise why and when 
which light comes on. How long the red, orange or green 
light shines and how they rotate. Children need to 
understand how long is the car's braking distance and what 
is the car's crossing time in case that there is no collision. 

Thanks to these examples, children learn to analyse real 
systems. Influence of surroundings on them. Systems are 

initially simple and gradually get on complexity. Children 
learn to understand and manage them properly. But first, 
they must construct them also on their own. 

To be able to do this, they learn how to work with tools 
and various materials. They learn to solder, at first 
components and gradually progress to SMD technology. 

An essential part is the ability to read the electrical 
wiring diagrams. They learn how electronic circuits work 
and how they revive. They learn to look for mistakes in 
them and consequently to correct them. 

When creating these models of electronically controlled 
or electronic, they learn the basics of electronics. It is not 
possible that when assembling more complicated circuits, 
to create entire circuit first and then try to run this system. 
It is necessary to install them gradually and to run 
individual functional units one by one. This teaches them 
to avoid multiple errors at once, which are then difficult to 
trace and correct. They also learn precision, patience and 
diligence. The equipment they produce and the models 
they create need to be perfectly made. Of course, always 
we take to account of the abilities of individual children. 

About the safety at work, it is not about one-time safety 
training, but about continual teaching how to work in a 
safe way. It is important that safe work becomes natural 
for them, and it does not even occur to them, to do things 
differently, dangerously. They must naturally know the 
danger and how to avoid it. 

The teaching methods and their content are the same for 
all children. The only aspects that adapt are the speed of 
instruction and the number of repetitions depending on 
their abilities. 

Therefore, we do not have any entrance exams; instead, 
any child who is interested can go to our course. In two or 
three years it will be shown which children are more 
gifted and which less. If they enjoy working with models 
and programming robots, then I continue to work in my 
circle according to my interest. 

The gifted children move to a more demanding way of 
learning around fifth grade and learn how to program in 
the assembler programming language. 

When it comes to the content of the lessons, the 
children become familiar with the basic set of our robotic 
system or robotic set during first two years. They progress 
from the control of LEDs and models to the control of the 
differential chassis and the basics of odometry. Second-
year onward they learn how to drive the differential 
chassis on line. During that process, they realize how 
important it is to precisely verify the operation of the 
robot's sensors. From now on, they have inserted 
diagnostics into their programs.  

You could say that the first level of teaching ends with 
the control of the differential chassis, the use of diagnostic 
programs and soldering the SMD technology. 

The second level starts with the control of the chassis 
speed, therefore ride along the radius and controlling the 
engine by PWM pulse width modulation. It continues with 
the navigation in space using sonar and output to 
intelligent displays, in our case multi-line display. 
Furthermore, control modelling servo and control of the 
audio output in MP3. Then it follows the transition to 
coding and communication. This tutorial takes place on 
infrared data bridge. Pupils learn to create their codes and 
how robots can communicate with each other. They use an 
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Figure 9. Gifted peoples in our courses 

 

 
Figure 10. Gifted peoples in our courses 

IR remote control to control the robot. Gradually, they 
progress to SPI and SSI communication. 

The area of model and equipment production 
progresses in a similar way. They learn to work with basic 
machines such as a drill grinder or lathe. More and more 
emphasis is placed on the quality of the made work. 

When it comes to choosing the models and equipment 
that children produce, we try to select these devices 
according to children's wishes and interest. 

D. The lecturer assistants 
More skilful and talented children from approximately 

fourth to fifth class are used in courses as lecturer 
assistants. 

This has the great advantage of learning a lot more and 
at the same time a deeper understanding of the subject 
matter. It is common knowledge that if we have to explain 
something, then you have to understand it very well. 

Kids are amused by doing teachers work. They feel 
more responsible; it strengthens their ability to work in a 
team and increases their confidence. Through this process, 
we also try to create and prepare future instructors for our 
courses, because it is very difficult to find people who are 
handy, good programmers and at the same time valuable 
tutors. 

E. The developed methodology 
During the teaching process, it is necessary to follow 

the developed methodology very carefully. 
It turned out that without the following methodology 

the level of the course rapidly decreases. Similarly, it is 
very important that each lector who ought to lead the 
course have passed it as a regular pupil before. This is also 
confirmed by the theory of distance learning - that each 
tutor must go through the course he/she is supposed to 
tutor. 

At the same time, they are perfectly acquainted with the 
methodology. They will acquire the necessary skills and 
knowledge of electronics as well as the design and 
programming of the real-time control system. He has 
incorporated methods of working with the pupils of the 
course and working in it is so natural and therefore easy 
for him. 

F. Gifted pupils 
Gifted pupils, who are in the more developed course of 

education, take part in more serious and demanding events 
(Fig. 9 and Fig. 10), such as the business research forum 
at Masaryk University, science slams or already two times 
active participants of “Namakané dny” at STU in Košice, 
where they show programming at various workshops. This 
year they led workshops where they taught high school 
and college teachers how to break through robotic systems 
in assembler. 

G. Support materials 
Significant parts of the materials that pupils need in 

circles can be found on our website http://www.hses.cz. 
These are, for example, various textbooks, outlines and 
tutorials for young robot freaks. You can also find there 
information and records from some of the presentations 
that we make with children at popularising science and 
robotics events. Likewise, there are contacts and 
information about various holiday suburban camps, or 
weekend courses that are thematically focused. These 
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courses can also be attended by pupils who are not 
directly pupils of our educational courses. 

IV. CONCLUSION 

In this paper, we summed up our practical experience 
with working in courses for children from 8 years. The 
results of working with these children are very motivating. 

Children acquire manual skills, technical knowledge, 
their creative thinking develops and last, but not least they 
strengthen their self-confidence, trust in their abilities and 
pride in the results of their activities and knowledge. They 
become lecturers to the others. Teamwork is a matter of 
course for them. 

This way shows how to get through the young people's 
lack of interest in engineering and prepare a significant 
background for the training of top specialists. 
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Abstract— The aim of this paper is to present what devices 
IDS and IPS are and ways of possibilities of testing these 
devices. In the individual chapters we present the key 
features of IDS/IPS systems, its differences, principle of 
detection, possible ways and methodology of testing 
parameters. Based on analysis there is chosen an optimal way 
to prepare a test for architecture that is shown before the 
conclusion. There are several software tools mentioned that 
can be used while process of testing on the chosen device or 
overall architecture.   

I. INTRODUCTION 

 Challenges to the reliability and security of 
computer networks are constantly increasing in today's 
world. Organizations are more or less dependent on the 
functionality of a computer network, and on this basis they 
require certain levels of security. They are particularly at 
risk because of the huge number of viruses that make many 
promises every day, and so hackers who aim to damage a 
good name. Managed by companies, possibly stealing 
important and internal data and documents. One way to 
greatly reduce this risk is to use a system to detect, or 
prevent network attacks. 
 The purpose of this publication is to map how the 
technical parameters of IDS and IPS systems can be tested, 
what are the ways of their testing, and based on this 
analysis to propose a way of testing on such network 
devices, especially their throughput and performance. This 
data will facilitate the selection of a security solution for a 
given level of performance and network security on which 
it can be applied. 
 In this publication, there are described systems 
for detection of network attacks, their properties and 
different ways of network protection, analyze mentioned 
parameters of individual IDS/IPS equipment and 
description of existing solutions for throughput and 
performance testing. Based on this information, individual 
tests and their output data are prepared to be collected by 
proposed tests. Software is described which can be used to 
perform individual tests and the possibilities of these tools. 
The publication deals with the proposition of obtaining 
network traffic. The method of carrying out the proposed 
tests is described. The publication contains and suggests 
for possible further work on this topic. 

II. IDS/IPS 

 Network detection system IDS [1] - Intrusion 
Detection System is a device (or application) that monitors 
the network and / or the system, harmful activities or 
breaches of security policies and creating messages that 
are able to send to the management station or the person 
responsible for the security policy network. Detection is 
the process of monitoring an event in a computer system 

or on the network architecture and analyzing it and looking 
for event signs that may be breach of security policy, or 
possibly a direct sign of the attack. 
 Network Attack Prevention System (IPS [2] - 
Intrusion Prevention System) performs not only detection, 
but also attempts to stop detected attacks. Network attack 
prevention systems are able to respond directly to detected 
threats by blocking connections from a dangerous, unlike 
IDS, IP addresses or changed security settings (for 
example, reconfiguring the firewall so that the machine 
from which the potential attack is routed is quarantined for 
a certain amount of time). 

A. Network IDS 
 Sensors in network systems are located on border 
of networks, very often in demilitarized zones. These 
devices capture all traffic that flows into the internal 
network, parses individual packets, and searches for 
harmful data. 
 Sensors can also be connected to a hub or switch, 
which automatically packets arriving at one port forwarded 
to all others, or a switch on which it is set port mirroring. 
This means that copies of packets going to the monitored 
ports (can possibly be set to the whole virtual LAN 
network, VLAN) are sent from also to the port to which 
the IDS device is connected. Cisco refers to this as 
Switched Port Analyzer [3] (SPAN) and 3Com uses the 
term Roving Analysis Port. 

 
Figure 1.  SPAN Analyzer [4] 

B. Host Based IDS 
 Host based systems to detect or prevent network 
attacks are attacked by hunters locally on computers 
connected to the network. This makes local IDSs more 
customizable compared to networked IDSs. They can be 
installed on many different types of devices - servers, 
workstations and possibly even laptops, and take into 
account the resources and amount of information we 
require from the device. It is useful to use them when there 
is a need to protect many computers that travel between 
different networks. They are based on a software agent that 
runs smoothly in the background and monitors all 
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computer activity. Passing system calls, logs, changes to 
the file system, and so on. 
 The advantage of network systems is the 
management of only a small number of devices, where 
they can monitor a large network at a suitable location. So 
they do not affect network operation. The disadvantage, 
however, is the problem of handling all the packages in 
large networks with heavy traffic, and the already 
mentioned use in switchover network where port mirroring 
must be used. So they are not able to analyze the encrypted 
traffic and it is not possible to determine unambiguously 
whether it was started, the attack successfully ended. The 
problem also occurs if we have a portable computer in the 
network and the user connects to another network where 
the machine is infected. If it connects back to the network 
protected by the IDS network directly connected to the 
network, it can also infect other machines, because local 
traffic through this IDS does not have to go through. 
 Host based systems have the advantage of 
detecting attacks that are routed through an encrypted 
channel, the attack can be detected, for example, by log 
analysis. It is also possible to detect attacks that do not 
know the IDS network. The downside is the complexity of 
administration, that each system must have its own 
configuration, so it can be attacked within the attack on 
that system. On the other hand, with host systems, there 
are no problems with moving workstations because they 
are protected locally. 
 However, network and host systems to detect 
network attacks can together cooperate. Thus, it is possible 
to create a complex system that combines both types, to be 
protected by the whole network necessarily by many 
network IDS and individually by clients locally. Configure 
the IDSs, for example, to only protect against attacks on 
the database when installed on a database server. The 
advantages of both types are combined here, but the 
problem remains to be relatively difficult to deploy and 
manage. 
The mentioned difference is shown in the following Fig. 2 

 
Figure 2.  Network based and Host based IDS/IPS [9] 

III. PRINCIPLE OF DETECTION 

A. Pattern matching 
 Attack and harmful traffic detection is based on 
comparison with pattern data. The pattern, or the so-called 
signature rule, corresponds to the sequence of events that 
are typical of a system or attack that is known. These 
patterns can be created by administrators and defined using 
finite automat or probability models. 

 The advantage is the existence of patterns for a 
significant number of known attacks and the possibility of 
their optimization. However, it is easy to bypass such a 
sensor if the attack is guided in a way that is not contained 
in the signatures. 

B. Detection of statistical anomaly 
 Systems based on anomaly detection in operation 
have been monitoring network traffic for a long time and 
still consider this to be or not normal behavior. If there is 
a predetermined deviation from this state, this behavior is 
evaluated as a possible attack. For example, the number of 
DNS queries is doubled. 
 The advantage of this principle is the detection of 
new theoretically differentiated known attacks, but there is 
a lot of false alarms, because users can behave differently 
than usual in some moments. Thus, the installation cannot 
do without long initial operation before the system has 
collected enough data, and for proper functionality it is 
important to ensure that this operation does not contain any 
attacks as far as possible. 

C. Correlation 
 IDS correlation works on the basis of searching 
for connections in more places. For example, if an attack 
is detected on a Microsoft IIS (Internet Information 
Services) web server and a Linux operating system with 
running apache server is installed on that machine, it may 
not be a host IDS generated for no warning. The advantage 
is the low probability of false alarms due to the 
combination of phenomena. 

IV. DISTRIBUTION OF IDS ACCORDING TO THE 

MOMENT OF EVALUATION 

A. Real time detection 
 Real-time systems collect, process and evaluate 
information on an ongoing basis. Their advantage is very 
fast, immediate reaction and faster recovery from the 
attack, but if the device is connected to a larger network, 
or suddenly large, due to the amount of traffic, this process 
is more cost-effective and thus changes reliably. Some 
attacks are visible only with sufficient data acquisition and 
may not be recorded. 

B. Batch oriented approach 
 Information is collected regularly after a certain 
interval and is then evaluated. They are best suited to 
having a risky environment, a certain type of operation, or 
can be used as a complement to other forms of security. 
Advantages include low system load, due to longer 
monitored period can be revealed in the long term a 
gradual attack on the same target and so there is a manual 
analysis required if necessary. On the contrary, it is not 
possible to instantly react and it is important to have a lot 
of space to store large amounts of data. For example, 
retention policies may be a solution to this problem, 
especially log or compression rotation. 
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V. ACTIVITY BASED DIVISION 

A. Passive IDS 
 The network attack detection system is a passive 
system. This means that if a potential risk is detected, this 
event will be written to the log and an alert can be sent to 
the administrator. 

B. Active IDS 
 Network prevention systems are active systems. 
So they react in some way to harmful activity. Dangerous 
event is registered and according to system settings the 
source and IP address are blocked for a certain period of 
time, eventually the firewall settings can be changed so 
that this IP address could not get into the local network. 
 Because these devices are located on local area 
network boundaries, we need it to be fast enough. All 
traffic goes through this point in a principle - the chain is 
as weak as its weakest link. In other words, we can have a 
much faster connection to the Internet, but if we have a 
relatively slow IDS, then the connection will slow down to 
the maximum speed The IDS or IDS will not check part of 
the operation, or the inspection of the data passing through 
will not be as thorough. Neither option is suitable if we 
want to maintain both network speed and security.   
 If we want to test such a product, we need to know 
how much performance that particular device has. And it 
is not only possible to settle for the throughput parameter 
without further information, but it is also necessary to 
consider a setting that will meet the minimum basic 
security requirements. These requirements will vary 
depending on the needs of each network, but some security 
principles may be common. For example, check whether 
the outgoing traffic IP addresses are within the internal 
network. 
 If we setup some IDS, then we expect it send not 
only forward packets, but also to look for and detect 
potential threats. In case if we have an internet connection 
with a network speed of 1 Gbit, then theoretically enough 
IDS with a throughput of 1 Gbit. But since we require 
additional overhead, that is, traffic monitoring and threat 
detection, and for some products, the throughput does not 
match the throughput with all data inspections, thus the 
throughput decreases and we are therefore the limit of this 
device. And not only do we have a slower connection, but 
also a continuous high utilization of this device can reduce 
its service life. 

VI. QUANTITATIVELY MEASURABLE IDS 

CHARACTERISTICS 

A. Coverage of threats 
 Under this term we can imagine how many 
attacks are by the specific device able to detect and warn 
about possible threats. System based on the attacks that 
they have listed are able to recognize the pattern in the 
database, and so if they are made the same or very similar 
way. The device based on detection of anomalies or attack 
identification depending on the initial operation to 
compare current data. Another problem is also the situation 
when certain attacks threaten the operating system only in 

its specific version. It would therefore be necessary to have 
available in such attacks. And on the test s network also 
have systems on that these attacks can be known for IDS 
to recognize. But there are some from the attack with the 
help of compromises and IDS (IDS evasion techniques). 
Techniques for compromising IDS include adjustments to 
attacks leading to detection of such an attack. Attacks can 
be divided into 3 different attacks groups [9]: insertion, 
evasion and denial of service, DoS (Denial of Service). 
The aim of the attack is to ensure that IDS and computers 
process data distribution, or the same data distribution 
method. The attacker can lead an attack, nor would it be 
detected. The technique of the first type of attack is to use 
a packet that is goods and IDSs, but not the end of end 
device. The evasions are precisely contrary. Packets are 
only relevant for end and device and IDS is unable to 
detect such traffic. DoS attacks aim to overwhelm IDS 
over many after the requests and advise him so partially or 
completely out of service. For different architectures, it is 
also different importance to detect certain attacks. Eg. 
Internet shop architectures will be interested in detection 
of DDoS, (Distributed) Denial of Service, attack for the 
purpose of causing unavailability Internet sites. 

B. Probability of false alarms 
 This measurement gives the ratio of denied 
legitimate traffic (False Positive). For network attack 
detection systems, this may be caused by inaccurately 
accurate signatures (the alert will be triggered), any time 
when communicating to high number ports that are used in 
backdoor attacks) or when using network management 
tools. This measurement is complicated because each IDS 
may have different false alarm rates in different network 
environments. And there is nothing like general type of 
network. Nor will it be possible to have a database of all 
possible the types of traffic that can create fake networking 
in a production environment alarm. 

C. Probability of detection 
 This value indicates the rate of successfully 
detected attacks in a specific environment. Attack 
detection is highly dependent on the set of attacks used 
during the test. The IDS can also be set to detect many 
attacks at the cost of many false alarms, or to minimize 
false alarms and thereby reduce the likelihood of attack 
detection. And when using techniques to compromise IDS, 
this value also changes very much. 

D. Resistance to attacks carried on IDS 
 This measurement will show how resilient the 
IDS is to the attacker's attempts to limit operations to 
detect attacks. This attack can take several forms:  
1. Delivering a large amount of legitimate traffic beyond 

the capacity of the attacked IDS for congestion. The 
IDS can then drop the packets and will not be able to 
detect attacks.  

2. Send legitimate packets that are modified to match the 
signatures stored in the IDS. This overwhelms the 
person who has to check the incoming alert and put a 
real attack into this operation.  
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3. Send packets that exploit the security of the detection 
algorithm attack. This attack will be successful only if 
the IDS contains a known security vulnerability that 
an attacker could exploit. Fortunately, very few IDSs 
have security errors, such as overflowing an 
inventory. One of the few is snort, an attack hosted 
software host that had versions 1.8 (released June 
2001) of up to 1.9 security hole in the code detecting 
the so-called RPC fragmentation attack (Remote 
Procedure Call), which allows IDS compromise. This 
was a vulnerability in the form of stack overflow [5]. 

E. Ability to handle large amounts of traffic 
 This measurement will show how much data the 
IDS can handle and whether it will be fully functional. 
Most network IDSs start dropping packets, giving the 
possibility to attack unnoticed. In the next phase it is likely 
that the IDS will stop working completely. It is similar to 
the measurement of resistance to DoS attacks. 

F. Other measurements 
 Among other measurements we could include, 
ease of installation, IDS setup and management, 
availability and quality of support, etc. These 
measurements do not fall within the performance of IDS, 
but in commercial environment could be valuable 
information. 

VII. TESTS OF IDS 

 Efforts to test IDS vary greatly in scope, 
methodology, and focus. Tests based on anomaly detection 
systems may be based on specially designed tests, and on 
signature-based systems may be tested main performance 
and proper functionality under heavy data loads. The 
network traffic was created either by using real traffic that 
passed to the network containing the test facility or by the 
traffic generator. Since neither the LARIAT [4] project 
(Lincoln Adaptable Real-time Information Assurance 
Test-bed) nor the DARPA project [4] (Defense Advanced 
Research Projects Agency) are not widely available, there 
are not known general methodic for testing IDS. It is 
suitable for testing use complete operation pattern, and this 
is very difficult to achieve. When creating of artificial 
traffic, we are not able to simulate a real network, but 
overload IDS devices with many insignificant packets can 
show limits, such as a network card or operating system. 
Security problems arise when using real traffic - it contains 
e-mails, passwords and other important information that 
should not be publicly available. Thus, such data cannot be 
used, for example, in a freely available test set. 

A. General methodology 
 The general approach for IDS testing should look 
something like this:  

� Creating and selecting traffic and test scripts 
(with or without attacks), 

� Placing IDS on the test network, 
� IDS commissioning and device testing without 

setting rules, 
� Testing with different system and rule settings,  
� Analyze the IDS output and process the results. 

VIII. AVAILABLE PROBLEMS WHILE TEST PROCESS 

A. Problems of collecting attacks and software 
 One of the problems in this area is the collection 
of possible attacks and the programs where these attacks 
are measured. Although most of these scripts are available 
on the Internet, finding and creating such a set is very time-
consuming [11]. Everyone has to find out how to behave, 
leave traces in the system and automate it. In existing sets 
of tests, the problem is their focus, some of which are more 
focused on scanning, others on data theft. 

B. Different requirements for testing different types of 
IDS 

 It is almost impossible to use the same IDS tests 
based on signal usage as well as IDS based on anomaly 
detection in operation. Based on variations in traffic, IDSs 
need shorter or longer periods of time to learn how to 
operate normally. However, if this operation already 
contains any attack, it will not be recognized later. They 
can also learn hard to estimate traffic features such as 
packet window size, ports, TCP flags, or connection 
lengths. This leads to very good results when used in a test 
environment. IDS testing based on signature is also a 
problem [12]. Each of these systems is able to detect only 
some attacks - respectively attacks it knows. This means 
that the test kit used will largely reflect the results 
achieved. Thus, it may happen that the test is targeted to a 
certain type of attack and some IDSs will be discriminated 
against. But to a lesser extent, this also applies to IDSs 
based on anomaly detection that do not find attacks in data 
that they are not currently checking. 
 Similarly, the same test sets cannot be used for 
both network and host-based IDS. IDS networks can also 
be tested offline with the help of creating a file containing 
traffic, which can then be replayed repeatedly. The 
advantage of this method is the ability to test individual 
devices separately and it is quite easy to achieve 
repeatability of the test [13]. Host IDSs use many different 
system inputs to be able to detect whether the system is 
attacking or not. These systems are set up to monitor hosts 
and not just network traffic. This makes it worthwhile to 
repeat the same test much more complicated. Thus, it is 
difficult to assure equivalence of testing of different IDSs 
and the repeatability of such tests [14]. 

C. The type of operation used in the tests 
 Most tests can be categorized into one of four 
categories of traffic types used in the test. It is testing 
without operation, using real operation, using unpolluted 
operation and using artificially generated operation. Each 
method has its advantages and disadvantages and it is not 
possible to say unambiguously which option to choose. 
1. Testing without operation 

Some IDS tests did not use any background traffic. 
Testing the device is involved in a separated network 
where no activity takes place and during the test 
attacks are generated to determine the detection 
capability attack tested by the device. This will 
determine the success of the detection, but the result 
will not reveal anything about false alarms. This type 
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of test is suitable, for example, to verify that the IDS 
contains a list of patterns for generated attacks and is 
able to mark them correctly. These tests are also much 
less expensive, as there is no need for any traffic. The 
disadvantage, however, is that the detection capability 
does not take any background traffic into account and, 
[increasing traffic this the ability may decrease 
significantly. 

2. Using real time operation 
These tests are carried out by adding traffic containing 
the attacks to the traffic that was detected on the actual 
network. This makes it very easy to differentiate the 
ability to detect attacks at varying sizes of traffic 
running in the background. But this way also has its 
rewards. In most cases, it is not possible to store a 
large amount of data for reasons of security and the 
content of this data, for example if it comes from 
backbone networks. Because of this, it is not possible 
to use such traffic in a clear way and to make it a set 
of tests for commercial use. Parallelization of this 
process may be necessary when overheating of a lot 
of traffic is needed. The presence of various anomalies 
in the caught Some types of IDS can be of advantage 
in operation, mainly systems based on for anomaly 
detection. Conversely, if some of the IDSs examine 
one type of protocol in more detail, they may not 
register other attack types. The content of various 
anomalies in the captured traffic also leads to the 
spoofing of false alarms, as we may not be able to find 
all attacks in this traffic and some need to approximate 
the value of false alarms. 

3. Use of unpolluted traffic 
In order to avoid the previous problem with publicly 
published captured traffic, it is possible to clean the 
traffic. The captured data is thus altered, and the 
attacks are either directly preloaded or delivered 
concurrently with highly polluted traffic. The 
advantage it is possible to freely distribute such a set 
of operations, but while data is being downloaded of 
this can be cleaned from the environment and from 
this, the environment is becoming unrealistic [8]. 
However, it may also be that in the polluted traffic, 
only sensitive data that is not identified is left behind. 
Because of this risk, this solution is unlikely to be 
widely used. Same this way, no attacks will be 
generated with these data, since they are not quite real 
as it should be. 

4. Using artificially generated traffic 
In this test, some of the traffic generators are used, such 
as the hardware SmartBits generator. In this way it is 
possible to generate various large packets of high 
speed, save them and play them back and publish them 
without any problems. Another advantage is the 
guarantee of the absence of attacks that we do not know 
about. These generators, as already mentioned, were 
mostly adapted to test routers and thus do not contain 
some important elements needed for testing IDS [6]. 

D. Optimal way of testing IDS 
 Based on the findings of the tests already carried 
out and the individual problems with different approaches 

to testing, the work will be carried out tests IDS using real 
traffic. Tests with this operation provide better information 
for potential users and testing within this work is focused 
on commercial networks that the device, the results, should 
help in the selection of the specific product. Problems with 
the impossibility of publishing caught traffic are not 
necessarily yet. The solution and tests will be carried out 
on the same network where the operation will be detected. 
Moreover, there is no risk in terms of leakage of sensitive 
information [7].  
Testing environment will have an architecture as can be 
seen at Fig. 3 

 
Figure 3.  Testing architecture 

 The following parameters will be included in the 
test output parameters:  

� throughput,  
� number of simultaneous connections,  
� jitter.  

 
 They will be tested with traffic containing 
different large packets and also in different modes of the 
tested device:  

� packet filter without rules,  
� packet filter,  
� Antivirus scan proxy  
� IDS mode. 

E. Usefull software for testing environment 
 For purpose of sniffing packets, we can easily use 
Wireshark, tcpdump or windump, that can be used for 
analyzing the incoming network traffic [10].  
For generating of network traffic, we can use Mausezahn, 
that is quick network generator written in C programming 
language. It randomly sends packets for protocols ARP, 
BPDU, IP, ICMP, UDP and TCP. Iperf is a tool that 
creates TCP and UDP network traffic chains. 

IX. CONCLUSSION 

 The aim of this work was to make a complex 
overview of IDS/IPS systems, placed in various 
architectures. To present what key features have and what 
types of attack can be executed. In the paper there was 
examined the various methodologies how to perform test 
and what parameters are key for proper functioning of 
detection systems. The methodology of IDS testing is very 
complex and designed that can serve as a basis for giving 
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future results and enhancements to the test. The idea would 
be to create a set of tests; it could be used for anything 
which would not favor or discriminate against IDS. It was 
analyzed from the proposed methodologies for testing the 
network-based system to detect network attacks and find 
some methodologies for general tests for networks that 
contain IDS/IPS devices. Future work could be made of 
pre-prepared sets of tests that will generate the results.  
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Abstract—This paper deals with a design and 
implementation of a prototype device and an app for baby 
intelligent monitoring. The paper describes used sensors as 
well as a technology used in the building process of the 
prototype which includes the system architecture and 
hardware. Later in the paper you can read about the 
implementation and various monitoring systems which 
combination results in the proposed prototype. At the end, 
there is a conclusion statement as well as possible future 
work and improvements of the prototype. 

Keywords—Arduino, baby, monitoring, newborn, prototype, 
sensors 

I. INTRODUCTION 

Baby monitor, or in other words, an electronic 
babysitter. For some, it is pointless, but for parents of 
newborns it is a precious thing to have as it could save the 
life of their baby. During the first six months of a life of 
babies that are the most risk months after the birth, there is 
a huge possibility of them being diagnosed with SIDS 
(Sudden Infant Death Syndrome) [1]. This diagnosis is 
manifested by a sudden stopping of breathing, especially 
during a sleep. Certainly, all the parents want to be sure 
that their little baby is fine and safe. There are many cases, 
where parents are convinced that it was these monitors 
that saved the life of their baby. 

There are many different types of monitoring 
equipment for newborns. Those that are actually attached 
to a sleeping baby - on a foot, a hand, a cloth, or a diaper 
and those that are placed under a mattress in a cradle or 
are attached to another part of the cradle. The diversity of 
these devices is complemented by monitoring cameras, 
which offer to the parents an ability to monitor their baby 
through image information [2]. 

The main aim of this paper is to design and implement 
an intelligent monitoring device that will be better, 
cheaper, multifunctional and more accurate than those on 
today's market, e.g. [3]. Another goal is to implement a 
mobile app that will display the monitored life functions 
of the baby in real time. The app would then compare 
measured values from physiological standards, and in 
right time warn of deviations which could led to diagnose 
diseases, eventually discomfort or failure of the baby. 
Also, it is challenging to make a partial automation of the 
baby monitors and move this area to the next level. We do 

not only want to display the measured data but be also 
able to respond to them adequately. 

Results of this paper could benefit other health care 
professionals like doctors and nurses to more easily 
determine the cause of a dissatisfied, tearful, or ill baby by 
using the collected data. This data could also be used for 
biomedical and pediatric science and research purposes. 

II. SYSTEM ARCHITECTURE DESIGN 

 In this paper, the system that would control the 
newborn's vital functions and comfort during a sleep was 
designed and presented. Since it is a more complex system 
that combines several components, there were first 
prototypes to be created before the production phase. 

A. Arduino Device 
In this section there is the prototype of Arduino device 

presented, which will be the hardware of the intelligent 
baby monitor. 

Arduino microcontroller with Arduino Uno R3 platform 
and the Wi-Fi module ESP8266 [4] were used for the 
prototype of the device and along with several sensors 
described in section II.B, it would create the overall 
implementation of this prototype. The Arduino module 
and the connected sensors architecture design is shown in 
Figure 1. 

 
Figure 1.  Arduino and connected sensors architecture design 
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B. Sensors 
There are several sensors that we used to obtain 

necessary data for our research. All the used sensors for 
the prototype are described in the following sections. 

1) Temperature Sensor 
The type of sensor DS18B20 was used - temperature 

sensor module [5]. It is a high-performance digital 
thermometer with programmable resolution and 1-wire 
interface. 

Its properties are: 
� temperature measurement from -55 °C to +125 

°C with an accuracy of ±0.5 °C for the 
temperatures between -10 °C and +85 °C, 

� doesn't require any external components, 
� power supply between 3V and 5V, 
� selectable thermometer resolution, 
� contains unique 64-bit serial code stored on its 

ROM. 
 

2) Weight Sensor 
The HX711 load cell weight sensor was used, which 

also includes an amplifier, to determine the weight of the 
baby. The weight chip is designed for high precision 
electronic scales. It has two analog input channels [6]. On 
the chip there is a regulator power supply for load and 
ADC analog power and an oscillator that does not require 
an external component with an optional external crystal. 
Operating voltage range is between 4.8V - 5.5V. The 
function of the amplifier is to determine the exact mass of 
the scanned object by calibration. If a pressure or a load is 
applied, the electrical resistance will vary depending on 
the pressure applied and, based on this information, can 
determine the exact weight after a certain calibration. 

 

3) Pulse Sensor 
Pulse Sensor SEN-11574 [7] was used to measure heart 

rate values per minute. In the center of this component is 
an LED that helps to detect pulse. Underneath the LED 
there is an ambient noise elimination circuit that could 
measure distorted pulse values. The sensor uses 3V - 5V 
power supply. 

 

4) Temperature and Humidity Sensor 
DHT11 [8] humidity and temperature sensor was used 

to determine the ambient temperature and room air 
humidity. It uses a capacitive humidity sensor to measure 
the ambient air and then fill the digital signal on the data 
pine. It does not need any analog input pins. It is relatively 
easy to use, but requires careful timing to capture the data. 
It captures new data in every 2 seconds interval. 

 

5) Sound Detection Sensor 
The KY-038 Microphone Sound Detection Sensor is a 

high sensitivity module with 2 outputs, an analog output 
and a real-time signal output. Modular operating voltage 
of this sensor is 5V. It contains a microphone that captures 
audio signals from the environment and sends them to 
Arduino. In this prototype there was used a digital type of 
sensor containing a potentiometer on which it was set a 
low limit of the sound tolerance. If the detected signal 
exceeds the set limit, the sensor signalizes it instantly. 

6) Motion Sensor 
The PIR motion sensor was used to detect a motion. 

The sensor is small, inexpensive with low energy 
consumption and easy to use. It is normally found in a 
household appliances. 

 

7) Vibration Sensor 
The 801S vibration sensor is a highly sensitive 

vibration sensor module that has two input signal pins. 
One digital pin (D0) that detects certain vibrations up to a 
certain threshold and one analog pin (A0) that transmits a 
real-time vibration output signal. Sensor power is at 5V. 
This type of sensor has the following features compared 
to other vibration or shock sensors:  

� micro shock detection, 
� non direction limited, 
� high sensitivity adjustable. 

III. IMPLEMENTATION 

In this paper the multi sensor connected device for 
monitoring environment and newborn metrics was 
proposed that uses microcontroller Arduino Uno. The 
prototype is shown in Figure 2. and its functions are: 
monitors a condition of the baby, its vital functions 
including pulse and body temperature, cry, weight, food 
intake, sleep quality as well as monitors  an environment 
conditions - temperature and humidity. 

The principle of all our work lies in the joint 
communication of hardware and applications through the 
Firebase service. There was implemented a user friendly 
mobile app ”user friendly” that evaluates and displays the 
collected data. In addition to this data obtained from the 
hardware, the app provides a concise and practical guide 
that provides the necessary help for a baby, as well as 
automatically calling a quick emergency service. It also 
contains other tips and hints on how to help the baby in 
any other circumstances. For example, what needs to be 
done when the baby's temperature has raised or what to do 
if the temperature and humidity of the environment are 
uncomfortable. 

 

 
Figure 2.  Prototype of the monitoring device 
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Among other things, the app can export collected data, 
which can be used for analysis in the field of science, but 
also diagnosis and prediction of diseases of the baby. 

A. Heart Rate Monitoring 
According to V. Dobiáš et al. breathing, consciousness 

and heart activity [9] are basic vital functions. 
Conventional monitoring devices provide measurement of 
breathing by a hypersensitive sensor. There is not such 
sensor available for Arduino microcontroller and that's 
why the prototype contains another monitoring sensor of 
the vital function, namely heart activity [10]. 

Heart rate sensor is attached to the exposed limb of the 
baby by using a Velcro. This sensor has only one analog 
output that is read within the internal cycle repeatedly. 
The analog signal creates the ECG graph [11]. When the 
heart beats, the signal comes stronger, then drops and 
returns to a constant position. While reading the analog 
output, the time is saved locally at the first signal output. 
When the next measurement of a high signal is recorded, 
there is a subtraction from the current time and the time 
of the last measurement, which gives the time between 
the two measurements i. Then the following formula is 
applied to calculate the number of beats per minute r: 

 

 
(1) 

 
After turning the monitor on, the app evaluates the 

received data. If the heart rate is less than 40 or higher 
than 120 and, at the same time, there is a movement 
detected by other sensors, the app will output a 
notification that the sensor has been disconnected. In case 
the sensors do not detect movement and the pulse is less 
than 40, then there is a notification pushed that the baby 
has stopped breathing. The measured pulse can be seen in 
the app in the monitor overview. 

B. Environment Monitoring 
Environment monitoring is not a standard in 

conventional monitoring devices and according to this 
paper [12] about risk factors in a neonatology, where it is 
said that the optimal room temperature can reduce the 
chance of sudden death of the newborn. Humidity and 
temperature measurement is provided by the DHT11 
sensor. The data received by the digital output are simply 
output to the humidity and temperature values. 

According to the mentioned article, the optimal room 
temperature for a newborn is at 23° C and a humidity of 
35-55%. Measured values are displayed at the app in the 
room overview screen. There is also a color indication 
available which changes as values change, e.g. if it's cold 
then the color becomes blue, and if it's warm it becomes 
red. If the health value for the baby is exceeded, 
a notification will be sent. A tooltip also is displayed 
in which the user can see how to change the required 
values. 

C. Body Temperature Monitoring 
Continuous monitoring of the body temperature can 

help to reduce it in case of a fever while the baby is still 
sleeping. 

Body temperature is measured using the DS18B20 
sensor, which is attached to the limb of the baby by 
Velcro, together with the sensor for heart activity 
measurements. Since temperature is not a property that 
changes rapidly, we only control it once in a 30 minutes 
cycle. 

The measured temperature is evaluated directly in the 
app. Generally, newborns have a higher body temperature 
than adults, ranging from 36.4 °C to 38 °C. During a 
sleep, however, it can drop by more than half a degree 
what we are looking for while measuring. If the app 
evaluates a non-standard temperature for the baby, it 
notifies the user with a notification. 

D. Electronic Nanny 
The prototype also includes an electronic nanny, which 

consists of a sound sensor, a vibration sensor and a 
motion sensor (photocell). The sound and the vibration 
sensor are attached to the mattress in a place where the 
baby is not endangered as well as it doesn't attract its 
attention. The photocell is placed at a higher position 
somewhere on the baby's cradle from where it has a view 
only of the sleeping baby, not the surrounding area in the 
room where another movement may occur. 

The sound sensor is set to a high sensitivity 
potentiometer to record the change of sound from a 
greater distance. When the change of sound occurs, it 
sends a signal to the digital outputs. In the app then it is 
evaluated, whether a signal has been received and so the 
notification is sent along with an audible notification that 
the baby is crying. 

The motion sensor captures a movement of the baby by 
infrared lasers. If the rebound signal returns to it 
at another time interval, this is considered as the 
movement. Its disadvantage is that after recording the 
movement it goes into the recalibration phase and is ready 
to measure again after about 3-5 seconds. Therefore, it 
cooperates with a vibration sensor which senses vibrations 
constantly. 

E. Sleep Monitoring 
It is based on the movements of the baby during the 

sleep. There are various explanations and divisions of 
sleep phases and this project distinguishes only two 
phases of sleep: REM and deep. 

REM, is the phase when we dream, sort thoughts or 
our brain regenerates. The muscles during this phase are 
tense, the senses are working, we feel, we smell. The 
measurement starts when the monitor is turned on and 10 
minutes after the first motion is detected. 

Deep sleep, is a phase in which the brain is shut down, 
muscles relax, we don't perceive, feel, and smell. From 
deep sleep, in many cases, we are awakened by a 
disturbing stimulus as we lie on our hands and where the 
blood flow stopped. The measurement starts 10 minutes 
after the first movement is detected and stops when the 
next movement is detected. 

The measured data is displayed in the app on the baby 
monitoring overview. In this case, there is no need to push 
any notifications, just to store the data. 
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F. Weight Monitoring 
Measuring weight is not a common thing at 

conventional baby monitors either. However, it plays an 
important role in this project, since besides of measuring 
the actual weight, it allows us to measure the amount of 
milk received. Many pediatricians ask parents about the 
amount of food their baby received or whether their baby 
is gaining weight properly. 

Throughout the measurement process, the app guides 
user step by step. Measured data are stored along with the 
time of measurement and then displayed in the app using 
graph along with the optimum gain curve. 

G. Food Intake Monitoring 
The principle for the food intake monitoring stays as 

same as for the weight one, except that when measuring 
food intake, the baby is weighed before and after 
breastfeeding or feeding. This monitoring is very 
important since it may happen that the baby does not 
know how to nurse properly and even if the mum thinks 
that the baby have been fed for about 20 minutes, the baby 
actually drank a few drops. 

IV. DATA PROCESSING 

The data flow is shown in the next figure (Figure 3). 
The complete beginning of the prototype is the ATMega 
chip that reads, parses and evaluates the data received by 
the sensors. Then, it sends the data to the Wi-Fi 
ESP8266P chip via serial communication. This chip reads 
the received data and when it received in the correct 
format, sends it to the Firebase service using the REST 
API. Every time the data have been changed, it sends 
firebase update event to the app where the data can be 
updated to provide the correct response. 

 

 
 

Figure 3.  Dataflow 

The Arduino Uno microcontroller performs calculations 
using an ATMega328P chip. This chip is used to read and 
calculate the data from the inputs on the board. The 
libraries provided for the sensors help us in 
the calculations. Therefore, the computational acquisition 
of the value of each measured property takes different 
times. 

V. CONCLUSION 

During the first year of life of children, it may happen 
that they breathe irregularly or completely stop their 
breathing process. The most common cause of this 
condition is SIDS as well as, high fever or another 
medical conditions. Parents can protect their children by 
prevention. The first option is to use a breath monitor, or 
so-called electronic nanny, use of pacifiers, put a baby to 
the safe sleeping position or put them in an elevated or 
lateral position. Many parents consider breath monitors as 

essential tool to keep their mind in peace by continuous 
checking in of their baby. 

The prototype presented in this paper should in the 
future make it easier for parents to take care of their 
children. 

There is a bright future for the devices like this and 
there are a lot of improvements still about to come, in 
which baby monitors will be able to diagnose most 
diseases, whether to provide first aid automatically or to 
intervene in order to save the baby. However, the present 
of the parents is very important, especially in the first 3 
years of a child's life, nobody should forget that. It is still 
necessary for the parents to look after and watch their 
children. 

The app is also useful in solving the problem of 
disinformation, as many modern mothers look for 
diagnoses on the internet and see doctors to convince 
them to perform above-standard tests or interventions that 
eventually abuse healthcare system. This solution tries to 
prevent such scenarios with the statistics about the baby's 
growth, weight, temperature, breathing or sleeping. 

Future work will be focused on a user friendly 
prototype with several new features like:  
� device would be stored in a pad with a 

hypersensitive weight measuring sensor to 
measure breathing, 

� device would be supported with a camera that 
would be focused on the baby's chest to analyze its 
movement and counts the amount of breaths, 

� body temperature would be measured with an 
infrared gun, 

� sound detection system would respond to the 
sounds of the baby and would recognize not only 
the squash, but also the choking, dry or wet cough, 
and would subsequently recommend treatment or 
send a report with the exported data to the doctor, 

� cradle would be improved with hydraulic arms 
that would reposition the baby directly through the 
app interface. 
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Abstract—Human brains tend to assign meanings to all 
objects and doings around. Not all constructions applied 
during these processes are correct. They then result in 
mistakes, confusions or misconceptions. Today, the Internet 
is often used as a medium for spreading such unsound 
information generally described as “fake news” or 
“conspiracy theories”. If we do not want our students to be 
overwhelmed by them, we have to search for methods 
helping them to disclose common logical failures and 
delusions. To do so, the author demonstrates to his learners 
how easily false information can be produced by hiding 
and/or modifying regular information. To disclose errors in 
this type of information, one has to find missing or 
misinterpreted pieces using a similar approach – to analyze 
its input elements, their robustness and relevance and then 
to study correctness of the process of their combination and 
reasoning. Our aim is to point to the moments which can 
decide whether person’s thinking is of high quality. 

In our presentation, we present our approach by a series of 
examples demonstrating nonsenses and absurd statements 
in Mathematics. Maths is often presented as a “magic 
wand” for developing critical thinking skills. We show that 
the relationship between mathematics and critical thinking 
is more complex. The problem lies in the ambiguity of 
natural language. By showing differences and discrepancies 
between the two, the learners may recognize the most 
frequent faults and become capable to disclose their own 
fallacies. This ability should become an integral part of their 
critical thinking weaponry.  

The simplicity, transparency and humorous character of 
our examples attracts students to participate in an 
intellectual game which covers all aspects of total quality 
framework: credibility, analyzability, transparency and 
usefulness. Our presented problems may inspire other 
educators to generate their own “nonsenses” specific for 
their courses in order to build a solid and structured basis 
for their disciplines.  

I. INTRODUCTION 
Having critical thinking skills is one of the most 

frequently expected quality of graduates. The employers 
often value them higher than their professional 
knowledge. In accordance to [1], more than one third of 
graduates of elementary schools is not capable of 
discussion and opinion exchange (38.9%) and/or thinking 
critically (35,4%). The same source shows that 96,7% 
teachers uses their lectures as the most frequent 
explanation method. The involvement of learners is 
minimal. Only 33.9% of Slovak university students in 
convinced that critical thinking belongs among the most 

accented aspects of their education. The Slovak students 
staying abroad says that their universities do it in 57.0% in 
average. Almost identical proportion is between Slovak 
and foreign universities in their ability to introduce and 
teach the interrelations between the student’s field of 
study and other disciplines. 

The necessity to develop and practice high quality 
thinking [2] inspired the author to consider a relationship 
between Total Quality Management and Critical Thinking. 
The reason is obvious: critical thinking is presumed as top 
quality thinking. Below, we exploit Roller’s and 
Lavrakas’ Total Quality Framework [3]. Its key advantage 
is its general character that allows its application to 
various fields of intellectual activities. Due to its general 
character, Cheah et al [4] could apply it to criminal 
investigations.  

In our paper, we spread it over the development of 
critical thinking. The framework will guide us in forming 
principles which has to be followed to minimize danger of 
omitting some important elements, procedures and stages.  

To do so, we have to adopt criteria on thinking quality. 
Section II refers to these concepts and their interpretation 
in our context. Section III is devoted to concrete examples 
of failures in logics. The most of them target mathematical 
problems. There are two reasons for considering 
Mathematics as a carrier of our ideas: 
• The rules of Mathematics are well-specified and 

publicly known. Thus, there is no need to expect our 
reader having additional prerequisites before going to 
the text. 

• Mathematics is generally accepted as a device for 
training critical thinking. The author agrees with one 
reservation: Its teaching should be concentrated at its 
deep comprehension rather than on memorizing rules 
and formulas. 

In Section IV we discuss the ways of expanding our 
approach to other disciplines. 

II. TOTAL QUALITY FRAMEWORK APPLIED TO THE 
SENSE TO NONSENSE WAY TO CRITICAL THINKING 

A. Our Interpretation of Nonsense  
Cambridge Dictionary [5] defines “nonsense” as 

follows:  
• An idea, something said or written, or behavior that is 

silly or stupid, 
• Language that cannot be understood because it does 

not mean anything. 
Our interpretation applied in this paper origins in the 

second above specification. By nonsense we understand 
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any structure (a sentence, an idea, an event, an object, etc.) 
which is not comprehended by its receiver. In addition, the 
person is considered to be an inquisitive individual 
wishing to comprehend its hidden, unrevealed meaning 
and ready to take actions to disclose it.  

For example, most people will take as a nonsense the 
text Mu isamaa, mu õnn ja rõõm ... In reality, it is the 
beginning of Estonian anthem saying My native land, my 
happiness and joy ... An action leading to its clarification 
is searching on the Internet. Wikipedia [6] also contains 
additional information: lyrics and historical remarks. 

Our initial motive for writing popular books using 
frequent occurrence of strange “reverted” problems is 
rooted in our efforts to revert repeating low scores of 
Slovak pupils in the PISA tests [7]. The reports shows that 
the Slovak children stay below the OECD average in all 
PISA fields: Science, Mathematics and Reading. The 
author presumes that one of the main reasons lies in the 
above traditional teaching methodology based on 
memorizing facts delivered by teachers and reducing 
learners’ involvement in gaining their knowledge. 

Inversely, the Sense to Nonsense Way is based on the 
idea that one learns to think by solving non-traditional 
problems which – to a certain degree – look strange, even 
crazy. We see reasons for such an approach. First, 
teaching Science is often presumed boring by students [8]. 
Reading and studying such funny problems requires a 
higher level of concentration that reading a simple text. 
Secondly, the non-traditional formulation of problems can 
increase the reader’s curiosity and, consequently, his/her 
interest in solving it. Our experience with the first work of 
this type [9] has been welcome by both teachers and 
pupils. 

To support our standpoint, we have juxtaposed our key 
concepts with Roller’s and Lavrakas’ Total Quality 
Framework [3]. Their framework was developed as a tool 
for questioning qualitative research and its results. It 
guides its user – a researcher – to verify whether his/her 
observations and explanations of a non-numerical (i.e. 
qualitative) character build a solid basis for his/her 
conclusions. It is based on four pillars: Credibility, 
Analyzability, Transparency and Usefulness. Here we 
provide their interpretation exploited during the critical 
thinking development using our proposed approach. 

B. Pillar 1: Credibility 
Being credible is the first presumption of accepting any 

fact addressing a person’s critical thinking. The learners 
have to comprehend that one cannot speak about its 
validity without verifying its background: its source, 
recognition by other bodies and their reliability, etc. The 
credibility’s verification processes must get internalized 
and become a principal tool of the person’s intellectual 
weaponry.  

Our next example shows how for example to undermine 
a commonly accepted statement: “One can find everything 
on the Internet”. In accordance to our approach, the right 
reaction to this statement would be a question: “Is there 
also a recipe of a goulash from camel’s horns?”  

The example explains why we denote our method as 
Nonsense to Sense. It does not offer a definite solution – it 
rather undermines learners’ conviction on correctness of 
their knowledge. By disclosing absurdity of the statement 
instantly catches their attention and evokes their brain 

activity. Naturally, the presumptions to the right response 
must already be pieces of their knowledge otherwise the 
question misses its target i.e. the counterargument must be 
an evident absurdity. Then the addressee quickly 
recognizes his/her mistake. 

C. Pillar 2: Analyzability 
The analyzability means more than a decision of 

declaring a fact correct or false. It requires to provide the 
way to the deduction which is specific and enough 
detailed to be replicated. In the above case, one can 
support his/her statement by the argument: No camel has 
got horns. Consequently, preparing food from them is a 
nonsense proving that the internet cannot contain the 
recipe. Even if there would be one, it would be baseless. 
One can provide such recipe for example as a joke but not 
as a credible piece of knowledge. Even if it would be 
published, no goulash could be prepared (i.e. replicated).  

This makes the issue of its replicability a substantial 
step in the confirmation of any fact. For that reason, the 
university graduates should also become familiar with the 
“replication crisis” [10] contemporary science suffers. Too 
many scientific studies are difficult or impossible to 
replicate and to reproduce because they are described in a 
fuzzy and/or incomplete way. The reasons are different: a 
very specific character of achieving the presented 
findings, in huge costs for their replication and/or 
(especially in humanities) in the impossibility to create the 
identical conditions in which the original research was 
completed. 

D. Pillar 3: Transparency 
Transparency allows us to make the analysis of the 

content and processes of thinking. Both previous features 
– the credibility of data and the correctness of outcome 
derivation – must be expressed using a transparent way. 
Notice that the replication crisis is primarily caused by the 
vague description of the mental processes leading to the 
conclusion.  

Naturally, all individual cases are different. It means 
that quality of their accomplishment and evaluation can 
only be achieved by formulating (subject-specific) 
standards and benchmarks. Juxtaposing them with the 
elements of particular thinking processes increases the 
objective character of evaluation. The transparency then 
means presence of all information necessary for such 
evaluation and its correspondence to the standards. 

To acquire critical thinking skills, our learners have to 
learn and understand the recommended steps of evaluation 
and their purpose in building the whole picture. The 
optimal way is to practice them under a guidance of an 
experienced coach and to express them down verbatim. In 
this manner, they learn to present their ideas in a legible 
and methodical format – the cornerstone of transparency. 
The mentor’s presents helps them to get instant reflection 
of their correctness or inaccuracy and to improve their 
performance. 

E. Pillar 4: Usefulness 
As said above, our initial motivation for writing the 

popular books exploiting Nonsense to Sense Approach 
was inspired by the Slovak pupils’ repeating low scores in 
the PISA tests [7]. The reports shows that the Slovak 
children stay below the OECD average in all tested fields: 
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Science, Mathematics and Reading. Slovak textbooks 
rarely combine material of all of them into integrated 
units. Instead of that they are specialized and focused on a 
particular subject. Our proposed Sense to Nonsense 
educational methodology should lead their readers to 
critical thinking by solving complex problems having the 
barriers between the disciplines removed. Many of them 
require the solver to collaborate within a team. Due to this, 
the learners social and communication skills are 
simultaneously developed. As the many PISA test 
assignments are of a similar integral character, a more 
extensive usage of such methodology could lead to the 
higher integration of the separated subjects. In a long 
term, it might positively affect the position of Slovakia in 
the international rankings.  

As we show below, a problem looking for example as a 
grammatical problem, can be easily transformed to a 
mathematical problem and then to a problem in 
cryptography or can return to the native language. The 
removal of their frontiers would teach the students that the 
frontiers between the disciplines are not such strongly 
determined as it may seem from their curricula. 
Simultaneously, it will explain them that the reason for the 
existence of individual disciplines is no more than a 
specialization of researchers allowing them to concentrate 
on a details of their problem. 

III. NONSENSE – AN IGNITION OF THINKING  
The presented nonsenses can serve as inspiration for 

teachers to forming their own ones, e.g. the ones based on 
the differences between unlimited possibilities of natural 
language and a limited power of mathematical notation 
done by its notation which excluded its ambiguous 
interpretation. One can easily to see them for example on 
differences between grammatical conjunctions (AND, OR, 
NOT) and their equivalents in programming languages.  

A. Confused story 
To be understood, stories require cautious reading. In 

addition, the readers must have certain knowledge about 
the reality in which the plot runs – its social, economic, 
geographic background, its values and standards. Our 
“nonsense stories” invert some of them in order to catch 
the readers’ attention and provoke their interest in 
revealing them. There is a short text of this kind: 

I have known the shepherd Demeter for long – from 
tomorrow. Now we are sitting on a mountain meadow. I 
say: “I have never been in the middle of such a perfect 
circle”.  

Demeter: “Yes, I cleaned the forest recently. The sizes 
of meadow are now 300, 400 and 800 meters.” 

“It means it forms a square. And other news?” 
“Wolves are coming regularly. This week that ate five 

quarters of my herd. Luckily the rest is still producing 

enough cheese so I can make milk out of it. And, what are 
you doing here?” 

“I am walking from Sofia to Athens. As I am getting 
older, I have chosen the shortest trek. Yesterday I was in 
Warsaw and tomorrow I follow to London. I would like to 
be there before noon – to watch the change of guards.” 

“When I was younger, I also liked trekking. When I was 
sixty nine, I climbed Mount Everest. Today I am fifty, I 
would hardly do Mont Blanc.” 

One can easily demonstrate a variety of slipups in the 
text: 
• Time confusion: It is impossible to have known 

someone from tomorrow or be younger than nineteen 
years ago. 

• Impossible properties: The circle meadow has tree 
sides of different length – and forms a square. An 
attentive observant also realizes that sides 300, 400 
and 800 meters long cannot to create a triangle. 

• Geographic silliness: The shortest trek from Sofia to 
Athens does not go via Warsaw. 

• Physical absurdity: Who can walk from Warsaw to 
London in two days? 

The main advantage of such stories is that children can 
easily create them. First, it will be fun. Secondly, they can 
compete in creating the craziest ideas i.e. they encourage 
communication and competitiveness. 

The teacher can formulate their own absurdities to text 
deep knowledge of their pupils. For example: Every angle 
is enclosed between lines – its sides. It implies that 
triangle with its tree angles has six sides. Another 
example comes from biology: Unlike underground roots, 
air roots grow toward the sky. Occasionally, one can 
include a true statement among the wrong ones in order to 
keep the students’ concentration. 

B. Scrambled text 
Psychologists Grainger and Whitney [10] showed that 

humans does not need the entire information to understand 
a text. The title of their paper is: Does the huamn mnid 
raed wrods as a wlohe? Their findings show that people 
do not read all details of words – they primarily 
concentrate on their first and last letter and only “scan” 
their inner letters. Their brains are then construct the 
correct meaning of each word and comprehend the entire 
text. Often, they even do not notice the errors’ presence. 
There is an example of a scrambled text: 

Peetr and Anredw are twins. Pteer is good in Mahts 
and Scinece, Adnrew in Hisotry and Msuic. In scohol, they 
ofetn miselad thier teaechrs by plaiyng each other in 
odrer to get bteter graeds. 

For preparing such text the author advise typing it 
correctly first. Then to use a text processor for mixing up 
the inner letters of most words. Doing such modifications 
one easily notices that: 
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• Only the words longer than three letters can be 
scrambled. In three-letter words, the first and third 
must remain in their positions and the second one has 
no partner to be interchanged with. 

• Even some four-letter words cannot be modified – 
those with a pair of identical letters inside like good or 
deer. 

Then a question opens: Given a word. How many 
scrambled versions of it exist? 

If all inner letters are different, the response is simple: 
the factorial of their number. In our Nonsense to Sense 
philosophy, one can exploit the above problem for 
explaining the main features of the function.  

Let us consider a six-letter word, for example “remind”. 
Step by step we generate all of its possible versions. 

The optimum way is posing all inner letters into four 
vacancies between them one by one. R and D will stay in 
their position, E, M, I and D will permute. Figure 1 shows 
the first step in the evolution. The four options for 
inserting a letter to the first position corresponds to four 
available letters.  

Figure 2 shows the situation after inserting two letters. 
The numbers before the words indicate the number of 
used inner characters. Notice that between Level 1 and 
Level 2 (both indicating the number of insertions), every 
partial word has just three followers. It indicates, that 
there are 12 (i.e. 4 x 3) partially developed modifications. 

During insertion of the third letter, one has got only two 
remaining inner letters to his/her disposal. It implies that 
there are just two alternatives for the next insertions. Their 
total number incomplete words of Level 3 will be 24 (i.e. 
4 x 3 x 2). Then, only one non-inserted letter remains. The 
number of words will be 24 but now expressed by the 

formula  
4 x 3 x 2 x 1 = 4! 

Under an (unrealistic) presumption that we have an 
alphabet with unlimited number of letters and a language 
that exploits all of them, one can easily generalize the 
result to N! In reality, the number of letters is always final 
and the letters in its word repeat. Thus, we can extent our 
problem to calculating the number of different versions of 
words with repeating letters. Examples of such six-letter 
words are “center” and “better”. The students should 
produce more of them of different length and number of 
repeating inner letters. Then they can discuss how the 
number of scrambled versions may vary.  

The discussion should lead to forming a hypothesis 
stating that the number of scrambled versions depends (a) 
on the number of letters which repeat and (b) on the 
number of their individual occurrences inside the word. It 
should result into the conclusion that: 
• If r is the number of repetitions of an inner letter then 

the number of scrambled words will be r!-times 
smaller. 

• This holds for every repeating letter.  
Unless the students find the proper formal expression 

by themselves, there is no specific reason to express it. 
The way to the result is more important than the formula 
itself. The formula itself is quite complex and could repel 
some students. It looks as follows: 

 , 

where  
• N the number of inner letters (i.e. of the length N+2) 
• K is the number of different inner letters 
• ri is the number of repetitions of i-th letter (i = 1, 2, …, 

K) 
However, the teachers can challenge their best students 

to find it. 

C. Conjunctions in Grammar and Logic Operators 
The logic operators AND (conjunction) and OR 

(disjunction) represent a great barrier for students in 
introductory programming courses. The teachers can help 
to their students by pointing to discrepancies between 
them even in their natural languages. There are examples:  
• AND: In programming languages and formal logic, the 

result of conjunction AND is True only if both its 
arguments are True. In natural language, such 
interpretation might be absurd: The biological fathers 
of child are John and Paul. Naturally, only one of 
them is the father – even if both claim their 
parenthood. The reality excludes the correctness of 
both partial statements. 

• OR: The result of disjunction in programming 
languages and formal logic is True is any of its 
arguments are True. In real life, OR is often 
considered as exclusive statement: Due to lack of 
money, I can purchase just dinner or tickets to movies. 
Contrary to is formal counterpart, only one of the 
arguments can be true.  

Fig. 2 After inserting two letters 

 
Fig. 1. Inserting the first letter 
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IV. STUDYING NONSENSES – AN EDUCATIONAL 
ACTIVITY 

Both teachers and students can extent the above 
problems to various directions. They can invent new 
nonsenses, discuss them from all four aspects – their 
credibility, analyzability, transparency and usefulness. In 
our discussion in Section II, they was considered using 
their standard meaning typical for scientific research 
because we were talking about our methodology and its 
application. Below, we talk about individual cases (a 
nonsense as such). Thus, the pillars can obtain their 
specific character and different interpretation depending 
on the context. 

A. Inventing nonsenses 
It is not difficult to mimic the above story by finding 

new examples of nonsenses. Written stories can also target 
certain chapters of the taught course in order to deepen the 
students’ understanding of the matter. Making confusions 
can be presented as a competition in writing “confused 
compositions” with several categories like the craziest 
story, a one-hundred-word story with the greatest number 
of absurdities, the most creative nonsense and others. In 
fact, their categorization also represent a challenge. Thus, 
an award could be delivered to the inventor of a new 
creative category of nonsenses. 

The nonsenses may address all educational disciplines 
and topics. For example in biology, students can work for 
example on a project “Food growing for zombies”.  

B. Science and nonsenses 
To comprehend the principles and laws of science, one 

can juxtapose it with related nonsenses. Notice that 
finding a nonsense in any discipline requires a substantial 
knowledge of its content. Otherwise – in accordance to 
our Total Quality Framework – its author will not be 
capable of explaining why it can be identified as a 
nonsense. To be claimed as such, it should undergo a test 
on all pillars: Credibility, Analyzability, Transparency and 
Usefulness. Naturally, their role is to a certain degree 
inverted. 

An example addressing Physics is a lamp emitting 
darkness – see Figure 3. One can select two ways of 
exploiting this strange device. The first one is taking the 
lamp as a fact and play with it – its construction, operation 
and usefulness. In the second one, one can look for 
arguments disproving its existence. In both cases, one has 
to start with accepting its credibility: Let us take the dark 
lamp as a fact. Can we exploit it? Can we dismiss it? 

 Let us exemplify these approaches. First, we accept its 
existence. Then its credibility becomes a fact without any 
verification and we concentrate on a “what-if” analysis: 
What additional properties should/could have such 
object? What would happen/change if the object would 
exist? Under what conditions could it function? How 
could it be exploited? There are some examples of issues 
resulting from its acceptance: 
•  The lamp must have a switch. Otherwise – due to its 

unending production darkness – we would not know 
where we are. We would not see our road to the place 
when we want to position it. Any orientation in its 
neighborhood would be difficult. 

• Workers working in night shifts could use them at 
homes for their comfortable sleep. 

• In combination with strong traditional lamps, one 
could reduce the number of time zones around the 
planet. 

In the second approach, we try to find arguments why 
this type of device is impossible: 
• To negate anything, one has to identify its source and 

then actively eliminate it. It requires a time period 
between the source identification and elimination. The 
light comes with photons at the speed of light – the 
highest possible speed in the Universe. There is no 
time gap necessary for processing the information and 
executing the elimination.  

V. CONCLUSIONS 
The previous exact analysis of impossibility to 

construct a lamp emitting darkness shows that without a 
substantial knowledge about the light and its properties 
one can hardly fins a correct response. Despite the fact of 
that the lamp itself is a nonsense, its pedagogical value is 
high. Good education is not about learning fact but about 
ability to think. 

Sir Ben Robinson [12] characterizes the situation by 
following words: “Our children are living in the most 
intensive stimulating period in the history of the earth. 
They’re being besieged with information and coerced for 
attention from every platform: computers, from iPhones, 
from advertising hoardings, from hundreds of television 
channels. And we’re penalizing them now for getting 
distracted. From what? Boring stuff. At school, for the 
most part.” 

The key intention of the Nonsense to Sense method is 
to minimize this boredom. In is not a call for a total 
replacement of current methods of teaching. Some pieces 
of knowledge must be memorized using a light drill: 
writing first letters, practicing multiplication of small 
numbers, names of historical personalities, and others. 
Nevertheless, even during these activities can be done in a 
pleasant atmosphere – and they can be such. For example 
Hejny method [13] demonstrates how first elements of 
Mathematics can be learned in pupil-friendly and 
enjoyable method.  

Our proposed method is not a miracle. Using it for 
teaching all subjects in all grades would be a nonsense. 
There is a real chance that the pupils and students would 
be equally bored from “too much fun” as they are bored 
today from its absence. Thus, fun has to be added as 

 
Figure 3. Lamp emitting darkness 

272



spices to food – not too little, not too much. Its exact 
dosing depends on the context, especially on the cultural 
background of the class and atmosphere in it.  

At the same time, the educators must be prepared to use 
fun in their courses. That’s why appropriate examples 
should be included into their pre- and in-service training. 
In addition to that, as every subject requires “its own 
nonsenses”. To make them available, books containing 
them should be published and distributed, too. They 
should stress not only fun but propose various interactive 
approaches to learning based on dialogues, group 
collaboration, team projects, etc. As our above examples 
show, the Nonsense to Sense education facilitates 
interdisciplinary links and creativity. 

There is also another reason to publish books and 
papers demonstrating ways of introducing fun to 
education. Even if not all teachers will present them in 
their classes, their pupils and students can reach them and 
see their subjects from another angle. This is especially 
important in the countries like Slovakia where traditional, 
teacher-centered methods dominate. Mastering reading, 
writing, mathematics and science is critical for the 
children’s future but their memorizing does not lead to an 
applicable kind of knowledge. If they are unable to 
understand their core, their fact-based knowledge becomes 
unessential. By understanding “jokes” requiring 
substantial subject knowledge and by explaining why they 
are such, the children will likely learn much more that by 
repeating formulas and rules. 
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Abstract— The interest of young people in digital 
technologies can be used to train them in various fields. In 
the case of students preparing in the fields of electrical 
engineering, practical training is very important. The 
practical implementation of the first electrical circuits is a 
challenge for students, intimidated (afraid) of the possibility 
of possible errors that can lead to damage. That is why it is 
important for students to know the theoretical part of the 
work, how to choose the values of the circuit elements and 
the measuring devices. These problems can be clarified by 
simulating the circuit to be analyzed in a virtual 
environment that will create the connection between the 
theoretical knowledge presented in the course and the 
laboratory applications. The paper discusses the mixed 
mode of conducting the laboratory work of electrical 
circuits both traditionally and through simulation. This 
learning method has led to better teaching results than in 
the case of traditional laboratories only. 

I. INTRODUCTION 
Even if we do not recognize or become aware, people 

are becoming more and more addicted to the technology 
they have (smartphone, tablet, etc.). This dependency is 
more pronounced among young people, which is why it 
becomes essential to use this dependency for the purpose 
of educating and training the young generation. The 
development of technologies in the last decades is an 
increasing challenge of the education system. Nowadays, 
Open Educational Resources and Virtual Learning 
Environments have become tools commonly used in the 
learning process. Access to digital technologies and their 
use can reduce the educational gap between students from 
advantaged and disadvantaged socio-economic 
backgrounds. 

As it results from [11] e-learning technologies are 
indispensable for young people training, representing an 
important part of smart education. Maintaining student 
satisfaction and interest requires continuous improvement 
of teaching techniques [1]. Distance learning has 
developed due to the advent of online courses. The 
realization of these must take into account the needs of the 
trainees, to ensure the periodic communication, 
evaluations and feedback [2]. For the technical 
specializations, these courses are not sufficient, because 
they do not provide the necessary practical training. For 
these situations, the necessity of developing virtual 
laboratories [10], [9], [5] or other activities based on web 
technologies [7], [8] emerged. The use of educational 
software involves too much financial resources for many 
teachers and educational institutions. As a result, groups 
of teachers have created virtual platforms for the 

disciplines they teach: electric measurements [6], 
fundamentals of electrotechnique [14], [15], electronics 
[16], etc. The current trend in developing virtual labs is to 
ensure their accessibility from any device (phone, tablet) 
which means not only online access but also cloud 
storage. 

 Students, mainly those who choose careers in 
engineering, are receptive to the new technologies and 
they want to apply it. Providing laboratories with high-
performance equipment to keep up with the latest news in 
their area of interest is expensive and sometimes financial 
considerations delay these acquisitions. On the other hand, 
the preparation of the students in the engineering field 
requires the participation in practical works. In addition to 
the traditional laboratories where students become 
familiar with the equipment specific to the studied field, 
specialized software is increasingly used to model and 
simulate their operation. Of course, they cannot and 
should not completely replace traditional laboratories, but 
they have some advantages that cannot be neglected. 
Among the advantages of simulation software can be 
mentioned:  

• the user become familiar with the general (basic) 
knowledge about the phenomenon studied; 

• the used before carrying out the practical work, 
provides information on the results to be 
obtained; 

• allow modeling for all circuits, even for those 
whose practical realization would raise safety 
concerns regarding the protection of those 
involved; 

• they are flexible in the sense of being able to 
easily make changes to the parameters of the 
analyzed phenomenon; 

• they can be used in distance education; 
• for a better understanding of the modeled 

phenomenon, the student can resume the 
simulation at any time and whenever he wants. 
 

II. USING A VIRTUAL LEARNING ENVIRONMENT 
In order to respond to the growing interest of young 

people in the digital revolution and to use it in order to 
better prepare students in the field of electrical 
engineering, National Instruments offers dedicated 
software, Multisim. The NI Multisim Live variant has 
some additional advantages, namely: 

• Does not require installation; 
• Run in Internet browser; 
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• It can be accessed from your computer, tablet or 
phone; 

• It does not require storage space, the simulations 
being stored in the cloud; 

• The simulations can be private, or they can be shared 
with a certain group or the entire Multisim community. 

• Is free of charge, so it allows the access of interested 
persons regardless of their financial situation. 

• Like other virtual simulation platforms on the Internet, 
it facilitates the exchange of knowledge and ideas between 
the members of the community accessing it. 

Using Multisim Live for the first time involves the 
creation of an account by each student, which will be 
activated by accessing the link he receives on the e-mail 
address he used to create the account. On the page that 
opens, click "Create your first circuit". This will open a 
window (Fig. 1) in which on the vertical bar on the left 
side there are the component elements that we can use: 
passive elements, power sources, diodes, transistors, 
operational amplifiers, indicators, switches, modeling 
blocks, electro-mechanical or digital elements. With their 
help, the circuit to be analyzed will be built by choosing 
the necessary elements and copying them in the work 
area. The connection of the circuit elements between them 
is realized by clicking the component ends. Before 
simulating the operation of the circuit we must add a 
ground to the circuit. After establishing the excitation 
signal and the parameters of the circuit elements, the 
desired type of analysis must be chosen: interactive, 
transient, AC Sweep or DC Op. The results can be viewed 
directly on the diagram if we have chosen the interactive 
mode, or in graphic form, accessing the “Grapher menu”.  
The project can be saved and will become visible to all 
members of the Multisim Live community. The platform 
allows the creation of groups on various topics. These 
groups can be open to anyone interested in the topic or the 
group administrator can invite colleagues who are 
studying the same issues to join the group. 

III. COMBINED EXPERIMENTAL TEACHING 
Based on the experience accumulated over the years 

spent in the technical education system, the authors 
understood that for a good understanding of the theoretical 
notions, the realization of the practical works is essential. 
The students' first contact with the equipment in the 
electric laboratory can discourage them, which can have a 
negative effect on the learning process. They don’t have 
enough experience to perform practical works. The use of 

simulation platforms represents a precursor to the practical 
realization of the laboratories, ensuring the necessary 
training for the transition from theory to practice.  

For a good training of the specialists, especially in the 
technical field, the realization of the practical works is 
essential. Students must create their own skills necessary 
for the realization of the experimental circuits, for reading 
the different measuring devices, for observing the 
sequence of operations when starting an installation, 
respectively for interrupting the supply. At the same time, 
they must be aware of the effects of electricity and the 
importance of observing the protection rules to ensure the 
safety of operators and equipment. The potentially 
dangerous nature of practical applications in the field of 
electrical and energy engineering increases the 
importance of using modeling and simulation 
environments. Regardless of how to approach a practical 
application (traditionally or with the help of digital 
technologies), the student must have minimum theoretical 
knowledge about the subject studied. This knowledge can 
be acquired by attending courses or by consulting open 
sources. Within the traditional and virtual combined 
approach of practical applications the first should be the 
one based on modeling and simulation. Due to their 
digital skills, students are not stressed about the circuits 
to be studied, the correct choice of circuit parameters or 
possible errors in the sequence of maneuvers. Thus, they 
can repeatedly test different situations to obtain the 
results according to the theoretical knowledge. If the 
simulated model has errors, the student is warned by a 
message, but he is allowed to rebuild the assembly as 
many times as he wants. The creation of the virtual 
laboratory allows the students to understand the 
phenomena studied and to fix the theoretical notions. The 
realization of the practical works in classic way aims at 
the formation of the practical skills that the future 
specialists will need in practice, in order to get used to the 
use of the real equipment and with any situations that 
could face in the exercise of the profession. 

In order to present the combined method of 
experimental study, it is considered the analysis of a 
second order circuit in transient regime.  

A. Carring out the simulation  
For the simulation of electrical and electronic circuits we 
chose Multisim Live. The choice was due to the 
portability of the Multisim Live environment, the fact that 
it can be accessed from any smart device, running in the 
Internet browser and because it does not need storage 
space, the projects being saved in the cloud. After logging 
in with the individual id, the circuit to be analyzed is 
created. For the example given, a resistor, a coil and a 
capacitor will be chosen. These elements will be 
connected in series and fed to a rectangular signal source. 
By using this signal, the transient regime is periodicized, 
repeating every half period. For the excitation signal we 
considered the frequency 10 kHz and the peak-to-peak 
value 8V. For the passive parameters we considered 
R=100 k�, L=50mH and C=50pF. These values meet the 
condition  

which corresponds to an aperiodic regime. Before 
running the simulation, it is necessary to establish the 

 
Figure 1.  The front page of Multisim Live platform
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point connected to the ground. Depending on the signals 
whose evolution of transient regime we analyze, the 
measuring tester is connected. The positioning of the 
probe in fig.2 indicates that we are interested in voltage 
variation at the capacitor terminals. 

For the values initially set of the circuit parameters, the 
voltage variation on the capacitor is shown in Fig.3. The 
green signal is taken at the source terminals, and the blue 
signal indicates the transient charge and discharge regime 
of the capacitor at the rising and falling jumps of the 
excitation signal. The two sliders were positioned 
corresponding to a period of the rectangular signal to 
highlight the occurrence of two transient regimes in this 
interval. By increasing the resistance in the circuit, the 
slower variation of the voltage on the capacitor is 
observed. 

In order to obtain the damped oscillating transient 
regime, the resistance value gradually decreases. The 
oscillogram is indicated in Fig.4. Using the cursors there 
can be determined the period of these oscillations. The 
value measured on oscilogram m  is compared with the 
one analytically determined using 

 
For the same damped oscillating regime, the successive 

amplitudes of the oscillations, Umax1, Umax2, etc. are 
measured. Using these values the logarithmic decrease of 
the oscillations is calculated. 

 
This simulation phase, together with the calculations 

and the related interpretations, are carried out before the 
traditional laboratory. Thus, the students will have 
sufficient knowledge about the subject studied and the 
results to be obtained in the next stage. 

B. Performing traditional front laboratories  
After completing the modeling stage, students will 

create the same circuit with real elements. (Fig. 5). The 
generator is configured for a signal identical to the one 
used in the simulation.  

For passive elements, decadic elements are used and the 
parameter values are set to the same values as in Multisim 
Live modeling. To observe the voltage variation at the 
capacitor terminals it is necessary to connect the capacitor 

 

Figure 4.  Voltage on capacitor in damped oscillator mode 

 

Figure 5  The equipment needed for practical work 

Figure 2.  Circuit diagram to be analyzed  

 

Figure 3.  The voltage at capacitor terminals in aperiodic regime 
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to the signal generator ground. At the same terminal is 
connected the mass of the oscilloscope, the hot wire of the 
probe being connected to the other terminal of the 
capacitor. 

On the oscilloscope screen, two signals will be 
displayed, as in the case of the simulation: the rectangular 
signal provided by the signal generator (in red) and the 
voltage on the capacitor with green. By properly choosing 
the value of the resistance, the two types of transient 
regime mentioned above can be obtained: aperiodic and 
damped oscillator (Fig. 6 and Fig. 7).  

In the practical work, the same measurements specific 
to each operating mode are lifted from the oscilloscope. 
The resistance value is changed gradually to observe how 
the signal is attenuated until the oscillating regime turns 
into an aperiodic one. The values determined from direct 
measurements are compared with those obtained on the 
simulated circuit and with the theoretical ones, calculated 
analytically. From these comparisons, there can be drawn 
conclusions about the accuracy of the two approaches. 

IV. CONCLUSIONS 
Given the digital skills and the preference of young 

people for their use, ensuring a complete education in 
engineering education requires the use of modern learning 
methods, which combine real and virtual learning. The 
online laboratories are intended for the individual study, 
the accumulation of fundamental knowledge, the 
familiarity with the studied phenomena, while in the real 
traditional (face-to-face) practical works students know 
the equipment specific to the studied field, how to use 
them but also the importance of respecting the security 
norms which are essential  in electrical domain. 

The paper describes a combined method of acquiring 
knowledge in the field of electrical circuits, which takes 
into account the interest of young people in digital 
technologies. In order to maximize the learning outcomes, 
the study of an experimental theme requires two distinct 
stages: simulation and study of the physical model (real). 
According to the presented methodology, the first stage 
realized with the Multisim Live platform is accessible to 
the students at any time, from any intelligent device with 
internet connection. The purpose of the simulation is to 
introduce students to the practical problem to be analyzed. 
The simulation platform can be accessed at any time, 
without any time limit, so as to meet the needs of those 
with a shorter time budget or a slower working pace.  

The second step is to carry out the practical work in a 
traditional way. This is done only in the specialized 
laboratory, at planned intervals and consists in studying 
the problem based on the real model built with the 
existing components in the laboratory. In addition to the 
theoretical knowledge of the course, at the time of the 
practical activity, the students have information about the 
results to be obtained. The practical realization comes to 
confirm the conclusions obtained using the simulation 
platform. 

Experience shows that the combined approach of 
studying a topic leads to a better understanding of the 
phenomena, so it improves the learning process both 
theoretical and practical. 
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Abstract—This paper informs about an international 
initiative of benchmarking introductory programming 
courses within various higher education institutions. It is 
based on comparisons of student performance in the final 
examinations of these courses through the use of a small set 
of identical programming questions (in a version for a 
specific programming language that is used in a given 
course). We report some preliminary results from our 
research within two universities in Slovakia. We have 
analyzed our data from three previous academic years within 
introductory programming courses taught in the C 
programming language.  

I. INTRODUCTION 
Introductory programming courses are part not only of 

computer science study programmes but they are often 
incorporated in various mainly technical study programmes 
and also (usually as elective) non technical study 
programmes. According to [1], introductory programming 
or CS1 (Computer Science 1) “refers to a course for novice 
students that typically covers  
• problem-solving skills,  
• basic programming concepts,  
• the syntax and semantics of a programming language, 
• and the use of this programming language to formulate 

solutions” [1, p. 77]. 
Students usually show their programmimg performance 

during the course work and in end-of-semester exams. 
Results of an end-of-semester exam usually contribute to 
the students’ final mark in the course.  

Final marks obtained by students in various institutions 
are often not comparable because of different preferences 
and various approaches of introductory programming 
teachers (according to particular learning objectives of 
programming courses). Simon et al. [2] recommend 
benchmarking as one approach to comparison of 
introductory programming courses. It means “explicitly 
measuring outcomes” from different introductory 
programming courses “and comparing them against one 
another or against an established benchmark. But these 
outcomes cannot simply be student grades or pass rates, 
because there is no assurance that the assessments or the 
marking are comparable” [2, p. 103].  

II. BENCHMARKING AND RELATED WORKS  
According to results of previous research, Simon et al. 
introduced ten benchmarking questions suitable for final 

exams of introductory programming courses in [3]. These 
ten questions “available in five procedural/objectoriented 
programming languages” [3, p. 155] are published in the 
Appendix of [3], on page 159 (this is Java version). The 
use of these questions for benchmarking in the final 
examinations of some introductory programming courses 
is illustrated in [3] and [2]. These ten identical questions 
can be used for examination of “the relative performance 
of the students both across multiple institutions and within 
some institutions” [2, p. 103]. Simon et al.  presented the 
results of their benchmarking in thirteen final written 
examinations at seven higher education institutions in five 
countries (Australia, Canada, Finland, Netherlands, USA). 
Table 1 shows basic descriptions of these participants 
(type of institution, country, programming language, 
percentage of benchmarking questions in a final 
exam,etc.). We can see that introductory programming 
courses were taught in Java, Python and C programming 
languages in these institutions. According to the 
information in Table 1, Java version was used and final 
exams in this language were analyzed in three institutions 
(four final exams), Python version was used in three 
institutions (seven final exams) and C version was used in 
one institution (two exams). 

 The authors of this article started to cooperate with one 
of the authors of these questions in a joint international 
working group in 2009 [4]. The group analyzed 
examination responses in introductory programming 
courses to study novice programmers at seven institutions 
from seven countries (Australia, Canada, Finland, New 
Zealand, Singapore and Slovakia) in that research. The 
group used specific questions from the BRACElet project 
to explore students' skills in basic syntax, tracing code, 
understanding code, explaining code and writing code. The 
same questions were  part of final exams in these 
institutions. The groupused versions of those questions for 
these programming languages (according to the first 
programming language that is used in an institution): C, 
C++, C#, Java, Pascal, Perl, Python and Visual Basic. One 
of the authors of this paper analyzed results of her students 
received from final exam (in Pascal) in an introductory 
programming course called Basics of Informatics at the 
University of Žilina - Faculty of Management Science and 
Informatics.  

For the benchmarking analysis in 2016 the ten specific 
questions described in [2] “were marked according to 
a specific scheme” … For each question was “formed an  
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TABLE I.   
BENCHMARKING QUESTIONS IN FINAL EXAMS OF INTRODUCTORY PROGRAMMING COURSES ACCORDING TO [2] 

Institution Programming 
language 

How many % does 
the  final exam 
contribute to 
students’ overall 
mark in the course 

General 
information  

Order of  
analyzed 
exams 

What part of final 
exam are the ten 
benchmarking 
questions  

No Code 
in [2] 

Type Country 

1 A metropolitan 
university 

Australia Java 
 

40% 1st year of 
CS degree 

1 25% 

2 B metropolitan 
university 

Australia 60%  2 29% 

3 D major university USA 25% CS1 3 43% 

30% CS1.5 4 16% 

4 F regional 
university 

Australia 
 

Python 
 

50% Austr. 
campus 1 

5 36% 
 

Austr. 
campus 2 

6 

overseas 
campus 

7 

5 G suburban campus 
of a metropolitan 
university 

Canada 45% section 1 8 29% 

section 2 9 

section 3 10 

6 C major university Finland 50% engineering 
students 

11 45% 

7 E university Netherlands C language 0%, but is a hurdle 
that students must 
clear in order to pass 

elective, 
version 1 

12 47% 

elective, 
version 2 

13 

average mark for the students in each institution, and then 
the average of these institutional marks. … The 
institutional average was then considered as the 
benchmark against which each institution in turn could be 
compared” [2, p. 104]. 

Being inspired by this benchmarking research [2, 3], the 
authors had asked Dr. Simon for a version of 
benchmarking questions for the C programming language 
that was used as the first programming language in our 
institutions in the 2016/17 academic year. We prepared 
this version with texts of the questions and instructions in 
the Slovak language. We presented these programming 
tasks for the purpose of their use in Slovak schools in [5]. 
This paper decribes our preliminary results from our first 
programming courses in Slovakia within two universities 
(the Matej Bel University - the Faculty of Natural Science 
and the University of Žilina - Faculty of Electrical 
Engineering and Information Technology) in section 4. 

III. BENCHMARKING QUESTIONS 
Simon et al. present and discuss all the ten 

benchmarking questions in section 3 of [2]. The questions 
can be used for procedural or object-oriented programming 
languages. According to Table 1 (see column 
Programming language), versions in Java, Python, and C 
in [2] were used. The questions presented in section 3 of 
[2] are the Java versions. We can see summary information 
for these questions in Table 2. It includes type of question, 

required skills and objectives, type of answer, mark and 
benchmark of each question.  

The mark for a question (from 1 to 6 points according to 
difficulty of a question) indicates the contribution of this 
question to the benchmarking total (27 points). In the last 
column of each question the average among institutions 
from Table 2 is presented, which is called the benchmark 
result for the question. So a benchmark for a question is an 
average result of that question in final exams mentioned in 
Table 1. As we can see in the last column of Table 2 
(BENCHMARK), benchmark values of these questions 
are from 96% for question 4 to 44% for question  8. These 
results suggest that these questions have three levels of 
difficulty according to students’ solutions:  
• easy to solve questions with benchmark values 

between 100 – 80%, 
• average to solve questions with benchmark values 

between 79 – 60%, 
• difficult to solve questions with benchmark values between 

59 – 40%.  

According to these three levels of difficulty six questions 
were easy to solve (No. 4, 1, 2, 5, 7 and 6), all the three 
code-writing questions were average to solve (No. 3, 9, 
10) and one of two code-reading questions was difficult to 
solve (No. 8 with type of answer “short answer by own 
words” in mother tongue language /see Table 2, column 
ANSWERS and subcolumn TYPE/). 
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The most difficult questions of the test were the last three 
more complex questions marked out of 6 points each: No. 
8 (with benchmark value 44%), 10 (with benchmark value 
64%) and 9 (with benchmark value 66%). Questions in all 
the graphs in this paper are in the descending order by the 
value of the benchmark (see last column in Table 2) in 
order to make the results more comparable. 

As an example of the use of this benchmark, we can 
see the result of the analysis of final exam benchmarking 
questions at institution A (from Table 1, line 1, institution 
with code A) in Fig. 1. Performance by question at this 
institution is compared with the benchmark (values of 
benchmark for each question comes from Table 2, last 
column). We can say that the average performance of 
students in these questions is a bit under the benchmark in 
all questions. The order of difficulty by question is similar 
to the benchmark. Compared with the order of questions in 
the benchmark line, there are two small exchanges in 
results of institution A: average performance in questions 
No. 1 (lower) and 2 (higher) and average performance in 
questions No. 7 (lower) and 6 (higher).  

As we mentioned in the previous section, we replicated 
this research within two higher education institutions in 
Slovakia, where introductory programming courses were 
held in the C programming language and language of 
instruction was the Slovak language. We present our 
results in the next section. 

IV. RESULTS 
In this section we present some of our preliminary results 

of benchmarking according to the ten questions described 
above in Slovakia. As we mentioned in section 2, we 
received English version of benchmarking questions for 
the C programming language from Dr. Simon, the lead 
author of [2], in 2016. According to the scheme of this 
research and recommendations for evaluation from Dr. 
Simon, we replicated this study in two institutions in 
Slovakia.  

We translated texts of these ten questions and all the 
instructions to the Slovak language [5]. For piloting we  

 

 
 
 

used benchmarking questions in the 2016/17 academic 
year at both institutions: in winter term in institution K (the 
University of Žilina that is situated in Žilina) and in 
summer term in institution J (the Matej Bel University that 
is situated in Banská Bystrica). 

A. Piloting in Slovakia  

Institution K is the Faculty of Electrical Engineering of 
the University of Žilina (UNIZA; a regional university). It 
offers a compulsory introductory programming course 
Algorihtmization and Programming taught in the C-
language. The course is taught in the first semester of the 
bachelor’s study programme in all study programmes with 
time allocation of two hours of lectures and two hours of 
laboratory exercises (i.e. tutorials) per week.  

Lectures are delivered by two teachers and tutorials are 
organised in several groups and are given by several 
teachers. Participants of these courses are typically 
students in their first year of a bachelor’s degree. We used 
the benchmarking questions in the C-language in Slovak 
version for the first time in the winter term of the 2016/17 
academic year.  

75 students solved  the set of benchmarking questions 
during their laboratory exercises which were led by one 
teacher. Students were split into five study groups within 
three study programmes:  
• Automation - 33 students (two groups: C1 with 19 

students and C2 with 14 students),  
• Biomedical Engineering - 13 students (group C3),  
• Telecommunications - 29 students (two groups: C4 with 

18 students and C5 with 11 students).   
The teacher of these five groups neither had  a possibility 
to prepare final exams, nor could she test students in final 
exams. The coursework taught by her contributed by 50% 
and the final exam contributed by 50% to the student’s 
final course grade. The set of benchmarking questions 
were used at the end of semester as the last test of 
coursework (laboratory exercises). Fig. 2 shows the 
performance of students in the five groups mentioned 
above taught by the same teacher in institution K.  

 
 
 

Performance of students (%) 

Numbers of benchmarking questions  

Figure 2.  Detailed performance by question in five study groups 
at institution K in 2016 and the average performance of this 

institution (dashed line). 
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Figure 1.  Performance by question at institution A (dashed line) 
compared with the benchmark [2, p. 107] 

281



 
TABLE II.   

DESCRIPTION OF THE TEN PROGRAMMING QUESTIONS FOR BENCHMARKING IN FINAL EXAMS ACCORDING TO [2, P. 104 - 106] 

QUESTIONS OBJECTIVES  
(for full texts of the questions see to the Appendix of [3]) 

ANSWERS BENCHMARK 
(%) 

No TYPE  Required skills  Content of programming language TYPE  Marks 
(points) 

1 understanding natural-language description vs. 
programmed expression 

Boolean expressions (relational and 
boolean operators)  

4 choices 
 

1 90   

2 code-tracing tracing code combination of assignment and 
sequence 

4 choices 1 89   

3 code-writing to solve a given problem by 
writing a code  

exchange of three variables  write code 3  70  

4 code-tracing 
 

tracing code 
 

branching  

(nested if 
tatem

ents) 

nested pair of if statements short answer: value of 
variable 

1 96   

5 nested if statements + else 
if and else in the outer 
statement 

4 choices 1 89   

6 iteration 

while loop to traverse 2 
arrays 

short answer : value of 
variable 

1 80   

7 code-reading  tracing code and explaining 
purpose of a small piece of 
code by natural language 

 for loop and if statement 5 choices 1 85   

8 for loop short answer: by own 
words 

6   44 

9 code-writing modification of a given code to 
solve a problem  

for loop and  arrays write code  6  66  

  10 to solve a given problem by 
writing a code 

write a method that returns 
a value, arrays 

write code 6  64  

Benchmarking total 27 Levels of 
difficulty  

A dashed line in Fig. 2 means an average mark of these 
groups. The order of questions in this graph is 
corresponding with the order of questions in Fig. 1 
(descending according to the value of the benchmark of 
a question). It helps us to better compare our results with 
the study [2].  

If we compare the results in Fig. 2 with the objectives of 
individual questions described in Table 2, we can find the 
areas of skills and knowledge of algorithmization and 
programming that do not cause problems to students as 
well as problematic areas of algorithmization and 
programming in individual student groups. Based on the 
comparison of the results among these 5 groups of 
students, we can conclude that the group C3 (yellow line; 
students of Biomedical Engineering) had the highest 
performance in all the questions.  

Institution J is the Faculty of Natural Sciences of the 
Matej Bel University (UMB; a regional university). It 
offers a compulsory introductory programming course 
Programming 1 taught in the C-language for Applied 
Informatics and Teaching Informatics study programmes. 
The course was taught in the second semester of the 
bachelor‘s study programme with two hours of lectures and 
two hours of laboratory exercises (i.e. tutorials) per week in 
full-time study. The course was also taught in external form 
of study. 

Lectures and tutorials were delivered by one teacher in 
institution J. We introduced him to the set of benchmarking 
questions and asked him to use them as part of the final 
exam. The benchmarking questions were solved by 34 
students during their final exam of this course in the 
summer term of the 2016/17 academic year.  

B. Comparison of benchmarking between institutions 
All benchmarking tests from both institutions mentioned 

above which had been solved in the 2016/17 academic year, 
were marked by one person upon a specific marking 
scheme given by Dr. Simon, the lead author of [2]. We 
analyzed the results  of these tests at both universities and 
compared them in the academic year 2016/2017. Fig. 3 
presents the performance of the students of both institutions 
against the benchmark (black line; the values of the 
benchmark for each question come from Table 2, last 
column). Blue line is an average mark of institution K and 
red line is an average mark of institution J. Good and also 
problematic areas of programming and algorithmic skills of 
students are visible in both institutions in this evaluation. 

If we compare performance by question at these 
institutions with the benchmark we can say that the average 
performance of students in these two institutions is a bit 
under the benchmark in almost all questions (except 
question No. 1 at UNIZA and question No. 5 at UMB.  

The most difficult questions for students were (similar to 
the benchmark line) the last three questions of the 
benchmarking test (No. 8, 9 and 10). They were more 
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complex than others and students could earn up to 6 points 
for each of them (for more details about objectives of these 
questions, see Table 2).  

Compared with the benchmark, the average result in 
these three questions for both the institutions is under 40%. 
Students should improve their algorithmic thinking and 
skills in writing and modifying code for a given problem 
(questions No. 3, 9 and 10) and in explaining the outcome 
or the purpose of a small piece of code by using a natural 
language with a short sentence (question No. 8).  

But if we compare the results of the best group from 
institution K (see a yellow line in the graph in Fig. 2) with 
the benchmark line in Fig. 3, we can see that the average 
performance of students of Biomedical Engineering is 
better than the benchmark in all the questions. They 
reached performance in all the questions above 70% so we 
can conclude that no question was difficult for  
them to solve. This group had the worst average result for 
question No. 10 (according to Table 2, columns 
ANSWERS and OBJECTIVES, students had to write 
a code for a method) which is 70%. 

C. Next two years in Slovak institutions 
Because one of the authors of this paper changed her 

institution, the authors continued with benchmarking 
testing in 2017/18 and 2018/19 academic years only in 
institution K in a similar way as we described above, in the 
same first programming course Algorithms and 
Programming.  

In winter 2017 only 28 students in 2 groups were tested 
and compared. They were taught by the same teacher as in 
winter 2016 and within the study programmes of 
Automation (one group) and Telecommunications (one 
group).  

In winter 2018 five groups with 69 students were tested 
and compared. They were taught by three different teachers 
and within three different study programmes:  
• Automation (two groups),  
• Telecommunications (one group) and  
• Multimedia technologies (two groups).  
In Fig. 4 we can see comparison of average students’ 
performance by questions and by years.  

We also invited other teachers of introductory 
programming courses to this benchmarking activity in 
Slovakia. Two teachers of introductory programming in 
the C-language from two secondary vocational schools 
with electrical study programmes were interested in this 
activity in the 2018/19 school year but we do not have any 
results from them yet.  

We also invited a colleague from the Faculty of 
Education, Catholic University in Ružomberok, who is 
teaching a course of programming in the C-language for 
future teachers of informatics study programmes. This is 
the second programming course for these students (they 
were taught in Python in their first programming course). 
We have discussed the use of the benchmarking questions 
as a pretest for them before starting this second course of 
programming. Another possibility could be to invite a 
teacher of introductory programming course that is taught 
in Python. In this case we are planning to ask the lead 
author of [2] for a Python version of the ten questions. 

DISCUSSION AND CONCLUSION 
As we described above, inspired by [2] and [3] we used 

the ten benchmarking questions in two higher education 
institutions in Slovakia during the last three academic 
years. We can say that this activity was very useful and 
informative for our teachers of introductory pregramming 
and also for their students. This activity revealed some 
areas of programming learning that should be trained more.  

From the history of average performance in institution K 
that can be seen in Fig. 4, we can say that it makes sense to 
do this benchmarking in all introductory programming 
courses in an institution in order for teachers of these 
courses to have a better picture of their students and of their 
knowledge and skills needed for programming. We can say 
that this benchmarking activity can be a very good tool as 
a part of final exams to recognize if a student acquired the 
most important basic skills in the programming area. 

 
 

Performance of students (%)      

 
Numbers of benchmarking questions 

Figure 4.  Performance by question of courses at institution K 
(UNIZA) in three academic years 
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Figure 3.  Results of piloting in Slovakia in the 2016/17 academic 
year against the benchmark (black line; according Table 2) 
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The results seen in Fig. 4 show several factors that are 
important for further education at this institution: 
• to increase the emphasis on practising algorithms and 

algorithmic thinking, 
• to use more examples for finding solutions to specific 

problems, 
• to communicate among teachers of different study 

groups within the same course about problematic 
algorithmic and programming areas of student skills. 

According to [2, p. 110] “instructors will need to give 
careful consideration as to … interpretation … of 
performance of students in a course at an institution” 
because “every finding must be interpreted in its own 
context.” The authors of [2, p. 111] “do not believe that it 
would be valid or productive to use the benchmark to 
establish relative rankings of institutions in programming 
education” because this “is not a global benchmark for 
introductory programming.” The benchmark mentioned 
above was “based only upon a small number of institutions” 
[2, p. 111]. But if other teachers use the questions and notify 
the authors of their results, the benchmark figures will be 
adjusted accordingly.  

Testing in all study groups of the same introductory 
programming course at an institution (by all teachers of this 
subject and in all study programmes where this subject is 
compulsory) compared to testing only in some of study 
groups, would bring valuable knowledge for teachers of an 
institution.  

After testing in all groups at an institution, benchmark 
values for this institution could be calculated. After 
calculations, each teacher of an introductory programming 
course at this institution would be able to better identify 
problems of his/her study groups with some programming 
skills. Such institutional benchmark could show  teachers 
of introductory programming in an institution some 
opportunities how to improve their teaching/learning  
process.  

The authors have introduced the possibility of 
benchmarking within introductory programming courses in 
Slovakia.  Benchmarking testing through specific questions 
gives both students and teachers the opportunity: 
• to have a measurable way to find students’ 

performance in basic knowledge and skills, 
• to recognize shortcomings of students in algorithmic 

and programming skills, 
• to compare each other in a course or within own 

institution, and also among institutions in one country 
or even among institutions around the world.  

 
 
 
 
 
 
 
 
 
 
 
 
 

Students who find their shortcomings have the 
opportunity to overcome these shortcomings. On the other 
hand, teachers have the opportunity to improve their 
teaching in the areas of algorithmization and programming 
teaching. 
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Abstract— The paper introduces the analysis of know-how 
in the implementation of model for establishing the ecosystem of 
innovation universities. The principal focus is on the practical 
solutions of technology transfer and on building the accelerating 
innovation business ecosystem in the academia environment. 
The most significant feedback from the pilot implementation is 
presented with the goal to create a comprehensive system of 
acceleration and incubation of innovative business, which is 
based on effective forms of transfer of research results into 
practice. 

Keywords—business, incubation, innovation, innovative 
entrepreneurship, science park. 

I. INTRODUCTION 
The ecosystem of university innovation centers provides 

the scientific and technological knowledge base, innovations 
and workforce, which is needed to shape a prosperous and 
sustainable future and with adequate quality of life for the 
citizens. It is the university science parks, that play a key role 
in fulfilling the mission of innovative universities in the 
Slovak Republic. This paper analyzes an example of good 
practice at the Technical University of Kosice (TUKE), where 
the University Science Park TECHNICOM (USP 
TECHNICOM) was established and now supports formation 
of the environment (in the university area) for the 
implementation of applied research and development (R&D). 
It also ensures transfer of the research outputs into economic 
and social practice and supports the creation and development 
of businesses which utilize R&D outputs for their innovative 
products, goods and services. 

II. THE CONCEPT OF TECHNOLOGY TRANSFER AT TUKE 
Generally, the role of university science parks is to provide 

an efficient incubation environment ensuring the 
acceleration process for the establishment and 
development of small and medium-sized hi-tech 
companies or startups and spin-offs companies, especially 
based on the relevant R&D outputs as realized within the 
research and innovation activities of university innovation 
centers. 

The establishment of USP TECHNICOM has become a 
breakthrough in setting up a system of effective R&D  

cooperation with the practice, and in providing the relevant 
support for the solutions of innovative projects or for activities 
related to the transfer of R&D outputs into practice at TUKE. 
USP TECHNICOM is an ecosystem which aims to create 
conditions: 

� for linking R&D areas with business practice, 
especially in relation to SMEs;  

� for the development of R&D activities;  

� to support the innovations, technology transfer and 
protection of intellectual property at TUKE. 

USP TECHNICOM provides an efficient support 
platform that enables and guarantees the required 
infrastructure for collaborative applied R&D with a link to 
practical support for corresponding innovation activities, 
business acceleration and transfer of knowledge and 
technology. Activities of the platform are based on the 
effective cooperation between academia and social and 
economic practice, which, from the TUKE perspective, is 
implemented to follow the corresponding concepts of the 
INDUSTRY 4.0 strategy. 

In fulfilling its mission and tasks, the USP TECHNICOM 
cooperates with other organizational units and departments of 
TUKE and external partner organizations, e.g. in creation of 
joint workplaces with corresponding organizations from the 
social and economic practice with an emphasis on research, 
development, innovation and presentation-motivational 
functions. These are performed through the common 
problem-oriented innovation or innovation-engineering 
centers, joint innovation centers that are created within the 
system, or through the innovation acceleration and technology 
transfer processes. 

In terms of the value chain model, the concept of USP 
TECHNICOM's mission is focused primarily on the following 
activities: 
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� To support the increasing effectiveness of research, 
development and innovations (R&D&I) in the 
academic environment through its direct and active 
linking with the needs and requirements of the 
industrial practice, particularly of small and 
medium-sized SMEs and the social sphere. 

� To contribute to the identification and valorization of 
such R&D&I projects and their outputs, which have 
the potential for further active and effective 
cooperation or application in the social and economic 
practice. 

� To support the dissemination of identified R&D&I 
outputs and projects through: 

o joint (cooperative) R&D&I projects and 
innovation projects for practice, 

o the transfer of knowledge or technology to 
the corresponding organizations of social 
and economic practice, 

o provision of comprehensive services related 
to the protection of intellectual rights for the 
university, its staff and students. 

� To support the development and effectiveness of 
domestic and especially international cooperation in 
the field of R&D&I projects, including the projects 
where organizations with social and economic 
practice participate. 

� To ensure, through the organizational structure, co-
operation between the executive R&D innovation 
centers at the faculty level and the independent 
university's departments, with the coordinating 
department at the university management level. Thus, 
to create an integrated and flexible organizational and 
management structure within the university. 

� To establish the integrated network architecture of 
USP TECHNICOM as an open platform that will 
enable efficient provisioning of the services for 
external, contractually cooperating domestic and 
foreign organizations or organizations that show 
interest in cooperation. These includes mainly: 
academic and scientific institutions, organizations 
from the social and entrepreneurial practice, or those 
focused on consultancy and facilitation of innovation 
and technology transfer. 

III. KNOW-HOW IN ESTABLISHMENT OF THE INNOVATIVE 
TECHNOLOGY TRANSFER ECOSYSTEM AT TUKE 

A. Implementation Aspects of Direct Technology Transfer 
at TUKE 
Direct technology transfer activities at TUKE are carried 

out in the following areas: 

� Collaborative research, where two or more entities 
cooperate to achieve an agreed output of the research, 
for which each entity allocates the necessary staff, 
financial and material resources. Generally, each 
entity has the means to carry out the research and can 
participate in the research. Each participant of the 
research has usually the right to benefit from the 
results of research. 

� Custom research, where research tasks or activities 
are carried out by one entity as a request (order) from 
the other entity (client). The right to exploit the results 
of the research has usually only the client, unless 
otherwise agreed by mutual agreement. 

� Consultations, provision of knowledge by one entity, 
which is carried out based on the request (order) from 
the other entity (client). The rights to the created 
intellectual property are usually property of the client. 

The area of direct technology transfer (TT) at TUKE is 
regulated by several organizational directives that are 
designed to ensure the utilization of a uniform procedure: in 
the areas of contractual relations, R&D, business activities and 
intellectual property protection. The specific conditions for 
conducting joint research, custom research and consultations 
(e.g. exploitation of intellectual property rights, amount of 
remuneration) are subject to agreement between the 
contracting parties. 

TUKE has prepared standardized sample contracts for 
individual types of direct transfer cooperation. Contracts are 
adjusted according to the requirements of the case. The 
financial transactions resulting from direct TT contracts are 
recorded in the TUKE organizational unit (which 
implemented them), and the price of works and services is 
created based on the agreement of the parties in accordance 
with the Price Act. The authorized employee of the specific 
TUKE organizational unit (which carries out custom/joint 
research) is responsible for compliance with the legislation in 
this area. 

USP TECHNICOM not only provides services in the area 
of mediation of contacts between the industry and TUKE 
departments, but also actively engages in addressing potential 
applicants for cooperation. When providing expert 
consultations, the relevant TUKE organizational unit manages 
and keeps track of the entire provisioning process. It should 
be noted that the search for potential candidates for 
cooperation in the form of direct TT is also done by the 
individual TUKE departments, however their activity varies. 
There are also professional innovation centers that are active 
in this field and establish wide contacts with industry practice 
and business entities in the implementation of direct TT. 

B. Commercialization of Technology by Establishing a 
Spin-off Company 
The guidelines, currently in force at TUKE, regulate the 

framework rules and procedures related to the management of 
intellectual property rights and the transfer of university 
property to companies. At present, TUKE does not have a 
special directive that would centrally regulate the detailed 
procedure and rules for creating spin-off companies at TUKE. 
Existing directives are used, which generally cover the 
subject: transfer of patent, licensing, etc. (i.e. dealing with 
intellectual property rights), depositing assets in companies. 
As the subject is generalized, each case is dealt separately 
based on its specificities. In case of the commercial form of 
“university spin-off”, the rules at TUKE define the legal entity 
as established for the purpose of utilizing the provided 
university’s intellectual property in the form of a product or 
service provided on the market. The university may have a co-
ownership interest in a legal entity. 

Supporting the commercialization of intellectual property 
through the support of a spin-off company is extremely 
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important for the university. The establishment of spin-off 
companies is a proven motivating element that promotes 
creativity, innovation and the involvement of students and 
employees in technology transfer activities. And the 
university can thus become a key element in the development 
of the region's innovation potential and economic growth. 
Thus, when creating spin-off companies, it is necessary to 
remove all the barriers and provide maximum synergy to the 
newly formed company. This includes cases when university 
is to allow a new company to obtain the rights to the 
technology for an agreed percentage of future income, or 
possibly to acquire the equity of the company (if it succeeds 
in the future). Of course, when considering the promotion of 
individual cases of potential commercialization, the premises 
of the subject of commercialization are analyzed, e.g. low cost 
when implementing the technologies to practice, the need for 
further development beyond the university research project 
and above all applicability in practice. For example, since the 
average time to commercialize technology from universities 
to industry takes abroad about four years, it is essential that 
the technology is flexible and easily adaptable to the market 
conditions and needs. It is therefore important that technology 
can be easily adapted to the products, services and processes 
of the company that acquired the technology. 

It can be stated that at the TUKE, the motivation 
environment is a systematically created and trends to become 
more intensive business behavior. Evidence of this is the 
establishment of the University Science Park 
TECHNICOM ecosystem, which implements specified tools 
and procedures for business acceleration, such as the Startup 
Center TUKE and Incubator TUKE. Within this ecosystem, 
the activities are organized: to support the identification and 
specification of business plans; to prepare business plans; to 
support trainings such “introduction to business”; to provide 
premises for companies; to support acquisition of information 
for the implementation of administrative and economic 
processes at the initial stage of company; to support in 
obtaining of finances for spin-off companies (especially 
support in finding and negotiating with the investors). 

Despite the rather difficult legislative conditions, thanks to 
TUKE's motivational support, several spin-off entities have 
been created in the university environment. They are currently 
in various stages of development. 

C. The World of Startups and Spin-offs 
The idea to support entrepreneurs and establish “high-

tech” companies that aim to fill the niche market with an 
innovative business idea has existed for a long time. The 
global venture capital market has seen a significant increase 
of significant investments in innovative projects, especially in 
the last three years. This led to the extraordinary popularity of 
terms such as "startup", "spin-off", "incubator" "business 
accelerator", "science park" etc. These facts have also 
influenced the development of infrastructures enabling the 
acceleration of innovative entrepreneurship, especially of 
research-oriented academic sphere in Slovakia. 

Currently, the idea to support the emerging innovative 
companies as a part of “startup” concept is current a 
worldwide phenomenon. On the other hand, finding a stable 
definition of the term "startup" is quite difficult, since it 
depends on multiple points of view. According to one of the 
best-known startup entrepreneurs from Silicon Valley - Steve 
Blank, it is "temporary arrangement designed to search for a 
repeatable and ‘scalable’ business model." The main product 

of the startup is the company itself (i.e. business plan and the 
person or team). A different idea of startups was brought by 
Eric Ries, student of Steve Blank, who defines startup as: 
“human institution created to deliver a new product or service 
in extreme uncertainty.” Key aspects of startups are product, 
innovation and uncertainty, which startup must face. It is the 
novelty of a product or service that distinguishes startups from 
traditional companies [1]. 

The trend to create new innovative, especially technology-
oriented companies has not been overlooked by the Slovak 
business environment, created mainly from the ranks of small 
and medium-sized entrepreneurs, who represent up to 99.9% 
of all companies, including startups. Even the Slovak business 
environment has a huge innovative potential, the success of its 
startups is not so significant compared to other countries [2]. 

Startup statistics and surveys indicate that approximately 
90% of established startups are doomed to absolute failure. 
Another 5% is in so-called. “zombie” state - they are doing 
certain activities, but they are quite insufficient. The success 
of the other 3% startups can be discussed. However, only 1.5% 
of the remaining startups can be described as successful 
projects. And the smallest group is the ‘stars’ - world leaders 
of the market segment [3]. 

As the external barriers to business are considered tax, 
levy, law enforcement or bureaucracy. The real causes of their 
failure are most often errors such as: they know what but do 
not know how; incompleteness of the product; capital 
unpreparedness; problem solving; team; ignorance of 
competition and low endurance. 

IV. EXAMPLE OF ESTABLISHING A BUSINESS ACCELERATION 
ECOSYSTEM IN A UNIVERSITY ENVIRONMENT 

TUKE, through the USP TECHNICOM ecosystem, 
systematically creates a motivational environment leading to 
more intensive business behavior. Within this ecosystem, the 
activities are organized supporting: the identification and 
specification of business plans; preparation of business plans; 
training such as “introduction to business”; environment for 
“incubation” of established companies; information gathering 
for administrative and economic processes in the initial phase 
of the company; obtaining of the finances e.g. for spin-off 
companies (especially support in finding and negotiating with 
investors). 

The central element of the TT ecosystem and acceleration 
of the innovative entrepreneurship within USP 
TECHNICOM’s is the Department of Entrepreneurship 
Acceleration, which consists of Startup Center and 
Incubator TUKE. Within the activities of the Department of 
Entrepreneurship Acceleration, business acceleration and 
research services are offered. These are mainly services aimed 
to provide: 

� Expert advice, coaching and mentoring focused on:  

o Development of business models and plans. 

o Creation and evaluation of financial plans. 

o Creation and evaluation of marketing plans. 

� Evaluation of business models focused on: 

o Development of methodology for assessing 
the success and sustainability of business 
models. 
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o Independent evaluation of business models 
created in USP. 

o Development of methodology for evaluation 
of knowledge (intangible) assets.  

 

 

� Services to enable formation of new startup and spin-
off companies: 

o Analysis of new - innovative forms of 
startup company financing in the Slovak 
Republic. 

o Development of methodology for selecting 
appropriate external financing, considering 
the type of business activities. 

o Analysis of tools to support the sale of small 
series production for spin-off and startup 
companies 

o Analysis and establishment of active 
cooperation with incubators in order to 
shape and create sustainable “innovative” 
business entities.  

� Pilot provision of an active Business Acceleration 
Program (BAP) for selected business applicants 
implemented through the activities of Startup Center 
TUKE and Incubator TUKE. 

For those interested in business, the system for 
acceleration of business plans represents the original pre-
incubation service of the Startup Center TUKE. The essence 
of acceleration is a system of active (targeted) selective 
preparation of selected entrepreneurs. Successful graduates of 
“acceleration” gain the access to the TUKE Incubator. 

In Fig. 1. the "workflow" model of innovation business 
acceleration and TT at TUKE is depicted. Innovation business 
acceleration uses the approaches and methodologies 
elaborated within the USP TECHNICOM project, and takes 
into account know-how of active cooperation with Swedish 

partners from the LEAD incubator created at the University 
Linköping in close cooperation with SAAB AB. 

The main idea behind Startup Center TUKE is to “start” 
a process that will support people in realizing their innovative 
ideas and help turn the idea into a commercially usable 
product or service. The TUKE, through the Startup Center 
TUKE, has the ambition to significantly support innovative 

                           

projects with high-quality expert advice, as well as with its top 
research infrastructure.  

 

Startup Center TUKE offers: 

� favorable conditions for physical placement of the 
“startup” in the premises of the Startup Center TUKE, 

� expert and mentoring support of the business plan by 
scientific departments at TUKE and partner 
institutions, 

� support in the utilization of specific departments, 
laboratories and other TUKE’s facilities in the 
implementation of business plans, 

� support in attracting the partners from the commercial 
environment, in finding potential investors and in 
creating a business plan. 

The advantage of the Startup Center TUKE 
(www.startupcentrum.sk) is the combination of quality 
infrastructure with mentoring support.  

Incubator TUKE is one of the key components of 
business acceleration ecosystem, TT and TUKE. It is being 
operated within the University Science Park TECHNICOM 
ecosystem. Its goal is to provide an incubation environment 
to ensure the acceleration process for the establishment and 
development of small and medium-sized “Hi-Tech” or Startup 
and Spin-off companies, particularly based on the relevant 
results of R&D carried out in the framework of research and 
innovation activities of TUKE, which eventually passed 
through the pre-incubation process at the Startup Center 
TUKE, primarily in the following areas: Information and 

 
 
 

Fig.1 Model of accelerating innovation business and technological transfer at TUKE 
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communication technologies; Electrical engineering, 
automation and control systems; Mechanical engineering; 
Civil engineering; Environmental engineering. 

In the short term, the Startup Center TUKE and Incubator 
TUKE gained a good reputation by organization of the 
activities that support startups and implementation of various 
acceleration programs. Both became an important element of 
the technology transfer ecosystem with the regional impact. 
BAP implemented as part of the business acceleration at 
TUKE represents an integrated system of activities aimed to 
develop the innovative plan of entities located in the Startup 
Center TUKE and Incubator TUKE, based on R&D outputs. 
BAP forms a continual chain that ensures and provides the 
services in the fields of innovation, technology transfer and 
entrepreneurship through the implementation of applied 
research in order to develop the innovative business. 

Startup Center TUKE and Incubator TUKE have 
become an important element with innovation potential, 
having a regional impact. Startup Center TUKE searches for 
new – innovative projects through the competition called “Do 
you have an idea? Present your startup!”. By now, over 100 
innovative projects have been involved in the acceleration 
program through the innovative ideas’ competition. Overall, 
more than 40 prospective startups with great innovation 
potential have joined in the Startup Center TUKE. Several of 
them managed to gain support from investors and launch 
several successful products while being part of the Startup 
Center TUKE. In total 8 joint research and development 
innovation center between TUKE and external entities 
were established already during the first year (2018) of USP 
TECHNICOM’s existence (www.uvptechnicom.sk). 

V. CONCLUSION 
In this paper the authors presented the concept for 

establishing the innovative universities ecosystem on the 

example of the Technical University of Košice: topic of 
technological transfer at TUKE is presented with an emphasis 
on creating the accelerating innovation business ecosystem in 
the academic environment. The presented approach is 
gradually implemented in order to create a comprehensive 
system of acceleration and incubation of innovative business, 
which is based on effective forms of transfer of research 
outputs into practice. 
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Abstract— The paper presents the mission of the H2020 
project MIDIH, which solution is still ongoing and will be 
completed in 2020. In connection with the project's mission, 
the ongoing outputs of the solution with selected aspects 
supporting the efficient application of Digital 
Transformations (DT) in production processes are 
presented. Emphasis is placed on ensuring the professional 
quality of human resources for all actors, while 
guaranteeing the application of a given DT. An important 
project contribution to the solution of the above-mentioned 
problem is the development of the concept of "Digital 
transformation journey - customer approach", which 
supports the solution in multiple aspects of DT, especially 
aspects related to human resources development. 

Keywords - manufacturing industry, digital transformation, 
human resources development, Industry 4.0, DIH, 
collaboration platform, market segmentation, risk 
management. 

I. INTRODUCTION 
The Digital Single Market (DSM) strategy aims to 

open up digital opportunities for people and businesses 
and enhance Europe's position as a world leader in the 
digital economy. By boosting Digitizing European 
Industry (DEI), it aims to ensure that businesses, SMEs 
and non-tech industries can benefit from digital 
innovations to create a higher value chain. DEI strategy 
links national & regional initiatives and boosts investment 
mainly in the framework of concepts presented in the   
Industry 4.0 (I 4.0) - the fourth industrial revolution 
strategy oriented mainly on the digital transformation 
of industrial markets. Industry 4.0 and European 
digital / smart industry are based on the evolution to 
cyber-physical systems, representing the fourth industrial 
revolution on the road to an end-to-end value chain with 
Industrial IoT and decentralized intelligence in 
manufacturing [1]. 

 The European Commission launched on 19 April 2016 
the first industry-related initiative of the Digital Single 
Market package. Building on and complementing the 
various initiatives for digitizing industry, such as Industry 
4.0, Smart Industry and Factory of Future (FoF). The EU 
proposed Digital Innovation Hubs (DIHs) as a key priority 
in the Digitizing European Industry Initiative, adopted in 

April 2016. DIHs can help ensure that every company, 
small or large, high-tech or not, can grasp the digital 
opportunities. With technical universities or research 
organizations at the core, DIHs act as one-stop-shops 
where companies —especially SMEs, startups and 
mid-caps can get access to technology-testing, financing 
advice, market intelligence and networking opportunities.  

   ICT Innovation for Manufacturing SMEs (I4MS), 
is a European initiative supporting manufacturing SMEs 
and mid-caps in the widespread use of information and 
communication technologies (ICT) in their business 
operations fostering leadership in manufacturing through 
Digital Innovation Hubs (DIHs) [2].   

    Under Research and Innovation Activity (RIA) or 
Innovation Activity (IA) projects from I4MS calls in 
H2020, SMEs can apply for technological and financial 
support to conduct small experiments allowing them to 
test digital innovations in their business via open calls. 
The H2020 projects from I4MS initiation were initiated by 
three phases with each phase having complementary 
objectives. 

Phase 1: Creating a well-functioning ecosystem 
supporting by relevant Digital Innovation Hubs (DIHs) 
launched in July 2013. Focusing on creating DIHs and 
establishing a core I4MS community/ecosystem. 

Phase 2: Launched in Fall 2015, with the aim of further 
growth of the core I4MS community / ecosystem. 

Focus under Phase 1 and 2 of I4MS initiative is on four 
technology areas: 
� HPC cloud-based simulation services. 
� Advanced laser-based equipment assessment.  
� Industrial robotics systems. 
� Intelligent fixtures replaced at Phase 2 by the Cyber 

Physical Systems (CPS) and Internet of Things (IoT) 
in manufacturing processes. 

The nearly €110 million funding was made available 
during the Phases 1 and Phase 2, more than €26 million 
was distributed to SMEs and Mid-caps through 15 open 
calls.  

Phase 3: Launched in September 2017, with the aim to 
reinforce the I4MS ecosystem.  A total funding of €34 
million is made available under Phase 3. Focus under 
Phase 3 of I4MS initiative is on four technology areas 
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important to the digital transformation of companies in the 
manufacturing areas: 
� Additive manufacturing. 
� CPS and IoT. 
� Robotics. 
� HPC. 

During these phases, European SMEs and mid-caps will 
be exposed to new approaches and methodologies on 
business models, access to financing, and training 
opportunities to re-skill staff. Issues related to the 
development and implementation of DIH competencies in 
the framework of the EU strategy for the digitization of 
manufacturing industry will be based on the knowledge, 
experience and products generated by the H2020 (I4MS) 
MIDIH project. The project, on behalf of the Technical 
University of Košice (TUKE), which is the partner of the 
project consortium, is solved under the guarantee of its 
University Science Park TECHNICOM (USP 
TECHNICOM). 

The MIDIH (767498 /  2017 - 2020) “Manufacturing 
Industry Digital Innovation Hubs (for I 4.0)” project 
has been activated within the given H2020 call under 
(phase II). of the I4MS initiative in the area of CPS / IoT 
in manufacturing processes [3]. 

II. PROJECT MIDIH 
Mission. Project MIDIH (Manufacturing Industry 

Digital Innovation Hubs) is Integrated Activity (IA) 
funded under the EU’s Horizon 2020 Programme, as part 
of the I4MS initiative focusing on activities related to the 
development and implementation of "CPS / IoT" 
concepts in the manufacturing industry specified in the 
“Industry 4.0” strategy. The MIDIH is connect operating 
Digital Innovation Hubs, relevant Competence Centers 
and other partner institutions focusing on CPS and IoT 
technologies into a pan-European network capable of 
more effectively addressing the needs of European 
industry, notably SMEs and MidCaps. The 
pan-European network is the basis for creating an 
innovative MIDIH ecosystem in its area of 
competences.  

By pooling the skills and resources of partners from 
the project consortium and providing a cross-European 
unifying operational framework (ecosystem), MIDIH will 
allow developers, corporates, SMEs and start-ups across 
Europe to:      
� Understand and master a broad range of new 

technologies and related business models introduced 
in the “Industry 4.0 (I 4.0)” strategy by accessing 
skill building services;    

� Experiment and test new processes and products by 
accessing the latest technologies in a wide range of 
testing facilities and receiving qualified support for 
customisation and project design;       

� Boost and internationalise their own business 
through cross-border demand-offer brokerage, access 
to markets and access to finance.  

MIDIH is an active project, which solution will be 
completed in September 2020. The aim of this paper is to 
present the mission of the project and the knowledge that 
will gradually be acquired during its solution. The 
authors’ endeavor is to bring solutions focused especially 

on the support of efficient application of digital 
transformation (DT) in manufacturing industry processes. 
The success and expected effectiveness of DT 
applications is directly proportional to the professional 
quality of human resources both for users and for 
solvers and suppliers of DT applications. Therefore, 
aspects of human resource development are 
highlighted in the paper.   

NOTE: The paper is processed using the 
documentation of ongoing outputs, which were accepted 
by regular external evaluation of the project by the 
European Commission. 

 
   TUKE mission in the MIDIH project. From the 

professional point of view, the TUKE was introduced in 
the project through the activities of its ZATIPS Competent 
Center (CC ZATIPS) focused on the field of "Application 
of CPS / IoT in Smart Production Systems and Services".  
CC ZATIPS is an autonomous organizational unit of the 
University Science Park (USP). Therefore, the TUKE is 
presented in the project through its CC as "CC5 / TUKE". 
The position of CC5 in USP TECHNICOM allows to use 
MIDIH activities and outcomes to ensure its successful 
transformation into a regional industrial HUB (RIDIH). 
The transformation process and establishment of the 
RIDIH in the framework of the USP TECHNICOM 
ecosystem is the key mission of the TUKE in the project, 
as it is as well stated on the EC official website in 
accordance with “Slovakia’s national initiative for 
digitising industry ...“: [4]. 

    Consortium of the MIDIH project. The MIDIH 
project is an inclusive Innovation Action of 21 
beneficiaries coming from 12 EU Countries, including, 
Competence Centers, Digital Innovation Hubs, CPS/IOT 
Technology Providers as well as Lighthouse 
Manufacturing Industries. By two-iteration of the Open 
Call (supported by €1.92 million from MIDIH budget) 
help to achieve a critical mass of cross-border experiments 
focused on supporting the digitization of processes 
associated with CPS/ IoT solutions. (see project web site: 
midih.eu/project.php) 

A. MIDIH Project key aims 
� MIDIH leverages active network of local 

Competence Centres, Regional and EU DIHs and 
other stakeholders each specialised in peculiar aspects 
of the CPPS/IIOT (Cyber Physical Production System 
/ Industrial Internet of Things) technologies and able 
to attract, mentor and nurture local Manufacturing 
companies towards Industry 4.0 projects, experiments 
and business. I this way to create ecosystem as a 
one-stop-shop global marketplace for European and 
regional MI-DIHs, CCs and other stakeholders and 
customers in an EU dimension network.   

� The network and developed MIDIH ecosystem will 
be supported by the common, open collaborative  
ICT platform (DIHWARE) ensuring access to 
knowledge, methods, technologies, and collaboration 
tools, which will be shared among the MIDIHs 
network and allow cross-border fertilization, 
continuous improvement and open innovation of local 
manufacturing industry in the framework of concepts  
specified by the I4.0 strategy.  
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Complementary projects. The MIDIH project is 
partly, with its mission and impacts, complementary with 
project BEinCPPS (Business Experiments in Cyber-
Physical Production Systems), a project funded under 
Phase 2 of I4MS with the goal of improving the adoption 
of Cyber-Physical Production Systems throughout Europe. 
From this point of the view it is important to interpret and 
exploit the solutions, outputs and impacts of the MIDIH 
project in the holistic context of the strategic focus of the 
I4MS initiative, which is ensured by a portfolio of 
complementary research and innovation projects (funded 
from the H2020 program resources). 

The other active projects of the I4MS initiatives open 
till 2019 are available through I4MS website: i4ms.eu   
    

B.   Main goals of the project’s Work Packages  
MIDIH project main objectives a specified with regard 

to its work packages (WP): 
1. To manage the project technical progress and 

execution, and monitor, assess and govern the project 
innovation results and their impact. Preparing and 
realisation of two Open Calls. (WP1);  

2. To model DIH / CC business processes, specify 
industrial scenarios and identify use cases and 
requirements for the CPS/IOT Open Digital Platform. 
(WP2);   

3. To define a one-stop-shop marketplace and develop 
the framework of a MIDIH open collaboration 
platform (DIHWARE) that will grant services as 
“Access to”: Knowledge, Technologies, Market, 
Competencies and relevant Collaboration 
environment required by the MIDIH Ecosystem". 
(WP3);  

4. To integrate, test and deploy a MIDIH Open Source 
Platform to support all the cross-border CPS/IOT 
experiments. (WP4); 

5. To develop a common methodology for the 
cross-border experiments provided by the Open 
Call’s winners / approx. (30 – 32 experiments in two 
Open Calls), and provided by the 3 Lighthouse 
experiments inside of  the project -  to carry out a 
critical mass of  industrial experiments bringing 
together different key actors along the full value chain 
to customize the technologies according to the 
requirements of the users (WP5); 

6. To develop the conceptual BM for industrial oriented 
DIHs, Innovation model and Sustainability model for 
DIHs’ operation and development. (WP6) 

7. To define, prepare and implement dissemination, 
communication and training activities, contest 
awards, regional expansion, cooperation and support 
to I4MS activities (WP7); 

8. To define, prepare and implement exploitation, 
standardization and return on investment plans, 
extending the impact of MIDIH solutions to IoT, 
Smart Systems ecosystems (WP8). 

 
 “DIGITAL” technologies specified and supported 

in the MIDIH project: 
� Field CPSs’ Smart Systems Technologies; 

� Field Communication Technologies Privacy Trust 
Security Cybersecurity (TSN, 5G); 

� Smart Sensors and IoT protocols; 
� Data in Motion Industrial Analytics; 
� Data at Rest Industrial Analytics; 
� Cloud, Edge and Fog Computing; 
� HPC and Modeling plus Simulate Technologies; 
� Data (Big Data) Architectures, Exchange, Sharing; 
� Privacy Trust Security Cybersecurity. 

 

C. Continuous outcomes/ exploitable assets of the 
MIDIH project 

    The exploitable results from the different work 
packages have been classified into 5 different solution 
packages 

 
1. DIHIWARE Platform  
1.1 DIHIWARE Platform: the MIDIH IT Collaborative 

Platform for CCs and DIHs including its services 
(temporary versions). 
 

2. MIDIH OPEN Platform 
2.1 Reference Architecture based on the “data driven 

approach”: Technology architecture that defines the 
overall platform for required production application area. 
There are three different implementations (industrial 
demonstrators) of reference architectures: smart product, 
smart factory and smart logistics. 

2.2 MIDIH Open CPS/IoT integrated platform: Open 
platform of CPS/ IoT components integration in relation 
to the selected reference architecture.  
 

3. CPS/IoT Components (Open source MIDIH 
components (available from FIWARE, APACHE and 
ARROWHEAD resources) to implement the MIDIH 
Functional and Modular Reference Architecture). 

3.1 Edge-computing technologies: Demonstration and 
guide for deployment, usage and integration of edge-
computing technologies (components). 

3.2 Interoperability Gateway via open AIPs: e.g.  
gateways between MIDIH platform and proprietary but 
open commercial solutions in the field of IOT (SIEMENS 
MindSphere, Implementing IDS RA and Connectors; 
Implementing OPC-UA bridges with e.g. MINDSPHERE 
High Impact Initiative). 

3.3 Data Analytics Framework for MIDIH Open 
platform: Development of the reference implementation 
of the MIDIH Data Analytics Framework (DiM and DaR 
components), covering the two basic lanes, one FIWARE-
based and the other based on APACHE.  

3.4 MIDIH Inter-Site Secure Data-Bus (in 
development). 
 

4. Methodologies 
4.1 Requirements engineering, methodologies and tools 

for relevant MIDIH activities  
4.2 Methods and tools for experiments development 

and assessment - Common and well-founded methodology 
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Figure 1. Sketching a DIHWARE services domains - First “Access 
to” approach DIHWARE design 

 

 

“Find synergies, provide and find opportunities and valuable information and easily 
connect with the people from MIDIH and your / client ecosystem”

Figure 2. Second “Collaborative” approach to the DIHWARE 
design 

for a uniform conduction of the MIDIH Lighthouse 
experimentations and for supporting the cross-border 
Open Calls. 

4.3 MIDIH Innovation Management and Methodology - 
A methodology for Innovation Management Strategy that 
gives recommendations to implement the most relevant 
innovation management techniques for a development of 
DIH Sustainability Model and the related Business Model. 

4.4 6Ps Migration Strategy Methodology-MIDIH 
methodology for Manufacturing SMEs migration to 
Industry 4.0  

4.5 Education and training actions and guidelines - A 
set of recommendations with the related best educational 
and training actions and training methodologies (in 
development). 

4.6 SMEs Digitalization Journey and Blocking 
Points – Methodology to the definition of the barriers that 
block SMEs in improving their level of digitalization 
according to their current digital level of maturity. Starting 
from the digital innovation pillars, the DIH service offer 
could support the SMEs in overtaking these barriers also 
through the design of new services. Therefore, the 
adoption of this methodology can be also an exercise for 
the DIHs that want to understand which portfolio of 
service is the most suitable to support the SMEs in reach 
the end of this test-before-invest digital transformation (in 
progress). 

4.7 DIH Service Portfolio - Portfolio of services that are 
needed to support the digitalization of the European 
Companies in the I4.0 era (in progress). 
 

5. Demonstrators & Experiments 
5.1 Automotive Industry Demonstrator (FCA Fiat 

Chryslers Automobiles) - Demonstration of Predictive 
Maintenance of an innovative Industry 4.0 welding cell in 
an Automotive plant. 

5.2 Cutting Tools Industry Demonstrator (TIVOLY 
Spain) - The demonstration develops cyber physical 
production capabilities that support a new digital business 
model set by a Product-Service platform. 

5.3 Steel Logistic Chains Industry Demonstrator 
(Thyssen-Krrup) - This demonstrator illustrates the use 
case of a distributed production supply chain in the steel 
industry. 

Outcomes from two Open Calls for CPS/IoT 
experiments (it will be cca 16 + 16 projects). Outcomes 
from supporting experiment projects are presented by 
relevant best practices / case studies in areas of: 

5.4 Smart Factory and Product Experiments,  
5.5 Smart “digital” Technology Experiments,  
5.6 Smart Supply and Maintenance Experiments. 

III. DIHWARE - COLLABORATIVE PLATFORM FOR  
MIDIH ECOSYSTEM 

Platform DIHWARE is outcome from specific 
particular working objective: To specify and implement 
the IT Collaboration Platform (DIHWARE) and to 
instantiate it for DIHs, CCs and other stakeholders in the 
MIDIH ecosystem. Its development and implementation  
objectives are initiated by the aforementioned key goals in 
WP 3 “To define a one-stop-shop marketplace and 
develop the framework of a MIDIH open collaboration 

platform (DIHWARE) that will grant services  as “Access 
to: Knowledge, Technologies, Market, Competencies and 
relevant Collaboration environment required by  the 
MIDIH Ecosystem”. 

 
Significant actors in the MIDIH ecosystem are its 

industry oriented DIHs and relevant Competence Centers 
from the project consortium. From the perspective of the 
MIDIH ecosystem's mission and services and its 
DIHWARE collaboration platform, it is therefore 
appropriate to include the established specifications for 
DIH and CC in this project. 

Digital Innovation Hub (DIH) acts as a one-stop-shop 
intermediation and engineering institution that brings 
multiple stakeholders together in order to help companies 
to become more competitive by improving their business / 
production processes as well as product and services by 
means of digital technology. Competency Centre (CC) 
provides specific services for application of relevant 
knowledge and access to required technologies at a given 
business area for its customers (companies or other 
institution). These services are ensuring very often by 
relevant R&D or innovation projects.  Nowadays, one of 
the main issues of the ICT competence canters include 
applications of digital transformation in production, 
mobility, construction processes, building technology, 
health services and medical technology.  The activities of 
competence centers are very often implemented in the 
framework of the appropriate DIH or specific network / 
ecosystem of DIHs (in our cases MIDIH ecosystem). DIH 
institutions (organizations) have collaborative 
platforms that are mediators for multi-partner cooperation 
(including organizations like RTOs, universities, industry 
associations, chambers of commerce, incubators or 
accelerators, regional or national development agencies 
etc., and even specific government institutions) and they 
can also have strong linkages with service providers 
outside their area of competence.  
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Mission of the MIDIH project, from above mentioned 
DIHs and CCs point of view, in field of a digital 
transformation development and implementation with 
accordance to industry requirements (motivated mainly 
by I4.0 strategy) can be briefly expressed as: “Develop a 
potential blueprint, tools and services to support the digital 
transformation of companies through relevant mediation 
and engineering services of DIHs in the framework of the 
MIDIH ecosystem” with adequate support of the its 
collaborative platform DIHWARE. In this case, MIDIH's 
value proposition, supported by its DIHWARE platform, 
is based on affordable, cost-effective and state-of-the-art 
DIH solutions, tools and services to overcome the "digital 
transformation" boundaries of their "clients" across 
European manufacturing industry. 

A. DIWARE concept and structure 
There are two approaches applied to a DIHWARE 

design and development conception – 1. Open and flexible 
information repository for collaborative environment / 
“Access to” services.   - 2. Supporting services to provide 
an efficient collaboration with respect to user’s 
requirements / “Collaboration services”. 

The DIHIWARE Platform is developing as will 
represent a support facility that helps companies to 
become more competitive by improving their 
business/production processes as well as products and 
services by means of digital technology. The DIHIWARE 
Platform is intended to be the European IT integrated 
platform to support both the “Access to” and “Collaborate 
with” services of a network of CCs, DIHs and other 
stakeholders of the MIDIH ecosystem. In particular the 
Platform will offer a catalogue of B2B services  and 
DIHs’ mediation services (including access to R&D and 
technology transfer services), that are connected to the 
idea that the Platform has to behave as a one-stop-shop 
marketplace  for  Manufacturing Industries (specially 
SMEs) and Technology Innovators / Solution Providers 
(CCs, IT start-ups/web entrepreneurs) and  industrial 
DIHs to access and show the competencies, technology, 
experiments, knowledge and market available services and 
to enable W2W collaborative processes among them. 
Furthermore, the DIHWARE will also support 
communication among different DIHs: considering every 
DIH specialization, through the networking of DIHs 
competences not available within the regional DIH may 
be found easily in another DIH or relevant organization 
using suitable services. 

B. Specifications and Design content and scope of the  
MIDIH services 

The services available nowadays may be categorized 
under three pillars: 
� The Innovation Activities, concerned with 

identifying opportunities for digitization, and 
developing and validating innovative solutions 
based on cutting-edge technology. 

� The Business Development, concerned with 
helping companies to apply their solutions, assess 
the business implications, and manage the resultant 
changes. 

� The Skills Creation, concerned with building 
innovation capacity through enriching human 
capital. 

 
    From a market perspective, DIHIWARE strives to 

reflect the needs of industry, which not only leads to a list 
of solutions and services needed, but also needs to be 
proactively delivered: 
� Acting as a one-stop-shop for companies and 

providing a gateway to specialist platforms and 
infrastructures; 

� Possessing significant know-how spanning, for 
example, across technical disciplines and between 
technology and non-technology areas (e.g. business, 
finance, law, IPR); 

� Ability to market themselves and proactively 
identify relevant customers for their services; 

� Ability to ‘speak the language’ of SME businesses 
and understand their needs; 

� Understanding of business models and business 
transformation and being able to help companies 
transform; 

� Ability to work with companies at all levels of digital 
maturity, including offering low-tech transfer to 
companies lower down the maturity curve; 

� Ability to broker between the needs of industry and 
relevant technology providers in an independent and 
unbiased way; 

� Ability to assess current and future skills needs 
and provide appropriate support; 

� Providing funding or facilitating access to funding 
from external sources. 

 
The main “Access to” services that will be offered can 

be subdivided into five main categories / domains and 
they gather the information about the services available 
nowadays categorized under the three main pillars 
aforementioned, which are Innovation Activities, Skills 
Creation and Business Development. The identified and 
classified   section are “Access to’ Services:  
Competencies, Technology, Industrial Experiments 
Knowledge and Market.  The primary content of these 
services is created in the course of project implementation 
in accordance with its main and key objectives listed in 
the second section. The current status of the content 
and scope of services available is given in the second 
section under "Continuous outcomes / exploitable assets 
of the MIDIH project“. Business Models for the MIDIH 
ecosystem and its DIHWARE platform, which also 
specify the financial aspects of providing their services are 
currently under development and will be gradually 
documented on the project website and implemented in 
the DIHWARE platform environment. Therefore, only a 
brief description of the focus and services in these 
sections is given below. In more detail, services in the 
“Access to Competencies” domain will be described 
and commented on in accordance with its importance 
in shaping the processing of resources to support the 
development of human resources in accordance with the 
requirements resulting from the implementation of the 
I4.0 strategy.  

       
The development, integration and provision of 

services in the “Access to” categories is supported by a 
comprehensive collection of services in the 
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Figure 3. MIDIH Digital Transformation Pillars (6P approach) 

“Cross-functional Services” section (Universal Search, 
Multilingual Support, Guide to Content Creation, 
Workflow Monitoring and support). 

Access to Technology services provide an overview of 
technology information, useful for users and organizations 
looking for a solution, addressing needs and requirements 
of their specific areas.  Services are leveraging on specific 
technological competences: identification of IT assets and 
Open Source Software (OSS) catalogue; consultancy 
activities on the reference architectures; access to 
applications marketplace to support the business scenario. 
The company can be redirected to the IT Technology 
Repositories to refine their products by means of Open 
Source components for the most generic and 
commoditized functions. 

Access to Experiments. Customers/users get 
inspiration for their Industry 4.0 projects, by analyzing the 
existing experiments. It is possible to take advantage of 
the best practices and exploit test open datasets provided 
by the Industrial Experiments. The objective is to develop 
structured services to support SMEs and industrial 
companies in understanding new experimental and 
technological trends in specific domain and explore and 
test new technologies that can be interesting for SMEs and 
that potentially can be applied to processes or products, 
with a “hands on” approach. 

Access to Knowledge. Services include consultancy 
services to methodologies, models, reference architecture 
guides etc., related to different thematic domains in the 
digitalization of the manufacturing according to the 
Industry 4.0 paradigm.  

Access to Market. At present, the solution is focused 
on the analysis of financial resources, analysis of active 
Business Acceleration Programs in countries from the 
project consortium and the formation of "Matchmaking 
Services". 

Access to Competencies 
In the case a new application requires specific 

knowledge, a collaborative development project is formed 
and managed by using resources primarily available at the 
CCs and DIHs from the projects’ consortium. This is the 
reason why it is necessary to develop a common 
repository for human competencies and industrial assets in 
the chosen manufacturing domain, in order to profile and 
cluster all the human entities gravitating around the CC’s 
specific technology and to enable partners’ selection. 
Access to Competencies services include an inventory 
of Industrial capabilities and Human Skills needed to 
implement Industry 4.0 projects. It also includes online 
access to educational information and materials. 

The Platform aims also to deliver effective training 
programs for “industrialists” to enable the uptake of the 
technologies. Particular attention will be paid both to 
industrial users and to any SME that could be a potential 
customer.  These project activities are solved in 
accordance with the formation of a suitable and 
sustainable system of human resources development 
(HRD) in areas related to ensuring the development and 
implementation of industrial concepts I 4.0 strategy   In 
particular, education activities could be offered, e.g. 
Industry 4.0 courses and workshops, seminars (i.e. on 
cloud infrastructures), LAB visit or exploitation and 
interactive creative sessions, coaching and as well through 
the inclusion of end-users in development and 

implementation teams in innovative digital transformation 
projects. For the implementation of HRD 
programs/systems within the scope of the MIDIH 
ecosystem, the experience of MIDIH project solvers in the 
area of "Work Base Learning" will be appropriately 
applied. 

A separate task is to address the formation of a 
system for education and training in Business 
Acceleration Programs, which are focused on their pre-
incubation and incubation activities and to ensure the 
development of entrepreneurship based on “Start-up” and 
“Spin-off” initiatives and support for companies in the 
“Scale-Up”. Thematically, these Programs are focused on 
areas related to digital transformation in industry. 

Formation of the thematic focus of the objectives, 
content and scope of the indicated issue of the required 
development of human resources, within the MIDIH 
project is significantly supported by the original approach 
to problem solving in the field of “DIGITAL 
TRANSFORMATION JOURNEY”. 

IV. CUSTOMER JOURNEY IN DIGITISING SPACE (AND 
ITS BLOCKING POINTS) 

A. MIDIH Digital Transformation Pillars 
Digital Transformation Pillars (see Fig. 3) are specified 

on 6P Migration model  for manufacturing SMEs. Model 
is applied and validated by in the MIDIH project. Model 
6P is an interoperability framework for Digital Maturity 
Assessment in EU supported by the MIDIH project as 
well. This approach proportionally takes into account both 
technical and technological as well as socio-economic 
aspects of "digital" transformation, thus indicating a 
significant role of the quality of human resources in this 
process. 

Short description of technology areas of the 
transformation pillars: 

Technical pillars (in CPS/IoT domains): 
Product (smart product / service systems): Sensors and 

actuators; Communication and connectivity; Data storage 
and management; Monitoring IT services; Business 
models. 

Production (automated, smart and connected systems): 
Data processing in production; M2M communication; 
Company-wide networking; ICT in production; Human to 
Machine interfaces; Efficiency with small batches. 

Platform (vertical and horizontal integration): 
Collaborative Platform, production systems and embedded 
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Figure 4. Digital transformation journey / customer approach 

systems; Industrial IoT; Future Industrial Internet; 
Industrial analytics; Vertical interoperability of data and 
events; Horizontal interoperability of data and services. 

Socio-Business Pillars (in CPS / IoT domains): 
People (competencies and skills): Industry 4.0 Strategy; 

Smart Operations; Smart Supply Chain; Smart Product-
Service System; Industry 4.0 infrastructure; Big data. 

Performance (new KIPs for new operations and 
business models): Operational and Technical; Economic; 
Environmental; Social; Product-Service lifecycle; Supply 
chain. 

Partnership (Collaboration relationship with key 
Stakeholders): Digital Innovation Hubs; Research and 
Innovation Organizations; Education and Training 
Providers; Digital Technology Providers; Suppliers; 
Customers. 

B. Digital transformation journey / customer approach 
For DIHs from MIDIH ecosystem the model of the 

“Digital transformation” journey” represent base for they 
approach to contact with customers and users of their 
services (see Fig. 4). 

Short description of the “Customer’s Digital 
Transformation Journey CDTJ)”  

1.step - Observation (search information) - Passive 
behavior; Access to proposed contents; Come across the 
concept of Industry 4.0 strategy random (ad hoc).  

2.step - Awareness (understand benefits and 
challenges) - Active behavior; See targeted information; 
Evaluate opportunities. 

3.steps – Experiments (proof of concepts) - Introduce 
new approaches; Introduce new technologies; Introduce 
new and required skills; Access to required technological 
and business opportunities. 

4.steps – Experience (develop and test the prototype 
inside of company’s facilities) – Prototype development 
and testing in the company’s environment; Selection and 
analysis relevant KPIs; Organizational road mapping of 
the transformation processes. 

5.step – Adaption (Decision to invest with regard to 
the adopted roadmap to digital transformation in the 
company) – Select and implement of technological 
adoption at company level; Implementation appropriate 
organizational models and schemas; New business model 
establishment. 

   This description of the Digital Transformation 
Journey is the basis for modelling of a Customer’s digital 
transformation journey for End users (SMEs, 
MidCaps or Large companies). It is not just a 
technological path, but needs of skills, competences, 
knowledge and business. 

Customer’s digital transformation journey / 
Blocking points. Blocking points identification:   

1.step - Observation (search information) – Narrow 
mind … too much new informations ... 

2.step - Awareness (understand benefits and 
challenges ) –  Time constraints … to understand what 
the main / key principles are … 

3.steps – Experiments (proof of concepts) -  Fear to 
change  the processes  … misunderstanding of the 
importance and benefits of digitized data-driven 
processes …  

4.steps – Experience (develop and test the prototype 
inside the company’s facilities) – Technology 
complexity … High time and professional demands for 
complex solutions (lack of knowledge and skills) …

5.step – Adaption (decision to invest with regard to 
the adopted roadmap to digital transformation in the 
company) – Too expensive "fun" (and uncertainty of 
return on investment in a reasonable time) … 

   In order to reduce the risk of "Blocking points" 
occurring in the customer approach to Digital 
Transformation, it is necessary to identify the indicated 
risks in detail at individual points. This analysis is also the 
basis for specifying the thematic and content of 
educational, training and coaching activities aimed at the 
development of human resources on the part of the 
customer. 

 
Structure  of factors associated with occurrence of 

"Blocking points" 
The analysis is the basis for the formation of risk 

management in the given area and the proposal of a 
suitable program of human resources development (HR) 
on the part of the customer. An effective HR development 
program is an essential prerequisite for successfully 
blocking the occurrence of "blocking points" in risk 
management. The issue is addressed in accordance with 
the project schedule and will be completed in the second 
quarter of 2020. 

Factors associated with occurrence of "Blocking 
points": 

1st step - Observation (search information): 
� Mind–set: “Doing well syndrome”; No need for 

digitalization; Risk aversion. 
� Focus on core business: Budget constraints for R&D 

expenditure; Order to book priority; Business strategy 
locked-in. 

� Peculiar market features: Unknown communication 
channels ;  Language and gergo obstacles.  

2nd step - Awareness (understand benefits and 
challenges: 
� Capital assets: - Time consuming; Lack of funds; 

Limited human resources; Lack of skills. 
� Access to knowledge: Information overwhelming; 

Information complexity ; Knowledge-based 
information; Not applicable content; Scary content. 

� Building of ecosystem: Poor ecosystem support; 
High effort in engaging people; Lack of a working 
team / partners; Challenges not specific enough. 

3rd step – Experiments (proof of concepts): 
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Figure 5. “Journey” from the point users point of view 

� Capital assets: Human capital priority management; 
Time consuming activities; Lack of funds. 

� Technological support: No “in house” IT skills; 
Lack of competencies; Low understanding. 

� Pressure on results: Too risky/too costly; Unclear 
expected results; Early ROI expectations. 

4th step – Experience (develop and test the prototype 
inside the company’s facilities): 
� Technological support: Lack of skills; Packed 

solutions not available / unsuitable kits; DIH honest 
broker. 

� Organisational changes: Lack of internal 
engagement; End-user customers blocking; Change 
readiness; No innovation manager; Data management 
complexity; Lose enthusiasm. 

� KPIs evidences: Impact/Effort evaluation; Definition 
of new KPIs. 

5th step – Adaption (decision to invest with regard to 
the adopted roadmap to digital transformation in the 
company): 
� Technological support: Support in systems 

integration; Lack of documentation for massive 
technological deployment. 

� Maintenance: Loneliness after the end of the project; 
Lack of competencies in the continuous 
improvement; Lack of a reference person to make the 
change sustainable. 

 
 The indicated DT customer path is basically fully 

identified in case of the “Customer’s digital 
transformation journey for End users”. The next step is 
put in place the Digital transformation journey for some 
specific occasions as: 
� Product & Services & Production Innovation 

Journey- for end users from Industry SMEs / 
Technology start-ups; 

� or Product & Services Innovation Journey - for 
Developers; 

� also, when DIH decide to define a new service, the 
innovation journey follows appropriated journey. 

 
 E.g. in the case of “Product & Services & Production 

Innovation Journey- for end users from Industry SMEs / 
Technology start-ups” it is possibility to identify 
“journey” (see Fig 5). 
 

Where a Minimum viable product (MVP) is a product 
with just enough features to satisfy early customers and 
provide feedback for future product development [5]). 
And a New product development is described broadly as 
the transformation of a market opportunity into a product 
available for sale. 

V. CONCLUSION 
The MIDIH project is solved in the framework of the 

H2020 program as "Innovation Action" and therefore it is 
expected to be fully in line with the market environment 
falling within its scope. In this final chapter, which 
concludes the indicated mission of presenting the MIDIH 
project solution, we also mention its synergy with the 
relevant market environment, which integrates the essence 
of its mission aimed at ensuring the implementation of 
Digital transformation concepts in the manufacturing 
industry specified in the I 4.0 strategy. 

There are multiple criteria that can be considered for the 
market segmentation process. Due to the high number of 
players, technologies and value chains, the segmentation 
becomes a complex task. For this reason, the segmentation 
of the market will be based on the typology of the 
products and services that compose the market offering in 
the framework of the I4.0 strategy. [10,11]  

 
     Key market segments indicated by the MIDIH 

project: 
The Industry 4.0 is created through 6 main 

interconnected building blocks that can be used to 
segment the market considering them as independent 
submarkets: 
� Cybersecurity: Tools, technologies and solutions 

that are fully integrated with the other building 
blocks. 

� Hardware: Chips, sensors, gateways microchips and 
other crucial elements that are needed to build and 
connect smart devices.  

� Connectivity: Protocols and services required to 
connect the industrial equipment. M2M, Network 
services, Network Protocols, etc.  

� Cloud, Platform, & Analytics: Data Analytics & 
AI, IoT Platforms and Hosting Environments 

� Applications: Software programs that are built on top 
of IoT platforms, Industrial App stores, Application 
developments, etc. 

� Services and System Integration: Related with all 
the services associated with the design, planification, 
building and operation I4.0 solutions. MIDIH as a 
whole would be present in this segment together with 
other consulting firms that offer digital transformation 
services to Manufacturing SMEs. 

And expected market trends: 
� Improved human-machine cooperation: The 

interaction between machines and people will be 
improved through technologies such as augmented 
reality, improved sensors and completely improved 
artificial intelligence systems.  

� Improving Industry 4.0 consultancy: Consulting 
services will grow remarkably. Today, there is still a 
significant lack of information and knowledge when 
it comes to effectively implementing I 4.0. solutions 
in existing businesses.  

� Accessible industrial sensor technology: The price 
of industrial sensors will drop drastically due to a 
fiercer competition that leads to a more diversified 
supply. 
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� Internet of Systems: The Internet of systems will 
allow companies to leverage a wide amount of data 
collected from the factories. Lessons learnt, and 
optimizations could be shared by different Smart 
Factories.  

� Artificial Intelligence: AI and machine learning 
rudimentary systems will be common in Smart 
Factories due to the great amount of data that they 
need to collect, analyze and present in a concise and 
graphic format.  

All of the above items, that are the subject of these 
market segments, require appropriate knowledge and 
skills, both from their creators and suppliers, and from 
their users. This places high demands on ensuring 
sustainable quality in human resource development 
processes for the environment created by the simultaneous 
and further development of the I4.0 strategy (revolution). 

ACKNOWLEDGMENT 
The research work described in that paper was 

supported by the project MIDIH \Manufacturing IoT 
Digital Innovation Hubs for Industry 4.0", H2020-767498. 

REFERENCES 
[1] I4MS. [Online]. Available: https://i4ms.eu/about. 
[2] “Industry 4.0: the fourth industrial revolution - guide to Industrie 

4.0,” i. [Online]. Available: https://www.i-scoop.eu/industry-4-0/. 
[3] “Project,” MIDIH. [Online]. Available: 

https://midih.eu/project.php. 
[4] “Slovakia (SK) - s3platform.jrc.ec.europa.eu.” [Online]. 

Available: 

https://s3platform.jrc.ec.europa.eu/documents/20182/318091/Slov
akia.pdf/817d5948-3373-45f0-a2f8-706b17da041e. 

[5] “MVP,” SyncDev. [Online]. Available: 
http://www.syncdev.com/minimum-viable-product/. 

[6] Esteana, “Shaping the Digital Single Market,” Digital Single 
Market - European Commission, 04-Jul-2019. [Online]. Available: 
https://ec.europa.eu/digital-single-market/en/policies/shaping-
digital-single-market. 

[7] Loreriv, “Pillars of the Digitising European Industry initiative,” 
Digital Single Market - European Commission, 20-Jun-2018. 
[Online]. Available: https://ec.europa.eu/digital-single-
market/en/pillars-digitising-european-industry-initiative. 

[8] Working Group 2 Digital Industrial Platforms, Final version 
August 2017, © European Union, 2017 

[9] “Projects,” University Science Park TECHNICOM. [Online]. 
Available: https://www.uvptechnicom.sk/en/projects/. 

[10] “Global Industry 4.0 Market Size, Share, Growth, Trends and 
Forecast,” Verified Market Research. [Online]. Available: 
https://www.verifiedmarketresearch.com/product/global-industry-
4-0-market-size-and-forecast-to-2025/.  

[11] Design & Development Agency, “Industry 4.0 Trends For 2019 
and Beyond: Kingsbury UK,” Kingsbury, 03-Sep-2019. [Online]. 
Available: https://www.kingsburyuk.com/future-trends-for-
industry-4-0.   

[12] VibeThemes, “What is Work Based Learning - 
WBL?,” INTEGRATING ENTREPRENEURSHIP AND WORK 
EXPERIENCE INTO HIGHER EDUCATION, 10-May-2017. 
[Online]. Available: https://wexhe.eu/index.php/2017/05/09/what-
is-work-based-learning-wbl/. 

[13] “Work-based learning and productivity,” OECD. [Online]. 
Available: http://www.oecd.org/education/skills-beyond-
school/work-based-learning-and-productivity.htm.  
 

 

304



An overview of vehicular ad hoc networks 
 

A. Jantošová, I. Dolnák and M. Dado 
Faculty of Electrical Engineering and Information Technology, 

University of Žilina, Univerzitná 8215/1, Žilina, Slovakia 
adriana.jantosova@feit.uniza.sk, ivan.dolnak@feit.uniza.sk, milan.dado@feit.uniza.sk  

 
 

Abstract—The following article provides introduction to 
vehicular ad hoc networks and brief overview of 
participating organizations, currently solved projects and 
latest technologies used for mutual communication of 
vehicles and traffic infrastructure. The goal of this article is 
to summarize general knowledge about the topic known as 
Vehicle-to-Everything (V2X) and more deeply to describe 
perspective communication technologies intended not for 
only communication among vehicles, but among vehicles, 
pedestrians and existing, not connected traffic 
infrastructure. The basis of all kinds of data and knowledge 
transfer among above mentioned devices are different types 
of sensors present in moving vehicles, pedestrians and fixed 
objects present on roads inside and outside of the connected 
cities. Sensors and communication infrastructure based on 
current wireless and wired connection, communication 
protocols and brand new algorithms are mentioned in order 
to build perspective services for next generation citizens. 

I. INTRODUCTION 
Vehicular ad hoc network (VANET) which constitutes 

Mobile ad hoc network (MANET) is special type of 
mobile ad hoc network specially designed for vehicles 
with high mobility, rapid speed and seamless connectivity 
[5, 13]. This special type of ad hoc network provides 
infrastructure where vehicles, which are considered as 
dynamic nodes in the network, can communicate with 
each other, transmit, receive and relay messages inside 
the network [10, 11]. Vehicular ad hoc network is 
organized in a self-organized manner which means that 
there is not any central node [5]. Due the new coming 
requirements for smart traffic technologies, there is 
current necessity to take over known principles from 
MANET networks and implement them into the vehicular 
environment. With incoming wireless technologies based 
on WiFi and 5G standards, it is opening space for new 
scientific research and development of mobile 
communication infrastructures specifically targeted on 
vehicle’s environment – also known as VANET. 

II. PROJECTS AND ORGANIZATIONS 
PARTICIPATING IN VANET 

There are various considerable projects and 
organizations working on vehicle's mutual 
communication research and they are designed for 
development of vehicular ad hoc networks [1, 9].  
 
 

TABLE I.   
PROJECTS AND ORGANIZATIONS PARTICIPATING IN VANET [1, 9]  

Project/Organization USA Europe Japan 

Advanced Safety Vehicle (ASV)   � 
California Partners for Advanced 
Transportation Technology (California 
PATH) 

�   
Car to Car Communication 
Consortium (C2C-CC)  �  
CarTalk2000  �  
Chauffeur in Europe  �  
Crash Avoidance Metrics Partnership 
(CAMP) �   
DEMO 2000 by Japan Automobile 
Research Institute   � 
Electronic Toll Collection (ETC)   � 
FleetNet �   
IntelliDrive �   
Projects under Frameworks 6, 7 and 8 
(FP6, FP7, FP8 (Horizon 2020))  �  
Vehicle Information and 
Communication System (VICS)   � 
Vehicle Stability Control (VSC) �   
 

In the Table 1, there is a selection of recognized 
projects and organizations working in the field of 
vehicular ad hoc network. These projects and 
organization are assigned to countries where topics are 
developed and researched.  

In Japan, there are Advanced Safety Vehicle (ASV), 
DEMO 2000 by Japan Automobile Research Institute, 
Electronic Toll Collection (ETC) and Vehicle 
Information and Communication System (VICS) [1, 9]. 

In USA, there exist California Partners for Advanced 
Transportation Technology (California PATH), Crash 
Avoidance Metrics Partnership (CAMP), FleetNet, 
IntelliDrive and Vehicle Stability Control (VSC) [1, 9].  

Finally, in Europe, there are projects under 
Frameworks 6, 7 and 8 (FP6, FP7 and FP8 (Horizon 
2020)), Car to Car Communication Consortium (C2C-
CC), CarTalk2000 and Chauffeur in Europe [1, 9].  
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The above mentioned list of organizations and projects 
is selection of the most important subjects working in the 
field of vehicular communication. 

III. MAIN PROPERTIES OF VANET 
Vehicular ad hoc network has some features of typical 

ad hoc network, for example, it is not organized in typical 
hierarchical way. It has not any central node and all nodes 
are organized in the decentralized manner. That means 
every node has possibility to communicate with every 
other node in this network [10, 11].  

Vehicular ad hoc network is derived from mobile ad 
hoc network, for this reason, it has some principal 
characteristics of mobile ad hoc network [5]. The main 
property that is similar to both networks (VANET and 
MANET) is the mobility of nodes in the network.  

In comparison with mobile ad hoc network, vehicular 
ad hoc network has some specific features which 
distinguish them. First and foremost, in vehicular ad hoc 
networks, nodes are characterized by high mobility which 
predetermines the vehicular ad hoc networks topology to 
be able to support vehicles and other nodes moving at 
high speed [4, 6, 7, 13, 19]. Fast changes in the network 
topology can cause intermittent connectivity or frequent 
network disconnections [4, 19]. 

Next difference between vehicular ad hoc network and 
ad hoc network is in the field of power supply. Vehicle ad 
hoc networks are not limited, unlike mobile ad hoc 
networks, by energy consumption, for instance for 
storage, battery or processing power, because of having 
rechargeable sources of energy [9]. 

Another difference between these two ad hoc networks 
is in the movement of nodes. In mobile ad hoc network, 
nodes are moving in the random regime. On the contrary, 
nodes in vehicular ad hoc network have often predefined 
roads that constitute organized ways for their movement 
and limit the place, where nodes can move [9]. In 
vehicular ad hoc network, nodes, their movement and 
speed are also limited by other parts of infrastructure like 
speed barriers, semaphores, traffic control systems, 
crossroads, etc. [9]. Roads and those parts of 
infrastructure make vehicles movement more organized 
in the manner, their motion and speed are not in full-
random mode [9]. 

IV. VANET´S ARCHITECTURE 
Intelligent Transportation Systems (ITS) propose 

several types of vehicular ad hoc network communication 
like vehicle-to-vehicle, vehicle-to-infrastructure and 
infrastructure-to-infrastructure communication [5, 13]. 
These methods of communication maintain significant, 
relevant and up-to-date information for the environment 
[2, 13]. 

Vehicular ad hoc network is not strictly limited to the 
vehicle-to-vehicle and vehicle-to-infrastructure 
communication [2, 3]. Various other options are evolved 
from vehicular ad hoc network domain like vehicle-to-
pedestrian (V2P), vehicle-to-home (V2H), vehicle-to-
device (V2D), vehicle-to-grid (V2G), vehicle-to-network 
(V2N), etc. [1, 3, 14, 18].  

The general nomenclature for vehicle-to-vehicle, 
vehicle-to-infrastructure and other communication modes 

mentioned previously (vehicle-to-X) is vehicle-to-
everything (V2X) �!^�. 

Architecture of vehicular ad hoc network is dynamic 
network composed of vehicles and other parts of 
infrastructure known as roadside units (RSUs) �!*�. 
Roadside unit is a node equipped with physical 
communication devices (based on LTE-V2X, IEEE 
802.15.4, Visible Light Communication (VLC), dedicated 
short-range communications (DSRC), etc.) �_�� *"�� This 
equipment is connected to the network and principally 
can acts as a router or switch for packet forwarding [13, 
20]. 

Inside the vehicle, there is present on-board unit 
(OBU) composed of Global Position System (GPS) 
device and various sensors, which allow communication 
of vehicle and through this on-board unit. Vehicle is vital 
part of vehicular ad hoc network infrastructure [8]. On-
board unit acts as a node with dedicated short-range 
communication (DSRC) possibility with other on-board 
units in the network of vehicles [20]. 

 

 
 

Figure 1: Vehicular ad hoc network´s architecture 
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In the Figure 1, there is illustrated a basic architecture 
of vehicular ad hoc network. There are indicated three 
types of vehicular ad hoc communication regime 
(connections): V2I, V2V and V2P. In vehicle-to-
infrastructure, there is illustrated communication between 
vehicles and infrastructure (roadside unit) by the acronym 
V2I. V2P indicates communication between vehicle and 
pedestrian on the road. In the Figure 1, V2V represents 
communication among vehicles. I2I constitutes 
communication among elements of infrastructure, for 
example, in this case, it is a communication among RSU 
and semaphores. 

V. VEHICULAR RADIO ACCESS TECHNOLOGIES 
Vehicular ad hoc network can be used in safety and 

non-safety applications that can offer an additional value 
for drivers, passengers and other traffic participants [6, 
13]. The V2V is a key enabler of new safety applications 
[1]. 

In the field of vehicular radio access technologies 
(RATs), it exists several potential candidates, which are 
[1]: 

� Dedicated Short-Range Communication (DSCR), 
� Visible Light Communication (VLC), 
� Cellular Vehicle-to-Everything (C-V2X). 

A. DSRC/IEEE 802.11p 
Standard IEEE 802.11p, generally belonging to 

dedicated short-range communication (DSRC), is 
enhanced version of IEEE 802.11a standard with several 
modifications and differences [1]. This standard is 
particularly designed for vehicular domain, to support 
and facilitate V2V and V2I communications. [1, 9, 14, 
16]. IEEE 802.11p was first standardized in 2010, then it 
was refined and revised in 2012 and finally, it was 
improved and superseded in 2016 [1, 16]. IEEE 802.11p 
determines PHY layer and MAC layer [1, 7, 16]. The 
PHY layer includes orthogonal frequency division 
multiplexing (OFDM). In this form of multiplexing, there 
are present 48 useful and 4 pilot subcarriers. OFDM 
symbol in this type of multiplexing lasts 8 �s [16]. For 
channel bandwidth, IEEE 802.11p uses 10 MHz, which is 
specific also for IEEE 802.11a [16, 21].   

 

 
Figure 2: Spectrum of IEEE 802.11p [21] 

 

In the Figure 2, there is an illustration of allocated 
spectrum for the vehicular standard IEEE 802.11p, which 
operates at 5,9 GHz. In USA, 75 MHz (5,850 – 5,925 
GHz) of bandwidth was assigned by the Federal 
Communication Commission (FCC). In Europe, 
European Conference of Postal and Telecommunication 
Administrations (CEPT) reserved only 50 MHz (5,855 – 
5,905 GHz) to IEEE 802.11p [12, 17, 21]. As mentioned 
before, IEEE 802.11p standard has 10 MHz of channel 
bandwidth [16, 21]. 

The MAC layer of IEEE 802.11p includes access 
method called CSMA/CA which is carrier-sense multiple 
access with collision avoidance [16].   

Considering high mobility of vehicular nodes and short 
communication time, IEEE 802.11p has several 
modifications compared to conventional WiFi standards. 
Some of the typical IEEE 802.11 procedures, such as 
authentication, scanning and re-association and data 
confidentiality are disabled, which allows the nodes to 
seamless access to services while switching between 
different RSUs [1, 7]. 

B. Visible light communication (VLC) 
Visible light communication which uses light-emitting 

diodes (LEDs), is an alternative of optical wireless 
communication (OWC). This technology is also known 
as standard IEEE 802.15.7. From the electromagnetic 
spectrum, visible light communication is situated between 
380 and 780 nm what represent a spectrum of visible 
light (see in the Figure 3.) [1].  

 

 

Figure 3: Spectrum of visible light [22]  

 
Visible light communication can be used in two 

variants of applications. First variant is in the field of 
lightning (illumination). Second variant is for 
communication, which can use modulation of light 
produced by light-emitting diodes at high speed [1]. 

Visible light communication is a technology with 
several interesting advantages, that differ this technology 
from other communication technologies. These 
advantages are mostly low cost, reliability, high 
efficiency, less complexity, no interference and it is used 
under unlicensed band [1]. 
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C. Cellular vehicle-to-everything (C-V2X) 
Cellular vehicle-to-everything (C-V2X) is a general 

nomenclature for the term long-term-evolution-vehicle-
to-everything (LTE-V2X) [16]. LTE-V2X is another type 
of vehicular communication technology created as an 
alternative to IEEE 802.11p standard, it is based on 
cellular networks and technologies. LTE-V2X was 
defined in Release 14 in 2017 by the 3rd Generation 
Partnership Project (3GPP) [14, 16, 23]. 

LTE-V2X uses a communication interface which is 
known as PC5 [16]. As access method, LTE-V2X applies 
single carrier frequency division multiple access (SC-
FDMA) [16]. 

VI. CONCLUSION 
In this article, basic information about vehicular ad hoc 

network has been described. In the first part, there was 
discussed several significant organizations and projects 
participating in the development of vehicular ad hoc 
networks. Then, there was described main properties of 
vehicular ad hoc networks and VANET´s architecture. At 
the end of this article, there was a brief discussion 
summarizing radio access technologies used in vehicular 
ad hoc domain. 
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Abstract—The paper presents the results of research on the 
incorporation of microlearning courses into the education of 
future teachers at the Pedagogical Faculty of the University 
of Ostrava. It compares the effectiveness of microlearning 
and eLearning courses. It also provides additional 
information on student activity in differently designed 
courses and their motivation to study a particular e-course. 
In order to determine the effectiveness of the two 
approaches, both full-time and distance students 
participated in the project. 

I. INTRODUCTION 
Active teachers and students are good at noticing new 

trends that could improve the education process. They 
want to teach and be taught in a modern way, using 
modern tools and technology. 

However, a new method does not always mean better 
knowledge and skills. It is the effectiveness of a method 
that makes a difference, i.e. the time required to master the 
curriculum, the level of student activity and motivation 
and the ability to capture and maintain their attention [1]. 

When looking for new or updated methods or 
approaches, one needs to determine whether or not they 
help students meet the learning objectives in the same 
manner the existing ones did.  

Incorporation of the constantly developing digital tools 
into instruction opens up new possibilities when it comes 
to modifying teaching/learning concepts. The authors are 
convinced that current digital tools allow learners to 
acquire the required knowledge and skills more 
effectively. Therefore, the authors decided to transform 
eLearning courses into microlearning courses, which are 
much less time-consuming, allowing learners to study 
anytime, anywhere and at their own pace. 

II. MICROLEARNING – FACTS AND GENERAL 
KNOWLEDGE 

From a global perspective, microlearning is not a new 
term. However, in the Czech educational system it is not 
as common as mobile learning. According to Buchem and 
Hamelmann [2], the rise of microlearning was heavily 
influenced by technological and economic changes which 
were so significant that they increased the demand for new 
educational concepts and strategies that would be different 
than the ones used today. The most significant is the fact 
that learning is no longer tied to a particular time and place 
as it can take place anytime, anywhere and during almost 
any activity.  

Microlearning is a comprehensive approach to 
education based on using web content in activities that are 
short in time [3]. Giurgiu [4] adds that that these short 
activities should be independent but should also build on 
each other (which is extremely important as it allows the 
learner to put information into context). The authors often 
refer to these short learning units as microlearning units 
(MLU) or short information units (SIU). 

Microlearning is closely associated with the following 
concepts [2]: 

a) MicroContent – defines the ideal duration and 
form 

b) Web 2.0 – MLUs can be created, aggregated and 
used (repeatedly) [5] 

c) Social software – an integral part of students’ 
lives; makes it easier for them to communicate while 
studying 

d) eLearning 2.0 – using Web 2.0 technology for 
educational purposes 

e) Personal Learning Environment – creating and 
using micro content in informal learning 

f) Informal learning – short MLUs can be integrated 
into everyday activities 

g) Work-based learning – using MLUs for employee 
education 

Bersin [5] argues that microlearning has evolved from 
eLearning. If we are to accept this notion, we need to 
compare microlearning and eLearning and define the 
differences between them. The main difference is in the 
course layout and the duration of its individual parts, 
through which educational content is presented to students. 
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Figure 1. Graphic comparison of eLearning and microlearning [6] 

The individual levels (Level 1, Level 2, etc.), as seen in 
the picture above, are represented by the so-called 
microlearning units, which can be represented by any 
learning object (text, presentation, video, audio, animation, 
infographics, etc.). According to literature [2,7,8], it takes 
2 to 15 minutes to learn the content. 

As far as the time and content scope is concerned, 
learning objects can be divided into Micro level, Meso 
level and Macro level [9]. The individual levels (including 
examples) are described in the table 1. 

The term “microcontent” is inherently linked to 
microlearning [10, 11]. This was originally perceived only 
in connection with Web [12, 13], while Lindner [14] 
describes MC (as), “all kinds of micro-chunked digital 
content: very small texts, pictures and graphics, and 
combinations thereof; links; short low-resolution audio or 
video clips”, and the term “micromedia” is also used here 
(stressing the use of different content mediality). Of other 
forms, one could note podcasts or microblogging [14, 15]. 

TABLE I. RELATION OF MICRO LEARNING, MESO LEARNING AND MACRO 
LEARNING TO DIFFERENT AREAS [9]  

Many authors have written about microlearning (both 
directly and indirectly). They have focused on the 
following topics: 

� Nursing education [16] 
� Medical training and health professions [17] 
� Language training [18] 
� Engineering topics [19] 
� Programming skills [20] 

Research showed that microlearning helps improve 
students’ motivation, participation in instruction and 
performance. 

Jahnke et al. [21] provides an extensive overview of 
microlearning research. This study also outlines how 
microlearning will evolve in the future, particularly when 
used together with mobile learning. There are already 25 
platforms that allow microlearning content to be mediated 
through mobile technology. 

The recent psychology findings on memory, learning or 
capturing and maintaining students’ attention also prove 
the effectiveness of microlearning. The so-called Miller’s 
magical number, which argues that the number of objects 
an average human can hold in short-term memory is 7 ± 2 
[10], can serve as an example. In general, a learner’s 
attention span corresponds to their age. If the attention 
span increases, it leads to so-called information overload, 
i.e. isolated and unconnected knowledge which leads to 
not understanding the presented curriculum [22]. 

III. DESCRIPTION OF MICROLEARNING COURSES USED 
IN REASEACH 

For the purposes of research, 3 courses were created 
which were used in both full-time and distance study 
programs at the Pedagogical Faculty of the University of 
Ostrava. Each course came in two versions: 

� Microlearning version 
� eLearning version 

Both versions were created in the Moodle Learning 
Management System environment. Both types of courses 
were divided into 13 thematic units. 

Each of the eLearning thematic units contained a lecture 
in PDF form and more detailed texts in the form of 
excerpts from textbooks and other study materials. Apart 
from those documents, each thematic unit also contained 
website links. Each thematic unit was concluded with 
control questions and a correspondence task assignment. 
The graphic form of the course can be seen in the 
following picture: 
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Figure 2. Part of thematic unit of eLearning version of “Computers in 

education” course 

The microlearning course was divided into short units 
(see above for microlearning characteristics). Lectures and 
other text-based information from the eLearning course 
were transformed into H5P modules, which were used for 
dividing up the course. Out of all the H5P modules, the 
following are the ones that were used the most frequently: 

� Interactive presentations 
� Interactive video 
� Image Hotspots 
� Accordion 
� Timeline 

Each microlearning unit represented by a H5P module 
also contained a “knowledge retention” part where the 
students, using interactive tools, could test their knowledge 
and proceed to the next unit. As in the eLearning course, 
students were assigned a correspondence task at the end of 
each thematic unit. The tasks in the eLearning and 
microlearning courses were identical. The microlearning 
version of one of the courses can be seen in the following 
picture: 

 
Figure 3. Part of thematic unit of microlearning version of “Computers 

in education” course 

IV. RESEARCH PART 
Designed as a pedagogical experiment, the research was 

aimed at determining the effectiveness of microlearning 
courses when compared to the widely used eLearning 
courses.  

In each course students were divided into two groups (if 
possible), with one group studying the original eLearning 
course and the other studying the modified, microlearning-
based course.  

The courses in which the experiment took place were 
both technical and humanities (theoretical) (see the table 
below). In both types of courses students took a test at the 
beginning (pretest), in order to determine their input 
knowledge, and then again at the end of the semester 
(posttest), in order to determine their output knowledge.  

TABLE II. EXPERIMENT – COURSES AND NUMBER OF STUDENTS 

Course title Number of 
students 

microlearning 

Number of 
students 

eLearning 
Marketing in 
Education 

11 0* 

Computers in 
Education 

7 9 

Computer networks  10 9 
Total 28 18 

 
* Due to the low number of students, this course did not 

have an eLearning version. 
The majority of students who participated in the 

experiment studied in the “Teaching of Informatics for 
Upper Primary School” study program. Therefore, it can 
be assumed that the students were familiar with both 
eLearning and microlearning courses. As a result, factors 
such as low digital literacy or unfamiliarity with the 
environment did not have a significant impact on the 
results. 

The pretest results showed that the students’ input 
knowledge was not poor. “Marketing in Education” was 

311



the course with the highest entry level of knowledge. The 
authors assume that it was because the students had 
already encountered the majority of facts either in their 
everyday lives or in other courses. The recommended web 
page design/layout, social media or different ways of 
introducing the school or other institutions can serve as an 
example. 

 
Figure 4. Pretest results in individual courses and course types 

At the end of the semester students were tested again in 
order to determine their progress. Each group showed a 
statistically significant difference (which can be seen in 
the following graph). 

 
Figure 5. Posttest results in individual courses and course types 

The majority of students scored around 80% on the 
posttest. The posttest results from Graph 2 led to an 
interesting discovery. There was no statistically significant 
difference between the posttest results in the microlearning 
and eLearning courses, which means that the students had 
similar results even though the course content was 
presented to them in a different way.  

This means that microlearning courses can lead to the 
same results as standard eLearning courses. 

However, the students in the microlearning course 
achieved the learning objective in a more comfortable 
way. The curriculum was presented to them in short 
microlearning units. This information can be used in 
further testing of microlearning and its benefits for 
university students and other target groups. 

In one of the courses (“Marketing in Education”), the 
students’ progress was monitored through the time needed 
to complete the pretest/posttest. The following graph 
shows that the students needed less time to complete the 
posttest, even though the posttest was more important (as 
it determined their final grade).  

 
Figure 6. Time needed to complete tests in course “Marketing in 

Education” (in seconds) 

The students had no difficulty completing the final test. 
The shorter time needed to complete the test can mean the 
students were more confident in their knowledge of the 
curriculum taught in the “Marketing in Education” course. 

A. Student with special needs 
In one of the monitored courses (“Marketing in 

Education), there was a student with special needs (it was 
a student with hearing impairment). By prior agreement 
with the teacher, this student was allowed more time to 
complete tests and other assignments.  

Having interviewed the child’s sign language 
interpreter, who was present in classes, the authors learned 
that people with hearing impairments have difficulties 
with text comprehension. Based on this information, this 
student studied the microlearning version of the course as 
it consisted of shorter units (i.e. shorter texts). Not once 
during the semester did the student have to consult with 
the teacher, and he completed all of the 13 correspondence 
tasks by the deadline set for the other students. The 
following table shows the student’s progress: 

TABLE III. PRETEST AND POSTTEST RESULTS OF STUDENT WITH SPECIAL 
NEEDS 

 Pretest Posttest 

Success rate 37.308 % 72.692 % 
Time needed to 
complete the test 

21 minutes 50 seconds 10 minutes 8 
seconds 

 
During the experiment, the microlearning courses were 

accessed twice as often as the eLearning courses. Also, the 
time spent in the courses was different – on average the 
students spent 4 times less time in the microlearning 
course (in one visit). Moreover, the number of times the 
microlearning course was accessed from a mobile device 
increased. This was probably due to the fact that the 
microlearning course is better designed for mobile devices 
and is not as data-intensive. The following table shows 
detailed results from the Moodle environment: 

TABLE IV. COMPARISON OF STUDENTS’ VISITS IN SELECTED COURSES 

 Microlearning eLearning 

Average visit duration 9 minutes 20 seconds 33 minutes 23 
seconds  

Number of times 
course was accessed 
from mobile phone 

30 % 24 % 
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V. DISCUSSION 
Judging by results from various courses, it can be 

assumed that microlearning is an appropriate method of 
presenting educational content to students. At the end of 
the semester the microlearning course students had the 
same results as the eLearning course students, proving that 
when educational content is divided into smaller, “more 
easily digestible” parts, microlearning can help students 
achieve the same learning objectives as eLearning, while 
maintaining the relationships between facts. As for the 
amount of acquired knowledge, both approaches are 
comparable. The is why it is important to look for other 
advantages of microlearning, e.g. the total duration of the 
course, the number of times students access study 
materials (compared to eLearning) or other factors 
resulting from the student’s way through the course. 

The questionnaire survey, which was conducted at the 
end of each of the monitored courses, revealed the 
following [23]: 

� The students were satisfied with the short units 
into which the educational content was 
divided. 

� The majority of students thought they learned 
more in the microlearning course than they 
would have in a standard eLearning course. 

� The students thought that the microlearning 
concept should be used in all their courses.  

Input knowledge proved to be an extremely important 
factor when it comes to microlearning courses as they 
allow the student to adjust the pace of the course to their 
existing knowledge. They can skip the information they 
already know and vice versa. Since the educational content 
is divided into smaller parts, it is more transparent to 
students. 

Microlearning courses can also be beneficial for 
students with special needs or students with learning 
disabilities – those who have problems with concentration, 
those with dyslexia, ADHD, etc. The shorter units may not 
be as challenging for those students. The authors will 
address this issue in future research. 

The authors also appreciate the number of times the 
microlearning course were accessed. The students 
accessed the microlearning courses regularly over the 
course of the semester, gradually making their way 
through them. On the other hand, the students only 
accessed the eLearning courses at the beginning of the 
semester and when they needed to submit their 
assignments. Moreover, the microlearning courses were 
accessed from a mobile device more often than the 
eLearning courses, and the students also spent less time in 
them in one visit. 

VI. CONCLUSION 
The research showed that the microlearning approach is 

suitable for university courses. Even though the research 
sample was rather small, it was apparent that the approach 
could be beneficial for students (both the learning and 
research objectives were met). Therefore, microlearning 
may serve as the successor to eLearning. Based on student 
feedback questionnaires and other information collected in 
the Moodle environment, it can be said that the 
microlearning courses were popular with the students. In 
order to be able to determine the advantages and 

effectiveness of microlearning, it needs to be tested on a 
larger and more diverse sample of students, focusing on 
their way through the course when compared to eLearning 
courses. Apart from university students, the authors intend 
to test the effectiveness of microlearning in leisure 
education and lifelong learning, where there will not be a 
homogeneous target group. This way, the authors hope to 
learn the effect of microlearning on different age, social or 
geographically segmented groups.  
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Abstract—The main goal of the national project IT Academy 
is to innovate informatics and science education in order to 
promote students interest towards their career in the field of 
informatics and science. This is connected with the increasing 
role of information and communication technologies in all 
fields of our society. As a result, there is a different demand 
on the skills that people entering the labour market should 
master. Our educational system is generally based on 
transmissive model of education that is no longer applicable. 
Different demands require different model of teaching and 
learning while the key role is always played by teacher. 
Therefore, one of the main goals of the IT Academy project 
is to develop and implement educational programmes 
reflecting different goals of teaching and learning science, in 
particular. The paper describes the model of in-service 
science teachers´ education.  

I. INTRODUCTION 
 A 21st century education is about giving students the 

skills they need to succeed in the current society where 
information and communication technologies play an 
important role. Therefore, development of these skills 
should be in the main focus of education. In science 
education it means the use of different teaching methods 
that teachers should master and should be able to 
implement. Therefore, in the framework of the IT Academy 
project, one of the main goals is to design and implement 
in-service science teachers´ educational programme to 
educate teachers in the framework of different demands of 
the 21st century society to fulfil the changing demands of 
the society of 21st century that teaching should reflect.  

II. BACKGROUND 
The framework for the 21st century learning [1] 

emphasizes development of skills that are grouped in three 
categories (see Table 1): learning and innovation skills (e.g. 
critical thinking, problem solving, creativity and 
innovation), digital skills (information, ICT and media 
literacy) and life and career skills (e.g. flexibility and 
adaptability and social skills). Our education system is 
generally based on transmissive model of education that is 
no longer applicable since it does not offer enough 
opportunities to develop the skills of problem solving, 
creativity or digital literacy. In science education there is a 
long-time effort to implement inquiry-based science 
education (IBSE) [2, 3] where students are expected to 
solve problems, design methods how to proceed and 
implement their design, collect and interpret the gained data 
in order to draw conclusions. The collaboration between 
students while conducting the inquiry activities is a natural 
part of this approach to teaching and learning.  It is 

generally agreed that this teaching strategy can lead to 
development of skills that students can use successfully in 
their future career. As research shows, IBSE can be 
enhanced by the use of digital technologies. However, it is 
not enough to add technologies to existing teaching 
methods. Moreover, different way of teaching requires also 
different assessment methods. In this sense, formative 
assessment can play an important role in students´ 
achievements.  

III.  DESIGN OF IN-SERVICE SCIENCE TEACHERS´ 
EDUCATIONAL PROGRAMME 

The key role for successful change in education is played 
by teacher who should be educated in the field of new 
methods and strategies to teaching. Therefore, one of the IT 
Academy project main goals is development and 
implementation of science teachers´ educational 
programme.  

The educational programme is built upon several 
important concepts, i.e. inquiry approach, digital 
technologies and formative assessment. All these concepts 
are interconnected with students´ active learning (Fig. 1).    

The educational programme is built as a blended learning 
course with present and distant parts. The extent of the 
whole course and its parts for the upper and lower 
secondary level is presented in Table II. Similar educational 
programmes are designed for mathematics, physics, 
chemistry, biology and geography education. Based on the 
basic framework the course is divided into several modules. 
The main goal is to show how digital technologies and what 
formative assessment tools can be implemented into 

TABLE I. 
21ST CENTURY SKILLS 

Learning and 
innovation Digital literacy  Career and Life 

Critical thinking and 
problem solving Information literacy Flexibility and 

adaptability 

Creativity and 
innovation Media literacy Initiative and self-

direction  

Communication ICT literacy Social and cross 
cultural interaction 

Collaboration  Productivity and 
Accountability  

  Leadership and 
responsibility 
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science teaching and learning in order to enhance inquiry-
based education.  

 

A large scope of teaching and learning materials 
developed within the IT Academy project offers wide 
opportunities to show examples of innovative lessons. 
During the course teachers learn about the principles of 
inquiry-based science education and digital technologies, 
namely tools for measuring data, processing and analyzing 
data and modelling tools as well as about strategies of 
formative assessment. The lesson plans are designed at 
different levels of inquiry, such as interactive 
demonstration/ discussion, confirmation inquiry and 
guided inquiry. More open inquiry activities were not 
designed since they are much less effective in teaching 
compared to more bounded levels of inquiry [4]. The main 
goal is to show how IBSE methods supported by digital 
technologies can be implemented successfully in the 
classroom, so that the course involves introduction and 
analysis of developed teaching and learning materials. 
Teachers participating in the course, usually play the role 
of students conducting the activities designed within the 
lesson in order to understand what the students are expected 
to do. Then the designed lesson plan is analyzed with the 
lecturer in order to realize its important steps and important 
inquiry elements that teachers should remember and follow 
during the lesson. The attention is also paid to 
implementation of formative assessment tools addressing 
the students´ misconceptions.  After each of the modules 
teachers are given an assignment connected with the 
respective module content. At the end of the course teachers 
design a lesson based on inquiry approach enhanced by a 
digital technology involving also formative assessment. 
They present results of their work in front of a three-
member board. Each course has its own online platform 
where all the course materials as well as teachers’ 
assignments are collected and displayed.  

In the following section we give examples of the course 
design for upper secondary school teachers of physics, 
mathematics, biology, chemistry and geography.  

A. In-service physics teachers education 
The course for physics teachers involves five modules 

presented in Table III.  
The first module deals with the basic principles of IBSE, 

levels of inquiry-based activities and introduction to 
measurement with the help of sensors.  

The second module is aimed at measuring data from real 
experiment using different measuring methods. It involves 
conducting experiments in different fields using different 
sensors and discussing what are the benefits of real-time 
measurement. Several processing and analyzing tools are 
presented. Inquiry lessons based on measuring with sensors 
are conducted and analyzed by teachers. This module is 
followed by home assignment. Teachers design their own 
experiment with the help of any sensor that can be 
implemented in the classroom. 

The third module focuses on measuring on a 
videorecording and how such kinds of activities can help in 
understanding motion concepts. More processing and 
analyzing tools are presented and trained. Inquiry lessons 
based on measuring on videorecordings are introduced and 
analyzed. This module is followed by home assignment that 
involves development of an activity aimed at measuring 
and analyzing a videorecording. 

The fourth module represents computer modelling. 
Teachers get familiar with dynamical modelling using 
graphical mode. It is also shown how experimental results 
and modelling results can be combined in order to show 
that the designed model is correct. The home assignment 
involves designing of a model of a selected phenomenon or 
process, usually involving example of motion.  

The fifth module involves the role of formative 
assessment in IBSE. The importance of formative 
assessment is discussed and selected strategies of formative 
assessment are introduced to teachers. Other examples of 
innovative lesson plans based on inquiry approach 
enhanced by digital technologies complemented with 
formative assessment tools are presented and analysed. 

Inquiry 
approach 

Digit. 
technol. 

Active  
learning 

Format. 
assess.  

Figure 1. Main concepts of teachers´ educational programme 
TABLE II. 

BASIC STRUCTURE OF SCIENCE EDUCATIONAL PROGRAMMES 

 Number of 
hours 

Present 
learning  Distant learning 

Lower 
secondary 

schools 
40 hours 30 hours/  

4 days 

 
10 hours 

Upper 
secondary 

school 
50 hours 40 hours/  

5 days 

 
10 hours 

TABLE III. 
MODULAR STRUCTURE OF PHYSICS EDUCATIONAL PROGRAMME 

Module 1 IBSE, introduction do digital technologies in 
physics education 

Module 2 Measuring with sensors, processing and 
analyzing data 

Home assignment Design your own experiment using a selected 
measuring method  

Module 3 Measuring on videorecording 

Home assignment Design your own videomeasurement   

Module 4 Computer modeling 

Home assignment Design a dynamical model of a selected 
process or phenomenon  

Module 5 IBSE and formative assessment 

Home assignment Design of a lesson using IBSE approach 
enhanced by digital technologies and 
formative assessment tools  

Presentation of lessons designed by teachers 
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At the end of the course, teachers are expected to design 
one lesson in which they implement: 
� inquiry approach at selected level, 
� selected digital technologies (measuring with sensors, 

videomeasurement or modelling), 
� formative assessment tools. 

B. In-service mathematics teachers´ education 
The course for mathematics teachers has a modular 

structure; however, compared to other educational 
programmes, the individual modules cover the curricular 
areas of upper secondary school mathematics (see Table 4).  
The main intention of this approach is to use exemplary 
teaching and learning materials to introduce teaching and 
learning methods (IBSE in particular), the importance of 
digital technologies and also assessment strategies on 
concrete examples of lessons developed within IT 
Academy project.   

The first module is built upon the basic concepts of IBSE 
and formative assessment. Teachers are engaged into these 
topics through examples of inquiry activities to spark their 
interest and involvement, e.g. investigation of triangle 
properties, relations between variables when simulating the 
process of filling different shaped containers with water 
and investigation of divisibility of palindromes by natural 
numbers.  

The following modules (2-5) are focused on the 
scientific and pedagogical content knowledge of the 
presented subject areas as presented in Table IV. The 
interactive discussion is aimed at identification of the 
critical points, difficult concepts and misunderstandings. 
As research shows, there are specific misconceptions in 
understanding concepts and relations in mathematics that 
students are likely to bring to the classroom [5]. These 
findings serve as a starting point for development of 
teaching and learning materials that are designed 
specifically to help to eliminate those students’ 
misconceptions. The methods applied in the lesson plans 
have been specifically selected and implemented in order 
to deal best with those difficult concepts. They involve 
basically implementation of IBSE approaches mainly at 
guided inquiry manner enhanced by digital technologies 
and formative assessment tools. In mathematics education 
it means that students follow the learning scenario from the 
main problem through the set of tasks, questions and 
assignments in order to discover or confirm concepts and 
relations connected with the specific field of mathematics.  
Within the course, the teaching and learning materials are 
presented and analysed in order to show different 
approaches how to address the misconceptions. The applied 
digital technologies mainly involve GeoGebra that is an 
open−source software for mathematics teaching [6]. This 
software is an excellent tool to create stimulating learning 
environment, which allows students experimentation and 
modeling using geometry and algebra tools in problem 
solving. 

The distant part is connected with the modules and areas 
that the modules are focused on. Teachers are expected to 
design activities in which a selected method is implemented 
(either IBSE approach or appropriate digital technology or 
formative assessment tool). In the assignments they have to 
apply each of the mentioned elements at least once. 

 
The experience gained during the course results in the 

final presentation focused on the lesson plan designed by 
teachers. Teachers should trial the lesson plan in the 
classroom in order to get feedback from students. Based on 
this feedback teachers propose changes in the developed 
learning scenario and modifications of teaching materials.  

C. In-service biology teachers´ education 
The course for biology teachers involves five similar 

modules as in the physics course (see Table 5). The first 
module is an introduction to the basic principles of IBSE. 
Next part of this module is an overview of the levels of 
inquiry-based activities and also formative assessment as 
an important tool for development pupil´s inquiry skills. 

The second module is focused on data collection from a 
real biological object using digital measurement. Inquiry 
lessons involve sensor-based measurement activity leading 
to analysis of biological phenomena.  For example, they 
detect photosynthesis and respiration rates based on CO2 
and O2 concentrations or they measure EKG using sensors. 
Teachers´ homework is to design their own lesson with an 
experimental activity using any sensor (it depends on the 
topic they currently teach) that they are expected to 
implement in the classroom. 

The third module is an introduction into the image 
analysis. Teachers work with a special program for analysis 
of displayed biological objects. The analysis is conducted 
on exemplary photographs and then practiced on teachers´ 
own digital microscope images. Teachers then implement 
their knowledge and skills in a biology lesson design.  

The fourth module is about digital recording of a 
biological phenomenon and its analysis, e.g. the analysis of 
an insect motion using videomeasurement tools. 
Homework assignment is to design an activity based on 
videoanalysis of an animal movement. 

The fifth module is focused on the fieldwork using all 
components, i.e. datalogging and videomeasurement tools, 
IBSE and formative assessment. It is focused on sensor-
based measurements of air and water quality and evaluation 
of the presence of plant and animal species as 
environmental indicators. During this specific module the 
answer to the research question about the air and water 
quality is found out by interpreting collected data. 

TABLE IV. 
MODULAR STRUCTURE OF MATHEMATICS EDUCATIONAL PROGRAMME 

Module 1 Innovative approaches to teaching mathematics 
with emphasize on IBSE and formative assessment 

Module 2 Numbers, variables and calculations with numbers 

Module 3 Relationships, functions, tables, diagrams 

Module 4 Geometry and measurement 

Module 5 Combinatorics, probability, statistics 

Module 6 Application of innovative approaches to teaching 
mathematics 

Presentation of a learning activity designed by teachers and 
analysis of its implementation in the classroom  
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At the end of the course, teachers design, implement and 

present a lesson plan using innovative practices they have 
learned during the course. 

D. In-service chemistry teachers´ education 
The course for chemistry teachers is built in a similar 

structure as the course for physics teachers. The main 
structure is presented in Table VI. 

The first module focuses on chemistry education for the 
21st century. It analyzes the main ideas of the framework 
presented in table I and how development of the 21st 
century skills is reflected in chemistry education. In this 
module the emphasize is put on the first group of skills that 
can be best developed by implementing method of 
problem-based, project-oriented or inquiry-based teaching 
and learning.     

The second module deals with IBSE in detail. It analyzes 
constructivist approach as a base for IBSE and the role of 
teacher and student in this environment as well as levels of 
inquiry.  

The third module is aimed at the role of digital 
technologies in chemistry education with examples of using 
different measuring sensors in organic and inorganic 
chemistry and how to implement these measuring tools into 
inquiry-based lesson. 

How to assess students’ achievements in the framework 
of IBSE is the content of the fourth module. Summative and 
formative assessment tools are discussed and examples of 
their implementation are presented and analyzed.  

At the end of the course teachers present their own lesson 
plans implementing innovative practices they have learned 
during the course.   

 
E. In-service geography teachers´ education 

The course for geography teachers includes three 
modules as shown in Table VII.  

The first module is geared to inquiry methods of teaching 
geography and basics of geoinformatics. Its aim is to 
present the basic principles of IBSE and other methods of 
active learning. The basics of geoinformatics open up 
topics as geographical information systems, geographical 
data (processing, analysing and visualising) and geospatial 
technologies. The module is concluded by a home 
assignment. The task is to design a learning activity on a 
topic from geoinformatics using the tools teachers have 
experienced during training.   

The second module focuses on physical geography with 
a support of digital technologies. Along with the update of 
curricular content of geography at secondary schools the 
teachers are introduced how to work with the meteostation, 
laser scanning and 3D printer. If possible the module 
includes the fieldwork. By the end of the module, teachers 

TABLE V. 
MODULAR STRUCTURE OF BIOLOGY EDUCATIONAL PROGRAMME 

Module 1 Introduction to IBSE, assessment of inquiry 
skills 

Module 2 Computer-aided biology laboratory: Sensor – 
based measurement, data collection and 
analysis 

Homework 
assignment 

Design your own biology lesson using a 
selected measuring method  

Module 3 Digital imaging and information gained from  
biological object, computer image processing. 

Home 
assignment 

Design your own lesson using computer-aided 
image analysis. 

Module 4 Camera recording and digital processing as a 
source of information about biological 
phenomena.  

Home 
assignment 

Make your own record to get data. Design your 
own biology lesson using this record. 

Module 5 Fieldwork using school measurement and 
datalogging systems. 

Home 
assignment 

Design and implement your own IBSE-
organized classroom lesson using specific 
digital tools and formative assessment. 

Presentation of lessons designed by teachers 

TABLE VI. 
MODULAR STRUCTURE OF CHEMISTRY EDUCATIONAL PROGRAMME 

Module 1 Chemistry education for 21st century, 
development of scientific skills, digital skills 
and skills for thinking and learning 

Module 2 Inquiry-based teaching and learning in 
chemistry 

Home 
assignment 

Design of a lesson on selected topic with focus 
on inquiry skills development  

Module 3 Inquiry-based chemistry education and the role 
of digital technologies 

Home 
assignment 

Design of the lesson using IBSE approach 
elaborated with the implementation of digital 
technologies 

Module 4 How to assess students´ achievements in IBSE. 
Summative and formative assessment  

Home 
assignment 

Design of the lesson using IBSE approach 
enhanced by digital technologies elaborated 
with the implementation of formative 
assessment tools 

Presentation of lessons designed by teachers 
 

TABLE VII. 
MODULAR STRUCTURE OF GEOGRAPHY EDUCATIONAL PROGRAMME 

Module 1 Inquiry methods of teaching geography, Basics 
of geoinformatics  

Home assignment Design your own geography lesson from 
geoinformatics using the tools presented  

Module 2 Physical geography with a support of digital 
technologies 

Home assignment Design your own geography lesson on 
physical geographical topic using a geospatial 
tool presented  

Module 3 Human and regional geography with a support 
of digital technologies 

Home assignment Design own geography lesson on human or 
regional geographical topic using a geospatial 
tool presented 

Presentation of geography lessons designed by teachers 
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are asked to make a home assignment. The task is to design 
a learning activity on physical-geographical topic using the 
tools teachers have experienced during training.    

The third module is concerned with human and regional 
geography with a support of digital technologies. The aim 
is to provide the teachers with the update of curricular 
content of secondary school geography. It is followed by 
work with notebooks on geoportals, webGISes, 
applications to show teachers the potential they have for 
inquiry activities. The module is concluded by a home 
assignment to design a learning activity using one of the 
tools that have been introduced.    

IV. IMPLEMENTATION OF EDUCATIONAL PROGRAMMES 
In the school year of 2018/19 a number of educational 

courses were running for mathematics, physics, chemistry, 
biology and geography teachers at three Slovak 
Universities participating in the project, namely Pavol 
Jozef Šafárik University in Košice, Matej Bel University in 
Banská Bystrica and Constantin the Philosopher University 
in Nitra. Almost 464 teachers (263 lower and 201 upper 
secondary school teachers) successfully completed the 
designed course up to September 2019 (see Table 8). As a 
result, we collected large number of lesson plans that are 
shared among other teachers and are available for 
implementation in the classroom.  In the following section 
examples of several outstanding teachers’ outcomes are 
presented. In the following section we present examples of 
activities for mathematics, physics, biology, chemistry and 
geography education. 

A. Example from physics/ How car slows down at the 
zebra crossing? 

Teacher recorded his own videorecording of a car 
approaching the zebra crossing. He designed an activity at 
guided inquiry level where students following the 
instructions in the worksheet are expected to find out what 
is the car motion like. 

The lesson plan follows the phases of inquiry cycle. 
Students after formulating the problem are expected to 
design experiment (what variables can be measured on the 
videorecording setting the independent and dependent 
variable and how they can be measured), formulate their 
prediction (how car position and velocity changes with 

time), collect and analyze data and their interpretation 
(what can be concluded from the gained data displayed in 
graphs). Students design a model of the motion. They 
import the experimental data into the model and look for 
the parameters (acceleration and initial speed) to get the 
best correspondence (Fig.2). The lesson plan is 
complemented by formative assessment tools that involve 
students’ predictions and self-assessment test at the end of 
the lesson as well as a selfevaluation table.  

B. Example from mathematics/ How quadratic function 
rule relates with the graf? 

Here we present an activity developed by a mathematics 
teacher. The activity is aimed at mastering the skills of 
converting a quadratic expression using completing the 
square. It also develops connections between graphical and 
symbolic representation of a quadratic function.  

Students are expected to solve the task how to convert 
the rule of the given quadratic functions using completing 
the square. They consider how to use this form of the rule 
of the quadratic function to set the correct orientation of the 
parabola and move the vertex of the parabola to a correct 
position. In this activity the interactive tools of the 
GeoGebra software, such as buttons and slider bars, are 
conveniently applied for shifting vertex of the parabola and 
implementation of feedback to control the student solution 
of a task. The program generates a random rule of the 
quadratic function (text box at the bottom of the window). 
After completing the task, students can check their 
experimental procedure with the help of the verification 
button “Overenie”. The evaluation of the correctness of the 
task solution is displayed at the top of the window. The 
button “Predpis funkcie” allows modifying the dynamic 
construction to its original state and randomly generating a 
new rule of the quadratic function (see Fig.3).  

 
Figure 2. Videomeasurement and modeling results and their 

comparison in COACH learning environment [6] 

TABLE VIII. 
NUMBER OF MATHEMATICS, PHYSICS, CHEMISTRY AND BIOLOGY 

TEACHERS THAT ALREADY COMPLETED EDUCATIONAL PROGRAMMES 

 Number of teachers  who completed the 
programme 

 Lower secondary 
school 

Upper secondary 
school 

Physics educational 
course 49 36 

Chemistry educational 
programme 38 45 

Biology educational 
programme 61 42 

Mathematics 
educational programme 63 59 

Geography educational 
programme 52 19 

 
Figure 3.  Example of task Construct the graph f: y = – x2 – 2x – 2 

on the basis of calculation of parabola vertex coordinates. 
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C. Example from biology/ How many birds fly in the 
flock? 

This is an example of an activity aimed at work with a 
digital image as a data source. The students experience how 
digital images can help professionals in their jobs. 
Ornithologists observe the migration and behaviour of birds 
and monitor their numbers. At first, students answer the 
question how they would count the birds flying in the flock 
(see Fig.4). As a rule, they suggest that the flock should be 
photographed, but the counting would be done by 
observing the image. They learn how to use the computer 
program to determine the number of objects in image faster 
and more accurately. Subsequently, they learn to measure 
the size of objects such as length, diameter, area, that is also 
very important in the evaluation of patient results gained by 
medical imaging methods. 

Using skills gained in this learning process teachers 
design new suitable object, purpose of its measurement and 
then take a photo of the object and optimize the process of 
measurement for selected object in image. 

 
D. Example from chemistry/ How dissolving substance in 

water  changes the solution temperature? 
This activity is designed as a guided inquiry activity 

where students go through the inquiry steps with the help 
of teacher´s instructions. The problem is formulated by 
teacher and the activity emphasizes the experimental 
procedure in order to develop skills to collect, analyse and 
interpret data. This part is conducted by students working 
in groups on the following tasks:  
1. What is the final temperature achieved after dissolving 

the substance (e.g. NaOH, NaCl, Na2CO3 NH4Cl) in 
water?  

2. How the amount of dissolved substance influences the 
achieved temperature?  

After completing the investigation and collecting and 
interpreting data the problem is elaborated towards looking 
for the answer to the question: What can be the reason for 
the temperature decrease of NaCl solution? The 
endothermic reaction in this case is explained more deeply 
in a mutual discussion between teacher and students.   

At the end of this activity, teacher suggests to have 
students review on their own work. The rubric with 
expectation details is handed out to them. This way students 
can compare their progress towards the indented learning 
goals while teacher gets feedback to plan the next steps in 
teaching. Example of several items of a self-assessment 
card is in Table IX.  

 
E. Example from geography/ How is ageing index 

changing over the time? 
The goal of the activity is to select a demographic 

indicator and to create an own map using the available 
geospatial technologies for work with geographical data. 
The activity includes different kinds of skills that teachers 
need to master – to search for demographic data (the 
Statistical Office of the Slovak Republic), to analyse 
(Excel), and visualise (Google Earth or Google maps) 
them. To interpret them, they also need knowledge from 
demography and recent demographic trends to be able to 
reason the spatial distribution, spatial pattern and change 
over the time (to answer the questions what, where and why 
it happens). The figures (see fig.5) depicts the ageing index 
of Slovak population in the years 1997, 2007 and 2017. The 
maps show the increasing rate of ageing population over 
the last 20 years in most of the districts. The topic is 

Figure 4.  Model image for counting birds in the flock 

TABLE IX. 
EXAMPLE OF SOME SELF-ASSESSMENT CARD ITEMS 

Name Class Date 

 

With 
substantial 
teacher´s 
assistance 

With 
some 

teacher´s 
assistance 

Indepen
-dently 

I am able to measure  the 
temperature of solution    

I understand the difference 
between exothermic and 
endothermic reaction 

   

I am able to name examples 
exothermic and endothermic 
reactions 

   

I understand why dissolving 
NaCl in water causes 
temperature decrease 

   

 

 
Figure 5.  Ageing index of Slovakia in 1997, 2007 and 2017 
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relevant since it is closely connected with demographic 
prognosis, prospects of economy and pension reform. 

V. CONCLUSION 
The project IT Academy has an ambition to change 

informatics and science education by well-educated 
teachers who are able to implement teaching and learning 
materials realising the importance of the methods and 
strategies used in the classroom. Wide selection of lesson 
plans with all other additional materials is available online 
[8] for teachers to use in their everyday practice. We hope 
that teachers who underwent educational courses will 
disseminate the knowledge and skills gained during 
training among their colleagues in order to help in wide 
implementation of innovative methods in science 
education. 
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Abstract—Digital transformation is now one of the most
urgent topics in companies and the society. It includes not only
application of information technologies, but also process redesign,
optimization and automation in order to make services more user
friendly, more effective, cost efficient, faster and thus to build
the services of next generation with higher quality. Altogether,
digital transformation should result in IT induced innovations!
This paradigm requires the new type of digital transformation
experts, that should not only have knowledge and skills from the
area of information technology. It requires experts that should
be able to solve the tasks of digital transformation using process
modelling, optimization and automation in holistic matter.

In this paper, we present a case study of preparing the human
resources for digital transformation using process automation as
a part of study program in informatics.

We build on the top of existing educational methods, that
enabled our faculties to produce the most requested graduates
in IT labour market in Slovakia. IT products build as the
result of digital transformation using process automation require
higher quality, security and reliability, therefore we introduce
formal methods, such as Petri nets, into curricula. First, we
discuss a framework for process driven digital transformation,
that includes modelling and automation of processes, based on
Petri nets. Second, we discuss our experience in the teaching the
digital transformation using process automation. This includes
the involving of the students in digital transformation of the real
companies.

I. INTRODUCTION

Over the last 50 years, trends in university education in the
area of computer science and information technology evolved
along with the fast development of the information technology
and its application in various domains. Alongside with the
development of practical instruments of information technol-
ogy, such as new programming languages, also foundations
of computer science, based on works of Turing and von Neu-
mann [1] and other great scientists and inventors developed

to reflect the new requirements from application domains.
The evolution of programming languages from machine code
and assembler, through Fortran, Algol, Pascal, C/C++ till
Java represent the development from low level languages to
higher level languages. Nowadays many new languages rapidly
gain the popularity of programming community, including
primarily scripting languages such as JavaScript, PHP, Python
to mention just some of the most popular of them. In the
area of theoretical computer science, we personally see the
main direction going from sequential computational models,
such as automata and formal language, to non sequential
computational models supporting concurrency and enabling
to describe parallel computations in a natural way, such
as Petri nets and different kinds of process algebra based
models with verification techniques based mainly on temporal
logic. Computational models with the verification techniques,
commonly referred to as formal methods, form a foundation
for computer science subjects, such as operating systems,
virtual machines, networks etc. Similarly to computational
models and programming languages, the databases and query
techniques also evolved rapidly over the last 50 years. While
still major share on the market belongs to relational databases
and the structured query language, the so called document
or other NoSQL databases, such as JSON or XML based
databases, or index based databases implementing different
types of data structures, are becoming still more popular.

The rapid development in theory and tools enable massive
application of the information technology to different domains,
restructuring the processes of production and services. This
application of information technology, based on redesign of
processes followed by process automation, is commonly re-
ferred to as digital transformation. Formal methods serve as
theoretical foundations for various process oriented languages,
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such as business process modelling notation, which is based
on Petri nets.

The members of the author team of this paper have experi-
ence in teaching the above mentioned subjects over the last 50
years, starting from the late sixties of the last century till today.
We believe that in order to deliver high quality and reliable
applications with induced innovations, the modern languages
and frameworks for digital transformation need to be based
on formal methods with formal semantics. The successful ed-
ucational course which should prepare the students for digital
transformation should include teaching of sound theoretical
foundations in the area of formal methods, implementations
methods and tools combined with project management tech-
niques, consulting techniques and other soft skills, including
participation on real projects of digital transformation.

In this paper, we share our experience with such an ap-
proach. Namely, we offer three course, starting with a course
on formal method, including automata, formal languages with
a focus on Petri nets. The second course of the triplet is
concentrated on implementation methods, with focus on object
oriented programming in Java including Spring framework,
event-driven programming, basics of integration techniques
with focus on RESTful web services, and basics of document
and index databases, namely MongoDB and Elasticsearch
and finally UX basics focused on Javascript, HTML5 using
Angular framework.

The last course in the triplet is focused on process driven
application development based on our own language called
Petriflow, including our modelling framework and process
engine build over the tools from the second course. During
this course, students group up to five students implement web
based client server applications from various domain using
Petriflow language and modeller and deploying the resulting
source code in the process engine. The course finishes with
a presentation of the final products developed by the student
groups. Best and interested students are offered to participate
in real delivery teams on real digital transformation projects for
customers. In these projects, the students help the experienced
professionals to deliver process automation, participate in
testing, assist by meetings with customers etc.

In the following sections, we first describe the Petriflow
language, then we briefly introduce Petriflow modeller and
finally, we present the Petriflow process engine, where the
Petriflow models can be deployed. The last section summarizes
and briefly describe the real projects, where the students
participate.

II. PETRIFLOW LANGUAGE

Petri nets are a perfect tool for modelling processes. Ev-
erybody can understand the modelled process with minor
knowledge of Petri nets rules. But the situation is different
in the commercial sphere. A majority of people, who model
processes as their everyday job, consider Petri nets too simple
or incapable to grasp the complex nature of real business
processes. Petriflow language was created for the purpose
of taking advantage of the simple nature of Petri nets and

extend them to meet any requirements of the real-life business
modelling. Every feature is added to the language based on
experience and on requirements from customers. Petriflow
language is developed with rapid development in mind. If
a customer requirement to model a feature of a process is
out of the scope of the current version of the language, the
property is analysed in order to understand the nature of
the requirement. If the requirement can be generalised, the
resulting requirement is abstracted and implemented as a new
property of the language. Petriflow language is written in XML
format for the most part. Data field actions are the only excep-
tion. They are written in a domain-specific language based on
Groovy programming language. There are different Petri net
extensions and Petri net based tools for modelling workflow
processes, such as CPN [2] based on Coloured Petri nets [3],
Viptool [4], [5], Yasper [6] or ProM [7], to mention just some
of them. The question arises why to create another extension
of Petri nets. Most of the Petri net extensions are determined
to create models and some of them to analyse the models.
Models are only the first step in a life-cycle of a business
process management (BPM). The main advantage of BPM is
that the model can be used to control the workflow process
according to the designed model using a process engine. The
problem of the most existing Petri net extensions is that they
were implemented with different aims, mostly to extend the
expressiveness of the formalism, or to analyse models, but
they do not provide all the information about implementation
details needed for the generation of a deployable application,
such as resource management, manipulation with data, or
behavioural aspects of the graphical user interface. Another
problem is with the case generation. Usually, a model obtained
via a Petri net can be understood as a general definition of a
model of a process, while the single cases can be understood
as instances of the process. Using an analogy with object-
oriented programming, a model can be understood as a class,
while single cases can be understood as objects of that class.
In Petri net based modelling tools, the realisation of cases is
often done using coloured Petri nets [3]. But in such tools,
colours are used both for distinguishing cases from each other
as well as for modelling the data of the cases. For the above-
mentioned reasons, we develop a new language for creating
deployable models of workflow processes based on Petri nets.
From the very beginning, along with the definition of the
Petriflow language, we develop the process engine called
Petriflow Process Engine, where the Petriflow models can be
deployed and executed.

As mentioned before, Petriflow language extends Petri nets
with other components. As the underlying model, we use
place/transition nets enriched by reset arcs, inhibitor arcs and
read arcs. The read arcs appear quite necessary in order to
model unbounded number of concurrent reading of data in a
case. To meet modern business modelling requirements other
layers were brought to the language on top of Petri nets. Roles
are the first layer to extend Petri nets. Roles layer defines who
can fire transitions to which they are bound. Data variables
were added as the second layer on top of modelled processes.
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Data variables represent all properties of an instance of a
process during its life-cycle. To have more control over process
instance data, data field actions were added to Petriflow.
Actions can define relations or dependencies between data
fields in the model of a process or generate values based on
a process instance state. All extensions and layers create the
right tool for modelling complex, yet simple to understand
models of any process that comes to mind.

A. Transitions as tasks

In classical Petri nets, firing a transition is one atomic event.
During this event a transition consumes tokens from connected
input places and produce tokens to output places. The number
of consumed and produced tokens is according to the firing
rule in original Petri nets. In Petriflow language execution
of a transition represent an activity executed by an actor (a
user or a system). In the current version of Petriflow language
transitions of the underlying net can either represent immediate
events (event transitions) or transitions can represent tasks
(task transitions) consisting of the assign event, an action
which corresponds to the state, during which the activity is
executed, a cancel event, an optional delegate event and a
finish event:

1) Assign event - consumes tokens from input places of the
transition in the underlying net.

2) Action - is the state where an actor, who executes the
activity, does his job defined by the activity.

3) Cancel event - cancels the task, i.e. produces the con-
sumed tokens back to the input places of the transition
in the underlying net.

4) Optional Delegate event - delegates the task to another
actor.

5) Finish event - produces tokens in the output places of
the transition in the underlying net.

Fig. 1. A subnet modelling a transition representing a task

To illustrate the detailed behaviour of a task transition in
the Petriflow language, consider that in the underlying net a
task transition has an input place Unassigned connected with
the task transition by an arc with weight one and an output
place Finished connected with the task transition by an arc
with weight one. The detailed behaviour of the task transition
occurrence representing the task execution can be expressed
by a subnet of the underlying Petri net in Figure 1.

B. Role layer in Petriflow

Roles can be defined for Petriflow processes. If a role is
associated with an event transition, then it specifies that an
actor associated with the role can fire the event transition.
In the case of a task transition Petriflow language enables to
specify for the role associated with the task transition, whether
the actor can fire the assign event, whether the actor can
perform the action and fire the cancel event and the finish
event or whether the actor (optionally) can delegate the event
to be performed by another actor. Assigned or delegated actor
has to have a role that authorises to perform the action and to
finish the task.

C. Data layer in Petriflow

In Petriflow language the data layer consists of data vari-
ables and their binding to transitions of the model of the
process. In Petriflow language a data variable is primarily
defined by its type, unique id and title. The type attribute
of the data variable determines the data structure of the
variable. For example, if the data type of variable is set to
a number, the value is stored as a number of the type double.
Petriflow language allows to use of primitive data types like
number, boolean, as well as standard data types such as date,
text as well as more complex types like enumeration, multi-
choice, file and table. The language also introduces domain
specific types user and case reference. The user type stores the
reference to the specific user of the system, who has assigned
a process role. The case reference data type is used when it is
required to create a connection between two different cases.
Visual attributes can be also set in the data variable object to
more precisely define the representation and behaviour of the
data variable in the graphical user interface. For example, the
attribute placeholder sets a text value of a data field element
when no user defined default value is present.

D. Binding data fields to task transitions

It is not a rule that every data variable has to be bounded
to some task transition. A data variable should be bounded
to a transition if it is desired to display its values to the user
performing the task transition. A data variable associated to
a task transition is called data field of the task transition.
Obviously, a data variable can be bounded to several tran-
sitions. A data field, i.e. a connection between a data variable
and a task transition is implemented as a reference inside of
the task transition. The referenced data variable is identified
in the reference task transition by its unique id set in the
data variable object. In addition to data variable id, reference
object has attributes to set data field behaviour and logic inside
of the transition. Behaviour attribute defines the relation of
the data field to the transition. The attribute values can be
hidden, visible, editable, and required. When the data field in
a transition is visible user can see the value of the data field but
cannot modify it. When one or more data fields in a transition
are set as required, this transition cannot be finished until every
required data field is filled. Values in the logic attribute are
functions. In Petriflow language they are named as Actions.
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They are executed when the value is changed inside of the
referenced data field.

E. Petriflow Actions

Actions are functions executed every time when a value
inside of a data field is changed. Actions can be triggered by
the following events:

• assign task,
• delegate task,
• cancel task,
• finish task,
• read value of data variable,
• set (write) a new value of data variable.

It can be specified, whether an action should be called before
or after the triggering event. If an action is specified for a
data variable definition, then it is called every time when
the data variable is read or set. If an action is specified
for a data field (i.e. into a data variable reference inside of
a task transition), then it is called only if the data is read
set during the task execution represented by the transition.
Each action contains two parts. Action variables are defined
first. They reference to a data variable or a transition in the
process model. Second part consists of keywords that define
the desired expression. Values of data variables referenced
by action variables are changed according to the evaluated
expression. Actions are not written in XML format. Actions
implementation is based on Groovy DSL meta language.
Groovy allows to define own semantics for domain specific
language and then compiles it to executable code. All actions
are compiled after successful import of a model to Petriflow
Process Engine and then saved into a database. Actions are
a big advantage of Petriflow language because they define
relations between data fields across the whole process model.
They modify information stored inside of each case of the
model in real-time as transitions are fired.

Listing 1. Usage of action defined in DSL
<data type=" enumeration ">

< t i t l e >PERIODICITY< / t i t l e >
< i d > p e r i o d i c i t y < / i d >
<values> yea r l y < / values>
<values> q u a r t e r l y < / values>
< i n i t > q u a r t e r l y < / i n i t >
<ac t i on t r i g g e r = " set ">

f i e l d : f . t h i s ,
amount: f .am,
payment: f . pay ;
change payment value {

i f ( f i e l d . value == " yea r l y " )
r e t u r n 0.95∗amount as Double ;

i f ( f i e l d . value == " q u a r t e r l y " )
r e t u r n amount /4 as Double ;

}
< / ac t i on >

< / data>

For better illustration, consider the data variable object with
the action defined in Listing 1. The data variable object is an
enumeration with two choices, namely yearly and quarterly,
with the initial value quarterly. The action works with three
action variables, namely field which refers to the data variable

itself, action variable amount, which refers to the data variable
with id am and action variable payment, which refers to the
data variable with id pay. Consider, that in the data variable
referred by action variable amount is stored the previously
computed amount of an insurance. The action works as
follows, if the value yearly is set, then 5% discount is given
and the value of the data variable referred by action variable
payment is set to the 95 % of the insurance. If the value
quarterly is set, then no discount is given and the value of
the data variable referred by action variable payment is set to
the one quarter of the insurance.

F. Inter-process communication

Inter-process communication can be used to model complex
real-life processes by creating an interface between distinct
Petriflow processes. This interface consists of process transi-
tions and its events, which can be triggered by an authorised
user. This means that one case can create a new instance of
Petriflow process, read and write tasks data, and trigger events
on tasks. Each task event (assign, delegate, cancel, finish) can
be triggered by an application user or from another process
using actions.

Actions can be used not only to change data variables
values, but also their other attributes such as visibility.

Imagine that we have a custom function, one updating
document record in a DMS via a web service. A task will
update document status on its finish event. It should not be
possible to finish this task if the update fails. Other action
needs to be executed after the finish event. For example, a
task called aTask should be assigned to a user immediately
after the finish event of the current task produces tokens. Both
actions can be assigned to the same event.

Listing 2. Example of case search
<event type=" f i n i s h ">

<ac t ions phase=" pre ">
<ac t i on >

updateDocumentRecord ( )
< / ac t i on >

< / ac t i ons >
<ac t ions phase=" post ">

<ac t i on >
assignTask ( aTask , user )

< / ac t i on >
< / ac t i ons >

< / event>

As it was already illustrated above, actions can not only be
triggered by these events, but actions can trigger events on
other tasks (as an event assignTask assigned aTask to a
user inside of an action). Moreover, actions can be used to
search for an entity (case, transition, task etc.), create a new
case and work with data of a different case.

G. Finding objects

Searching for information is a fundamental part of every
enterprise application. In terms of inter-process communica-
tion, search action is used to find a specific instance to read or
change its data values, or to find a task that should be executed
in order to continue.
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Actions use QueryDSL language to formulate search pred-
icates. Search predicates use an example search object called
it. It supports complex querying using logical operators and
dynamic expressions. Every entity can be searched by any of
its properties. This allows to search for a case with a specific
data variable value:

Listing 3. Example of case search
L i s t <Case> cases = findCases ( {

i t . dataSet . get ( " emai l " ) . eq ( " mazar i@netgr i f . com" )
} )
Case aCase = findCase ( {

i t . author . i d . eq ( loggedUser ( ) . i d )
} )

For each entity, there are two find actions. One that will
return a list of all entities that match the given predicate.
The other will always return only one entity, even if multiple
entities match the predicate. In that case, the first entity is
returned.

In the example above, it.dataSet returns the set of all
data variables of example case it. get("email") returns
the data variable with id "email" of that dataset. The rest
of the predicate compares the value of this data variable
"email" with a string "mazari@netgrif.com".

H. Creating new instances

Creating new cases is the basic function in each process-
driven application. To create a new instance we only need a
reference or the Id of the net. All the other parameters such
as case title, colour and author are optional and default values
will be used.

Listing 4. Example of case constructor
Case aCase = createCase ( " insurance " , "My insurance " )

In this example a new case will be created by calling the
createCase action with Petriflow net Id and case title.

I. Triggering task event

As mentioned before, each of the four basic task events can
be triggered by an action. These actions take a transition Id or
task reference as the first parameter. The second parameter is
the actor whose identity will be used to trigger the event. If the
parameter is omitted logged user will be used instead. Imagine
that we have a net with data variable email and another net
called "some_net" with a transition "first_task".

Listing 5. Triggering task event
i f ( emai l . value != nul l ) {

def user = f indUser ( i t . emai l . eq ( emai l . value ) )
def nC =

createCase ( i d e n t i f i e r : " some_net " , author : user )
assignTask ( " f i r s t _ t a s k " , nC, user )

}

In the example above, email refers to a data variable of
the current case with id "email". The user whose email
equals to the value of the variable email is stored to the
local variable user. Then a new case of "some_net" is
constructed by the found user stored in the local variable
user. The constructed case is stored in the local variable nC.

Finally calling assignTask function will assign the found
user to the task with id "first_task" of the constructed
case of "some_net".

J. Reading and writing data

Data variables in Petriflow are bound to transitions and can
be accessed by reading and writing using these transitions.
Since only authorised actors can execute transitions this allows
you to restrict access to data values of each model using
process roles. In addition, data behaviour can be defined that
specifies if the value is visible, optional, required or hidden.
This behaviour not only restricts the read and write operations
but also restricts triggering of the finish event. If the required
data variable does not have a proper value task cannot be
finished.

To read the tasks dataset we need to specify the task data
of which should be read. This can be done by providing:

1) reference of the task itself by calling findTask which
returns the task object,

2) reference of the tasks transition (works only on tasks in
the current case),

3) tasks id and case.
Function getData will use the third method of specifying the
task. It will return a map where the key is the data variable
Id and the value is the data variable. Returned data variable
can be used to access the value of the data variable and
other properties such as title, placeholder, behaviour attributes
specifying whether it is required, editable, hidden, etc.

Imagine that we have a net with transition
with id "view_limit", with data variable with
id "actual_limit" such that data variable
"actual_limit" belongs to the dataset of transition
"view_limit".

Listing 6. Reading data values
def usecase = findCase ( { i t . t i t l e . eq ( " L i m i t s " ) } )
def data = getData ( " v i e w _ l i m i t " , usecase )
change a c t u a l _ l i m i t value {

data [ " remo te_ l im i t " ] . value
}

In the example above, first case with title "Limits" is
returned to the local variable usecase. Then the dataset of
transition "view_limit" is returned to the local variable
data in form of a map described above. Then value of
the data variable "actual_limit" of the current case
is set to the same value as the value of data variable
"remote_limit" in first case with title "Limits" which
is stored in the local variable usecase. Writing data works
similarly to reading, the first parameter specifies a task, the
second parameter is a map of new values with data variable
Id as the key.

Listing 7. Writing data values
def aCase = findCase ( { i t . t i t l e . eq ( " L i m i t s " ) } )
setData ( " e d i t _ l i m i t " , aCase , [ " new_ l im i t " : 10000 ] )

The example above set the value of the data vari-
able "new_limit" in the dataset of the transition
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Fig. 2. Example of a Petriflow process in Petriflow Modeller

"edit_limit" of the first case with title "Limits" stored
in local variable aCase to the value 10000.

It is not mandatory to provide values of all data variables
that are bound to the task. In some scenarios, you want to set
new values in steps, especially if the values are dependent on
each other. For example, there can be one data field where a
user can enter a country name and a second data field where
he has to select a city of the chosen country. In that case, you
would need to first call setData to select the country, then
call getData to read the list of cities and finally select one
city by calling setData again.

III. MODELLER

Petriflow Modeller is a web based application written using
HTML5 and pure Javascript. It enables to draw Petri nets
with read, inhibitor and reset arcs as SVG objects. It also
enables to associate data to the Petri net resulting in a Petriflow
process model. The model can be saved as an XML document
that can be further edited to attach actions to transitions
etc. Petriflow Modeller enables to simulate behaviour of the
Petriflow process by executing tasks represented by Petri net
transitions. Figure 2 shows an example of a Petriflow process
in Petriflow Modeller in simulation mode.

IV. PROCESS ENGINE

In order to deploy and execute Petriflow process models, we
have implemented a Petriflow Process Engine, which enables
to import Petriflow processes and create new cases of them.
Assigning, finishing and canceling tasks of created cases is
available for registered users with process roles associated with
the tasks. User management is available for users with admin
system role.

A. Architecture

Petriflow Process Engine is build as a three-layer client-
server application. AngularJS framework is used on presen-
tation layer, Spring Boot framework on application layer and
multiple databases on data layer. Figure 3 depicts three-layer
architecture of Petriflow Process Engine.

Fig. 3. Petriflow Process Engine three-layer architecture

Fig. 4. AngularJS internal and external communication

B. Presentation layer

AngularJS framework is base stone of the presentation layer.
AngularJS uses the MVC design pattern. The model, view and
controller are well defined in AngularJS and serve to simplify
the development process. Figure 4 shows communication be-
tween those components, web browsers and application layer.

The main advantage of AngularJS is that it enables to easily
create AngularJS services that communicates with multiple
web-services. These services can be used on many places in
order to optimize the size of the code. Along with AngularJS,
Petriflow Process Engine also uses AngularJS Material frame-
work. It provides a set of reusable UI components based on
Google’s Material Design. This gives Petriflow Process Engine
modern look on which many users are accustomed. Therefore
navigation and UI components are user friendly.

C. Application layer

Application layer of Petriflow Process Engine is build on
Spring Boot framework. In accordance with rapid devel-
opment, Spring Boot makes it easy to create stand-alone
applications that can be started by simple java -jar com-
mand thanks to embedded Tomcat. Spring framework also
introduces dependency injection, which enables autowiring of
components.

Application layer is divided into multiple modules separat-
ing their concerns. Each module consists of three packages
- domain, service and web. Domain package contains entity
classes which are persisted into database. Business logic
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is kept in service packages. According to Spring customs,
interface is created and used to autowire each service. Web
package keeps request and response body classes and REST
controllers, which calls methods on autowired services.

D. Data layer
Data layer leverages benefits of different database systems.

Structured data which are rarely changed, such as user creden-
tials, are stored in MySQL database. User sessions are stored
in in-memory database Redis. Tasks, cases, imported Petriflow
models and other unstructured and constantly changing data
are stored in MongoDB database and indexed using Elastic-
search engine.

Each of these databases is easily accessible via Spring Data
project. It enables to use databases without any configuration.
Spring Data also reduce the amount of boilerplate code re-
quired to implement data access layers for various persistence
stores.

E. Presentation-application layer communication
Presentation and application layer are connected via REST

web-services. HATEOAS constraints are applied on those
web-services. Main advantage of HATEOAS principle is that
presentation layer does not have to know all web-services
URLs. HATEOAS response provides data and all accessible
web-services for the given resource.

F. Implementation
Petriflow Process Engine is implemented as a Spring Boot

project build by Maven. Open source automation server Jenk-
ins is used for building and deploying. This tool automatically
builds and deploys new version of Petriflow Process Engine
after each commit to git repository. In this way it is secured
that latest version is always tested and deployed if all tests
passed.

Classes extending Spring Boot’s CommandLineRunner
interface are run at startup. This is used to create
dummy data for development. Sample user accounts and
cases are easily generated this way. Using spring boot
property spring.jpa.hibernate.ddl-auto set to
create-drop for development use allows to automatically
create new version of data at startup and delete existing data
on application end.

Import of a Petriflow process has gone through many
changes. Best option comes to be use of JAXB API. Java
classes are generated from Petriflow XSD definition. Those
classes are used to unmarshall XML file. Unmarshalled file is
processed by importer and persisted into MongoDB database
as domain objects which are used by Petriflow Process Engine.
Original XML file is also saved to local directory. Later it can
be used to get a snapshot of a state of any case in the system.
This is very useful for debugging during development phase.
It is also possible to see a complete list of all data fields and
their values for any case. These features are only available for
development environment.

Generated tasks of a case can be assigned by user himself
or delegated by another user. This allows both pull and push

Fig. 5. Example of task view in Petriflow Process Engine

control [8] of tasks assignment. Both actions are possible only
for users with assign and perform roles assigned to the task.

Petriflow Process Engine supports three types of triggers,
namely user, automatic and time triggers. Tasks with automatic
trigger are finished by the system immediately. Potential con-
flicts of automatically triggered tasks (transitions) are resolved
by priority according to the order of the transitions in the
original XML Petriflow file. Time triggers can be set to
specific date and time or specific delay from the current time.

G. User interface

Users can be invited by admin users through admin console.
Admin can define users email, organizations and process roles
for imported processes. This will send email invite to specified
address. Invite contains link to registration form in which user
have to enter his name and password. Users email is used as
a login. In the next tab, admin can manage process roles of
already registered users according to the definition of roles in
the Petriflow file.

Petriflow Process Engine provides two different views for
managing tasks. Task view displays all available and assigned
tasks for logged in user. Task panel is expanded upon clicking
on it. Expanded task panel shows all visible data fields. User
can change each editable data field and new value is automat-
ically validated and saved. Invalid values are highlighted and
task containing invalid data fields can not be finished.

Second view is named case view. Case view displays all
available cases. After clicking on case panel a new tab is
opened. Tasks belonging to selected case are displayed in that
tab. Each task panel behaves the same way as in task view.
This enables users to work with multiple cases simultaneously.
User can create new case by clicking on a + button in tabs
panel. This opens a dialog which enables user to select desired
process, case title and label color.

V. DUAL EDUCATION OF PROCESS AUTOMATION AND
DIGITAL TRANSFORMATION USING PETRIFLOW

As we already mentioned in the introduction, we use Petri-
flow language supported by Petriflow Modeller and Petriflow
Process Engine to teach students how to develop process
driven applications. The student groups themselves find a
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Fig. 6. Example of case view in Petriflow Process Engine

use case to automate and using the support of the Petriflow
suite they go through the whole life cycle of the digital
transformation for the chosen use case. They create process
models whose tasks cover life cycle of each digitized object,
present the process models by simulating its behaviour, add
roles and attach them to tasks, add data, and finally add action
for computations, inter-process communication between object
processes, deploy the processes and create filters of the cases
and/or task as menu items resulting in a final application.

The best students get offered participation via student jobs
in real projects of digital transformation for real customers,
where they can help the experienced professionals to deliver
the Petriflow based applications, performing some supportive
tasks such as testing of the application in different stages of
the development. The students also regularly participate in
meetings with business users of the applications. This student
jobs are paid by the customers. Between September 2018 and
October 2019 the Petriflow based Process Automation and
Digital Transformation course took more than 160 students,
and together 20 students took paid participation in real projects
for customers. The 20 students delivered together 9420 hours
of student works during 14 months in these projects, which
gives the average 471 hours of practicum per student in 14
months, i.e. 33.64 hour per student per month. In other words,
in 294 working days, they give 471 hours per student, which
corresponds in average to 8 hours per student per 5 days
working week. The students earned together 137, 701.30 EUR,
which gives the average approximately 14.62 EUR per hour.
Together, 6 different customers participated in the project as
partners, 3 insurance companies, one leasing company, one
electricity distribution company and one leasing brokering
company. The students helped in the digital transformation
of life insurance processing, non-life insurance processing,
processing of insurance applications, processing of health
insurance applications, processing of applications of contract
health care providers of the health insurance company. The
students also helped in process driven application develop-
ment of a task manager for employees integrating tasks of
8 different existing systems, including SAP and SCADA
systems. Another real use case in which students participated

were a processing of leasing coverage and financing of car
reseller network, integrating systems of car distributor, car
reseller network and the leasing company. Finally, the students
helped the development team delivering process based case
management system for a leasing broker covering the whole
lifecycle of the brokered leasing cases. All these projects were
implemented using Petriflow language, Petriflow Modeller and
run in the Petriflow Process Engine in production, processing
hundreds of thousands of process instances. Based on the
experience gained during the practicum project, starting from
December 2019, all these 20 students start either a regular part-
time or regular full-time jobs in projects using the Petriflow
suite for digital transformation.

VI. SUMMARY

In the paper, we present our own framework that combines
formal methods and modern technologies in order to enable
effective process automation in the digital transformation of
real companies. We also briefly outline our experience with
the successful use of this framework in dual education of
process automation and digital transformation, combining the
university courses and practicum in companies. We consider
the average amount of working time 8 hours, i.e. 1 man day
per working week per student spent on practicum adequate.
Such amount of time spent in industry sufficiently prepare
the student for real delivery process but on the other hand still
gives the student enough time to learn foundations of computer
science at the university and to study new technologies.
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Abstract — The concept of building an information and 
knowledge society is the center of interest of all developed 
countries of the world, the European Union and Slovakia 
including. It is a trend that is conditioned by technological 
developments in the processing and use of information and 
communication technologies (ICT), which affect various 
aspects of everyday life. The urgent need for new ICT 
knowledge and skills, as well as the demographic changes 
that Europe is facing, have highlighted the importance of 
young people's IT education. Improving digital literacy and 
inclusion, interoperability, the application of ICT in 
problem-solving is also one of the objectives of the national 
project "IT Academy - Education for the 21st Century", 
which strives significantly at primary, secondary and higher 
education levels to support this trend. The aim of the paper 
is to analyze the impact of popularization and motivational 
activities within formal and non-formal education on 
various target groups of the project and to analyse the 
efficiency, effectivity and usefulness of ICT utilization in 
education. Although the interpretations of digital literacy 
may differ, they share a common view on the need to include 
a critical dimension in teaching and focusing on the social 
aspects of literacy. We monitored the digital literacy index 
of secondary school teachers, we focused on comparing the 
ring activity of 3 groups of selected exact indicators at 
secondary schools, which had scientific laboratories in 
comparison with schools that did not have laboratories in 
their equipment. We used general methods of scientific 
work, such as analysis, comparison, deduction and others. 
The primary data were collected by a questionnaire survey. 
The data were processed in MS Excel and evaluated by 
statistical methods. 

I. INTRODUCTION 
Today’s ICT are an important part of our daily lives. It 

is understandable that beside the integration of ICT in all 
areas of human activities, the process of education could 
not be avoided and it is equally important to integrate the 
same technologies in the education process. 

In this context we must say that, integration of 
technologies and computers in the educational process is 
increasingly becoming an integral part of the education 

system, but that this does not mean that learning, as a 
social process, can be effectively replaced by technology. 
But instead, the technology can enhance the education 
process in many ways [1]. 

In the field of education, IT is commonly seen as how 
computers and the Internet can best be harnessed to 
improve the efficiency and effectiveness of the process of 
teaching and learning [2]. 

On the other hand digital media pose serious risks and 
side effects when used in educational settings. They are 
distracting, in particular when used for non-course-related 
activities. They take valuable time away from learning 
children (i.e., replace more important activities for 
learning), and they do not appear to be beneficial to 
competencies, grades, and learning behavior in general 
[3]. 

National project "IT Academy - Education for 21st 
Century" brings to our schools research-oriented teaching, 
development of informative thinking, scientific literacy, 
educational activities for teachers, popularization and 
other activities with a massive focus on changes in the 
preparation of secondary and university graduates for 
employment labor market, especially in the IT sector. 
Innovation of formal and non-formal education is realized 
in cooperation with IT companies (ITAS, cluster Kosice 
IT Valley, etc.) in accordance with the requirements of 
practice. Non-formal education includes popularizing and 
motivating activities for primary and secondary school 
students in which they take part after the normal day at 
school and include all the school clubs (math, foreign 
language, musical instrument and others) they meet after 
education hours [4]. 

It is important for every society that there is enough, 
from the youth brought up, specialists who know their 
profession and have a good relationship with it. One of the 
conditions for maintaining enthusiasm for any subject of 
interest is popularization and motivational activities. As 
part of the IT Academy project - Education for the 21st 
Century, besides experts from universities, IT experts also 
contribute to popularization activities for primary and 
secondary school students, who contribute their 
knowledge to the project goals. The popularization 
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activities organized within the project range from several 
hours to a week and from one-off to weekly activities. The 
most well-known are the corresponding mathematical 
seminars, various competitions, daily IT camps, summer 
residence camps, Science in the City lectures, IT tea room 
or various clubs. Students actively participating in 
popularization activities have great potential for successful 
application in practice. 

II. AIM 
The main objective of the project is to create a model of 

education and training of young people for the current and 
prospective needs of the knowledge society and labor 
market, focusing on informatics and information and 
communication technologies. 

In addition to the family, community and the resulting 
socio-economic factors, the project helps parents to 
recognize the child's abilities and opportunities for further 
implementation. 

The aim of the project is to achieve the development of 
digital literacy, personal development and communication 
competences with the focus on information and 
communication technologies (ICT) through the innovation 
of science and technology education in primary and 
secondary schools and to motivate them to study ICT at 
university and subsequently prepare university students 
for employment in the ICT sector. 

Prerequisites for achieving the objective of the project 
are the implementation of targeted education of primary 
and secondary school teachers in computer science, 
mathematics, science and technology subjects and 
increase not only the digital literacy of teachers or their 
readiness to implement popular and motivational 
activities, but also sustainable school and IT partnerships 
with suitable school equipment.  

The project also measured the level of digital literacy of 
secondary school teachers and compared their scores in 
relation to their socio-demographic characteristics. 

III. METHODOLOGY 
In order to find out the impacts of popularization 

activities, a questionnaire of popularization and 
motivation activities was distributed to primary and 
secondary school students (Table I.). The questionnaire 
respondents were strictly selected based on the number of 
undertaken popularization activities. A total of 100 
students (56 from primary school and 44 from secondary 
school) participated in the survey, of which 40 had only 
one popularization activity and 60 had more than 5 
activities (5-13). The data were evaluated in statistical 
program SPSS and non-parametric tests were used to 
clarify hypothesis. 

To find out whether research-oriented teaching brings 

tangible results, we compared 3 groups of selected exact 
indicators for students studying in secondary schools 
equipped and not equipped with scientific laboratories, 
using variables sets that included data on ring activity 
competitions in computer science, mathematics and 
science. The research question we were looking for was: 
"Do secondary schools equipped with scientific 
laboratories show better results in the monitored indicators 
than secondary schools which are not equipped with 
scientific laboratories?" Data for the set of secondary 
school students collected under the National IT Project of 
the Academy - Education for the 21st Century consisted of 
30 equipped secondary schools and 141 secondary schools 
not equipped with scientific laboratories for the school 
years 2016/17 and 2017/18. Given the differences in the 
number of these categories of schools are quite significant, 
the measured data were standardized by conversion to the 
average values of students per school. As the basic 
condition for the use of information and communication 
technologies in pedagogical work is the digital literacy of 
teachers, which can be described as the ability to 
understand information and use it in various formats from 
various sources presented through information and 
communication technologies, we measured it using a 
synthesizing indicator . The index contained 27 indicators 
(questions) measuring the level of work with modern 
information and communication technology, its 
applications and services. Respondents in each of them 
expressed their skills and abilities on a scale of 1 ("I do it 
very well") to 5 ("I don't know at all"). We divided the 
indicators into four basic dimensions - hardware and 
software control information in the virtual space and the 
ability to communicate through ICT, the overall index 
reflects the level of digital literacy on a point scale from 0 
(digital illiteracy) to 100 (maximum digital literacy). 

IV. RESULTS 

A. Students popularization activities increase parent 
support 

There are variety of influences like family, school, 
community, and social and economic factors that use to 
manipulate career decision of students [5]. The greatest 
factor is the influence of parents [6]. Questionnaire 
research has proven the validity of the hypothesis that 
students actively involved in popularization activities are 
more encouraged by parents to participate in activities. 
The second group of students reached them through 
classmates or teachers (Figure 1.). 

 
 

TABLE I.   
GENDER/SCHOOL/ACTIVITY 

 Gender School 
Male Female Primary Secondary 

1 activity 42,5 57,5 87,5 12,5 
more 

activities 
76,7 23,3 35,0 65,0 

 

Figure 1.  Source of information on popularization activities 
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B. Participation in popularization activities increases 
students' skills 

We found out what the activities were beneficial for 
students. Data were measured by the Likert scale, with 1 
indicating low value and 5 showing very high value. It has 
turned out that students who have completed more 
activities consider creative thinking to be more beneficial 
and more skilled in social communication than students 
who have only completed one activity. Average values for 

each option are shown in the Table II. 
By participating in activities, students naturally learn to 

work in a team, make decisions, plan their time and, last 
but not least, learn to get along with classmates, teachers, 
parents and people around them. This has shown that 
extracurricular activities help to achieve not only better 
overall results in school, through a better understanding of 
the subject, but also through the development of social 
skills. 

C. Participants of extracurricular activities also 
influence other students to participate 

In the various competitions (programmer, mathematics, 
...), both students with one activity and students with 
several activities participated. Students who have 
completed more activities consider competitions less 
demanding compared to students with only one activity. 
The diversity and number of activities have a positive 
impact on the student's knowledge development, but also 
on his / her fine skills. At the same time, it has been 
shown that such students are more motivated and able to 
motivate more peers than students who do not regularly 

engage in activities. 

D. Participants in IT activities give information 
technologies greater social significance 

At the 5% significance level, we have demonstrated a 
statistically significant difference between the two groups 
of students in considering the social importance of IT 
using the Mann-Whitney test. The multi-activity group 
considers the IT sector to be very important for today's 
society, while students who do not engage in 
popularization see it more casual. An important aspect that 
we surveyed in the survey was the interest in studying 
computer science for students with a varying number of 
activities. In the group of students with one activity it was 
proved that up to 45% of students did not plan to study 
informatics even before the activity and did not motivate 
them to do so. In the case of students who completed more 
activities, 28.3% of students increased their interest in 
computer science and 26.7% did not change their interest 
because they were already planning to study the field. 

E. Scientific laboratories in schools increase students' 
interest in IT 

Measured data convincingly confirm that students in 
secondary schools equipped with scientific laboratories 
show higher ring activity than students in secondary 
schools not equipped with scientific laboratories [7, 8, 9]. 
Thus, in the school year 2016/17, more boys attending 
schools equipped with science laboratories attended clubs 
focusing on informatics, robotics, mathematics, physics, 
chemistry, biology and network technologies, and only a 
geographic clubs attended a little more boys attending 
schools without science laboratories. During this academic 
year, girls in science-lab-equipped schools attended more 
informative, robotics, mathematics, physics, chemistry, 
biology, and geography clubs, while only little more girls 
attending schools without science laboratories attended 
clubs focused on network technologies. The importance of 
equipping secondary schools with scientific laboratories 
comes to the fore especially after calculating the total sum 
of students for each category of school, since during the 
period all the above-mentioned rings were attended by 
many more students from schools equipped with scientific 
laboratories. Data for the 2017/18 school year essentially 
follow this trend - a significant number of boys and girls 
attending school equipped with science laboratories have 
been attending clubs focused on computer science, 
robotics, mathematics, physics, chemistry, biology and 
networking technologies (Table III.). 

TABLE II.   
BENEFITS OF ACTIVITIES 

Benefits of activities 1 activity More 
activities 

Overall 

I consolidated my knowledge 
from school 

3,25 3,55 3,43 

I learned to work in a team 3,47 3,73 3,63 
I learned to think creatively 3,12 3,75 3,50 

I learned to work 
independently 

3,10 3,52 3,35 

I increased self-confidence 2,68 3,10 2,93 
I improved myself in front of 

people 
2,58 3,17 2,93 

TABLE III.   
COMPARISON OF CLUB ACTIVITIES DURING THE SCHOOL YEARS 2016/17 AND 2017/18 (AVERAGE VALUES) 

 
Club focus 

2016/2017 2017/2018 
Sci-Lab Without Sci-Lab Sci-Lab Without Sci-Lab 

M F S M F S M F S M F S 
Informatics 19,9 10,0 29,9 11,3 5,4 16,7 21,0 7,7 28,7 10,7 7,1 17,8 
Robotics 9,0 0,8 9,8 3,6 0,2 3,8 6,7 0,8 7,5 3,5 0,3 3,8 
Mathematics 12,7 12,9 25,6 9,4 9,2 18,6 11,5 11,5 23,0 9,6 7,1 16,7 
Physic 5,9 4,4 10,3 2,9 1,7 4,6 4,4 2,9 7,3 2,9 2,3 5,2 
Chemistry 3,3 6,9 10,2 1,9 4,3 6,2 2,8 6,2 9,0 2,5 5,3 7,8 
Biology 4,6 11,1 15,7 1,9 4,5 6,4 2,9 9,4 12,3 2,1 4,6 6,7 
Geography 1,6 3,4 5,0 1,7 2,1 3,8 1,8 2,6 4,4 2,3 2,9 5,2 
Net technology 8,8 0,3 9,1 3,9 0,7 4,6 7,1 0,9 8,0 5,1 0,4 5,5 

a M=boys, F=girls, S=sum 
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The only group that was attended by a few more 
students (both boys and girls) attending schools not 
equipped with scientific laboratories during this school 
year was a geography-oriented group. Another conclusion 
of the analysisis is that students attending secondary 
schools equipped with scientific laboratories participate in 
a higher number of competitions in computer science than 
students attending secondary schools not equipped with 
scientific laboratories. For the academic year 2016/17 this 
is evidenced by data showing that from the list of 27 IT 
competitions up to 20 (ZENIT, KSP, ProFIIT, SPONGIA, 
PALMA, Palma junior, IHRA, RoboCup junior, FLL, 
Istrobot, RBA, iBobor , NAG, NaGa, Trencin Robotic 
Day, Kasiopea, RoboRAVE, IT Fitness Test, Junior 
Internet and Inforprog) have a larger representation of 
students studying at schools equipped with scientific 
laboratories and only in 2 competitions (3D Printing and 
Hour of Code) students studying at non-equipped schools 
scientific laboratories (in the remaining 5 competitions - 
the Baltics, IPSC, VRBH, Python Cup and the FLL 
Summer League competitions show the same number of 
solvers in both categories of schools). It is noteworthy that 
during the 2017/18 school year, the differences in the 
number of competitions solved by secondary school 
students were even more pronounced, with up to 21 out of 
the 27 competitions (ZENIT, KSP, ProFIIT, SPONGIA, 
PALMA, Palma junior, 3D Press, IHRA, RoboCup junior, 
FLL, Istrobot, RBA, iBobor, MAG, NaGa, Trencin 
robotic day, Kasiopea, Robo RAVE, IT Fitness Test, 
Junior Internet and Inforprog) were solved by more 
students attending schools equipped with scientific 
laboratories and only 1 Hour of Code more students 
attending schools not equipped with scientific laboratories 
(the remaining 5 competitions - namely FLL, Baltie, 
IPSC, VRBH and FLL Summer League were solved by 
students of both categories of schools in equal numbers) 
(Table IV.). 

Finally, it has also been shown that students attending 
secondary schools equipped with scientific laboratories 
are more involved in solving competitions in mathematics 
and science than students attending secondary schools not 
equipped with scientific laboratories (Table V) [10, 11, 
12]. In the school year 2016/17, out of 10 different 
competitions, up to 9 of them (KMS, STROM, Matboj, 
Charge, B-day, PANGEA, KLOKAN, IQ Olympics and 
Purple Comet) involved more students from schools 
equipped with scientific laboratories, where (the Gepeha 
fight competition dealt with the same number of students 
from both categories of schools). Also in the 2017/18 
school year, more students attending schools equipped 
with scientific laboratories (8 competitions - KMS, TREE, 
Matboj, Charge, B-day, KLOKAN, Gepeha fight and IQ 
Olympics) were more intensively involved in mathematics 
and science not equipped with scientific laboratories (2 
competitions - PANGEA and Purple Comet). The 
presented results for the school years 2016/17 and 
2017/18 convincingly confirm that the learned knowledge 
from the theory supported by knowledge from various 
experiments or experiments characterized by secondary 
schools equipped with scientific laboratories is positively 
reflected in the ring activity of students and the number of 
solvers involved in computer science, mathematics and 
science competitions. Research-based teaching based on 
practical teaching of students with the possibility of 

TABLE V.   
QUANTITY COMPARISON OF MATHEMATICS AND LIFE SCIENCES 

CONTESTS DURING THE SCHOOL YEARS 2016/17 AND 2017/18 (AVERAGE 
VALUES) 

Olympics 2016/17 2017/18 
Sci-Lab Without 

Sci-Lab 
Sci- Lab Without 

Sci-Lab 
KMS 1,4 0,1 2,0 0,1 
STROM 1,0 0,2 1,0 0,5 
Matboj 2,0 1,7 2,2 1,2 
Náboj 6,7 2,4 8,3 2,5 
B-day 0,7 0,3 0,7 0,3 
PANGEA 6,5 6,3 0,0 0,1 
KLOKAN 22,1 21,9 25,4 23,9 
Gepeha boj 0,0 0,0 0,3 0,0 
IQ olympiáda 8,0 0,1 6,9 1,1 
Purple Comet 0,2 0,1 0,2 0,6 

TABLE IV.   
QUANTITY COMPARISON OF INFORMATICS CONTESTS PARTICIPANTS 

DURING THE SCHOOL YEARS 2016/17 AND 2017/18 (AVERAGE VALUES) 

Olympics 2016/17 2017/18 
Sci-Lab Without 

Sci-Lab 
Sci- Lab Without 

Sci-Lab 
ZENIT 10,9 3,7 16,0 4,6 
KSP 1,0 0,1 1,3 0,2 
ProFIIT 0,5 0,1 0,6 0,1 
ŠPONGIA 0,1 0,0 0,3 0,0 
PALMA 0,1 0,0 0,5 0,0 
Palma Junior 0,4 0,1 0,7 0,3 
3D Tla� 0,0 0,1 0,8 0,3 
IHRA 0,7 0,1 1,2 0,3 
RoboCup junior 0,5 0,1 0,4 0,0 
FLL 0,8 0,3 0,5 0,5 
Istrobot 0,2 0,0 0,3 0,0 
RBA 0,8 0,3 1,3 0,4 
Sú	až Baltie 0,0 0,0 0,0 0,0 
IPSC 0,0 0,0 0,0 0,0 
iBobor 72,0 38,5 74,8 44,6 
VRBH 0,0 0,0 0,0 0,0 
NAG 1,5 0,4 3,5 0,8 
NaGa 0,3 0,1 0,8 0,1 
Tren�iansky 
robotický de
 

1,7 0,2 1,3 0,1 

Kasiopea 0,1 0,0 0,2 0,0 
Python Cup 0,0 0,0 0,6 0,5 
Robo RAVE 0,8 0,1 0,8 0,1 
Letná liga FLL 0,0 0,0 0,0 0,0 
IT Fitness Test 91,2 46,2 82,0 48,5 
Junior Internet 0,8 0,4 0,7 0,2 
Inforprog 0,2 0,0 0,2 0,0 
Hour of Code 8,5 15,5 10,8 14,1 
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demonstrating the knowledge gained by theory through 
exact verification really brings tangible results. 

F. Teachers' digital literacy is influenced by gender, age 
and years of teaching experience 

On a scale of 0 to 100, secondary school teachers 
collectively obtained a digital literacy index of 73.7, 
which can be considered a satisfactory result. Half of the 
set of educators obtained an index score of less than 76 
points and the other half gained more than that. It follows 
that half of the respondents achieved a rather less 
satisfactory score (Table VI.). 

 
The level of digital literacy illustrates in more detail the 

achievements in individual skills and abilities. As Figure 2 
illustrates, secondary school teachers are best placed to 
work with information in a virtual space, but have the 
least knowledge of working with software. 

The second stage analysis (Figure 3) showed 
statistically significant differences in teachers' digital 
literacy in relation to gender, age and length of teaching 
practice. In terms of gender, men scored higher than 
women. 

 
 

In terms of age, digital literacy scores were found to 
decrease with age. The achievement of secondary school 
teachers aged 51 and over can be considered less 
satisfactory (Table VII.). 

 
Similarly, as the number of years of teaching 

experience increased, the digital literacy index decreased 
(Figure 4.). 

Differences were also recorded according to the 
subjects taught. The highest digital literacy scores were 
achieved by computer science teachers and the lowest by 
chemistry teachers (Table VIII). 

The results presented show that the level of digital 
literacy of secondary school teachers is generally 
satisfactory. Educators are the best at managing 
information in virtual space, but the least at work with 
software. Therefore, in terms of in-service training in ICT, 
action in this regard should be aimed primarily at women 
and teachers over 50 years of age. 

We must emphasize that engagement and commitment 
shown from the teachers can drive students’ excitement in 
ICT and that this could create the environment needed to 
drive students towards an IT career. 

 

 
 
 
 
 
 
 
 

TABLE VIII.   
TEACHING SUBJECT 

School classes Number DLI 
Informatics 221 86,98 
Physic 88 71,27 
Geography 61 72,01 
Chemistry 85 67,06 
Biology 77 68,34 
Mathematics 181 74,91 

TABLE VI.   
DLI 

DLI 
Age Average N 

till 30 78,4 26 
31-40 78,0 195 
41-50 74,3 270 
51-60 69,3 217 
up 60 65,7 31 
Sum 73,6 739 

TABLE VII.   
DLI 

DLI1 
Quantity 741 
Missing 0 
Average 73,7 
Median 75,9 

Figure 2. Dimensions of digital literacy 
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Figure 3. DLI according to gender 
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Figure 4. DLI according to the length of practice 
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V. CONCLUSIONS 
As concrete teaching is always very specific due to 

various life circumstances like personal preconditions of 
the students and the teachers or technical equipment, these 
circumstances also determine the applicability of any 
research result. 

The benefit of research in the field of ICT Education 
highly depends on its potential of being applicable to 
teaching. 

The research results presented can be summarized as 
follows: 

• Students actively involved in extracurricular science 
popularization and motivation activities are more prepared 
and more interested in working in the IT sector than 
students who do not or only participate in these activities 
sporadically. 

• Students actively involved in popularization activities 
are more encouraged by parents to participate in other 
activities. 

• Creative thinking and advancing people is a priority 
for students who are more involved in popularization 
activities. 

• Students who engage in popularization activities 
consider different science competitions less demanding 
than other students. 

• The ring activity of science subjects, mathematics and 
informatics of school students acquired by a scientific 
laboratory is higher than that of schools without 
laboratories. 

• In science, mathematics and computer science 
Olympiads, students with science laboratories are more 
successful. 

• Science, mathematics and computer science 
competitions involve more students from schools with 
science laboratories. 

• Teachers' digital literacy needs to be targeted and 
targeted, especially for women and middle-aged and older 
teachers. In terms of content, it is necessary to focus on 
working with various software tools. 

• It remains necessary to concentrate on the 
interconnection of knowledge from several areas, on the 
interconnection of theoretical knowledge with practical 
skills, with experience, and to meet various new problems 
in different contexts. We must assign tasks and projects to 
students that need to carry out activities that require higher 
cognitive operations, e.g. analyze, evaluate and create. 
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Abstract— This paper presents the activities carried out to 
enhance the teaching process of computer networks courses at 
secondary schools and universities. Work is done as a result of 
the IT Akademia national project. The paper provides wide 
overview of these activities, all following the exploratory 
learning techniques. Main goals include creation of 
methodological guides for secondary schools. Then preparation 
of handbook and innovation of existing computer networking 
courses at the Technical University of Kosice (TUKE). 
Educational materials were created and reviewed by the experts 
in the field of computer networks, including both secondary 
school and university instructors. Developed educational tools 
complement existing curriculum and increase competences of 
both, students and instructors (teachers). All outputs of the 
project further enable individuals with poor English language 
skills easier understanding of the topics, since all of the materials 
are in localized the native language. 

Keywords—computer networks, education, exploratory 
learning. 

I. INTRODUCTION 
Education is vital and it is fundamental premise for 

development of each human being. Its impacts are not only 
visible in the childhood, however mainly in the adulthood. 
Providing of the proper motivation and good quality education 
should be focus of each educational institution.  

One of the tools that complement the educational process 
are the educational materials that can be used for the 
education. Having proper materials can motivate students to 
learn. Design and creation of such materials should consider 
multiple factors, e.g. target group, available resources etc. 
Another important aspect is ongoing self-learning of teachers 
(or instructors) and their retraining. This is due to changes and 
new technology advances (mainly related to the ICT, e.g. 
utilization of video conferencing [1] for blended learning). 

One of the focuses of the Slovak National project 
“IT Akademia” was to create and innovate the educational 
materials. The project has two major focuses:  

• innovation of technological education on primary 
and secondary school, while motivating students 
(or pupils) to pursue the study of ICT areas;  

• and innovation of study courses at the selected 
universities.  

The outputs presented and discussed in this paper are also 
the outputs from the IT Akademia project, this includes 
innovative methodological guides, handbook and implicit 
outputs such as updated knowledge of secondary school 
instructors. 

II. EXPLORATORY LEARNING 
Exploratory or discovery learning is defined in [2] as a set 

of approaches that engage learners to take control over own 
learning, while having multidimensional path to discover new 
knowledge, while the overall the learning feels natural. 

In the research by Wu et al. [3], the exploratory study of 
various tutoring patterns was used in the laboratory course. 
Authors suggest that learn, practice, apply approach results in 
better understanding and confidence of the given topic. 

Another utilization of exploratory learning by Vahedi and 
Farnoud [4] was used to create innovative experimental 
modules for chemical engineering course. Impact of guided 
discovery learning on students was carried out by Permatasari 
and Laksono [5]. Authors yield higher total scores, when 
compared to traditional approach to learning. Authors Chase 
et al. [6] also utilized this learning technique in their 
"Invention" activity and reported positive feedback from the 
teaching process. Success in utilization of discovery learning 
for undergraduate students, however only together with a 
pretest, is reported by Newman and DeCaro [7]. Many other, 
also older researches [8] [9] deal with the exploratory learning 
and report positive feedback. 

Exploratory learning was also used in the newly developed 
methodological guides that are described next. 

III. METHODOLOGICAL GUIDES FOR SECONDARY SCHOOLS 
Overall, 132 methodological guides were created as a part 

of the IT Akademia national project. All of these were created 
for secondary schools that teach computer network courses. 

Thus, all of the methodological guides are directly related 
to the area of computer networks and often make a bridge to 
other available resources on the same topic. 132 created 
guides are intended for four subjects: 

• Networking technologies 1 – introductory 
course, mostly focused on the basic terminology, 
includes fundamental configuration. 

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 336



• Networking technologies 2 – includes also 
theoretical concepts along with the basic 
configuration of devices, routing and switching. 

• Networking technologies 3 – extended switching 
and routing concepts. This course is being taught 
only by a small number of secondary schools. 

• Networking technologies 4 – the last course is 
mainly focused on WAN technologies; it 
includes also configuration of networking 
devices. This course is also being taught only by 
a small number of secondary schools. 

First two courses include essential introduction to the 
computer networking courses and are prerequisite to further 
education in this area. 

A. Background 
Networking courses have long term tradition in the Slovak 

educational systems. Over the years several iterations were 
made towards update of the existing materials. Need to create 
the revised materials is thus constant drive that forces teachers 
to stay up to date with the new technologies. 

Another thing to consider is the localization of the 
materials, since majority of available sources is in English 
version. Even though English is essential in understanding the 
computer networks, the overall understanding of given topic 
may suffer, this may occur mainly in the case of young 
audience (students of secondary schools). Thus, having 
localized version in native language (i.e. Slovak language) is 
always an advantage. 

The created material is to follow exploratory learning 
process, along with the designed and created additional 
materials. It is expected that the final educational guides are to 
enhance the overall educational process for the teachers as 
well as for the students. Teachers are expected to have easier 
preparation for the teaching process, while students will have 
available localized materials in Slovak language and also 
additional exercises for the courses of networking 
technologies.  

Utilization of the exploratory learning is to motivate 
students to explore the given topic, and with the help of a 
teacher, come to the answer or set of possible answers for the 
given problem. 

B. On the methological guides 
The four above described courses on Networking 

technologies were in the focus while designing and processing 
of the guides. Each course contains 33 methodologies (see 
Tab I.). The first course of networking technologies was 
created mainly by the Technical University of Kosice (TUKE) 
and the University of Zilina (UNIZA), correspondingly 25 and 
8 methodologies. Latter courses were created, as well by the 
above-mentioned universities, however also by the Slovak 
University of Technology in Bratislava (STUBA) and the 
teachers of several secondary schools that teach computer 
networks course - Secondary Schools of Electrical 
Engineering (SPSE Kosice, SPSE Presov, SPS IT Kysucke 
Nove Mesto). Inclusion of other teachers from secondary 
schools was considered a good option due to their knowledge 
and long-term practice. Most of these teachers (instructors) 
also passed the innovation IT Academia courses. 

TABLE I.  DISTRIBUTION OF METHODOLOGICAL GUIDES 

Course TUKE UNIZA STUBA SPSE 
KE 

SPSE 
PO 

SPS
IT 

KNM 
Network. 

tech. 1 25 8 - - - - 

Network. 
tech. 2 12 8 - 6 6 1 

Network 
tech. 3 1 6 24 - - 2 

Network. 
tech. 4 19 8 6 - - - 

Total 57 
(43.2%) 

30 
(22.7%) 

30 
(22.7%) 

6 
(4.5%) 

6 
(4.5%) 

6 
(2.3%) 

 

When it comes to specific guide, each methodology 
contains a methodological letter which includes some 
introductory information for the instructor that is going to 
teach the course. It contains definition of problem, required 
tools, and some additional description.  

Almost all methodologies have attached presentations (in 
PowerPoint or Adobe Reader file format) which includes 
activities that are to be done on the specific lesson for which 
is the methodology created. It may also include exercises in 
the Cisco Packet Tracer simulator and some additional tasks 
or homework for students.  

C. Sample methodological guide 
In this part we present the sample of the methodological 

guide, which is one of the guides from the Networking 
technologies 1. All the source files for each course are 
available at the official website of the project. The Moodle 
LMS is utilized as a project solution. When the guide is 
opened by the instructor two items are available – m02 file, 
which is the main file containing the instructions, i.e. 
methodological letter and prilohy (in Engl. attachments). 

In the Tab. II is shown the sample of the methodological 
letter, available for each methodology. Please note that 
content was translated to English only for the purposes of this 
paper. This letter, as stated before, is the introductory 
information for the teacher (instructor). Thematic unit (see 
Tab. II) includes information of the course and specific topic. 
Further, based on mutual agreement of the IT Akademia 
project solvers, the recommended year is defined. Networking 
courses are divided per year, the mapping is usually made 1 to 
1 (e.g. methodological guides from Networking technologies 
3 have recommendation to be taught to students in 3rd year of 
study). However, deviations may occur, e.g. in case when 
school implements only the first and second course. Majority 
of the secondary schools involved in the project teach only the 
first two courses, mainly secondary grammar schools with the 
focus on information technology. 

Each methodology has its own goals that inform teacher 
of the knowledge that is acquired by the student after finishing 
the course and also competences that are developed. Initial 
requirements of knowledge and skills are also stated, their 
number is gradually increasing and becoming more complex.  

Solved didactic topic is probably the most important part 
of the methodological letter and provides brief description of 
the specific methodology and introduction to the topic (it is in 
the form of the abstract). 

Dominant teaching methods vary based on the given topic 
and used devices (e.g. router or switch), nevertheless 
exploratory learning is emphasized throughout the all courses.  
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TABLE II.  SAMPLE METHODOLOGICAL LETTER 

Thematic unit / Topic ISCED / Recommended year 
Computer network basics  
Introduction to computer networks 

ISCED 3 / 1st year 

Goals 
Knowledge and skills acquired 
by pupils 

Competences developed by 
pupils 

• Create a basic conceptual 
apparatus in the field of 
computer networks. 

 

• Formulate a hypothesis to 
be tested. 

• Design a model of the 
Internet. 

• Construct a model. 
• Identify network devices 

and network components. 

Initial knowledge and skills requirements 
• Basic computer skills. 
Solved didactic topic 

Knowledge of the technology used in computer networks is a necessary 
knowledge in today's world and is a prerequisite for further development 
in ICT. The methodology presents the basic conceptual apparatus in the 
area of computer networks and builds on it extended concepts in this 
area. 
Dominant teaching methods and 
forms 

Preparation and aids 

• discussion 
• lecture 
• demonstration and 

observation 
• exploratory learning 
• independent work of pupils 

• Computer with internet 
access, Cisco Packet Tracer 
software. 

• Access to remote repository. 
• Attachments:  

o Presentation (m02-
p.pptx). 

o Homework file 
(m02-du01.pdf) 

 

The last section includes preparation and aids that are 
required for each lesson. One methodological guide should 
cover one school lesson, i.e. 45 minutes. Depending on type 
of secondary school, some methodologies may be expanded 
to more than one lesson. 

Almost every methodological guide contains a 
PowerPoint presentation (Fig. 1 – note that the material was 
translated to English only for the purposes of this paper). 
Presentations are designed and adjusted to meet the criteria for 
teaching of computer networks. Its design was created in the 
close cooperation of TUKE and UNIZA during the creation of 
the first course of Networking technologies. 

In the Fig. 2 is shown the example of the activity included 
in the presentation. Every activity is marked by vertical orange 
stripe in the left corner of the presentation to highlight the 
presence of the activity in the presentation. As mentioned 
above, each activity is designed to enable discovery learning, 
to reinforce understanding and own creativity. In Slovakia this 
type of learning is rather rare and thus students have barrier 
when it comes to communication with teachers. 

D. Sample final exam 
Final exams were created in Cisco Packet Tracer (PT) 

simulator (see Fig. 3), however note that in case of availability 
of the real devices traditional form of final examination may 
be applied. Utilization of Cisco PT enabled to create 
dynamical exams for students. When starting the exam, the 
student is prompted for the username (i.e. first name and last 
name). Each time the username is entered the values of the IP 
addresses change, thus the assignment differs every time the 
exam is started. This brings dynamic and variability to the 
examination and eliminates the potential cheating. 

Each networking course contains final exam in Cisco 
Packet Tracer. Thus, teacher is able to evaluate the students’ 
knowledge more effectively and at much higher speed than in 
traditional final exams. Providing the real networking devices 
are available the teacher may utilize another version of final 
exam which is created only for the real devices. This is valid 
both, for secondary school methodological guides and also for 
university methodological guides. 

E. Revision of the methodological guides 
Methodologies for secondary schools have been revised 

by the teachers of the very secondary schools that teach the 
networking courses and also by the staff from the industry.  
Since the project is still ongoing, the reviews have not been 
finished, however there is over 10 reviews per one 
methodology for Networking technologies 1 course. Other 

 
Fig 1. Introduction in presentation (example) 

 
Fig 2. Example of the activity included in the presentation 

 
Fig 3. Example of final exam 

338



courses are still pending due to a lower number of teachers 
who teach the course. Most of the comments from the revision 
point out the lack of the time. This is due to large number of 
theoretical concepts to be explained or many activities per 
methodology. Thus, as a solution, methodologies created by 
the TUKE have highlighted the lesser important tasks or 
activities that are to be done throughout the course. These 
activities are marked by the gear sign . These lesser 
important activities may be in the form of homework or 
shifted to another type of course (i.e. not lecture). 

IV. HANDBOOK AND INNOVATION OF NETWORKING COURSES 
Another two explicit outputs of the IT Akademia project 

cover the handbook, i.e. summary of the computer network 
courses in one publication with theory and configuration 
examples, being a joint work by multiple universities. Another 
is innovation of networking courses which covers creation of 
material for existing computer networks courses taught at 
TUKE. Also, other universities had their courses innovated as 
a part of the project, however this is out of the scope of this 
paper. 

A. The handbook 
Except for the methodological guides, another explicit 

source of knowledge in the form of handbook was created. 
This educational material contains the topics of the computer 
networks courses taught at the universities. 

The handbook is the national material created as part of 
the IT Akademia project by multiple universities, namely 
TUKE, UNIZA, STUBA, UPJŠ (Pavol Jozef Šafárik 
University) and UMB (Matej Bel University). Utilization of 
handbook covers both, the secondary school and university 
fields of study from the perspective of computer networks 
area.  

 This handbook includes theory as well as practical 
exercises, which will help students to learn and understand the 
issues of computer networks, as well as the basics of computer 
networks. 

Four major computer networking topics are covered by the 
handbook: 

1. Basic configuration of networking devices. 

Includes understanding operation system of the 
networking device and its basic configuration; 
remote connection to the networking device; 
configuration of IPv4 and IPv6 addresses and 
related DHCP configuration. 

2. Routing and selected L3 technologies. 

Covers static and dynamic routing, including 
RIP, EIGRP, OSPF, BGP routing protocols; 
also, FHRP protocol, ACL, NAT and GRE 
protocol. 

3. Switching and selected L2 technologies. 

This topic covers VLAN, inter-VLAN routing 
technologies; VTP, DTP, STP protocol; 
EtherChannel; HDLC and PPP protocol; and 
troubleshooting [10]. 

4. Management of networking devices. 

The last chapter deals with CDP and LLDP 
protocol; Syslog; NTP protocol; SNMP protocol 

and SPAN; ICMP protocol, also with VPN 
technologies and introduces steps to recover 
password on networking device (both switch and 
router) [11]. 

Please note that handbook is also under development and 
topic stated above might slightly change. Nevertheless, once 
completed this type of publication is expected to enhance the 
educational process. Since no other comprehended 
publication is available with up to date information on 
computer networks in Slovak language. 

Example of the handbook material is available in the 
Fig. 4. Topic presented in the example is focused on the ping 
tool. 

B. The innovation of networking courses at TUKE 
Education of computer networks at the Technical 

University of Kosice has long term tradition [12]. There has 
been even established Computer Networks Laboratory in 
1995 and is still providing research and educational services 
to the staff and students. Laboratory covers teaching of several 
courses that are related to computer networks, namely: 

• Computer Networks (CN). 

• Application of Network Technologies (ANT). 

• Routing algorithms in Computer Networks. 

• Designing of Computer Networks. 

• Solving Problems of Large-Scale Infrastructures. 

The first two are being provided to the students of bachelor 
studies, the latter are only for master’s degree programs. This 
paper focuses on the first two courses. 

CN and ANT course reflects the content of the Networking 
technologies 1 to 4 that are taught at the secondary school. 
However, both university courses provide much more detail 
and cover more configuration of the devices. The first course 
CN is the mandatory subject for the students of the 2nd year of 
the Informatics study bachelors’ program, on the other hand 
ANT is the optional course for the 3rd year of study and 
requires knowledge from the CN course. 

Prior to IT Akademia project, most of the materials were 
in English language only and it was up to instructor how the 
specific exercise was carried out. The IT Akademia project 

 
Fig 4. The handbook: Subchapter on ping tool. 
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enabled creation of presentations localized to the local 
language and as well formation of workflows for the 
exercises. Thus, instructor can follow the generic workflow 
per exercise. These workflows contain instructions on how to 
configure and test the technology that is the subject of the 
exercise. 

Since the academy year has 12 weeks, both of the courses 
are also divided into 12 units (lecture and exercise), see 
Tab. III as an example on the distribution of lectures and 
exercises. 

TABLE III.  SAMPLE FROM THE CN COURSE TIMETABLE PER WEEK 

Lecture Exercise 
Introduction to computer 

networks. Network 
protocols. 

Modes in IOS operating system.

IP addressing and 
subnetting. 

Basic configuration of networking 
device (configuration of interfaces and 

remote „Telnet“ and „SSH“ 
connection). 

Physical and data-link layer. 
Ethernet technology. Basics 

of switching and routing. 

Binary system and introduction to 
subnetting with fix length mask. 

… 
Final examination. Alternative term for configuration 

examination. 
 

Analogous distribution of lectures and exercises is for the 
ANT course. 

Each exercise (covers both courses) has available 
workflow to be provided to students. This workflow contains 
the logical topology of the network, command to be used for 
the configuration and also the assignment. Prior to the 
workflow (for students), the information letter is available for 
the instructor with the brief description of the specific 
exercise, goals of the exercise and recommended form in 
which the exercise should be carried out. In the Tab. IV is 
shown the example of the information letter for instructor 
from the 5th exercise on static routing (translation to English 
was made only for the purposes of this paper). Note that this 
letter is not provided to students. 

TABLE IV.  INFORMATION LETTER FOR INSTRUCTOR 

Information letter for instructor 
Number and title of the exercise:  5. Routing table and static routing.

Goal of the exercise: 
The exercise focuses on the topic of routing the PDUs in computer 
networks, which is associated with a routing table and static routing. The 
student also meets the basic difference between static and dynamic 
routing. The static routing takes into account: 

• Configuration of the default route. 
• Configuration of the static route. 
• Configuration of the floating static route. 

Attention, prior to the exercise it is necessary to connect and configure 
the INTERNET router and SWITCH switch following to the document 
m05-a01-configuration.txt. INTERNET and SWITCH are connected: 
Fa0/0 to Fa0/24. 

Recommended form of the exercise: 
Individual work. Working in pairs. Group answers to questions. 

Attachments: 
Router configuration commands m05-a01-konfiguracia.txt. 

 

Same as for the information letter we provide the example 
of the workflow (Fig. 5) which is provided to the students. 

Work is pairs is common, however individual work might be 
enforced as well. All the workflows can be used on the real 
devices as well as in the Cisco PT simulator. 

In the Fig. 5 is shown the sample workflow used on the 
CN course at TUKE. At the top is located the logical topology 
of the network, the assignment and commands are always in 
two column form. 

Utilization of workflow documents allow students to work 
more independently. Based on the instructions the whole 
exercise is actually achievable without additional help. 
However, due to the nature of the CN course, the additional 
information and configuration is almost always provided by 
the instructor on all exercises. 

V. CONCLUSION 
This paper provided wide overview of created materials 

that were carried out as the outputs from the IT Akademia 
national project. In total, as part of cooperation of universities 
and secondary schools, 132 methodological guides were 
created for the secondary school computer network courses 
(Networking technologies 1,2,3,4). All of these 
methodologies have been revised by the experts in computer 
networks. Another output is the handbook, which was created 
as a part of partnership between multiple universities, this 
learning material is over 170 pages and it is still being 
expanded by the partners. Existing university computer 
network courses at Technical University of Kosice were 
complemented by the created material, introducing new 
presentations in localized language version and workflows for 
student (used on the exercises). Created material has already 
been deployed as a part of existing courses, both at the 
universities and secondary schools, yielding very positive 
overall feedback. 
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Abstract—This paper describes experimental software 
solution for monitoring of students’ attendance through the 
face detection and recognition in the video. The analysis of 
existing face detection and recognition algorithms was 
carried out, and the design of the system solution is 
described, implementing the previously analyzed 
algorithms. The Viola-Jones algorithm and HOG are used 
to detect the face in the video. To recognize an identity of a 
student, the convolutional neural network (NN) is utilized. 
The system was tested in the real university environment on 
selected courses. Once the face recognition is finished, the 
attendance list of present people may be generated. The 
system then provides additional visual verification of 
recognized faces to the lecturer (administrator). 

Keywords - convolutional neural network, face detection, 
face recognition, Viola-Jones algorithm 

I. INTRODUCTION 
Object detection has been used in various industries for 

a long time. It is used in engineering, where robots 
effectively replace human labor force, however it can also 
be seen in everyday life of every person. These days, both 
face detection and recognition is becoming popular for its 
noninvasive way of localization and identification of 
people in the video. For instance, face detection is used by 
digital cameras that automatically focus the lens on the 
detected face, or it is used by many popular applications 
where the face is transformed using filters to a various 
shape. Face recognition is mostly used in security [1], for 
example it is used by banks as part of biometric 
authentication process [2], or it can be used as unlocking 
aid in smart devices. 

At the beginning of the 90s, Yang and Huang [3] 
proposed the face detection algorithm based on knowledge 
of face features (eye, nose and mouth position), however 
their algorithm is not very effective. Later researches 
introduced detection methods based on movement 
(background subtraction method) and skin color, where 
color of the image is transformed from RGB to YCbCr 
color space. Both methods are not suitable due to their 
limitations. 

In 2001, Paul Viola and Michael Jones [4] introduced 
effective detection algorithm based on Haar-like features. 
Even large image is processed very fast, yet the algorithm 
still produces a lot of false positive detections. Later in 
2005, Dalal and Triggs [5] proposed the HOG (Histogram 
of Oriented Gradients) algorithm for human face 
detection. This method is more accurate than Viola-Jones 
algorithm, but the processing speed is slow on large 
images. 

The latest methods are based on convolutional neural 
networks (NN) and deep learning. One of the first 
approaches is the R-CNN method [6] from 2014, which 
uses the selective search. This approach is very slow and 
computationally expensive. Because of that, Fast R-CNN 
method [7] is introduced just a year later in 2015. The 
main difference between R-CNN and Fast R-CNN is the 
processing logic of region of interests. R-CNN feeds CNN 
particularly by each region of interest, whereas in Fast R-
CNN method the CNN is fed by the whole image and 
regions of interest are computed inside the neural network. 
The latest Faster R-CNN method [8] from 2017 has the 
RPN (Region Proposal Network) layer and is the fastest 
method among R-CNN. 

In spite of all efforts to make R-CNN method very fast, 
the processing speed is only 7 FPS on the powerful GPU 
(300x300 pixel images). For that reason, Single Shot 
Detector (SSD) was implemented in [9]. The SSD method 
merge similar steps of R-CNN method and uses only a 
single deep convolutional neural network in which the 
feature map is extracted and convolution filters are applied 
directly onto it. The method achieves processing speed of 
60 FPS on the high-end GPU (300x300 pixel images) and 
the error rate is comparable to R-CNN method. 

The first face recognition attempt was the research of 
Bledsoe [10] in 1964. The very first face recognition 
system was implemented in his research. However, the 
system was very inaccurate. Eigenface [11] is the most 
common face recognition method and was introduced in 
1991. It uses the mathematical statistics method called 
PCA (Principal Component Analysis) and it is considered 
as one of the fundamental concepts of face recognition, 
yet even the Eigenface method is not used anymore. 
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Eigenface method is very sensitive to lightning conditions, 
face orientation and its size. 

There were attempts to create more powerful algorithm, 
which would not be as sensitive as Eigenface. Later in 
1997 was introduced Fisherface method [12], which uses 
the statistical method LDA (Linear Discriminant 
Analysis). The algorithm was not sensitive to lightning 
conditions which led to very low error rate compared to 
Eigenface method. 

In 2004 the LBP (Local Binary Patterns) method [13] 
was introduced which provided even more accurate face 
recognition that is not as much affected as previously 
described methods by facial posture, illumination, facial 
supplements or skin color. Although the algorithm 
achieved the highest success than other algorithms, the 
error rate was still higher than 20%. 

These days, the most accurate and the most used object 
recognition systems use deep learning methods to reliably 
classify an object or identify a person. The biggest 
companies such as Google and Facebook are using face 
recognition system based on convolutional neural 
networks as well. FaceNet [14] is the face recognition 
architecture of the modified version of convolutional 
neural network GoogleNet which was developed by 
Google for object classification problems. This 
architecture uses the triplet loss function where the 
learning process takes two images of single person and 
one image of another person. Neural network can then 
easily distinguish between persons based on similarity and 
dissimilarity of human facial features. Face images are 
processed by convolutional neural network, which outputs 
the 128-dimensional encoded vector. Vectors are 
compared with saved vectors of known persons. A person 
is identified based on how similar the face is. Similarity is 
measured by Euclidean distance computation of vectors. 
FaceNet achieved the accuracy 99% on LFW (Labeled 
Faces in the Wild) database. 

Developers in Facebook introduced their facial 
recognition system called DeepFace [15]. It is based on 
the convolutional neural network that was trained on 
4 million photographs of faces belonging to 4,000 people. 

In their research paper, the accuracy is 97% on LFW face 
database. 

The motivation for this research is to create a software 
solution that uses human recognition technology to 
facilitate the work of lecturers by generating a student 
attendance list through the detection and recognition of 
present students in the video. 

II. VIOLA-JONES ALGORITHM AND SSD METHOD 
The proper selection of detection algorithm is crucial 

for the recognition system. It is necessary to find the 
balance between accuracy and speed of selected face 
detection algorithm in our experimental system. Also, it is 
imperative that the proposed system can be applicable not 
only to small distances, such as standing in front of the 
camera, but also to longer distances, e.g. detecting 
students sitting in the rear rows of the lecture room. 
However, to achieve such detection, it is assumed that the 
processed video must be of sufficiently high quality, 
which is then reflected in the video processing time. The 
problem of slow processing can occur when using the 
system in real time. Offline video can be processed frame 
by frame and it is possible to wait for the result. In 
real-time video from camera, the currently captured is 
processed and non-optimal results can be easily obtained 
at very low FPS and high frame rate. 

A. SSD method 
Based on the analysis, the most effective face detection 

methods are those which use the convolutional neural 
network. SSD method is the most appropriate choice for 
its speed (compared to R-CNN method). 

Table 1 shows the result of the performance analysis of 
SSD method on 96 second video at different video 
resolution. 

Although the face detection speed on 640x360 pixels 
resolution is high enough, faces can only be detected in 
close distance (approx. 3 meters to the camera). Face 
detection speed on 1920x1080 is very slow but faces can 
be detected up to the distance of 9 meters. The proposed 
system is designed for person recognition even at larger 
distances. The larger the video resolution is, the greater is 
the maximum distance at which a person can be detected 
by the algorithm. However, processing speed is extremely 
slow at high resolution and the SSD method is not 
permissible to be used in our proposed system. 

B. Viola-Jones algorithm 
The proposed approach is to use one of the less 

computationally demanding algorithms to acquire regions 
of interest that probably contain the face. It is expected 
that there will be a large number of false positives 
detections among obtained regions, but later these regions 
can be filtered by one of the more reliable methods. 
Although such an approach seems to be unnecessary and it 
would be better to use only a more reliable method, 
proposed regions by Viola-Jones algorithm will be 
obtained very quickly and they represent a number of 
considerably smaller areas of the image that the more 
powerful method will process for much less time than it 
would process on the entire image. To summarize, using 
the Viola-Jones algorithm with later filtration will result in 
faster detection than using only filtration algorithm by 

TABLE II.   
SSD SPEED PERFORMANCE ANALYSIS AT DIFFERENT VIDEO RESOLUTION 

Resolution Processing speed Ø FPS 

1920x1080 29m 41s 1,6 FPS 

1280x720 13m 35s 3,6 FPS 

1024x576 9m 02s 5,3 FPS 

640x360 3m 56s 12,3 FPS 

TABLE I.   
VIOLA-JONES SPEED PERFORMANCE ANALYSIS AT DIFFERENT VIDEO 

RESOLUTION 

Resolution Processing speed Ø FPS 

1920x1080 5m 09s 9,5 FPS 

1280x720 2m 53s 17 FPS 

1024x576 2m 19s 22 FPS 

640x360 1m 16s 38 FPS 
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Figure 1. False positive detection of Viola-Jones algorithm.  

Figure 2. Face alignment process. 
 

Figure 3. Generated 128-dimensional vector. 

itself because it does not have to process one large area 
but only couple of smaller ones. 

Table 2 shows the result of the performance analysis of 
Viola-Jones algorithm on the same 96 second video as 
was tested with SSD method. 

By comparing processing speed between Table 1 and 
Table 2 it can be clearly seen that the Viola-Jones 
algorithm outperforms the SSD method. However, 
Viola-Jones lacks accuracy. Even though both detected 
faces are right, Viola-Jones algorithm had problems with 
false positive detections as it is shown in the Figure 1. 

III. IMAGE PREPROCESSING BEFORE THE RECOGNITION 
Some steps must be done before the face recognition 

algorithm is applied. These steps include: 
� Filtering out false positive detections. 
� Aligning the face. 
� Resizing the image. 

A. Filtering method 
One of the possible algorithms that are reliable and not 

very computationally expensive is HOG (Histogram of 
Oriented Gradients). It is much more reliable than the 
Viola-Jones algorithm, but it is slower. The processing 
time of the algorithm on large image is similar to SSD 
method, thus it is not suitable for face detection on a large 
image in real-time video processing. 

B. Aligning method 
To achieve the best results of recognition algorithm as 

possible, the face image must be aligned. Face alignment 
is based on the position of facial features such as eyes or 
nose. Due to this reason, the facial landmarks model [16] 
is utilized. The model determines 68 specific points on the 
face of the person that enclose its face and facial features. 
The number of points for each facial feature is following: 
17 points for the chin, 5 points for the left eyebrow, 5 
points for the right eyebrow, 6 points for the left and 6 
points for the right eye, 9 points for the nose and 20 points 
for the mouth. 

Once the facial landmarks are detected, the face is 
aligned by the position of eyes. First, the coordinates of 
centers of the two eyes are calculated. Based on these, the 
angle between the line between eyes and the line parallel 
to the X axis is computed. The angle is used to align the 
face horizontally. Finally, the face image is adjusted so 
that the size and eye position are the same as in all of the 

images. An example of detected points and the result of 
face alignment process is shown in Figure 2. In (a) the 
original image is displayed, in (b) the 68 detected points 
are visualized and in (c) the face is aligned. 

C. Image resizing 
As the face recognition method will be introduced later, 

it accepts 
150x150 

pixel images. Resizing can be done either by cropping the 
image or by scaling the image. Scaling was used in our 
research. 

IV. FACE RECOGNITION 
After the face detection and image preprocessing is 

done, the face recognition algorithm may be applied. The 
recognition phase uses a convolution neural network that 
was trained on 3 million face samples. 

Convolution NN are characterized by tremendous 
precision, as their training is usually done on as many 
training samples as possible. Such a training process 
requires a lot of time, computational power, and especially 
training data. Training can be done on high-end graphics 
cards, or even some cloud service providers do provide 
the ability to train neural networks for a fee. Nowadays, 
cloud services [17] are very popular thanks to easy access 
to powerful computing resources that can be accessed for 
reasonable money. 

Due to the high accuracy of FaceNet method [14], in 
our research it is used in very similar implementation 
where the face image is processed by the residual 
convolutional NN that generates the output 
128-dimensional vector describing the face. Such a 
method is much more reliable than training machine 
classifiers because it is a universal way to identify people. 
In this case, the NN learns to find connections between the 
faces of the same person and the differences between the 
unknown face and to determine the location of the face in 
a high dimensional space. Identity of a person is then 
determined by distance from other faces. Thus, the trained 
neural network is not designed directly to classify a 
person, but to generate unique vectors that are compared. 

Then, to determine an identity of the person (see also 
related [18]), a training set of familiar faces can be created 
from which vectors are created and stored for each face 
image. Later, if we want to determine the identity of a 
person, we will generate a new vector using a 
convolutional neural network and compare the distance 
with the trained vectors. If the distance of the just 
generated vector is small enough with one of the sets of 
trained vectors, it is likely to be a person to which the 
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Figure 4. Example of captured frame from simulated test. 

 
Figure 6. Example of captured frame from test 3. 

vector already known belongs. Example of such a 
generated vector can be seen in the Figure 3. 

This method is currently the most effective and reliable 
way to recognize faces. 

V. RESULTS 
The efficiency of the implemented software solution 

was experimentally verified in a controlled laboratory 
environment. Testing first took place in a simulated 
environment, where all the conditions for achieving 
maximum efficiency were met. Later, the application was 
tested in real university environment throughout the 
semester on five courses. All the videos that were used 
during the test were made by the same camera and in 
different lecture rooms at the Technical University of 
Košice. The size of the camera, its slope and location have 
been adapted for use in real-world conditions. 

At the end of each test, the lecturer evaluated the results 
and confirmed the presence of students that were 
recognized by the experimental software solution. 
Afterwards, the attendance list was subsequently created. 
The lecturer was able to correctly identify all of students 
present, thereby filtering out false-recognized people. 

A. Testing in a simulated environment 
Testing took place in an environment without 

interfering elements. The aim of this test was to verify the 
success of person recognition in the prototype at different 
subject distance from the camera. During the test, persons 
were moving away from the camera at regular intervals, 
illuminated by a natural light and without it. Two cameras 
were used to determine the effect of camera quality on the 
recognition success. The first camera was an 
inconspicuous webcam, the Logitech C930E that is able to 
capture 1920x1080 pixel video. As the second camera the 
Samsung Galaxy S9 + mobile phone was used, which is 
able to capture 2560x1440 pixel video. Five people 
participated in the testing, one wearing glasses. The total 
training set included photographs of 25 people. Training 

photos of each of the tested person consisted of 60 
photographs with different facial expressions. The 
example of captured frame from simulated testing is 
shown in the Figure 4. 

Testing has found that recognizing people on a higher-
quality record with greater resolution was more successful 
than recording from a webcam. The accuracy was 99% 
with only 47 error recognitions out of a total 9136 facial 
recognitions. Recognition from the webcam record has 
shown that the success rate was only 96%, with 147 false 
recognitions out of a total of 2,321 facial recognitions. 

B. Testing in a real environment 
Unlike simulated testing, there was no ideal 

environment was here. The Logitech C930E webcam was 
used in all the test records. Larger cameras are expensive 
and impractical to use. However, the main disadvantage of 
this small camera is the quality of the recording. 
Recording captured by webcam over a long distance is 
rather poor, making it very difficult to detect and 
recognize people in a video. 

The placement of the camera was adapted to each 

TABLE III.   
THE RESULTING TEST SUCCESS 

 
Total 

recognized 
persons 

Number of 
attended 
persons 

Number 
of correct 
recognized 

persons 

Accuracy 

Test 1 16 12 12 100% 
Test 2 12 11 11 100% 
Test 3 14 11 10 91% 
Test 4 15 12 6 50% 
Test 5 14 13 13 100% 

 
Figure 7. Example of captured frame from test 5. 

 
Figure 5. Example of captured frame from test 1. 
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testing room as possible. Students did not always sit in the 
same position. While in some cases the camera took 
students frontally, in other rooms it was not possible to 
place the camera in front of them, thus the camera was 
able to capture some students only from behind. In this 
case, the only option was to recognize such a person when 
it arrived in the room. Table 3 shows the result of testing 
in a real environment. 

1) First and second testing 
The first and second test took place in a room where all 

the students were facing forward. Example of captured 
frame is shown in the Figure 5. The camera could not be 
placed in front of the students for technical reasons; 
however it was placed on an interactive whiteboard in the 
corner of the room. The success of recognition was 100% 
for both tests. 

2) Third and fourth testing 
The third and fourth test took place in a room where the 

students were oriented either frontally or back to the 
camera. The room was more spacious than in previous 
tests. The camera had to be placed on one of the two ends 
of the room. 

In both cases, some students were turned back to the 
camera and the only way the software solution was able to 
capture these students was when they entered the room. 
This can be seen in the Figure 6. However, the entrance 
was at the other end of the room, where the detection 
algorithm was unable to detect people and therefore the 
very small success can be seen as the output from the 4th 
test. Third test encountered the same problems but 
students were configuring physical devices during a 
course so they moved around the room and the program 
was able to recognize these students during that time. 

3) Fifth test 
In the last fifth test, the camera was placed in the 

entrance room where the students entered the course. The 
main advantage of this test was the position of the camera 
that is capturing students frontally. An example of a 
captured image with blurred faces can be seen in the 
Figure 7. 

However, the only disadvantage was the limited time 
to correctly recognize a person, it was merely a few 
seconds, as the students were passing by very fast. 

 

VI. CONCLUSION 
This paper described experimental software solution 

for face detection and recognition of a particular student’s 
identity on video. The brief introduction to existing face 
detection and recognition algorithms was presented. The 
Viola-Jones algorithm and HOG are used to detect the 
face in the video. Viola-Jones algorithm is used due to 
balance between the accuracy and speed of selected face 
detection algorithm. To recognize an identity of a person, 
the output vectors from the convolutional neural network 
are compared with each other. The system was tested in 
the real university environment on selected courses. Once 
the face recognition is finished, the attendance list of 
present people can be generated. Effectiveness of this 
software solution is influenced by the quality of the 
recording device, video resolution and camera location. 

The benefit of suggested recognition system for 
lecturers is to facilitate their work with creation of an 
attendance list, as we are now experiencing a high 
interest rate and the subsequent departure of a large 
number of college students. The system provides the user 
with the possibility to automatically recognize attended 
students. Attendance list can be automatically generated 
with the help of a visual comparison of the detected 
student's photograph from the exercise and his 
photograph from a proven internal set of face 
photographs. Thus, the student is prevented from cheating 
with his / her presence on the particular lesson, while the 
captured video from the exercise can be used as evidence 
of the student's participation or non-participation in the 
exercise. 

ACKNOWLEDGMENT 
This publication is the result of the Project 

implementation: University Science Park TECHNICOM 
for Innovation Applications Supported by Knowledge 
Technology, Phase II., ITMS: 313011D232, supported by 
the Research & Inovation Operational Programme funded 
by the ERDF. We support research activities in 
Slovakia/This project is being co-financed by the 
European Union. 

REFERENCES 
[1] E. Chovancová, N. Ádám, A. Baláž, E. Pietriková, P. Feciľak, S. 

Šimoňák, and M. Chovanec, “Securing Distributed Computer 
Systems Using an Advanced Sophisticated Hybrid Honeypot 
Technology,” Computing and Informatics, vol. 36, no. 1, pp. 113–
139, 2017. 

[2] L. Vokorokos, A. Pekar, N. Ádám and P. Darányi. “Yet Another 
Attempt in User Authentication,” Acta Polytechnica Hungarica, 
vol. 10, pp. 37-50, 2013. 

[3] G. Yang and T. S. Huang, “Human face detection in a complex 
background,” Pattern Recognition, vol. 27, pp. 53–63, 1994. 

[4] P. Viola and M. J. Jones, “Robust Real-Time Face Detection,” 
International Journal of Computer Vision, vol. 57, pp. 137–154, 
2004. 

[5] N. Dalal and B. Triggs, “Histograms of Oriented Gradients for 
Human Detection,” IEEE Computer Society Conference on 
Computer Vision and Pattern Recognition, 2005. 

[6] R. Girshick et al., “Rich Feature Hierarchies for Accurate Object 
Detection and Semantic Segmentation,” IEEE Conference on 
Computer Vision and Pattern Recognition, 2014. 

[7] R. Girshick, “Fast R-CNN,” IEEE International Conference on 
Computer Vision, 2015. 

[8] S. Ren et al., “Faster R-CNN: Towards Real-Time Object 
Detection with Region Proposal Networks,” IEEE Transactions on 
Pattern Analysis and Machine Intelligence, vol. 39, pp. 1137–
1149, 2017. 

[9] Wei Liu et al., “SSD: Single Shot MultiBox Detector,” Computer 
Vision – ECCV 2016 Lecture Notes in Computer Science, pp. 
21-37, 2016. 

[10] W. W. Bledsoe, “The model method in facial recognition,” 
Technical report pri 15, 1964. 

[11] M. Turk and A. Pentland, “Eigenfaces for Recognition,” Journal 
of Cognitive Neuroscience vol. 3, pp. 71–86, 1991. 

[12] P.n. Belhumeur, J.p. Hespanha and D.j. Kriegman, “Eigenfaces vs. 
Fisherfaces: recognition using class specific linear projection,”  
IEEE Transactions on Pattern Analysis and Machine Intelligence, 
vol. 19, pp. 711–720, 1997. 

[13] T. Ahonen, A. Hadid and M. Pietikäinen, “Face Recognition with 
Local Binary Patterns,” Lecture Notes in Computer Science 
Computer Vision, pp. 469–481, 2004. 

346



[14] F. Schroff, D. Kalenichenko and J. Philbin, “FaceNet: A unified 
embedding for face recognition and clustering,” IEEE Conference 
on Computer Vision and Pattern Recognition, 2015. 

[15] Y. Taigman et al., “DeepFace: Closing the Gap to Human-Level 
Performance in Face Verification,” IEEE Conference on 
Computer Vision and Pattern Recognition, 2014. 

[16] V. Kazemi and J. Sullivan, “One millisecond face alignment with 
an ensemble of regression trees,” IEEE Conference on Computer 
Vision and Pattern Recognition, 2014. 

[17] M. Moravcik, P. Segec, J.  Uramova and M. Kontsek, “Teaching 
cloud computing in cloud computing,” International Conference 
on Emerging eLearning Technologies, 2017. 

[18] O. Kainz, D. Cymbalak, J. Lamer, and F. Jakab, “Visual system 
for student attendance monitoring with non-standard situation 
detection,” 2014 IEEE 12th IEEE International Conference on 
Emerging eLearning Technologies and Applications (ICETA), 
2014. 

 

 

347



Critical Infrastructure Protection Against 
Chemical Attack - Project CIPAC 

 

K. Kampova *, K. Makka ** and L. Hadáček*** 
* University of Zilina, Faculty of Security Engineering/Department of Security Management, Zilina, Slovakia 

**University of Zilina, Faculty of Security Engineering, Zilina, Slovakia 
***University of Pardubice, Faculty of Transport Engineering, Czech Republic 

Katarina.Kampova@fbi.uniza.sk, Katarina.Makka@fbi.uniza.sk, Libor.Hadacek@gmail.com 
 

Abstract— Maintaining functionality and ensuring the 
security of critical infrastructure is one of the critical aspects 
of national security. Ensuring national security is no longer 
(not only) a problem of the military security sector, but it is 
above all a social, socio-political and economic problem. 
Modern European security research, supported since 2007 
[1,2] by social grant challenges such as H2020 - Security 
Societies [3] or DG Migration and Home Affairs - Terrorism 
& other Security-related [3,4], aims to: "protect citizens, 
society and the economy, as well as infrastructure and 
services'. These objectives include the protection of critical 
infrastructure against intentional anthropogenic threats. In 
this article, we want to introduce the CI-PAC project. This 
project is a research project funded by the European 
Commission within the Terrorism and other Security-
Related Risks (CIPS) Program. In the context of this article, 
we would like to point out the possibilities of managerial skills 
development not only from defined critical infrastructure 
sectors, but also from various economic sectors such as 
physical security systems designers and architects of these 
sites, including relevant governmental organizations, 
responsible for compliance and review of the Critical 
infrastructure protection measures [5]. 

I. INTRODUCTION 
The aim of this part is to describe current legislative 

requirements in the field of critical infrastructure protection 
against chemical attacks. Critical infrastructure can be one 
of the targets of chemical attacks as a part of terrorism [6,7]. 
The word “terrorism” comes from the French word 
“terrorisme.”  

This French word was originally referred to a certain 
historic situation in France during The French revolution 
(1789-1799). This specific situation lasted between January 
1793 and July 1794 when French revolution government 
and new French state practised policy of terror against all 
enemies of revolution, real or potential. This period is also 
known as Reign of Terror. 

One of the best-known definitions of terrorism comes 
from Encyclopaedia Britannica which understands 
terrorism as “… the systematic use of violence to create a 
general climate of fear in a population and thereby to bring 
about a particular political objective.  

Terrorism has been practiced by political organizations 
with both rightist and leftist objectives, by nationalistic and 
religious groups, by revolutionaries, and even by state 
institutions such as armies, intelligence services, and 
police.” 

No legislative acts, laws, regulations or ordinances can 
prevent the motives for terrorist actions. What are they 

motivations? However, legislation can make it difficult to 
carry out terrorist actions:  
� The threat of punishment and social contempt,  
� Making the availability of the material to carry out 

terrorist actions,  
� The unavailability or increased finance availability,  
� The reluctance of people – staff engagement in 

terrorist actions. 

 
Terrorism is a method of awakening learners fear 

through repeated violent acts carried out by the secret or 
semi-secret individuals, groups or state authorities of the 
idiosyncratic, criminal or political reasons, and unlike the 
assassinations, they are not direct victims of violence, the 
right target for terror [7,8,9].  

The immediate human victims of violent acts are usually 
selected either randomly from the destination to the public, 
or deliberately and are used to forward the message. 
Communication processes among terrorists, the victims 
and the main target, based on violence and the spread of 
fear, are used to manipulate the main target (the public) that 
become targets of terror, requirements or gimmicky, 
depending on whether intimidation, coercion, or the 
dissemination of violent propaganda.  

Terrorism is the equivalent of war crimes in the period 
of peace, premeditated, politically motivated violence 
against noncombat targets, against subnational groups or 
secret agents, usually for getting attention and the 
subsequent effect on the audience. 

Domestic terrorism includes groups or individuals 
whose activity is directed on the basic elements of a 
Government or a foreign population without intent. 
International terrorism involves groups or individuals 
whose activity is based on the effects on foreign territory or 
it is directed to citizens living abroad.  

Terrorism is the use of force or violence against persons 
or property rights of the state to the profanation of the 
criminal for purposes of intimidation, coercion, or ransom. 
Terrorists often use threats and create fear among the 
public, trying to convince the citizens that their government 
is powerless against terrorism, and thus get instant publicity 
[10,11]. 

The misuse of chemical substances is very likely the 
source of the risk of a terrorist attack. There are two 
different forms of terrorist attack [10].  
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� The first of them is an attack on the industrial objects 
in which there are present in large quantities 
substances dangerous for people and the environment.  

� The second form of a terrorist attack is a misuse of 
substances with a very high hazard for the 
environment, which terrorists can obtain either legally, 
or by criminal acts. After that they are used to carry out 
an attack on the vulnerable components of the space 
environment (water resources, soil, valuable 
ecosystems), which can also be very far from the place 
of origin of the substance. 

 
Transport of such weapons on the target is simple [12]. 

Annoying substances, viruses, bacteria, rickettsia, fungi 
and mold can be delivered directly by terrorists. The use 
has a considerable psychological impact on the population. 
Easy contamination of food, water and aquatic resources, 
ventilation shafts and ventilation systems (supermarkets, 
underground garages, tanks, but other objects with 
permanent or temporary residence of a larger number of 
people (hotels, schools, banks, etc.).  

Some toxic substances like hydrogen cyanide or nerve 
paralytic agents (Sarin/GB, VX) can cause rapid death 
within a few minutes. Rapid medical assistance (antidotes) 
is always necessary. Easily accessible "crop" aircrafts can 
be exploited for surface application.  

These substances are often not detectable by human 
senses and due to that fact the rapid detection to timely 
initiation of rescue and liquidation work is needed. The 
basic legislation within this area is: 

• Council Directive 2008/114/EC 
• Regulation 1907/2006 (REACH) 
• Directive 2012/18/EU (SEVESO III) 
• Regulation (EC) No 1272/2008 (CLP) 
 

Council Directive 2008/114/EC establishes a procedure for 
the identification and designation of European critical 
infrastructures (‘ECIs’), and a common approach to the 
assessment of the need to improve the protection of such 
infrastructures in order to contribute to the protection of 
people. The directive defines the following terms - critical 
infrastructure, European critical infrastructure, risk 
analysis, sensitive critical infrastructure protection related 
information, protection and owners/operators of ECIs. 

The purpose of Regulation 1907/2006 (REACH) is to 
ensure a high level of protection of human health and the 
environment, including the promotion of alternative 
methods for assessment of hazards of substances, as well as 
the free circulation of substances on the internal market 
while enhancing competitiveness and innovation. 

Directive 2012/18/EU of the European parliament and of 
the council of 4 July 2012 on the control of major-accident 
hazards involving dangerous substances, amending and 
subsequently repealing Council Directive 96/82/EC lays 
down rules for the prevention of major accidents, which 
involve dangerous substances, and the limitation of their 
consequences for human health and the environment, with 
a view to ensuring a high level of protection throughout the 
Union in a consistent and effective manner. 

 
Regulation (EC) No 1272/2008  of the European 

Parliament and of the council of 16 December 2008 on 

classification, labelling and packaging of substances and 
mixtures, amending and repealing Directives 67/548/EEC 
and 1999/45/EC, and amending Regulation (EC) No 
1907/2006 ensures that the hazards of chemical substances 
were uniquely classified (and so that the substances are 
adequately their characteristics, marked and packed in a 
safe manner) and it lays down the obligations of producers 
in this regard and the relevant participants in the 
distribution chain.  

The CLP regulation valid in the EU is based on the 
international system GHS established by the UN. It is close 
to the approach of the international regulations on The 
Transport of Dangerous Goods (TDG). 

Other regulations in this area are, for example Globally 
Harmonized System of Classification and Labelling of 
Chemicals, European Agreement concerning the 
International Carriage of Dangerous Goods by Road 
(ADR), Regulation concerning the International Carriage 
of Dangerous Goods by Rail (RID) and so on. 

Critical infrastructure can be one of the objectives of the 
chemical attack as a part of the terrorism. It is clear, that the 
misuse of chemical substances is very likely the source of 
the risk of a terrorist attack.  

Abuse of chemical substances may occur either by an 
attack on the industrial objects [10,13] in which there are 
present in large quantities substances dangerous for people 
and the environment; or, by a misuse of substances with a 
very high hazard, which terrorists can obtain either legally 
or by criminal acts. It is necessary to pay an attention to 
chemical substances because chemical substances are 
cheap, their production is not technologically difficult, and 
their production can be better concealed.  

Legislative acts cannot prevent terrorist attacks for the 
use of hazardous chemicals; however, legislation may 
make it difficult to carry out terrorist actions with the use 
of hazardous chemical substances. 

 

II. PROJECT CI-PAC 
The aim of the project is to focus on critical 

infrastructure protection against adversary using high-risk 
chemicals or dangerous goods. The objective is to develop 
a set of tools, enabling critical infrastructure operators, 
security experts, security systems architects and designers 
the quantitative assessment and evaluation of effectiveness 
of current or planned physical protection systems of critical 
infrastructure sites in the context of adversary attack 
mounted onto these assets using industrial strength 
chemicals or dangerous goods. 

The project goals and expected results was defined as:  
� development of methodology enabling the design and 

verification of effective critical infrastructure 
protection measures against chemicals attack, 

� development of software, supporting quantitative 
assessment of the effectiveness of the critical 
infrastructure protection system with respect to the 
particular scenarios of chemicals attack, 

� development of criteria and indicators of effectiveness 
of industrial-strength chemicals and dangerous goods 
with respect to the terrorist attack, including the 
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determination of terrorism exploitable chemicals and 
high-risk dangerous goods and their properties, 

� assembly of reference scenarios of chemicals attack, 
mounted against critical infrastructure sites and 
operations. 

 
From the defined project objectives, the newly created 

software tool enables to extend and improve the 
competencies of managers. The software tool for the 
effectiveness evaluation of critical infrastructure site 
physical protection system is one of the key CI-PAC project 
deliverables.  

The accurate and accurate data representation of the 
concepts that the critical infrastructure, physical protection 
system and related effectiveness evaluations are 
prerequisites for accurate and realistic implementation 
[14,15,16]. 

The original approach was to consider the use of Monte 
Carlo simulations to evaluate the critical path using 
statistics and optimistic approach [17]. That means to 
generate high number of paths using pseudo-random 
generator and evaluate the paths using statistical methods. 
This approach was found to have the following drawbacks: 
� limitation of the available underlying libraries, 
� optimistic results. 

The optimistic result is the main drawback of the original 
approach due to the fact, that the use of Monte Carlo 
simulation could produce critical path that would not be in 
fact the most effective one. This is due to the design of the 
Monte Carlo approach, concentrated on a stochastic 
approach, instead of deterministic with pessimistic 
assumptions.  

Therefore, it was used the standard-base Dijkstra shortest 
path and breadth-depth first search graph algorithms, using 
edge-weighted oriented graph with nodes being constructed 
using the start/target points and the barriers crossings and 
the edges being created based on the shortest path between 
two barriers [18,19] (Figure 1). 

 

 

 
Figure 1 Dijkstra's shortest path algorithm within object of critical 

infrastructure (author) 

 
In order to evaluate the critical path was used following 

approach: 
� construct the list of nodes accessible without detection, 
� for each node accessible without detection, or the start 

node, evaluate the shortest path to the target, 
� select the shortest path from all the shortest paths, 
� evaluate the shortest path without detection from the 

original start node to the start node without detection. 

The secondary issue that aroused was the issue of a route 
generation, i.e., the connection of different barriers within 
single infrastructure element. There are two options:  
� let the user to define the preferred path between two 

nodes manually (subjective approach, potentially 
yielding optimistic results), 

� generate the path automatically, respecting the 
topology and to have minimum measure (or footprint) 
from the point of detection (objective approach).  

Example route generated with software is depicted in the 
following picture: 

 
Figure 2 Critical path created with software (author) 

Within this project was identified the relevant 
requirements for the structured representation of the critical 
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infrastructure site, its physical protection system along with 
the attack scenario definition, corresponding tools and 
evaluation.  

The reference categorization of the physical protection 
system elements, as well as attacker’s tools has been 
developed, using the technical standards and reference 
publications; it will be used in further steps to define the 
metadata of the CI-PAC software tool. The relevant 
technical standards describing the resistance levels have 
been identified and the corresponding data will be used as 
a base for the parameterisation of the CI-PAC software tool 
database. 

 

III. USE OF CI-PAC SOFTWARE TOOL IN DECISION-
MAKING PROCESS 

 
Security managers have to make almost every day 

decisions that have financial, social, ecological, or other 
dimensions. It is easier to decide based on experience or on 
the basis of what is considered a standard in a given 
community or industry.  

With rapidly evolving technologies and a fast pace of 
work, there is increasing pressure on managers, and on the 
amount of skills, knowledge and skills required, those that 
enable managers to work effectively in dynamically 
changing conditions [20].  

Under these conditions, organizations need to ensure the 
appropriate development of their managers' competencies, 
especially with a focus on decision-making skills. 
Managers by their operations in organizations significantly 
affect the competitiveness of the company and its economic 
results. However, the development of management is often 
only a response to an acute problem and is not supported by 
a long-term strategy that managers have to implement.  

Companies are at risk of not picking up from leaders of 
leaders who are able to concentrate on strategically 
important things, learn from their own work, and 
effectively engage the intellectual and emotional capital 
that their co-workers represent.  

Most managers, and those responsible for management 
development and learning, accept that competencies 
comprise a mixture of the following elements:  

� The skills and abilities that managers practice in 
everyday actions. 

� Knowledge, experience and understanding that 
informs the decisions we make. 

� The personal qualities, values or attitudes we 
espouse. 

� Professional knowledge.  
� Practical skills. 
� The personal qualities, values or attitudes 

which manager espouse.  
� Conceptual skills. 
� Social maturity. 

 
 
All these components could be easily interpreted as 

understanding of how a manager act (skills), what they 
need to know (knowledge) and what they must be 

(attitudes) in order to make right decision. These 
complements each other and it is the combination of each 
which gives rise to key behaviours demonstrated by people.  

The manager's practical skills can be constantly 
improved and developed through training as well as 
practice. For managers, it is about managing the right 
management practices and managerial skills [21].  

A capable manager can apply specific knowledge, 
techniques, methods and procedures to carry out an 
activity. The manager acquires these competences through 
study and further develops them through practice. Human 
(interpersonal) skills represent a manager's ability to work 
well with people.  

Through these skills, the manager appeals to the 
subordinates and through them reaches the goals set by the 
organization. Managers who have well-developed 
interpersonal skills have the ability to communicate very 
well with their co-workers. They are able to motivate, lead 
and awaken people's enthusiasm for work and towards the 
goal of the organization. 

Conceptual skills represent the ability of complex 
thinking, the ability to anticipate future developments, set 
goals and priorities within the organization as well as 
within the manager's self-regulation. Conceptual 
competences are very important in deciding mainly on top 
management. 

Social maturity refers to human, moral qualities, which 
are a prerequisite for executing a management profession. 
The manager's social maturity includes the character 
qualities of the manager, who create personality traits 
(integrity, trustworthiness, honesty, politeness, courtesy ...) 
and features presenting work activity (determination, 
conscientiousness, ability to manage their time, 
perseverance ...).  

Themes, self-perception, charisma, compliance with 
laws and regulations, and orientation towards the own 
development and co-workers. 

Security managers gain professional knowledge 
primarily through education. They acquire education 
through traditional school structures through secondary and 
higher education [18]. Globalization trends and changes in 
the current management world have required managers to 
increasing their competences constantly with various 
complementary forms of education [22].  

One of these forms is using the CI-PAC software tool. 
Possibilities of using the above mentioned software tool for 
increasing decision-making skills of managers (security, 
crisis) are given in the following text. 
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Figure 3 Security system of critical infrastructure element (author) 

The figure shows the protected area of a critical 
infrastructure element with security features shown. Based 
on the defined attack scenario, the software calculated the 
following outputs: 
� Effective coefficient of protective measures - 2, 055 
� Probability of interruption of the attack - 0, 978 
� Deceleration when breaking passive protection 

elements - 603 sec 
� Total length of the route - 23, 44 m 
� Total attack time - 614, 72 sec 
� Detection time - 2.17 sec 
� Target time security unit: 300, 17 sec. 

 
This data, together with a visual presentation of the 

attack based on a defined scenario, serves the managers 
possibility to increase their competencies. 

 
Increasing the competencies required for any particular 

role allows managers to grasp what is required to reach 
improved levels of excellence. 

IV.  CONCLUSION 
CI-PAC project aims at the development of common 

methodology and software targeted at quantitative 
assessment of critical infrastructure sites, threatened by a 
chemicals malicious attack.  

The expected beneficiaries are the operators of critical 
infrastructure sites across the European Union member 
states, together with the physical security systems designers 
and architects of these sites, including relevant 
governmental organizations, responsible for the 
compliance and review of the critical infrastructure 
protection measures.  

The project deliverables will be available European 
wide, targeted directly at the effective protection of critical 
infrastructure objects. 
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Abstract—Quantization allows mapping analog signals into 
a bit set of a finite size and is thus an essential process in 
real-life systems. In this paper, we analyze the generalized 
Metropolis-Hastings algorithm for an arithmetic mean 
estimation under a quantization noise. We vary the mixing 
parameter and the number of the bits for quantization in 
order to identify which initial configuration of the analyzed 
algorithm is the best performing and how the configuration 
of the applied uniform quantization scheme affects the 
estimation precision. 

Index Terms—Data aggregation, Metropolis-Hastings 
algorithm, distributed averaging, quantization 

I. INTRODUCTION 
Data aggregation is a discipline focused on a 

combination of data from independent sensor units 
forming multi-agent systems in order to generate high-
quality information about the observed quantity with 
minimum energy requirements and data latency [1,2]. The 
sensor units are generally cheap non-robust devices with 
extreme energy constraints whereby the sensor readings 
are vulnerable to many negative factors (such as pressure 
variations, electromagnetic noise, temperature, etc.) 
decreasing their precision – as discussed in [3], data 
aggregation can suppress these effects. Moreover, in 
geographically extensive systems, a large number of 
sensors produce an enormous amount of data that can be 
highly correlated or even duplicated [1,3-4]. As a 
consequence, the base station for collecting the data can 
be significantly overloaded, and therefore the operation of 
the executed application is not optimal [1]. Also due to 
this reason, data aggregation algorithms are implemented 
into real-life systems in order to optimize the energy 
consumption and the bandwidth requirements by reducing 
the number of messages addressed to the base station. 
Thus, the main goals of data aggregation are to overcome 
the negatives effects worsening the precision of the sensor 
readings and to optimize the energy requirements by 
removing redundant data [5].  

Xiao et al. [6] define two categories of data aggregation 
schemes, namely the centralized and the distributed data 
aggregation. Over the past years, we have been witnessed 
a paradigm shift from centralized data aggregation 
schemes to distributed ones, characterized by fault-
tolerance and high system scalability, due to revolutionary 
progress in the network connectivity [7]. In the distributed 

schemes, the central fusion center is absenting, and the 
sensor units do not have to know any global information 
about the system [6]. These schemes are primarily built-up 
on exchanging the data between the adjacent sensor units 
[6]. Eventually, each sensor unit is assumed to have a 
highly precise estimate of the observed quantity. As 
shown in [8-12], the consensus-based algorithms have 
been frequently applied to this purpose recently. 

From this set of the algorithms, we analyze Metropolis-
Hastings algorithm, which was proposed by Nicolas 
Metropolis et al. in the 1950s and extended by Wilfred 
Keith Hastings in the 1970s [13]. This algorithm is an 
essential class of Markov chain Monte Carlo algorithms 
for generating Markov chains [14]. Moreover, it is 
characterized by high versatility, thereby finding frequent 
usage also in many other areas (e.g., acceptance-rejection 
sampling, block at a time scans, distributed aggregate 
function estimation, etc.) [13, 15]. In 2013, Schwarz et al. 
defined a generalized variant of this algorithm referred to 
as GMH [16]. This algorithm is characterized by non-
uniform edge weights and a doubly stochastic matrix. 
Compared to many other consensus-based algorithms for 
distributed aggregate function estimation, GMH is 
configured only according to locally available information 
whereby the initial configuration is significantly 
simplified and therefore finds application in many 
technologies [13]. 

As mentioned earlier, this paper addresses the 
performance of GMH with a uniform quantization 
scheme. In general, the term “quantization” refers to the 
discretization of analog physical quantities, meaning that 
their values are divided into a finite number of levels [17- 
19]. Its history is dated to the 1940s even though this term 
appeared for the first time even already in the 19th century 
[18]. More specifically, quantization, which is non-linear 
mapping, allows reducing the number of the bits necessary 
for the representation of physical quantities, however at 
the cost of reduced accuracy of the digitalized signals (i.e., 
a quantized value is only approximate) [17]. The 
quantized values are then specified by a digital code 
intended for further processing, storing, or transmission 
[18]. Quantization is usually carried out by analog-to-
digital converters, whose goal is to create a sequence of 
digital numbers representing continuous quantities [20]. 
The precision of quantized information is conditioned by 
the number of the bits allocated for quantization 
(sometimes referred to as the bit depth) [21].  
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In this paper, we examine GMH for distributed 
averaging under quantization noise. We analyze how a 
varied bit depth (also the execution without any 
quantization is included) affects the precision of GMH 
quantified by the mean square error over the iterations. In 
addition, we vary the mixing parameter of GMH in order 
to identify which initial configuration is the best 
performing, and so we test four initial configurations with 
a uniform quantization scheme over random geometric 
graphs with different topologies and connectivity. We also 
analyze the character of the inner states over the iterations 
when the inner states are/are not quantized. 

The next section of this paper is concerned with a 
theoretical background into the topic, i.e., we provide a 
mathematical model of multi-agent systems, the definition 
and the convergence conditions of GMH, and an 
introduction into the applied uniform quantization scheme. 
In Section III., the applied research methodology is 
introduced. Section IV. deals with the experimentally 
obtained results and a discussion about the observable 
phenomena.  

II. THEORETICAL BACKGROUND 
In this section, we introduce a model of multi-agent 

systems and also GMH, i.e., we provide its mathematical 
model, weight matrix, and convergence conditions. 
Furthermore, we focus our attention on the uniform 
quantization scheme applied in our experiments.  

A. Model of Multi-agent Systems 
We model multi-agent systems as simple finite graphs 

determined by the sets V and E; therefore, G = (V, E) [22-
23]. Here, the set V is formed by all the graph vertices 
(i.e., V = {v1, v2, … vn}), which represent particular 
entities in a system. The parameter n poses the order of a 
graph, and therefore the number of the entities in a system. 
The set E consists of all the graph edges (eij), which 
represent the direct one-hop connection between two 
corresponding vertices. In our analyses, we assume that 
both sets are invariant over the iterations. 

B. Generalized Metropolis-Hastings algorithm 
As mentioned above, we analyze GMH for distributed 

averaging. However, this algorithm can estimate not only 
the arithmetic mean from all the initial values but also can 
be applied for an estimation of other aggregate functions 
(e.g., the sum from all the initial values, the network size, 
etc.) [13]. In this algorithm, each entity initiates its inner 
state with a scalar value (for example, an output of local 
measurements), and all the inner states are gathered in a 
column vector variant over the iterations x(k), where k = 
0,1,2… (k = 0 represents the initial state). The algorithm 
is based on iterative exchanges of the inner states between 
the adjacent entities and weighting both the current local 
inner state and the states collected from the neighbors, 
which can be described as follows [13]: 

)()1( kk xWx ×=+                      (1) 
Here, W is the weight matrix, which affects several 

aspects related to the algorithm, e.g., the convergence rate, 
the robustness, the initial configuration, etc. [13]. The 
weight matrix of GMH is defined as follows [16]: 

�
�

�
	




=−
∈+

= �
−

otherwise
jiifW

eifdd
W

l il

ijji

ij

,0
 ,][1

 ,)},(max{
][

1 Eε
   (2) 

Here, � is the mixing parameter, which ensures 
flexibility of the algorithm, and d is the degree of the 
corresponding vertex. 

 In GMH, the inner states of all the entities 
asymptotically converge to the arithmetic mean, which 
can be expressed as follows [24]: 

)0()0(lim)(lim
T

x
n

xkx k

kk
××=×=

∞→∞→

11W    (3) 

Here, 1 is an all-ones column vector, whose all the 
positions are equal to one. This limit has to exist, 
otherwise, the algorithm does not fulfill its functionality 
correctly. Its existence is conditioned by meeting these 
three convergence conditions [24]: 
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Here, � is the spectral radius of the corresponding 
matrix or vector, i.e., the maximum from the 
corresponding eigenvalues in the modulus.   

In [16], it is mathematically proven that the mixing 
parameters � from the interval <0,1> ensure the 
convergence of GMH over each arbitrary graph except for 
bipartite regular ones.  

C. Uniform Quantization Scheme 
As mentioned earlier, we assume that the operation of 

GMH is affected by quantization noise, worsening the 
precision of the inner states. The scalar values stored and 
exchanged among the entities are transformed into a 
binary code formed by 2b quantization levels, where b is 
the bit depth [18, 25]. Thus, the range of the initial inner 
states is partitioned into 2b – 1 quantization steps with the 
same length determined as [25]: 
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Therefore, the update rule of GMH (1) is reformulated 
due to the applying of a quantization scheme as [25]: 

))(()1( kQk xWx ×=+                   (8) 
Here, the operator Q indicates that an element-wise 

quantization scheme is implemented. As already 
discussed, a uniform quantization scheme is assumed to be 
implemented in this paper, and therefore the inner states 
are processed at each iteration as follows [25]: 
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Here, � )(kxi  means that the corresponding inner state 
is rounded to the closest lower quantization level, while, 
� �)(kxi  represents rounding to the closest upper 
quantization level. Quantization is an irreversible 
operation, i.e., the digitalized value cannot be transformed 
back into their analog form without losing the precision of 
the retrieved signal [26]. The error caused by quantization 
is referred to as quantization noise (also known as a 
quantization error) and poses the difference between the 
analog value and the closest quantization level. As 
mentioned earlier, this error is affected by the bit depth. 

III. RESEARCH METHODOLOGY AND APPLIED METRICS 
In this section, we introduce the methodology and the 

metrics applied in our research. All the numerical 
experiments are carried out in Matlab2018b using both 
software developed by the authors and Matlab built-in 
scripts.  

As seen from [16], the mixing parameter � is variable, 
and � = 0 is the lower bound for which the convergence 
conditions are met (our randomly generated graphs are not 
bipartite and regular). The value � = 1 is the configuration 
of the default Metropolis-Hastings algorithm [27]. 
Therefore, we choose these four values for evaluation (in 
the first two experiments just � = 0 is used): 

}1,3/2,3/1,0{=ε  
As mentioned above, the bit depth b determines how 

many bits are allocated for quantization. In this paper, b 
takes these six values except for the first experiment, 
when only the first three values are analyzed:  

}12,10,8,6,4,2{=b  
Each entity in a system initiates its inner states with a 

scalar value. In our analyses, we assume that the initial 
inner states are independent and identically distributed and 
have the Bernoulli distribution with p = 0.5, determined as 
follows: 

5.0)0)0(Pr(15.0)1)0(Pr( ==−=== ii xx  

Furthermore, we test GMH with four mentioned initial 
configurations over 100 densely and 100 sparsely 
connected random geometric graphs (RGGs) with unique 
topologies and with 200 vertices. Their representatives are 
shown in Fig. 1 (dense) and Fig. 2 (sparse), respectively.  

 
Figure 1.  Representative of densely connected random geometric 

graphs formed by 200 vertices 

 
Figure 2.  Representative of sparsely connected random geometric 

graphs formed by 200 vertices 

We apply the mean square error over the iterations 
(labeled as MSE(k)) as a metric for precision evaluation. It 
is defined as follows [28]: 
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In order to ensure high statistical credibility of our 
research, we show MSE(k) averaged over 100 densely and 
100 sparsely connected RGGs at the chosen iterations (for 
each connectivity, the results are shown separately) - we 
analyze GMH at 1st – 1000th iteration in the first 
experiment, at 0th – 700th iteration in the second one, and 
in the last experiment, these iterations {5, 10, 25, 50, 100, 
150, 200, 250} are selected when GMH over densely 
connected RGGs is analyzed, and {5, 25, 50, 100, 300, 
500, 700, 900} when the performance of GMH is 
examined in sparsely connected RGGs. 

IV. EXPERIMENTS AND DISCUSSION 
In this section, the experimental results and a 

consecutive discussion are provided. 
In the first experiment, we analyze the impact of 

quantization on the inner states over the iterations. We 
carry out four scenarios over densely connected RGG – in 
the first scenario, no quantization is applied (or more 
specifically, the Matlab precision is used), meanwhile, in 
all three other scenarios, the inner states are quantized 
with the bit depth b equal to 2 bits, 4 bits, and 6 bits. In all 
four scenarios, � is the same and equals 0 (the character of 
the functions is the same also for other �). From the results 
shown in Fig. 3, we can see that all the inner states 
converge to one value equal to the arithmetic mean 
calculated from all the initial inner states when the inner 
states are not quantized. However, when a quantization 
scheme is applied, there is more than one steady-state – 
we can see that the number of steady-states increases as 
the value of the bit depth b is increased. On the other 
hand, more bits allocated for quantization ensures that the 
values of the steady-states to which inner states converge 
are less different from the real arithmetic mean. Thus, we 
can conclude that GMH works correctly only if its 
execution is not affected by quantization noise (the 
precision with which Matlab processes numerical values is 
so high that it does not degrade the precision of GMH).   
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In the next experiment, we compare MSE(k) of GMH 
without/with the uniform quantization scheme. We test 
GMH with the mixing parameter � = 0 over both densely 
and sparsely connected RGGs, and the bit depth is varied 
as follows b = {2, 4, 6, 8, 10, 12} (the character is the 
same also for other values of �). The algorithm is analyzed 
over the first 700 iterations. In Fig. 4, it can be seen that 
an increase in iterations results in a decrease in MSE for 
both the quantized and the non-quantized executions. 
However, it is seen that only the inner states of GMH 

without quantization decreases during the whole examined 
iteration interval (in fact, this parameter asymptotically 
converges to zero). Thus, MSE of GMH under 
quantization noise does not drop under a certain value 
whose numerical value is conditioned by the size of the bit 
depth b – the smaller the bit depth is, the larger this value 
is. Moreover, it is seen that the algorithm is better 
performing over densely connected RGGs than over 
sparsely connected RGGs regardless of whether the inner 
states are quantized or not. 

 

 
Figure 3.   Inner states as function of iterations for various bit depths 

 
 

Figure 4.    Comparison of GMH without quantization scheme and GMH with quantization scheme with various bit depths 
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In two last experiments, we analyze GMH with the 
mixing parameter � = {0, 1/3, 2/3, 1} with a uniform 
quantization scheme determined by the bit depth b = {2, 4, 
6, 8, 10, 12} over 100 densely connected and 100 sparsely 
connected RGGs – averaged MSE over densely and 
sparsely connected RGGs is analyzed separately. 

In Fig. 5, we show the results from densely connected 
RGGs. It can be observed that an increase in the iteration 
number results in a decrease in MSE until a threshold 
value is achieved – this value depends on the bit depth b – 
its larger size ensures that the threshold value is smaller. 
Also, the iteration from which MSE does not change is 
affected by the bit depth b – its higher value ensures that 
MSE is constant from a larger value of the iteration 
number. Moreover, we can see that the best performance 
is achieved for � = 0, and an increase in the mixing 
parameter � results in an increase in MSE when the error 
is analyzed at the same iterations and for the same bit 
depth b. Furthermore, we see that GMH achieves smaller 
MSE for a larger size of the bit depth b than for smaller 
ones (the values of MSE for the same � and at the same 
iterations are compared).  

From Fig. 6, where the results from sparsely connected 
RGGs are shown, we can see that the impact of an 
increase in the iteration number, the size of the bit depth b, 
and the value of the mixing parameter � on MSE is the 

same as in the previous analysis. The only difference is 
that the values of MSE are in general larger (when it is 
analyzed at the same iterations, for the same mixing 
parameter �, and for the same size of the bit depth b) than 
in densely connected RGGs. Also, the threshold values 
and the values of the iterations from which no decrease in 
MSE is observed in spite of an increase in the iteration 
number are larger in sparsely connected RGGs.   

V. CONCLUSION 
In this paper, we analyze GMH with four different 

initial configurations (i.e., the mixing parameter is varied) 
with a uniform quantization scheme determined by a 
varying bit depth b over RGGs of either dense or sparse 
connectivity. From the experimentally obtained results, 
we can see that quantization causes that the inner states do 
not asymptotically converge to the arithmetic mean – 
there are more than one steady-state, and their number is 
related to the value of the bit depth b. Its higher value 
causes that the number of the steady-states increases, 
however, the value of the steady-states is less different 
from the arithmetic mean. Furthermore, we show that an 
increase in the iteration number results in a decrease in 
MSE until a threshold value is achieved – its value 
depends on the bit depth b. When more bits for 
quantization are available, this threshold value is smaller. 

 

 
 

 
 

 
 

Figure 5.    MSE in [dB] of GMH – bit depth and mixing parameter are varied over densely connected RGGs 
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Thus, MSE does not decrease from some iteration at all – 
a larger bit depth b ensures that the value of this iteration 
is larger. Moreover, it is shown that the performance of 
GMH grows with an increase in the bit depth b, and the 
best performing is GMH with � = 0, i.e., with the smallest 
possible value. However, it is seen that the impact of the 
value of � has only a marginal impact on the precision of 
the algorithm. In general, GMH has larger values of MSE 
in sparsely connected RGGs than in densely connected 
ones at each examined iteration, each value of the mixing 
parameter � and for each analyzed bit depth b. Thus, the 
connectivity is another factor affecting the performance of 
the examined algorithm. 
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Abstract— Air transport is a very specific sector 
characterized by a specific type of businesses. The whole 
process of air transport operation can be characterized by 
precise planning and prediction of future development. The 
educational process is also very specific and relatively 
demanding. Every single occupation performed by people in 
air transport is very specific and has precisely defined steps 
for the education process. Individual training courses and 
processes are subject to strict rules based on national and 
international standards, laws and norms governing the 
aviation sector. This article is dedicated to the training of 
airline staff consisting mainly of cabin crew and pilots. The 
education process analyzed in the article, is devoted to the 
education and training of cabin crew. The aim of the article 
is to acquaint the professional public with this specific 
educational process. Based on the knowledge gained, it is 
possible to plan for example publicly funded projects 
intended for training professional staff for the needs of the 
domestic market. 

Key words— airline; cabin crew; training; mock-up 

INTRODUCTION 
The issue of in-flight personnel and the streamlining of 

their activities is addressed by many authors. Most 
authors, however, deal with the issue of safety and 
security of flight crew [1]. As for safety, great attention is 
paid to studies in the field of fire training as part of 
accident training, as stated in [2], [9]. Zakrievska 
dedicated her study to identifying key psycho-emotional 
risk factors and the level of burnout in cabin crew. She 
focused her study on the training of cabin crew in fatigue 
loads [3]. Other authors dealt with the issue of busyness of 
cabin crew schedules and consequently fatigue syndromes 
occurring with cabin crew [4]. Several studies have 
addressed the issue of communication bridges between 
cabin crew and air passengers. The authors were 
particularly interested in training of the cabin crew and 
analyzing the relationship between the various codes that 
airlines use to communicate with passengers, as stated in 
[5], [6]. The task of cabin crew is primarily to ensure 
safety on board the aircraft during flight. Their basic tasks 
include caring for passengers, e.g. serve meals, snacks and 
drinks, storing carry-on luggage and ensure passenger 
satisfaction until landing at their destination. Their other 
tasks are [7]: 

• Check the safe storage of objects in case of 
turbulence; 

• Provide first aid at a high level; 
• Ensure that all passengers are buckled up 

whenever necessary; 
• Handle critical situations such as an emergency 

landing on the water, reduced cabin air pressure, 
finding explosives, or health problems of 
someone from the crew or passengers. 

The cabin crew work is a demanding profession, 
requiring many hours of study, rehearsals, constant 
repetition and training. For this reason, each cabin crew 
member must be specially trained to be able to deal 
effectively with critical and emergency situations, whether 
from a safety or security point of view, but also from a 
medical perspective; that is to professionally provide first 
aid. [8] The content intensity of each activity and the 
duties of cabin crew vary according to the length of the 
flight or the number of cabin crew members on duty. At 
the same time, each airline operator specifies its own 
cabin crew rules and requires different activities. All these 
activities are described in airline operators´ guidelines. 

The day-by-day cabin crew duties usually contain these 
specific tasks: 

• Pre-flight briefing – introduction of crew 
members, flight destination and work position of 
individual cabin crew members. The on-board 
staff shall be informed of the possible delay of 
the aircraft, the number of passengers and any 
special needs of some passengers. The cabin 
crew is also made familiar with the weather 
forecast expected on the flight route. This 
information is provided by the pilots. 

• Pre-flight inspection – check of the technical 
capability of the safety equipment (pressure in 
fire extinguishers and oxygen devices, 
functionality of inflatable slides, test of on-board 
communication system (intercom) for 
communication between cabin and cockpit crew, 
etc.), security check of cabin compartments, 
check of aircraft cleanliness. If the company 
provides catering during the flight, the cabin 
crew members are also responsible for checking 
the meals and other supplies. 

• Passenger boarding – assisting passengers with 
orientation between aisles and seats. Cabin crew 
also ensures properly stowed luggage. The 
boarding process also includes informing 
passengers about airplane safety features and 
emergency procedures, checking passengers, 
specifically their seat-belts, checking the closure 
of luggage compartments and securing the 
kitchen equipment against movement. 

• Flight itself – informing passengers according to 
company rules or the captain's command and 
ensuring passenger safety and satisfaction. 

In rare cases of aircraft evacuation, the cabin crew 
manages the passengers and ensures that the evacuation is 
carried out as quickly as possible. During a standard 
landing and stopping of the aircraft, cabin crew provide 
assistance to passengers during exit and check the deck for 
forgotten objects. [9] 
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CABIN CREW TRAINING SYSTEM 
The cabin crew training system has several basic steps 

to be taken by each employee recruited by an airline as a 
cabin crew member. 

A. Initial training 

B. Other types of training 

C. Cabin crew personal development 
Initial cabin crew training is defined as a six-week 

training program. The aim of this training is to provide 
sufficient knowledge of the individual cabin crew training 
attendees. This training program comprises two parts, 
theory and practical training. [10] The theory part of the 
training is fully in the competence of the airline and 
constitutes the core part of the training. The practical part 
is carried out on the basis of on-the-job trainings in real 
operation, or through simulators, if the airline has these 
available. The content of training plan itself is divided into 
weekly blocks and is implemented at the airline's main 
base. Taking as an example the low-cost airline Wizz Air, 
its basic program would run at the air base at Budapest 
Ferenc Liszt International Airport. The program includes 
training through lectures to help cabin crew acquire 
information, experience and skills in different areas. Initial 
training consists of several training sessions, which are 
shown in Figure 1. 

The first area of training is to familiarize cabin crew 
with basic terminology, theory of flight, meteorology, 
basic regulations, passenger seating, cabin crew duties and 
limiting factors during the flight. Cabin crews will learn 
about their rights and responsibilities and the importance 
of pre-flight passenger briefing. 

All theoretical areas are covered to the fullest extent in 
the course on human factors and crew operation 
optimization. At least one Crew Resource Management 
(CRM) instructor is required to supplement the course. 
Training in the area of human factor must include at least 
the following topics: 

• General part: human factor in aviation, CRM 
objectives, human performance and human 
limitations. 

• Focus on the cabin crew: human factor failure 
and reliability, response and behavior, stress and 
coping with stress, self-assessment, fatigue, 
situation awareness, assertiveness, information 
processing. 

 

 
Figure 1. Types of initial cabin crew training courses 

 
Figure 2. Respiratory protective equipment 

 
Communication and team play is one of the mandatory 

areas for cabin crew training during initial training course. 
The focus is on the correctness of the communication 
between crew members, whether verbal or non-verbal, 
interpersonal relationships, and overall coordination and 
cooperation between cabin crew members in order to 
improve performance during duty. Originally, only pilots 
attended this type of training. Currently, cabin crews are 
also trained in cooperation with pilots. Both of these 
groups must at least be aware of what their colleagues are 
doing. Proper crew interoperability is a prerequisite for 
hazard prevention on board an aircraft. Thorough training 
and later crew scheduling eliminates possible conflicts 
between crew members. 

In the area of first aid training and medical aspects, the 
cabin crew is provided with general guidance on the 
physiological effects of flying and the basics of first aid, 
including the treatment of different medical conditions 
and use of medical equipment. The crew are trained in the 
medical emergency situations during flight (shock, 
diabetes, epilepsy, childbirth, etc.) and in-flight hygiene 
and health conditions (clinical waste, disinfection, 
infectious diseases, physiological effects of fatigue, etc.). 

Smoke training and fire training are aimed at specific 
coordination and assistance measures for fire retention, 
with an emphasis on cabin crew response in the event of a 
fire. Correspondingly, cabin crew members shall be made 
familiar with the general procedures of ground rescue and 
emergency services at the aerodrome, the types of fire and 
the extinguishing media and their use. At the same time, 
cabin crew members are trained for cases of leakage of 
chemicals. The respiratory protective equipment used for 
training is shown in Figure 2. 

Fire training is not only carried out in the theoretical 
field, but also in the form of practical training, where 
cabin crew members are forced to use the individual 
extinguishing agents on board the aircraft (fire 
extinguisher, fire ax, respiratory protective equipment, 
etc.). Simulations are carried out at selected locations in 
the aircraft with the most frequent and probable 
occurrence of fire. Derived from previous incidents the 
smoke and fire are most likely to develop by the use of 
microwave, within the luggage storage bins, in the toilet 
compartment, in places with electrical installation wiring 
and with batteries of electronic devices. 

1.
• General theoretical knowledge of aviation and aviation 

regulations

2.
• An introductory course on human factors and crew operation 

optimization

3. • First aid and selected medical aspects

4. • Fire training

5. • Dangerous goods

6. • Survival training

7. • Handling of passengers and situational awareness on board

8. • Occupational health and safety (OHS) training
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Figure 3. Cabin mock-up as a part of flight attendant training program 

(Singapore Airlines) [11] 
 

Dangerous goods training is conducted in accordance 
with the applicable ICAO Technical Instructions. The 
cabin crew will obtain information about goods that are 
subject to special requirements, restrictions or other 
limitations when transported in air transport. 

Survival training is a realistic simulation of various 
crisis situations with a focus on effective cabin crew 
management. These include simulation of the survival in 
the water, including the deployment and use of floatation 
devices, the use of rescue slides (Figure 3) or boats and, of 
course, practical water training in the pool area serving as 
a mockup (Figure 4). 

During this survival course, cabin crew members are 
made familiar with the principles of survival in atypical 
environments such as polar region, desert or jungle. 
Recently, the basic training situations are also extended by 
self-defense training, which wasn´t traditionally part of the 
survival course but increasing number of airlines is 
implementing self-defense into the core training. 

The thematic areas of the initial training in passenger 
handling and situational awareness on board include but 
are not limited to: 

• basic regulations for the safe storage of hand 
luggage, 

• the importance of the correct allocation of seats 
with regard to aircraft balance; 

• precautions for the transport of animals, 
 

 
Figure 4. A safety drill being performed in a flight attendant training 

session at Garuda Indonesia [12] 

• recognition of people under the influence of 
alcohol or drugs, 

• obligations in the event of turbulence; 
• managing the crowd when evacuating the 

aircraft. 
The last part of the initial training is OSH training, 

which is mandatory for every airline employee, not just 
for cabin crew. [13] It is one of the trainings that 
employees must undergo repeatedly every year. Each 
employee is obliged to comply with all regulations 
relating to the work performed, which are determined by 
the established procedures and regulations of the 
company. 

At the end of the initial training, a theoretical and 
practical examination is carried out, on the basis of which 
the applicant is issued with an IATA (International Air 
Transport Association) cabin crew certificate. After 
obtaining this license, the applicant can continue their 
training for the cabin crew profession. 

Upon completion of initial training, cabin crew 
members shall be subject to additional training 
requirements. Further training provided by airlines to their 
cabin crew is shown in Figure 5. 

The aim of the aircraft type training is to provide the 
cabin crew members with specific information on the 
types of aircraft used by the airline, in other words to 
make them familiar with airline´s fleet. Cabin crews 
obtain information on aircraft description, layout of the 
cabin, placement and type of emergency and safety 
equipment. These information can vary from plane to 
plane. The crew also receive cabin training and 
demonstration of the use of safety equipment, fire and 
smoke equipment, learn how to operate doors and 
emergency exits, and they undergo aircraft evacuation 
using inflatable slides. [14] Aircraft type training is 
conducted in simulators corresponding to specific type of 
aircraft. Every cabin crew member has the opportunity to 
experience all real-life situations threatening the safe 
conduct of flight and jeopardizing the safety and security 
of crew and passengers in the simulated environment, with 
emphasis on faithful imitation of the cabin. [15], [16] An 
example of a specific aircraft type training simulator is 
shown in Figure 6. 

Many traditional airlines offer free food service during 
the flight. In some cases the passenger has to upgrade their 
ticket in order to receive free refreshment. Almost every 
airline provides the passengers with an offer of beverages 
and snacks to buy on board during flight, sometimes small 
items and souvenirs are also part of the assortment. 
Especially for low cost carriers on-board sales are an 
important part of income. For this reason it is very 
important to train the cabin crew to sell the goods and 
offer high-level service. 

 

 
Figure 5. Airline requirements for other types of training 

 

1.
• Specific aircraft type training

2.
• Training on the sale of goods on board

3.
• Fatique management training
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Figure 6. Aircraft classroom with glass side wall [17] 

 
Airline crew also undergo fatigue management training 

to eliminate occupational fatigue. This training prevents 
possible risks emerging from personnel fatigue. Fatigue 
leads to decreased attention and mental capacities of the 
human brain and to increase of the response time. Pilot 
working hours are strictly regulated by international 
standards, but this is not the case with cabin crew. 
Nevertheless, some airlines have special rest areas on their 
aircraft for crew members where cabin crew can relax for 
a while. 

The skills and knowledge of the cabin crew are 
regularly tested and refreshed during pre-flight briefings. 
Before each flight, the cabin crew supervisor is 
responsible for conducting the pre-flight briefing. Briefing 
takes place approximately an hour before the scheduled 
flight and it represents the start of the cabin crew duty that 
day. Its course should be concise but appropriate and 
should include all of the following: 

• Meet and introduce crew members when they are 
on duty together for the first time. 

• Determine the language in which the pre-flight 
briefing will take place and which will be used 
throughout the flight. 

• Visual check that all cabin crew members are fit 
for the flight duty on that day. Closely examined 
are the health of the crew members and whether 
they are under the influence of alcohol or 
psychotropic substances. Uniforms are also being 
checked. 

• Checking the crew member documentation 
required for each flight. This includes a cabin 
crew certificate, a valid passport, identity card, a 
medical certificate or an international vaccination 
card and food handler’s certificate, as 
appropriate. 

• Determination of working positions for the given 
flight. 

• Appointment of a deputy crew member in the 
event of an emergency situation regarding the 
cabin crew team leader. 

• Providing information on the status of the 
aircraft, flight, flight time, number of passengers 
and/ or passengers with special requirements, and 
in-flight services. 
 

• Testing the cabin crew about the knowledge of 
emergency procedures, the deployment of 
emergency equipment on board and the 
knowledge of medical emergency procedures. 

Cabin crew members are motivated by these pre-flight 
briefings to repeat their basic training knowledge. This 
minimizes the risk of uncoordinated actions and on the 
other hand ensures that each member of the staff will be 
well prepared and ready for the action in case of 
emergency. It minimizes the response time and automates 
the decision making process in the event of an emergency, 
what is needed to maintain the safety of passengers, 
colleagues and themselves. 

CONCLUSION 
In this article, we introduce the basic attributes of the 

cabin crew training. This training program is intended to 
meet the essential requirements of the air transport 
industry for operating personnel who are in direct 
interaction with passengers on board an aircraft. Cabin 
crew members are perceived by the lay public only as 
staff ensuring a high standard of on board service. In fact, 
the primary task of cabin crew is to ensure in-flight safety 
and emergency response. 

From our analysis it is possible to identify core topics 
of cabin crew training. Importantly, at the end of the basic 
training, the cabin crew member obtains a certificate, 
which must be included in their documents during each 
flight duty. It is therefore clear that this basic training 
must meet some minimal uniform requirements. At the 
same time, it is not excluded that the airline companies in 
their training also apply extended, specific topics, arising 
from local circumstances, culture, or focused directly on 
aircraft technology and specific equipment used in the 
company. Later, this basic knowledge may be further 
broadened and specified for particular airlines according 
to their requirements. 

At the same time, our analysis also shows that anyone 
who receives the necessary accreditation can provide 
cabin crew training. The accreditation process shall also 
include documentation of the relevant equipment to be 
used for training, such as specific safety devices. Part of 
the basic cabin crew training is also familiarization with 
the cabin of the aircraft, and later crisis situations response 
training. This means that the training organization must 
have a suitable aircraft, or at least a cabin mockup. This 
statement also suggests that setting up a training 
organization is an extremely costly process. The costs 
include not only the technical equipment, but also the 
payment of specialists capable of providing expert 
guidance on the topics. 
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Abstract — The article presents the experience of organizing 
blended learning in pedagogical disciplines based on social 
networks. It is concluded that while viewing educational 
content, students mainly use mobile devices. It is noted that 
the use of blended learning activates students, leads to an 
increase in independent activity in learning. The authors 
note the high potential for the use of video in student 
learning. Blended learning helps to involve students in the 
pedagogical process, to simulate situations in which students 
can demonstrate their professional competencies. 

I. INTRODUCTION 
Informatization of whole areas of human life 

significantly changes the educational process. Many 
traditional pedagogical methods and forms of work 
become meaningless due to the availability of information 
and the availability of not only educational literature on 
the Internet, but also a huge database of ready-made 
essays, accomplished tasks, presentations and reports on 
pedagogical issues. The mechanical rewriting of texts 
irritates students, their brilliant possession of 
communication tools, social networks, and information 
retrieval makes for a teacher checking text works into a 
merciless struggle for the percentage of the author’s text.  
First of all, merciless for a teacher who checks the work in 
the anti-plagiarism system, gets a grasp of the meaning 
and loses more time than a student, who is compiling a 
text, as a rule, of fragments of other people's thoughts. 
Therefore, teachers should change the way of organization 
of the learning process. Teachers should use ICT to 
change teaching [1]. 

Information technologies, informational systems, the 
Internet can all help teachers to change [2]. 

A new educational phenomenon has appeared called - 
blended learning. 

II. A REVIEW  OF SOME APPROACHES TO 
DEFINING TERM "BLENDED LEARNING" 

 
Many researchers are studying this phenomenon, there 

are many approaches to the definition of this concept. 
Blended learning: 

• The combination of online learning with full-
time or offline learning [3]. 

• The way of learning that combines traditional 
classroom lessons with lessons that use 
computer technology and may be given over 
the internet [4].  

• The inclusive conceptualization posits that any 
combination of face-to-face and online 

learning could be described as blended 
learning [5]. 

Several authors note that blended learning improves 
self-directed learning skills of the students [6] and 
increase academic success and motivation in a 
meaningfulway compared to face-to-face learning [7]. 

The organization of blended learning for future 
teachers, on the one hand contributes to better learning in 
the discipline, and, on the other hand, allows the formation 
of ICT competency and media competency of students [8]. 

 
The teacher in the future is certainly a media 

personality. 
We need to teach students: 

• Conducting comprehensive diagnostics of 
schoolchildren based on information about 
them, for example, on social networks. 

• Correction of curricula based on the study of 
media. 

• Preparation of materials for classes using Internet 
resources. 

• Creation of an informational and educational 
media product, for example, massive open 
online courses [9]. 

• Organization of cognitive, design, creative 
activities of schoolchildren on the Internet. 

• Visualization of educational content. 
• The formation of students' culture of links to 

sources. 
• Teaching schoolchildren how to create a 

bibliography, citations, and references, critical 
text analysis. 

• Organization of publication of the results of 
creative and design work of students on the 
Internet. 

• Comparisons of one's own level of teaching with 
the work of colleagues (watching videos of 
open classes). 

• Conducting research using ICT and media. 
• Preparation and posting on the website of the 

organization of public reports. 
Students can learn a lot from blended learning. 
 

Blended Learning Components 
• personalized classroom activities; 
• online learning materials; 
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• regular network interaction in the format of 
"student - student", "student - group", "student 
- teacher"; 

• online demonstration of self-created work; 
• testing etc [10]. 

Collaborative goal setting and planning tools should 
also be used. For this purpose, it is convenient to create 
files for general editing.  

III. SOME EXPERIENCE IN ORGANIZING 
BLENDED LEARNING BASED ON THE  SOCIAL 

NETWORKS 
 
In the academic year 2018-2019, we organized blended 

learning for students of the faculty of pedagogical 
disciplines based on one of the popular Russian social 
networks - Vkontakte.  

The choice of this social network was due to the fact 
that all 100% of students had accounts in this network and 
were regularly exchanging information there. 

The constant presence and the informality of 
communication, social networks positively distinguish 
from the official LMS educational organizations. 

Analysis of the statistics of viewing materials in groups 
shows that students prefer mobile devices to stationary 
computers (Fig. 1), and the younger they are, the more 
often they access to educational materials from a mobile 
device. 

For each group, we have created a private community 
in a social network to support full-time study. We have 
posted training materials in the community. In the 
community students communicated with the teacher, 
students laid out the work done. 

 

 
Figure 1.   Comparison of the frequency of access to 
course materials from a desktop computer and from a 

mobile device 
 

A. Video lesson analysis 
The most interesting and effective activity was the work 

of students with video. 
Educational video has huge didactic potential. This tool 

can be used in many ways. Currently in the Internet there 
is many video recordings of lessons in any school 
subjects. These videos are available for viewing. Doing 
exercises of analyzing video, students multiply repeat the 
basic categories of pedagogy, learn how to distinguish 
between them. These are such complex concepts as: the 
content of training, the activities of teachers, teaching 

methods, activities of students, forms of organization of 
children's activities, learning tools, learning outcomes. 

The task can be formed in the following way: 
Watch the lesson video. 
Conduct a lesson analysis according to the prepositional 

scheme. 
Draw conclusions (including the identification of 

difficulties, deficits in your professional activity). 
 

The Analysis Scheme of the lesson 
 

1. General assessment of the lesson: the lesson has 
reached the goal, partially achieved, not reached the goal. 

2. Assessment of the implementation of the principles 
of training (examples). 

3. Assessment of training technologies (examples). 
4. Assessment of teacher’s knowledge of his class, his 

vision of the place of the lesson in the system of other 
lessons. 

5. Evaluation of each stage of the lesson (selection of 
teaching methods, compliance of the teaching method 
with the content, planned results) (Table I.) 
 

TABLE I.   
THE ANALYSIS OF THE MAIN COMPONENTS OF THE LESSON AT EACH STAGE 

Stage Content 
(briefly) 

Teacher’s 
activities, 
teaching 
methods 

Activities 
for students, 
forms of 
organization 
of children's 
activities 

Learning 
Tools, 
including 
ICT, 
materials, 
tools 

Results 

      

 

 
6. Evaluation of the effectiveness of the use of studying 
time. 
7. Evaluation of the effectiveness of the feedback during 
the lesson. 
8. Assessment of compliance with safety rules, labor 
protection requirements in the lesson. 
9. A logical generalization and the answer to the question 
that contributed to the achievement of the lesson’s goal, 
the assessment of students' activity and interest. 
10. Assessment of the manifestation of the personal 
qualities of the teacher in the lesson. 
11. Conclusions (including the identification of 
difficulties, deficits in their professional activities). 
12. The plan of changes in their own professional 
activities, based on the analysis. 
 

The task is very difficult for the student. He only found 
out about the categorical apparatus of pedagogy. The first 
analysis of the lesson is performed by students in a 
practical lesson together with the teacher. Then students 
consolidate and repeat the material. They analyze the 
lesson on their own, choosing a video from the ones 
suggested by the teacher or they find and suggest the 
videos of the lesson they like. 
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B. Creation of a training video 
An even more complex, but at the same time creative 

task can be the creation of a training video. Two years 
ago, it was necessary to introduce students to video 
recording and editing programs. Modern students have a 
wide range of such programs installed on phones and 
computers and can easily cope with this task [11]. The 
difficulty is the selection of educational content and the 
preparation of a plan of his speech. 

Students create two short videos in the process of 
learning a pedagogy course. 

The first task is to write down and download in the 
group a master class about any topic they are interested in 
(Fig. 2). 

 

Figure 2. Screenshot of a master class  
"New Year's Snowman" 

 
The theme of the master class is proposed by the 

student and is consistent with the teacher. 
For example: “How to swing on a swing”, “New Year's 

Snowman”, “How to draw a cat”, “Create your own mini-
garden”, “How to sharpen a pencil”, "Cooking a delicious 
dinner" (Fig. 3) etc. The master class should contain: a 
title, a demonstration of activity, captions with 
information about the authors and sources of information. 

It is important that the topic of the video is interesting 
and understandable to the student himself. we discuss how 
to make the video interesting and the explanation 
understandable. 

Pay attention to the number of video views in Figure 2 - 
789. This means that the video posted in a closed group 
(25 people) was popular among classmates and the author 
posted it on his page and the master class found its 
audience. 

Video is a highly sought-after result of the projects. The 
project method has repeatedly proved its effectiveness 
[12]. 

Recording and subsequent analysis of the video is a 
very effective method in training the teacher. 

The student sees himself from the outside, hears his 
speech, his voice, sees facial expressions, gestures and can 
work to improve them. 

 

Figure 3. Screenshot of a master class  
"Cooking a delicious dinner" 

 

C. Video lecture recording 
Students record the second training video, completing 

the pedagogy course. They choose any topic of the course 
and create a video lecture on this topic, for example: 

• Pedagogy in the humanities system. 
• The structure and logic of scientific and 

pedagogical research. 
• The essence of the learning process. Its’ 

psychological basis. 
• Classification of teaching methods. 
• Visualization teaching methods. 
• The interaction of school and family.  
• Methods of testing and evaluating knowledge. 

Functions and types of control (Fig. 4), etc. 
 
The difficulty is the selection of content, the layout of 

training materials, but the possession of information 
technology helps students easily cope with the task and 
post the video in a group on a social network. Groupmates 
are very significant for each other at a young age, so they 
look at each other's works with interest. 

It is important to use this effect - students' work attracts 
more attention of students than the work of the teacher, on 
the network they often interact with each other than with 
the teacher, mostly from students to students [13], [14]. 

Students select a topic from a fixed list of topics. 
 

Figure 4. Screenshot of a video lecture posted on the 
network on the topic “Methods of testing and evaluating 

knowledge. Functions and types of control " 
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It is difficult to imagine that in a group of 25 people the 
teacher’s training video would have been watched 177 
times, but the video of a classmate can be watched several 
times, the students are curious how it was done, how each 
completed the work, they watch the video several times 
and repeat the materials in this way disciplines. 

D. Cartoon making 
In the process of studying the history of pedagogy, 

students create cartoons. Students come up with the plot 
themselves. Historical accuracy is important. How the 
character lives, what he is dressed in, what events are 
happening to him (Fig. 5). 

The task is carried out in groups of two to three people. 
Often students learn how to create cartoons. Sometimes 

cartoon technology is used to develop students' creative 
abilities. 

 
 

 
 
Figure 5. Cartoon "One day in the life of a primitive boy" 

 
Rarely the technology used to learn educational content. 
This is a great option to turn dry theory into an 

interesting project in the classroom. Historical issues are 
far from today's students. A large amount of information, 
names, dates, facts can cause boredom at a lecture. But, if 
students have a task - creating a cartoon based on this 
information, then the attitude towards the material being 
studied is changing. 

You can watch cartoons in the classroom, but I ask 
students to post them in a group on a social network. This 
allows them to view the work again and again, to show 
them to friends or parents.  

Traditional LMS does not have such capabilities. It is 
closed to friends and acquaintances of the student. In a 
social network, a student can either close his work, in 
which case it is available for viewing only to members of 
a closed group or open it. 

Students use plasticine animation, hand-drawn 
animation, or computer animation to create a cartoon. 

Hand-drawn animation is animation technology based 
on frame-by-frame shooting of slightly different two-
dimensional drawings (Fig. 5). 

Plasticine animation - a type of animation where a film 
is made by frame-by-frame shooting of plasticine objects, 
with their modification in the intervals between shots  
(Fig. 6). 

Computer animation - frames are manually or 
automatically created by specialized computer programs. 

 
 

 

 
 
Figure 6. Cartoon "One day in the life of a Spartan boy" 

 

IV.  ASSESSING THE EFFECTIVENESS OF 
BLENDED LEARNING 

Assessing student learning is an essential component of 
effective teaching [15]. Blended learning helps us to 
involve students in the pedagogical process, to simulate 
situations in which students can demonstrate their 
professional competencies.  

This way of working had a positive impact on the 
involvement of students in the educational process and 
contributed to improving academic performance.  

The learning outcomes of the experimental and control 
groups allowed us to draw conclusions about the 
effectiveness of the use of blended learning. 

Conclusions are based on independent evaluation. 
Students took part in the Federal Online Examination for 
Undergraduate Students (FOBE) [16]. 

 
FOBE Principles 
• voluntary participation of students in the Internet 

exam 
• voluntary recognition of certificates by universities 
• voluntary recognition of certificates by employers 
• confidentiality of individual student results 
• Independence of assessment both from the 

management and control bodies in the field of education, 
and from universities. 

 
Pedagogical measuring materials are divided into two 

parts. The first part of the exam reveals the knowledge of 
the discipline and the ability to use it when solving 
standard. The second part of the exam includes 
interdisciplinary case studies that describe quasi-
professional situations and subtasks. 

Interdisciplinary case-studies check the student’s ability 
to analyze, summarize, systematize and structure the main 
and additional information to the case, establish causal 
relationships and relationships between identified 
problems, search and use effective tools and methods to 
solve problems identified. 

FOBE is conducted in the form of online testing with 
the use of the Internet. 
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The entire exam procedure is broadcast using video 
cameras (at least two in the audience) and is monitored by 
the exam organizers. 

 
Exam results are measured by the following indicators: 

• percentage of points scored for tasks of part 1 and part 2 
• percentage of points scored for tasks in general. 

 
Test scores demonstrate that the results of the 

experimental group are higher than the control one, 
especially in the second practical part (Fig. 7). 

 

 
Figure 7.   Comparison of the results of the control and 

experimental groups 
 
According to the results of the federal exam, students 

are awarded with a gold, silver certificate, or certificate of 
participation. 

 
During the final assessment there is no established 

threshold. Certificates are awarded depending on the 
number of students who graduate and the highest mark in 
the direction of preparation. The diagram shows a 
comparative analysis of the average results of FOBE-2019 
[17] and the results of the experimental group (Fig. 8). 

 

 
Figure 8.   Comparison of test results of the experimental 

group with average of FOBE-2019 
 
 
 

V. CONCLUSION 
 
Blended learning improves self-directed learning skills 

of the students and increase academic success and 
motivation in a meaningfulway compared to face-to-face 
learning. 

The organization of blended learning for future 
teachers, on the one hand contributes to better learning in 
the discipline, and, on the other hand, allows the formation 
of ICT competency and media competency of students. 

Important components of blended learning are online 
learning materials; regular network interaction; online 
demonstration of self-created works.  

Social networks are useful for educational purpose. The 
constant presence and the informality of communication, 
social networks positively distinguish from the official 
LMS educational organizations. 

The possibilities of using video in teaching are endless. 
Future teachers can view and analyze finished lessons, 
create and analyze their own video.  

Groupmates are very significant for each other at a 
young age, so they look at each other's works with 
interest.  

The learning outcomes of the experimental and control 
groups allowed us to draw conclusions about the 
effectiveness of the use of blended learning. 

 Test scores demonstrate that the results of the 
experimental group are higher than the control one, 
especially in the second practical part  - Interdisciplinary 
case-studies check the student’s ability to analyze, 
summarize, systematize and structure the main and 
additional information to the case, establish causal 
relationships and relationships between identified 
problems, search and use effective tools and methods to 
solve problems identified. 
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Abstract—Despite the high number of educational games
released, only a few games have a strong story that is more
than an excuse for players’ actions. Furthermore, even fewer
story-based games utilise the affordances of augmented reality
(AR) to concretise abstract concepts while engaging players.
Based on our literature review, we were inspired to merge
AR into a story-based educational mobile game for teaching
fractions to elementary school students. The game Tales &
Fractions was created through a two-phase multidisciplinary
development process. In order to successfully integrate AR into a
story-based educational game, we employed an adapted version
of the Scrum agile software development method implemented
by a multidisciplinary team of experts from computer science,
pedagogy, design and arts. During the development process, we
faced many issues that other story-based AR game developers
could meet. We summarised the encountered issues with our
solutions which could be useful for developers to avoid common
pitfalls and to enrich the user engagement.

Index Terms—Multidisciplinary, Storytelling, Educational
game, Augmented Reality, Game-based learning, Mathematics

I. INTRODUCTION

Educational games have often been touted as being en-
gaging, with this often being a key reason for making a
game about a specific learning topic. But what aspects of
a game make it engaging? There are numerous answers
to this question ranging from the preferences of different
player types [1] to a myriad of motivators that games can
possess [2]. We elected to look into a rarer combination of two
such potential engagement factors: Augmented Reality (AR)
and stories. AR has been shown to be a potentially useful
tool in education when used well [3], [4], and it has been
associated with a multitude affordances in education [3], [5]–
[7]. Moreover, the use of stories is another potentially effective
way to engage players in a game [8]–[10]. AR has garnered
more traction in educational games over the last decade as
various development toolkits have made its implementation
easier [11]. However, the use of AR in representing concrete
mathematical manipulatives, which help bridging the concrete

real world to the abstract mathematical world [12], has so
far been minimal in educational games. Moreover, the use of
stories seems, according to our literature review, somewhat
passive in research-based educational games. A majority of
such education games do not have a story and when they do,
it often seems more of an afterthought rather than a deliberate
attempt of enriching the learning experience.

It is clear that making a good educational game with an
appealing story and AR-based concrete manipulatives would
be challenging. We aimed to overcome this by establishing
a multidisciplinary group of experts from three disciplines –
computer science, arts & design, and pedagogy – to create
an educational game Tales & Fractions that uses a story and
AR to teach elementary school students about fractions. We
start this study by investigating concrete manipulatives, and
how stories and AR have been used in educational games in
the past. Once the background is established, we describe the
multidisciplinary conceptualisation and development processes
of Tails & Fractions, including issues faced and our solutions.
The results of this study can be used as lessons learned for
educators, researchers and developers interested in harnessing
the power of storytelling and AR in educational games.

II. RELATED WORK

A. Concrete Manipulatives

Concrete manipulatives, such as fraction rods, can be benefi-
cial to the student’s learning of abstract mathematical concepts.
Already in the 1960s Dienes proposed that multiple representa-
tions of concepts (i.e. the multiple embodiment principle) help
bridging the concrete real world to the abstract mathematical
world [12]. Concrete manipulatives are example manifesta-
tions of the multiple embodiment principle. Later, research
has produced evidence suggesting that learning with concrete
manipulatives outperforms traditional learning that focuses on
abstract math [13]. In particular, concrete manipulatives can
be helpful in the first stage of the Concrete-Representational-
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Abstract learning sequence where the learner first becomes
familiar with the abstract mathematical concept [14].

B. Use of Stories in Education Games

Despite the many angles from which researchers have as-
sessed serious games, the aspect of stories in education games
has somewhat been overlooked. We analysed a total of eight
literature reviews [4], [11], [15]–[20] that covered 189 previ-
ous studies on serious games. Out of these we analysed 176
papers to find information on story-based education games.
Our attempt was to get a wide spectrum of serious games, thus
we focused on specific groups of games: 21st Century Skills,
Education Games, Physical Rehabilitation, Health Care, AR
Education Games, and Game-based Learning. Within some
groups we found only a few games using stories; for example,
in the Physical Rehabilitation and Health Care groups we
identified only one game with a story from a total of 49 games.

Our definition of a story is quite simple. A “strong story”
has a beginning, a middle point and an end. Despite this quite
simple definition a number of games were ranked as to having
a “weak story” essentially due to giving a simple excuse for the
player’s task at the beginning of the game, but no additional
references to the story were made afterwards. Additionally, in
some papers there was a fleeting mention of a story, but no
further remarks to it were made later [21], [22]; due the lack
of clarity these games were not listed as having a story.

Out of the analysed 182 studies only 20 games utilised
“strong stories” as per our definition. Furthermore, it should be
noted that for nearly all the games we relied on the descriptions
of the authors. Only a handful of games were available for
testing, or had footage available to see actual gameplay.
Additionally, with the exception of Crystal Island [23], [24],
there was very little focus on the reasoning as to why a
game would have a story. In most cases a story was mainly
mentioned in passing before moving on to other topics.

C. AR Education Games

We also investigated previous research on the use of AR in
education games, and how they were coupled with storytelling.
Three of the eight review papers focused on AR games. The
total number of covered games was 56 of which we analysed
49. Out of these games, 10 and 6 were categorised as having
a “strong story” and a “weak story”, respectively.

Koutromonos et al. [19] conducted a review on the use of
AR in education covering studies from 2000 to early 2014. A
half of the eight reviewed games had some sort of story. This
relatively high number is partly due to two games being from
the same author [25], [26] and the games being very similar in
their design. The remaining two games had what we labeled
as “weak story”. Interestingly, Echeverria et al. [27] focused
briefly on discussing the importance of having a narrative as
a component to make an immersive experience. However, the
story in the game is presented only as a simple excuse for the
players to collect space crystals.

Fotaris et al. [4] conducted a systematic review on AR
games between 2012 to 2017 focusing on five aspects AR

games: instructional and learning approaches, environment &
device used, topic, research methods, and results. Only two
of the 17 discovered games utilised stories. In the case of
Hendrys et al. [28] game, the focus on reading comprehension
inherently involves stories. In the case of Leometry game [29],
the players were quizzed on the effectiveness of the story,
which yielded mainly positive results, with notions that the
immersiveness could have been increased.

The literature review by Laine [11] analysed 31 mobile
educational AR games published in 2012-2017 from the
perspectives of general overview, pedagogy, AR features and
used AR platforms, and gaming, and presented 13 guidelines
to facilitate the development of educational AR games. Most
of the analysed games were found to be treasure hunts and/or
puzzle games, and whilst some games had adventure and role-
playing characteristics that typically involve a story, the study
did not investigate the use of storytelling in depth.

III. GAME CONCEPTUALISATION AND MOTIVATION

A multitude affordances of AR in education [3], [5]–[7] and
storytelling [8]–[10], diverse ways of using AR for learning
a variety of subjects [11], [19], [30], and the pedagogical
and motivational potential of the combination of mathematical
manipulatives and storytelling, as witnessed by a previous
study [31], inspired us to develop a novel game concept
that combines a strong story and virtual AR manipulatives
to engage players in learning fractions through rich content
and interaction. The game conceptualisation begun with the
principle that manipulatives can help concretising abstract
mathematical concepts. Based on this, two key decisions were
made on the pedagogical approach: (i) the pedagogical content
of the game was to focus on the basics of fractions, and (ii)
the game was to allow the player to experiment with fractions
through AR-based fraction rods where each colour represents
a certain length, thus allowing one to perform calculations on
and form relationships between whole numbers and fractions.

Educational games have been recognised to possess a myr-
iad of motivators that can help keeping learners engaged in the
learning process [2]. Fantasy, manifested through storytelling,
fraction challenges coupled with concrete fraction rods, and
relations to co-players as well as to the game characters were
among the key motivators that were baked into the foundations
of Tales & Fractions. The story of Tales & Fractions follows
two leopards, mother and her cub Senatla, who interact with
the player through a dialogue and present fraction challenges
to the player. The game’s UI was designed to enable rich
and efficient touch-based interaction, where the player could
easily change between the main modes: the dialogue, the chat,
and the AR rods playground. These modes of the UI are
illustrated in Figure 1. The leopards’ dialogues with the player
are presented in the slide-in chat window as a history log. The
chat also records the player’s answers to fraction challenges,
and presents hints and feedback. The player can open the AR
mode to find a solution to the challenge with virtual fraction
rods that are populated on an “AR playground” in various ways
depending on the challenge at hand. The chat window is also
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available in the AR mode, so that the player can easily check
the challenge description and hints. The goal of dividing the
UI into the three modes was to avoid cramming the screen
whilst providing the player with rich interaction methods.

(a) The dialogue (b) The chat

(c) The AR mode without chat (d) The AR mode with chat

Fig. 1: The modes of Tales & Fractions: The chat is available
as a slide-in in the dialogue and AR mode.

Fig. 2: Gameplay flowchart
Figure 2 shows the gameplay flowchart, where a single

game consists of one or more stories that can have one or
more chapters. The chapters in a story build on each other
and advance the narrative by presenting content using text,
images, videos and fraction challenges. For example, when
the first chapter teaches about the basics of fractions, the next
chapter talks about proportionality. The story is finished when
all its chapters have been solved. The creation of the story and
the fraction challenges was led by pedagogical experts.

In addition to the motivators mentioned above, we also
aimed to support the technology motivator by choosing ap-
proaches that many today’s children are familiar with: gami-
fication, mobile technology and AR. A combination of these
has been seen in several popular games, such as Pokemon GO
and Harry Potter: Wizards Unite, in the recent years. Tales
& Fractions was implemented for Android tablets using the
Unity3D game engine and the Vuforia AR library. The details
of the development process are described next.

IV. DEVELOPMENT PROCESS

The game concept was materialised through two phases of
development during which two versions – a proof-of-concept
and a fully featured game – were created.

A. First Phase: Exploration

A first proof-of-concept version of Tales & Fractions was
made by three programmers at an Object-Oriented Analysis
and Design course at the Luleå University of Technology
during eight weeks in 2017-2018. The workflow was based on
the Scrum agile software development method [32]. The stu-
dents did not have artistic, design and pedagogical expertise.
Due to the absence of expertise in these key areas of game
development, the development cycle had only two steps: (i)
weekly sprint meetings to check the progress and test different
versions of the proof-of-concept, and (ii) game programming
to build the system with core functions. The development was
supervised by a computer science and gamification expert.

The proof-of-concept was developed for the purpose of
testing out the game idea and functions that emerged in the
conceptualisation process (Section III). The game’s UI and
content were not in focus at this phase; however, the key
functions were prototyped and tested, such as rudimentary AR
rods, two challenge types (short-answer and multiple choice),
and image/video presentation (Figure 3).

(a) The AR rods (b) The multiple choice

Fig. 3: The core functions of the proof-of-concept

The AR rods were implemented using a printed marker
image that had no relation to the story. Additionally, the
game had an invisible surface on the marker on which the
AR rods were placed (Fig. 3a). The Unity3D physics were
applied to the AR rods (e.g. rod collisions, gravity) for more
realistic reaction between the rods and the player. Two types
of challenges were developed to present fraction problems to
the player: multiple choice (Fig. 3b) and short-answer. The
proof-of-concept was also able to present images or video clips
which were intended to enrich the story.

During the development and testing of the proof-of-concept,
several issues were discovered that guided the next develop-
ment phase. These issues are summarised in Table I, and our
solutions to them are explained in the next section.

B. Second Phase: Multidisciplinary Development

The development team was expanded with experts from
arts & design and education. Due to the larger size of the
team it was divided into three groups, each representing
a specialisation: programming, art direction & design, and
pedagogy. Communication between the groups was done by a
single team leader. Figure 4 shows the multidisciplinary work
and collaboration among the groups.

A somewhat adjusted Scrum methodology was followed,
with monthly meetings and weekly “confirmation” discus-
sions, as presented in Figure 5. During a “confirmation”, the
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TABLE I: Summary of issues with the proof-of-concept

Issue Area Description
Poor UI & interac-
tion design

UI The application was designed without con-
sidering user experience.

Hidden
information

UI The game progress information was hidden
in a place where was not easy to check at
any time.

Lack of consis-
tency

UI Lack of consistency in the design aspect
has negative impact on user experience
(e.g. Random marker image).

Difficulty of AR
rods control

AR Because of Unity3D physics, the AR rods
were difficult to be placed in the right
orientation.

Invisible surface AR The lack of boundaries causes the AR rods
to fall off the surface by accident.

Fixed number of
AR rods

AR It was not possible for the player to add
more AR rods when needed.

Target devices Opta The proof-of-concept version was devel-
oped for PCs rather than tablets.

Overused
resources

Opta The game overused the device resources
for rendering (e.g. textures, light).

Camera overuse Opta The camera was always in use to detect the
marker and visualise AR contents regard-
less of the challenge type.

aOptimisation

Fig. 4: Multidisciplinary work

pedagogy and design experts voiced their opinions on the
current state of the game and what still was required or would
need to be improved. This process was repeated monthly until
all parties were sufficiently satisfied with the game.

Fig. 5: Development cycle of the second phase

Many aspects were adapted during the second phase. For
example, the UI was redesigned due to the inclusion of story,
characters, new types of challenge, and interaction design. The

AR mode had several updates to provide better user experi-
ence. Moreover, a number of changes were made to the project
and asset configuration for optimising the game in order to
have a good performance on Android tablets. Tables II–IV
summarise the identified issues and our solutions to them in
storytelling and learning content, UI and optimisation, and AR,
respectively.

TABLE II: Issues & solutions regarding storytelling and
learning content

Issue Solution
Make the content sys-
tem extensible

We designed the architecture to support multi-
ple stories, each having a number of chapters
comprising story snippets and challenges.

Match the learning
content to target users

We based the learning contents on the Swedish
curriculum.

Fusion of the story and
the learning content

We divided the chosen learning topics into
chapters based on the curriculum, and embed-
ded learning content in the story progression.

Unappealing story We utilised characters, facts about leopards,
dialogue, drama elements, and interactive chal-
lenges to make the story intriguing.

Time consuming tuto-
rial for introducing the
rods

The original tutorial had a staircase frame that
the player was asked to fill with rods. This
took a lot of time, so we changed the tutorial
to make a simpler pyramid instead (Fig. 6a).

Too strict player input
check

For short-answer challenges, the game inter-
preted even correct answers as wrong due to
the missing data in the correct answers pool.
So we added all likely answers to the pool (e.g.
600, 600g and 600 grams etc)

Different
representations of
fraction notations

Players use only multiple choice challenges to
submit fractions. Elementary school students in
Sweden write fraction on paper as 2

3
), whereas

the 2/3 notation was used in the game. The
latter notation is introduced in the beginning
of the story.

Inefficient order of
content

We optimised the story so that prerequisite
information is given before each challenge, and
the story snippets form a logical flow.

Too easy challenges We added more AR rods to some challenges
in order to increase their difficulty.

Lack of visual informa-
tion in hints

We implemented a hint system for each chal-
lenge to support text and image (e.g. an exam-
ple comprising two dimensional rods and an
explanation).

Need for an introduc-
tion of the concept of
fractions

The AR rods playground was created to allow
players to experiment with fractions, for exam-
ple by matching the length of a particular rod
with other rods.

Need for scaffolding We used the chat (story, hints) to provide
scaffolding information (e.g. pictures of the
rods, examples) to the player.

Difficult texts for the
target user

We explained some texts in an easier way
for elementary school students (e.g. explained
“equals the same as” as “how many do you
need to build as long as...”).

Similar feedback on all
challenges

We customised the positive feedback given for
each challenge to explain the solution.

The completed Tales & Fractions was evaluated using a
mixed-method strategy at two elementary schools in Sweden
with 56 students (27 males, 29 females) with an average age
of 11. The evaluation results showed good reception among
the participants, but they also pointed out several points of
improvement, such as technical bugs, difficulty imbalance in
some tasks, and issues with user interaction. Furthermore, the
video playback feature was not used in the game due to lack of
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TABLE III: Issues & solutions regarding UI and optimisation

Issue Solution
Cumbersome UI layout We divided the layout into distinct groups:

hint, feedback, the player’s answer, dialogue,
game progress, challenges and AR (in its own
view).

Random marker image We designed a new marker image based on the
leopards that was more in line with the overall
game design.

No localisation UI texts and the story were prepared in English
and in Swedish.

Target devices We changed the build platform and project
settings from PC to tablet device.

Overused resources We lowered the textures’ quality, and changed
the shadow, light and rendering configurations.

Camera overuse The game activates the camera only when the
AR view is opened.

TABLE IV: Issues & solutions regarding AR

Issue Solution
Manipulating the rods was not
intuitive.

A visible “placement zone (PZ)” was
added to the AR view (Fig. 6a).

The rods had physics to make
them more realistic, but aligning
them correctly was difficult.

The rods’ orientation was fixed and
collisions between the rods were dis-
abled to help placing them on the PZ
(Fig. 6).

PZ did not give clear feedback
on the space taken when the rods
were moved on top of it.

Blue grid highlighting was added to
the PZ (Fig. 6a).

PZ’s size was fixed and irrelevant
of the number of rods.

PZ’s size automatically adjusts to the
challenge at hand.

Fixed number of AR rods Adding and removing rods was al-
lowed to enable free experimentation
by the player.

Some of the tasks required more
information to be shown on the
AR playground.

A custom AR playground was added
to show the required information
near the PZ (Fig. 6b).

(a) (b)

Fig. 6: The two types of AR playgrounds

time that preparing copyright-free video content of sufficient
quality would require. Further elaboration on the evaluation
results is subject to a follow-up publication.

V. DISCUSSION

Throughout the two-phase development process of Tales &
Fractions, we faced many issues that we resolved by means
of multidisciplinary team of experts. Not only the issues from
the second phase but also some of issues from the first phase
were solved by collecting regular feedback and exchanging
ideas in regular meetings among the experts. The description
of the development process and the solutions proposed in
Tables II–IV can be useful to educational story-based AR
game developers as a means to avoid common pitfalls and

to increase the engagement value of the end result. Similarly,
the game’s novel concept may motivate educational game
researchers and educators to create and adopt educational
games that are based on a strong story instead of a weak
excuse of a narration that, based on our literature review, is
more prevalent in educational games, and especially those that
use AR.

Our analysis of the multidisciplinary development process,
the structure of the development team (Fig. 4) and the roles
of the expert groups can be related to the TPACK model [33]
which describes how an educational technology can be suc-
cessfully integrated into an educational setting such as a
classroom. In simple terms, the TPACK model suggests that
an educator should have adequate technological knowledge,
pedagogical knowledge and content knowledge in order to
effectively utilise an educational technology in the classroom.
For the development of an educational game, we cannot expect
that all this knowledge is with a single person. Therefore,
in our multidisciplinary team, technological knowledge is
represented by programmers, whereas pedagogical and content
knowledge are covered by educators. Yet there are differences
between the TPACK model and our multidisciplinary work-
flow. For example, our team also involved artists & designers.
By drawing these parallels between the TPACK model and
our multidisciplinary workflow, we pose the following research
questions: (i) to what extent can the proposed multidisciplinary
development process influence the successful integration of
the story-based game into a learning environment?, and (ii)
what changes need to be made to the TPACK model so
that it can also support the multidisciplinary development
process? Answering these questions, and analysing the cor-
respondence between the multidisciplinary workflow and the
TPACK model, are to be investigated in future research. This
will consequently enable mapping of the roles of each expert
group and the intersection parts in Figure 4 to the TPACK
model for providing a starting point that can be considered by
story-based educational game developers and educators.

VI. CONCLUSION

We described a multidisciplinary project conducted by com-
puter scientists, artists, designers and pedagogical experts to
create a novel story-based AR mobile game on tablets. The
game was aimed to elementary school students, thus the UI,
story, and learning content were designed carefully based on
target players’ abilities in order to facilitate achieving the flow
state [34] during gameplay. We gathered a group of experts in
different fields and employed an adapted version of the Scrum
agile software development method to establish an iterative
development process based on continuous communication and
feedback loops among the experts. The end result – Tales &
Fractions – has a strong focus on story, which we found to be
lacking in previous educational AR games.

Tales & Fractions was designed based on the identified
affordances of storytelling, AR and math manipulatives with
a goal of strengthening the following four motivators that
have been found in engaging educational games: (i) fantasy
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through storytelling, (ii) technology through the use of tablets
and AR, (iii) challenge through fraction challenges, and (iv)
relations through multiplayer experience when the tablet is
shared by two or more players. We anticipate that the game
may have additional motivators that are yet to be identified in
a follow-up evaluation study that we have planned. Moreover,
the pedagogical and motivational effects of the combination
of the AR manipulatives and the strong story focus form an
interesting research avenue for us to pursue in the future.

We expect that the results of this study provide valuable
insights to educational story-based AR game developers by
introducing issues and possible methods to obtain solutions.
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Abstract— The information society places requirements 
on the profile of graduates, what is unreachable in the 
inertial education system. We aim for key changes in 
STEM education at primary and secondary schools 
through a national wide-impact project IT Academy. 
Active learning focusing on conceptual understanding 
and development of selected inquiry skills, together 
with formative assessment, form our didactic basis for 
innovation. The development of scientific literacy and 
computational thinking are also stimulated by 
changes in the content of science and mathematics 
curricula. We create a strong link to informatics 
concepts and practical use of informatics in everyday 
life, study, work and research. We expect the interest 
of young people to study computer science and STEM 
will increase. In this paper, we introduce key concepts 
of STEM education innovation, with examples of 
educational activities. The results of the pilot 
verification are formulated in recommendations to the 
educational professionals. 

I. INTRODUCTION 
The wide range of study fields and their availability 

almost without capacity limitations allows secondary 
school graduates to enter university in their chosen field. 
Minimalistic or almost no conditions for profiling in 
secondary school, only standard graduation is sufficient, 
they are not a limiting factor for the choice of study field. 
Successful graduation, attractiveness of the profession, 
social status of the profession, financial evaluation of the 
performance of the profession and fairly clear idea of the 
job description play an important role in the decision-
making process. On the contrary, specific professions with 
a short tradition, demanding to master the professional 
profile, requiring a high degree of abstraction, modelling, 
mathematical skills, are very difficult to find the target 
group of those interested in their study. In science, 
mathematics and informatics we register a huge drop in 
interest and attractiveness of university studies. Open 
educational space and the accessibility for Slovak 
students, especially to the Czech Republic, caused a 
significant outflow of graduates to study abroad. In the 
near future, there is a real threat to jobs, a lack of qualified 
specialists for positions with a higher added value. The IT 
sector in Slovakia already feels a significant deficit of 
educated and purposefully prepared young people, 
graduates of secondary schools. There is a lack of students 
interested in computer science, science and mathematics. 

Attitudes to STEM and scientific work skills are 
developed over a long period, across several subjects, at 
all levels of education. In order to achieve adequate skills 
development, targeted action, selection and follow-up of 
educational activities and self-assessment of the learner 
are essential. The change expected by the information 
society to achieve the graduate profile can only be 
achieved by a significant change in the methods and 
content of STEM courses. Recognizing the significant 
inertia and conservative nature of educational processes, 
their change can only be overcome by broad, targeted and 
longer-term action, e.g. via the national project. 

II. BACKGROUND 
A National Project IT Academy – Education for the 

21st century as a central objective of its operation aims to 
increase pupils' interest in studying informatics, natural 
sciences and mathematics. To achieve its main goal, it is 
realised through partial objectives: 
• to innovate subject teaching,  
• to create and introduce new IT subjects, 
• to strengthen the scope of teaching mathematics and 

science, 
• to materialize selected schools,  
• to educate teachers,  
• to create a wide range of non-formal learning activities,  
• to develop and promote partnerships between industry 

and schools. 
We consider qualitative change in a more consistent 

focus on active knowledge and development of scientific 
literacy of pupils and students to be crucial. The 
development of scientific literacy is linked to the 
development of skills, competences and conceptual 
understanding of key concepts and phenomena.  

For the realization of changes in science education, 
mathematics and informatics we have chosen the method 
of inquiry based science education as principal. Inquiry is 
the “intentional process of diagnosing problems, critiquing 
experiments, distinguishing alternatives, planning 
investigations, researching conjectures, searching for 
information, constructing models, debating with peers, 
and forming coherent arguments” (Linn and Davis, 2004). 
We give high priority to teaching with the support of 
digital technologies, especially computer-aided 
measurement. We use a wide range of formative 
assessment tools to support the active cognitive activity of 
the pupil. The theoretical basis of IBSE is the 5E - 7E 
model, which is the backbone of the prepared 
methodologies. This model proves to be a suitable model 
for applying constructivist and exploratory approaches to 
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education. It is known as the 5E model in English 
speaking countries (Engage, Explore, Explain, Elaborate, 
Evaluate) or 7E model (Engage/Elicit, Explore, Explain, 
Elaborate/Extent, Evaluate) (Eisenkraft, 2003) in which 
also highlights the phase of learning the primary 
knowledge (Elicit), respectively, phase of transfer of 
knowledge gained to new situations (Extend). We closely 
follow the design and implementation of training activities 
with clearly defined phases. From the model of inquiry 
levels, we focus on the first three: interactive 
demonstration, but mainly confirming as well as guided 
inquiry.  

We observe the effectiveness of our work on the pupils 
by means of standardized tests of research skills and 
information thinking. Their results are a part of a separate 
paper.  

III. IMPLEMENTATION STRATEGY 
To support innovation, we chose innovative 

methodologies, ideas for innovative lessons as a tool. We 
implemented the following guidelines when implementing 
them:  
• we have created 60 methodologies (models of 

innovative lessons) for each subject and for each study 
degree,  

• selected experts, experienced teachers and subject 
didactics have participated in the development of 
methodologies, 

• methodologies are being piloted in the classes by 
selected teachers - verifiers 

• based on the verifiers' evaluations, the methodologies 
are being revised and re-entered to the verification 

• each methodology includes: 
• title page, 
• worksheet for pupils, 
• methodological material for teachers, 
• support files. 
First contact of the teacher with the presented 

methodology is crucial to induce him a pragmatic idea of 
its intention. For this purpose, the title page clarifies:  
• knowledge and skills acquired by pupils, 
• pupils´ developed competences, 
• entry knowledge and skills requirements,  
• solved didactic problem, 
• dominant teaching methods and forms, 
• teacher preparation and aids, 
• diagnosis of fulfilling educational objectives. 

We consider the solved didactic problem as key 
information for teachers. It is a definition of a potential 
problematic situation (a lack of commonly used 
educational approach), which the methodology tries to 
solve by its approach.  

With other parts of the methodology, it is altogether a 
comprehensive assistance in the work for a teacher. All 
materials are available to the teachers online, on the 
project portal. Teachers online evaluate their observations 
in the evaluation form of the methodology. Based on the 
verifiers' comments, the author incorporates suggestions 
for improvement. 

IV. KEY INNOVATION CONCEPTS 
A group of experts across Slovakia participates in the 

innovation of subjects. In each of the subjects, we have 
defined key innovation concepts that determine the course 
of the subject in the near future. Consider them in the 
following sections, together with representative examples 
of the methodologies developed to deploy them. 

A. Physics 
The authors of methodologies in the subject of physics 

follow the following key concepts: 
• let us learn to perceive the world around us, to ask and 

formulate a problem, 
• let us acquire skills for scientific discovery, 
• understand the basic topics, 
• let us use digital technology to construct knowledge, 
• pay attention to active pupil learning and immediate 

feedback, 
• let us make new experiences, 
• build a positive relationship and trust in science and 

education. 

B. Mathematics 
The official documents of European educational policy 

(EACEA P9 Eurydice, 2011) focused on innovation of 
mathematics education emphasize these key attributes of 
the effective methods of mathematics teaching: problem 
solving, learning strategies based on inquiry approaches to 
teaching, connections between different representations, 
conceptual understanding. 

In the IT Academy project, mathematical education 
innovation is based on three basic components:  
- Inquiry approaches to teaching, 
- Formative assessment, 
- Integrating modern ICT into teaching. 

The design of educational activities is based on the 
analysis of critical points of the educational content, 
pupils' lack of understanding of concepts and 
relationships, misconceptions and typical pupils' mistakes. 
These considerations are the starting point for developing 
innovative learning practices based on exploratory 
approaches to teaching with the support of digital 
technologies. Suitably composed sequences of questions 
and tasks are drawn up in the form of worksheets enabling 
the application of guided research and formative 
assessment in the classroom. Great emphasis is placed on 
the development of argumentation skills of pupils in 
innovative methodologies in the subject of mathematics. 
At the end of their research activities, pupils are led to find 
connections and relationships that they can use to justify 
the findings. The worksheet is usually divided into two 
parts. The first part concludes with the formulation of the 
mathematical statement and the second part leads the 
pupils to identify the relationships and the sequence of 
logical considerations that form the basis of the 
justification of the formulated statement.  

The program GeoGebra has a key position among 
software systems to support mathematics teaching. 
Dynamic environment of GeoGebra can be used for 
creating a stimulating learning environment enabling 
students to experiment, explore and discover the 
properties of objects and relationships between quantities. 
The use of interactive fields and conditions for object 
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visibility makes it possible to implement various forms of 
feedback into dynamic constructions. MS Excel was also 
used to create interactive workbooks to evaluate student 
results and provide feedback.  

Conditional display of sheets with tasks based on 
student answers made it possible to provide learning 
assistance and ensure individual learning paths depending 
on students' knowledge and skills.  

C. Biology 
In particular areas of biology education at secondary 

school, the methodologies are focused on:  
• inquiry-based teaching, in which pupils have the 

opportunity to explore how living systems work, to help 
solve problem situations that they may encounter in 
everyday life, 

• formulation of research questions and hypotheses based 
on them, 

• work based on a procedure developed by the pupils 
themselves, possibly with the help of teachers, 

• finding and analysing the most appropriate solution, 
evaluating the data obtained and formulating 
conclusions, 

• for topics from plant, animal and human physiology, 
ecology and environmental topics, the methodologies 
incorporate work with measurement systems, which is 
connected with the subsequent evaluation of the data 
obtained, their interpretation and argumentation in 
favour of their own conclusion, 

• getting to know the animals and plants using 
applications on tablets and smartphones, not only in the 
school environment, but also in the field, where they 
make measurements using sensors and applications, 

• video measurement and analysis of video recordings, 
acquisition of measurement data from photographs of 
biological objects, through which pupils analyse and 
process digital microscope photographs and make their 
own documentation of observations, 

• teaching genetics to familiarize students with internet 
databases (searching for a known gene sequence from 
the NCBI database), working with family tree software. 

D. Chemistry 
Methodologies in the subject of high school chemistry 

are focused on:  
• computer-aided experiments the use of which was 

relatively low in chemistry, 
• compliance with the State Educational Program, which 

has not yet been implemented in a similar way, 
• in addition to the basic curriculum, topics related to the 

21st century and environmental topics such as the 
Greenhouse Effect, Acid Rain, Plastic Recognition, 
Health and Nutrition, etc. 

• implementation of a formative assessment, in particular 
the use of a self-assessment card, metacognition, a 
prediction card and a summary, 

• an inquiry and systemic approach aimed at developing 
both scientific and thinking competences and learning 
competences. 

E. Geography 
In the subject of geography at secondary school, the 

team of experts has mainly focused on:  
• bridging natural and human notion of geography 

knowledge from local to global scales,  
• implementation of content and methodological changes 

in teaching geography towards enhancing spatial 
thinking, 

• using geospatial technologies in inquiry-based and 
problem-based activities,  

• supporting pupils' work in the IT Science Lab,  
• working with geographical data – the process of their 

collection, processing, visualization, interpretation and 
presentation, – a map creation, 

• creating a simple landscape model, 
• critical assessment of the world political situation and 

world global problems, 
• enhancing communication and collaboration. 
 

V. EXAMPLES OF EDUCATIONAL ACTIVITIES 

A. What properties does the axis of the internal angle in 
a triangle have? 

We chose a part of the inquiry activity aimed at 
discovering the properties of an interior angle bisector of a 
triangle to show how GeoGebra can be used to explore 
geometric relationships. A misconception in 
understanding the properties of the bisectors of interior 
angles of a triangle becomes evident in some students. 
Sometimes students believe that the interior angle bisector 
can pass through the centre of the opposite side even in 
triangles that are not isosceles. Therefore, the introductory 
question is aimed at finding and constructing triangles in 
which the interior angle bisector passes through the centre 
of the opposite side. Based on constructions on paper, 
students should find out that only in the isosceles triangle 
the interior angle bisector by vertex lying opposite the 
base of the triangle passes through the centre of this side 
of the triangle. The intersection P of the interior angle 
bisector with the opposite side lies in other types of 
triangles closer to one of the vertices A, B. Another part of 
the inquiry activity is focused on discovering the 
relationship between the lengths of the segments AP and 
PB created by the bisector of the angle ACB on the side 
AB of the triangle ABC and the lengths of the sides of the 
triangle ABC. Students can use for inquiry a dynamic 
construction shown in the figure 1. 

During the initial inquiry, dashed lines are not shown in 
the construction. The side AB of the triangle ABC is 
divided into ten equal parts. Students can change the 
length of the side AC using slider bar, but its lengths can 
be only integer. The length of the side BC is determined 
automatically so that the sum of lengths of the sides AC 
and BC was 10. If the circles h and k intersect, then the 
vertex C lies in their intersection. The interior angle 
bisector at the vertex C intersects the opposite side AB at 
point P. Students should, after examining a several 
specific triangles with different side lengths, make a 
statement that the ratio of the lengths of the segments AP 
and PB is equal to the ratio of the lengths of the sides AC 
and BC. In another dynamic construction, students can 
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Figure 1. GeoGebra dynamic construction. 

Figure 2. Sand box Tangible GIS.  

test their findings in different triangles, the sides of which 
can be have any lengths.  

In the second part of the worksheet, students have a 
clear picture, in which the shapes drawn with dashed lines 
are already shown. A point D lies in the intersection of the 
line BC and the line passing through vertex A, which is 
parallel to the angle bisector o. Students should look for 
answers to three questions: 

1. Can be found a pair of congruent or similar triangles 
in the construction? If so, write them down and justify 
your answer. 

2. Can you find any relation between the lengths of the 
segments AP, PB and DC, CB? 

3. Try to express the sizes of some of the interior angles 
of the triangle DAC using the sizes of the interior angles 
of the triangle ABC. What are the features of the triangle 
DAC? 

If students can find answers to these questions and 
support them by the appropriate arguments, then they can 
justify the discovered feature of the interior angle bisector 
of a triangle. The similarity of the triangles PBC and ABD 
and the finding that the triangle DAC is isosceles with the 
sizes of interior angles at the base equal to | �ACB | / 2 
enable to justify the discovered relationship that the ratio 
of the lengths of the segments AP and PB is equal to the 
ratio of the lengths of the sides AC and BC. 

B. Geographical information systems (GIS) 
Studying geography helps pupils to understand how 

places and landscapes are formed, how people and 
environments interact, the Earth´s diverse and 
interconnected mosaic of cultures and societies. It is also 
inevitable to connect learning environment with accessible 
geographical information systems, f. ex. tangible GIS. It is 
a collaborative modelling environment for analysing 
terrain changes. It makes possible to sense, manipulate 
and transform 3D digital data with pupils´ hands. Pupils 
simulate f. ex. contours, water flow, landforms – peaks, 
ridges, slopes, pits, valleys; drainage, solar radiation, then 
make changes, and analyse the impact of them in the 
landscape. 

C. Factors influencing the rate of chemical reactions 
The methodology is aimed at verifying the influence of 

various factors on the rate of chemical reaction of vinegar 
with sodium bicarbonate. Pupils carry out confirmatory 
research by examining the effects of vinegar 
concentration, amount and form (tablet or powder) of 
sodium bicarbonate and temperature. The experiment is 
carried out using a simple apparatus - a glass bottle and a 
stretched balloon. The effect of the factors can be 
evaluated from the balloon inflation rate caused by carbon 
dioxide production. Pupils monitor the influence of 
catalysts on the course of the reaction using animation. 
Their task is to draw conclusions based on the 
observations made. 

D. Yo-yo toy full of physics 
Pupils are less observant in observing commonly 

available events and describing the details of their course. 
When using a yo-yo toy, we encourage them to ask 
questions related to yo-yo movement, trying to develop 
the skills to formulate questions. We are looking for 
answers to the questions by planned and realized 
measurement and evaluation of obtained graphs - we are 
interested in developing the ability to plan an experiment 
and interpret our own data. Pupils have difficulty in 
classifying and describing the phases of movement by 
means of a time-lapse graph, respectively, speed. Let us 
refute the misconception of the origin of the jerk in the 
lowest yo-yo motion. We will support the understanding 
of the conversion of positional energy to the energy of 
kinetic translational and rotational motion using the 
moment of inertia of the body. From the point of view of 
skills development, we focus mainly on: observing and 
describing the course of movement, formulating 
questions, interpreting the time-velocity-velocity graph, 
planning an experiment, arguing and formulating 
conclusions based on our own observations, using models 
and modelling. Teaching is conducted as guided research 
in groups of pupils or as an interactive demonstration with 
the whole class. It is possible to use video measurement or 
realize computer supported measurement with force and 
position sensor. In the final phase of engagement, it is 
advisable to enter a conceptual test (or its shortened 
version in the form of introductory questions) aimed at 
mapping the understanding of yo-yo movement. 
Questions form part of the initial motivation and 
involvement of pupils in the problem and its investigation. 
By pointing out the physical factors influencing the 
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Figure 3. Analysis of Yo-yo motion by video measurement. 

activities of commonly available resources we observe: 
logical interconnection of the pupils´ knowledge and 
newly discovered knowledge, development of physical 
thinking from concrete to abstract, increasing pupils' 
interest in physical knowledge, presentation of the 
importance of physical knowledge in everyday life.  

 

Pupils know the child's yo-yo toy but do not think about 
its principle, they cannot explain it even. Keeping yo-yo in 
motion is attributed to jerking at the appropriate moment. 
They usually have the misconception that at the lowest 
point the yo-yo rotation direction changes. Pupils are 
unaware of the link with Newton's Laws, even though 
they have already encountered them in previous physics 
lessons. A problem for pupils is also the application of 
knowledge about the moment of inertia of the body and its 
influence on the transformation of mechanical energy 
during the yo-yo movement. 

The activity could also be realised as an interactive 
demonstration for which the teacher would demonstrate 
the course of the phenomenon and its measurement using 
one measuring apparatus. 

The second alternative is to use a position sensor and a 
force sensor to monitor the yo-yo movement and analyse 
the graphs. 

E. How do plants breathe? 
Pupils encounter the concept of photosynthesis at the 

first stage of primary school in connection with the 
importance of plants for life on Earth. They know that 
plants need water, carbon dioxide, sun and soil for their 
life and growth. As they grow, they release oxygen into 
the environment that animals breathe. Often pupils are 
unaware that in addition to photosynthesis, plants also 
breathe and release carbon dioxide into the environment. 
At the beginning of the investigation, they observe the 
evolution of gas from the leaves that are submerged in 
water. Using a digital magnifying glass, they find that gas 
leaves the leaf through the vents. They then measure 
oxygen in the submerged leaf water using a measuring 
sensor. It is confirmed that the leaves that are immersed in 

water escape the oxygen produced by photosynthesis. If 
plants lack light for photosynthesis, they must gain energy 
for their life by breathing, just like animals. Instead of 
oxygen, they release carbon dioxide and water as they 
breathe on the glass and the exhaled water gets trapped on 
it. They will verify this by measuring CO2 and O2 in air in 
a bio-chamber on pot plants, one of which was in the light 
and the other in the dark for a long time and is still 
covered by a box. Pupils acquire skills in preparation of 
plant material for magnifying observation, realization of 
measurements, data acquisition and recording in the form 
of graphs and tables, formulation of conclusions from 
observations and measurements. They remember that, in 
addition to photosynthesis in plants, respiration also 
occurs, especially when germinating, lack of light or loss 
of leaf mass. 

 

VI. CONCLUSIONS 
Key innovation concepts of STEM education are 

interconnected between subjects. We expect our goals to 
be achieved by interacting with the pupils in teaching 
STEM subjects based on active cognition using IBSE, 
computer-aided measurements and formative assessment. 
Teachers are specifically trained to use the methodologies 
in education. We expect the inclusion of them in school 
education programs and the change in the approach to 
STEM education.  
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Abstract—Due to the big data accumulated in educational
administrative systems and due to the advance of machine
learning techniques, a new scientific discipline has emerged in the
last few years, namely educational data science. An important
research objective of this field is to predict dropout and improve
graduation rates, in particular in STEM higher education.
The goal of this study is to identify students at risk of dropping
out at a large Hungarian technical university using predictive
analytical tools. We use data of 10,196 students who finished
their undergraduate studies (either by graduation or dropping
out) between 2013 and 2018. We analyze dropout predictability
in two main scenarios: first using data available at the time
of enrollment, e.g. pre-enrollment achievement measures, and
personal details, then in another scenario we supplement this
feature set with first-semester performance indicators and use
this richer set of attributes for further analysis. We apply artificial
neural networks and boosting algorithms for prediction, and
examine how the predictive power can be improved by the
additional information. In other words, we study the incremental
predictive validity of the early university performance indicators
on graduation over the pre-enrollment achievement measures and
vice versa.

Index Terms—higher education, dropout prediction, incremen-
tal predictive power, academic performance, at-risk students

I. INTRODUCTION

Preventing student dropout in tertiary education has become
national interest across the globe due to economic and personal
costs. The issue of study success is on the policy agenda in
most of the European countries [1]. In Hungary, the proportion
of graduates is one of the lowest in OECD1 countries [2].

The prompt development of artificial intelligence, machine
learning, and data-driven methods, moreover the educational
data accumulated by universities have made it possible to help
students and decision-makers address the problem of early
school leaving. In the past years, a new scientific discipline
has emerged, called educational data mining (EDM), with the
objective of tackling issues related to student attrition. Most
common research goals include predicting course grade and
GPA [3], [4].

According to a recent comprehensive review [4], which in-
vestigates 357 EDM-related publications, the most frequently
analyzed educational data are that of students studying in

1Organisation for Economic Co-operation and Development

STEM fields (Science, Technology, Engineering, and Math-
ematics), mainly because in these fields student drop-out rates
are higher compared to other disciplines. More systematic
reviews have been published on research trends and the most
frequently used algorithms and methodologies in EDM [5]–
[7], one specialized solely in summarizing the use of cluster
analysis [8].

Some research intend to tackle non-conventional problems
using high volume data, such as investigating the direct and
long-term effects of remediation courses [9], determining the
best secondary schools based on their students’ later perfor-
mance in higher education [10], and answering other educa-
tionally relevant questions, such as how the financial reward of
student evaluation of university instructors affects grades [11].
A technically interesting work [12] managed to outperform
conventional methods in predicting course grades using matrix
factorization on data stored in learning management systems
and e-learning data.

Since Budapest University of Technology and Economics
(BME) plays a central role in providing STEM human re-
sources to the labor market in Hungary, early detection and
avoidance of student attrition via predictive analytic tools are
of great importance. Due to the structure of the Hungarian
admission system, rich secondary education-related data are
available for exploitation at higher education institutes.

In this study, we apply cutting-edge predictive analytical
tools to predict the final academic status of students, using
the data of 10,196 undergraduate students, who finished their
studies at BME between 2013 and 2018 (either by graduation
or dropping out). First, we use secondary school related and
personal data for predictions, then we examine to what extent
additional first-semester performance indicators affects predic-
tive power, and whether pre-enrollment achievement measures
have incremental predictive power given first-semester perfor-
mance data. We also monitor what the key factors are that
affect university success.

In the following, we shortly present recent studies that
are related to ours. Aulck et al. using a high volume data
containing the achievements of 66,060 students show that
demographic and pre-admission data have little impact on
graduation compared to early university performance indica-
tors [13]. Radunzel et al. focus on the use of pre-enrollment
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achievement measures, such as the Admission College Test
(ACT) score and high school GPA (HSGPA), and predict
academic success (e.g. first-year GPA and degree completion)
based on the data of 190,000 students [14]. Furthermore,
similarly to the approach of this work, Radunzel et al. sup-
plement HSGPA and ACT scores with the first-year GPA in
order to predict long-term university success. They find that
the effects of HSGPA and ACT scores on degree completion
are small compared to first-year GPA. Marquez et al. use a
small set of imbalanced data in order to predict high-school
dropout using some extraordinary features e.g. that measure
personal motivation and smoking habits besides conventional
performance measures [15]. In a recent work, Vulperhost et
al. analyze the data of two Dutch universities and find that
the final university GPA is best predicted by a combination of
first-year GPA and high school GPA [16].

Although a great amount of research has been conducted
worldwide, in Central Europe, especially in Hungary, fewer
EDM-related papers were published. This study closely relates
to and builds on two Hungarian predictive analytic studies,
which attempt to tackle dropping out [17], [18] at BME. In the
aforementioned papers, several machine learning algorithms
are trained and tested in order to predict the final status. Most
influential factors of early university leaving are investigated as
well. These works find that the variables that may measure in-
dustriousness (such as high school performance in humanities)
have a considerable impact on graduation, even though BME
is a technical university. In addition, in [18] a web application
is also presented, which predicts final status, and helps in
interpreting most contributing factors of the predictions.

Compared to the aforecited works, the contribution of the
present study is that we do not only build our models on the
data available at the time of enrollment, but we use students’
first semester university performance as well, furthermore,
using state-of-the-art machine learning techniques we also
investigate whether pre-enrollment achievement measures and
personal details have incremental predictive power on dropout
over first semester student achievements and vice versa.

II. HUNGARIAN HIGHER EDUCATION ADMISSION SYSTEM

We present concisely how Hungarian higher education ad-
mission system works, in order to make it easier to follow the
rest of this paper. There are three different types of scores that
can be counted towards higher education admission.

1) Matura exam scores:
Secondary education ends with a centralized exit exam
called matura exam, which consists of the following
subjects: Hungarian language and literature, mathematics,
history, chosen foreign language and at least one arbitrary
chosen subject, which has been studied by the examinee
for at least 2 years. Exams can be taken at normal and
advanced level. Each higher education institute indicates
two required exam subjects (with level), as a prerequi-
site for admission to a given undergraduate program. A
maximum of 200 matura exam points can be gained.

2) Study scores:

It consists of the average percentage of the five matura
exams (100 points) together with two times the sum of
high school grades of the four mandatory matura exam
subjects plus a chosen natural science subject regarding
the last two academic years in which the subjects were
studied. This means that at most 200 study points2 can
be earned.

3) Extra points:
Students can earn some extra points e.g. with advanced
matura exams (50 points, if the subject is an admission
subject), intermediate (28 points) or advanced level (40
points) foreign language certificate, competition achieve-
ments and certain disabilities provide extra submission
points, which cannot exceed 100 points altogether.

There are two possible methods for summing up these points
that yield to the admission point score (APS), which is also
referred to as the university entrance score). The central ad-
mission system automatically chooses the calculation method
that is more advantageous for the candidates applying to
a particular program. One is the doubling method, which
doubles the matura exam scores and adds extra points (in
this case study scores do not count), the other is simply
the summation of the three scores. Minimal admission score
for each undergraduate program is declared by the higher
education institutions relying on the student-optimal matching
algorithm of Gale and Shapely [19] (the minimum score
cannot be lower than a state defined minimum), and those who
reach this limit gain admission. A more detailed description
of the Hungarian admission system can be found in one of the
related previous works [17].

III. DATA DESCRIPTION AND PREPARATION

Although high volume data are available, provided by the
Central Academic Office, we face the absence of a large
amount of data for various and particular reasons. After
merging several data frames into one single table, in total
10,196 students’ data were chosen with no or moderate amount
of missing fields. On the other hand, in contrast to other
works [15], [20], in this study, we do not have to deal
with imbalanced class distribution, since on the first hand
dropout rate is relatively high at BME, but more importantly,
students who enrolled after 2015 could not graduate until
2018, meaning that from 2015 to 2018 we only have data about
dropped out students. The attributes of our data set fall into
four major categories (for more details see Table I), such as
university program related, high school performance metrics,
university performance indicators, and personal information.
Note that the reason why the value range of matura exam
scores is [0, 150] in Table I, is because we multiplied the
advanced level matura exam percentage results by 1.5 in order
to reduce the dimensionality of our data.

We intend to give more insights into our university per-
formance data and the derived features. We also emphasize
some findings from a previous related study on data of BME

2In Hungarian education grading scales from 1 (insufficient) to 5 (excellent).
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students [17]. Regarding university-related data fields, due to
well-documented grades and results in Neptun educational
administration system, we do not have to address the problem
of missing data.

Note that, the basic mathematical knowledge of the new-
comer students (except for the architect students) is tested by
a mathematical assessment test in the first week of the first
semester. Since living on-campus and mathematical assess-
ment test related attributes are known in the very first week of
the semester, we examine these features with special attention.
In case of failed first test, there are several opportunities for
replacement tests (or remediation courses). Using the original
data set of mathematical assessment test results we examine
whether this very early information has predictive power using
kernel density estimation (see Fig.1). Histograms and kernel
estimates of the test scores of dropped out and graduated
students show the potential predictive validity of the feature.
From the figure, we can conclude that on average graduates
achieve higher scores in the mathematics test than dropouts
(in case of wrong answers negative score can be achieved).

Fig. 1: Histograms and kernel estimates of mathematical
assessment test scores of 3,135 students (enrolled in 2013)

grouped by the final academic status.

Calculation method of some university credit3 related fea-
tures can also be found in Table I. In what follows, we investi-
gate how student success depends on university entrance score
based on method for summing up high school performance
points. Figure 2 suggests that those students, whose entrance
points reached at least 420 points and whose APS is not
calculated via doubling method are likely to graduate (see Fig.
2). Moreover, the figure also suggests that students whose APS
is calculated via the doubling method are more likely to drop
out than the others.

Other features were also derived. One that measures how
much the given student outperformed the minimal admission

3Hungary is participating in the Bologna process and uses the European
Credit Transfer and Accumulation System (ECTS)

TABLE I: Features of the data set.

Category Name Description
University Field of study Categorical
program Final status Graduated / dropped out

Financing source State-funded / fee-paying
Re-enrolled True / False
Minimum admission Varies across programs
point score and years

High school Study scores In [0, 200]
performance Matura scores In [0, 200]

Extra points In [0, 100]
Competition result Place / none
APS calculation Doubling / summation
Surplus score formula?

High school Mathematics

All these features
take values in [2, 5]

grades Hungarian language
and literature
History
Science subject

Matura exam Mathematics

All these features
take values in [0, 150]

scores Hungarian language
and literature
History
Chosen subject

Language Language Categorical
certificate Level Intermediate / advanced

Number of certificates Integer
First semester GPA In [2, 5]
related Number of math Integerassessment trials

Credits earned Integer
Credits recognized Integer
Credit index (CI) ∑

i
gradei· crediti

30
, where

sum is taken over
completed courses

Corrected credit index CI · credits earned
credits taken

Known in the Credits taken Integer
first week First semester status Active / passive

Math assessment In [−15, 60]test score
Living on-campus True / False

Personal Gender Female / Male
information Age At the time of enrollment

Hungarian citizen True / False
Birth place Hungary / Foreign country

score with his/her admission score, what we weighted by the
quotient of admission score and the state-defined minimum
(we call this attribute surplus scores). The re-enrolled feature
indicates whether a certain student has attended to BME
formerly, dropped out for some reason and then re-enrolled
again. It was found that these students have less chance to
graduate, then they did for the first time [17].

IV. METHODOLOGY AND EVALUATION

We face a balanced binary classification problem since our
data set contains 10,196 labeled records with classes dropped
out (5,064 instances) and graduated (5,132 instances). Note
that since in this work dropping out is in the focus of interest,
similarly to medical testing, during the classifications we
consider dropping out as the positive class and graduation as
the negative class.

In the data preprocessing steps, first, we had to deal with
missing data due to several one-side data frame joins (on a
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Fig. 2: Kernel density estimates of admission points based
on 3,135 students data from a single year (2013) grouped by

final status and admission point calculating method.

well-defined key) during data preparation. On average almost
3 out of 41 fields are missing in each record, mostly high
school performance related variables, however, university per-
formance related columns are almost fully complete. Tackling
this problem, due to the large amount of missing data, we
rather applied more sophisticated methods than simply exclud-
ing records with missing attributes, or inserting column means.
In order to fully prepare data for modeling and imputation,
one-hot encoding was used for converting categorical variables
into numerical ones. Features were normalized (to 0-1 range)
in order to maintain numerical stability and modeling perfor-
mance, as well as decreasing training time. To evaluate models
we apply ten-fold cross-validation using different partitions
to prevent overfitting and to build generally well-performing
predictors.

A. Addressing missing fields

Imputation techniques provide a state-of-the-art solution
for the problem of incomplete data. In order to find the
most efficient way to complete data, several data imputation
algorithms are applied. The workflow of the evaluation of the
data imputation is as follows:

1) Firstly missing data (using all available attributes) are
filled using four different techniques (k-NN, MissForest,
MICE and matrix factorization).

2) Then Gradient Boosted Tree (GBT) is trained on each
imputed data set (not using first semester related features),
to predict dropout.

3) At last, the trained models are compared on a valida-
tion set using binary classification metrics, and the best
performing data imputation method for the problem is
chosen.

In the following, we briefly summarize the applied imputa-
tion techniques. A conventional solution to the problem of

missing data is applying k-Nearest Neighbors imputer algo-
rithm. However, there are several more advanced approaches,
such as MissForest and MICE. MissForest is a Random
Forest based imputation executed in an iterative fashion [21].
Moreover, currently the most frequently used technique is
the Multivariate Imputation By Chained Equations (MICE)
[22], which creates multiple multivariate imputations by a
chain of univariate procedures and it can operate with several
univariate imputers such as linear regression, decision tree, and
random forest. A fourth possible solution is applying matrix
factorization on the incomplete data matrix and filling missing
fields by a gradient descent based method.

Another way of addressing the problem discussed so far is
using machine learning models that can handle missing data,
since some of them have a built-in procedure to fill in the
missing fields e.g. XGBoost [23].

During the evaluation of imputation techniques, we found
that MICE and MissForest provided the most efficient and
equally well-performing solutions for the problem of missing
data.

B. Modeling scenarios

The main goal of this study is to examine and compare
the predictive power of two feature sets: the data that are
available at the time of enrollment (e.g. mainly high school
performance), and the data that are available at the end of the
first academic semester.

In this work, we perform predictions in four different
scenarios. These scenarios differ only in the attributes that
are used for prediction (explanatory variables), and the target
variable remains unchanged, which is the final academic status
(graduated or dropped out):
(S1) The explanatory variables are the features that are avail-

able at the time of enrollment. Namely all categories
except First semester related features from Table I.

(S2) The union of the explanatory variables of (S1) and the
first-week attributes that are listed in Table I.

(S3) The explanatory variables include all the attributes listed
in Table I, i.e. including both high school and university
performance measures.

(S4) The explanatory variables are the first university semester
related attributes, more precisely features that are not in
the High school performance category of Table I.

In the first scenario (S1) we investigate how pre-enrollment
performance measurements can determine student attrition, in
favor of early identification of at-risk students. As a spin-
off scenario of (S1), in (S2) we study how the addition of
first-week attributes improves the accuracy of the prediction.
Then in the third scenario (S3) we focus on giving the best
prediction possible, using all data that is available at the end of
the first semester. Moreover, by comparing the performances
achieved using the data sets corresponding to (S1) and (S3),
we study the incremental predictive validity of first-semester
features over the pre-enrollment achievement measures. Fi-
nally, in the last scenario (S4), we examine the predictive
power of the first-semester features, moreover investigate the

386



incremental validity of high school related features over the
academic performance indicators.

C. Evaluations and results

In the modeling scenarios, three supervised learning algo-
rithms are applied for the classification task, which seem to be
the most successful models in previous EDM-related studies
[4], [6], [17], [18]. Namely, these models are the Gradient
Boosted Trees (GBT), the state-of-the-art ensemble machine
learning algorithm eXtreme Gradient Boosting (XGB) [23],
and artificial neural networks (ANN). After the training pro-
cess and hyper-parameter optimization (using imputed data
and cross-validation), the predictors are evaluated via the fol-
lowing binary classification metrics: accuracy, precision, recall
and AUC (area under the receiver operating characteristic
curve) [24].

The average performance of the models in the first modeling
scenario (S1) can be found in Table II. This table suggests
pre-enrollment achievement measures have relatively high
predictive power on final academic status. The best performing
model is the artificial neural network with AUC = 0.815

TABLE II: Evaluation metrics using data available at the
time of enrollment (S1) and its supplementation with

first-week features (S2).

Algorithm (scenario) Accuracy Precision Recall AUC

GBT (S1) 68.0% 67.0% 73.5% 0.729
XGB (S1) 71.9% 71.6% 72.1% 0.787
ANN (S1) 74.5% 73.0% 73.4% 0.815
Ensemble (S2) 77.1% 74.4% 77.6% 0.832

We also investigate how the first-week attributes (see Table
I) improve the accuracy of the prediction of final academic
performance compared to the features of (S1). To this end,
we constructed an ensemble model combining the GBT, XGB,
and ANN models. The performance of this meta-model on the
data set corresponding to (S2) is also shown in Table II. From
the table, we can conclude that the features that are available
in the first week of the first semester (e.g. score of the math
assessment test, and the number of taken credits) moderately
increase the efficiency of the prediction.

In the third scenario (S3), we intended to analyze the
whole data set and also aim to investigate the incremental
predictive validity of first-semester performance measures over
the attributes of scenario (S1). Since we aim to predict final
academic status using data that is available at the end of the
first semester, we exclude those students from the cohort who
dropped out in the first semester. This operation decreased the
number of records by 9% and the data remained heterogeneous
(44.5% positive 55.5% negative label). Note that the exclusion
of these students does not affect the joint distribution of the
variables much, making it possible to compare the perfor-
mance of the models trained on these slightly different data
sets.

We note that in Hungarian higher education one cannot
be expelled from the university in the first semester due to

study reasons, but the students can interrupt their studies on
their own will. Dismissal policies such as minimum credit
requirements take effects only in the second semester. In the
following, our data set contains students who managed to pass
the first semester. We also mention that in the case of students
who started their university studies with passive semester, we
used their very first active semester related data in the analyses.

Note that, when we tested the performance of the different
data imputation techniques we found that if we use all the
features for training GBT models, then we receive very
similar accuracy and AUC scores regardless of the imputation
method. This phenomenon may follow from the fact that
the most important attributes are the university performance
measures, and these variables were only slightly affected by
incompleteness. The five most important features in predicting
student failure according to XGBoost (based on 200 boosted
trees) can be seen in Fig. 3, where F-score means that how
many times did the algorithm use a given feature to split
data during building trees. The two outstandingly important
attributes are both first-semester performance related ones,
namely corrected credit index and credits earned, and only
one pre-enrollment achievement measurement occurs in the
top five: the surplus score, which measures that how much a
student over-performed the minimal admission point score.
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Fig. 3: Feature importance according to XGBoost based on
200 trees, learned on all the features (S3).

Consequently, it is worth examining whether the variables
measuring high school performance have any incremental
predictive power given the first-semester features. We will
address this issue later in the study.

Now we briefly describe the neural networks, that were
trained on all available features. Considering the complexity
of our data set, in order to avoid overfitting, we used neural
networks with only one fully connected hidden layer. Further-
more, dropout regularization, different architectures (number
of layers and nodes) and various optimizers were also tested.
In the final architecture no dropout regularization was applied,
and RMSprop [25], an optimizer with adaptive learning rate
control, has been selected for training the network. In zhe
case of the decision tree based models (GBT and XGB), grid
optimization with cross-validation was performed to tune the
hyperparameters.

During the first two prediction scenarios (S1) and (S2),
models only optimized on AUC and accuracy. In the third
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scenario (S3) we also optimize another binary classification
metric, namely the decision threshold is tuned to keep preci-
sion high in order to prevent false positive labeling, thereby
avoiding false dropout predictions that may affect students’
attitude and motivation harmfully.

The performance of the three trained and optimized machine
learning models in the third modeling scenario (S3) can be
found in Table III. By comparing the performance scores of
Table III with Table II, one can observe the significant incre-
mental predictive validity of university performance related
data, moreover models managed to provide high precision,
which helps to prevent the aforementioned issue of false
dropout prediction. Remarkable improvement was achieved
by first semester related measures, and ANN remained the
best performing model in the (S3) modeling scenario. The
AUC of the neural network model has grown from 0.815
to 0.920 after the addition of first semester related features.
Comparing to another study that investigated graduation using
rich, both pre-entry and university related data [13], we have
managed to achieve higher accuracy and AUC scores, since
their best model’s accuracy and AUC were 83.2% and 0.811
respectively.

TABLE III: Results of average evaluation (by 10-fold cross
validation) using all features.

Algorithm Accuracy Precision Recall AUC

GBT 85.3% 85.5% 80.8% 0.920
XGB 85.4% 86.1% 80.8% 0.920
ANN 85.8% 86.3% 81.8% 0.916

As we mentioned before, investigating solely the predictive
power of first-semester achievements data may provide impor-
tant findings. At last, we examine this proposition by training
an XGBoost model on the first semester related features only.
In this scenario (S4), the average accuracy and AUC of ten-
fold cross-validation are 83% and 0.89 respectively, which
means that given the first semester related information, pre-
enrollment attributes have only little incremental predictive
validity on final status over first-semester performance, which
agrees with the findings of related studies [13], [14].

Figure 4 shows the receiver operating characteristic (ROC)
curves (using 10-fold cross-validation) of XGBoost models:
one that is trained solely on pre-enrollment features (S1),
another that uses only the first-semester features for prediction
(S4), and a third one which is built on all variables (S3). We
can conclude that the best predictive performance is achieved
when both the pre-enrollment measures and first-semester
performance indicators are used, which is in alignment with
a recent study [16]. By comparing the orange (S1) and the
blue (S3) ROC curves in the figure, one can observe that
there is a significant improvement in predictive power when
high school performance variables are supplemented with
first academic semester related attributes, meaning that first
semester academic performance indicators have significant
incremental validity on final academic performance over pre-
enrollment achievement measures. On the other hand, similarly

Fig. 4: ROC curves of 10-fold cross-validation of XGB
predictors corresponding to three modeling scenarios: (S1)

orange, (S3) blue, and (S4) green. The average ROC curves
of the cross-validations are shown in darker shades.

by comparing the green (S4) and blue (S3) ROC curves,
pre-enrollment achievement measures (mostly high school
performance) have only a slight incremental validity over
first-semester features. Finally, from the comparison of these
two ROC curves, one can also conclude that first semester
related measurements alone have significant predictive power
on graduation.

V. SUMMARY AND CONCLUSION

The main objective of this study was to analyze the pre-
dictive power of high school and first-semester achievement
variables on student dropout under different scenarios to gain a
better understanding of the dropout phenomenon and identify
at-risk students. At first, we carried out predictions that relied
solely on data available at the time of enrollment (e.g. high
school grades, matura exam scores, and university program
related information), moreover we found that these predictions
can be slightly improved by using features that are known in
the first week of the first academic semester e.g. mathematics
assessment scores.

In the second part of the analyses, by using state-of-the-
art machine learning algorithms such as XGBoost and by
supplementing the pre-enrollment achievement measures with
first-semester performance indicators, we managed to provide
powerful classifiers (AUC = 0.920) of final academic perfor-
mance. Furthermore, we found that first-semester performance
indicators have significant incremental predictive power over
pre-enrollment achievement measures. On the other hand,
given the first-semester performance related attributes, pre-
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enrollment measures have only little incremental predictive
validity which is in alignment with related studies, i.e. the
predictive power of high school achievements incorporate into
first-semester performance measures.

As a possible application of this research, using a reliable
predictive model, remediation courses could be recommended
for at-risk students, and relevant information could be provided
for university policy-makers. Moreover, the best performing
model together with machine learning explainability tech-
niques could be deployed as an AI-based feedback system
that helps students find the skills they need to master in order
to enter higher education and complete their university studies
successfully.

ACKNOWLEDGMENT

The research reported in this paper was supported by the
BME - Artificial Intelligence FIKP grant of EMMI (BME
FIKP-MI/SC). The publication is also supported by the EFOP-
3.6.2-16-2017-00015 project entitled ”Deepening the activi-
ties of HU-MATHS-IN, the Hungarian Service Network for
Mathematics in Industry and Innovations”. The research of R.
Molontay was supported by the ÚNKP-19-3-III New National
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[19] P. Biró, T. Fleiner, R. W. Irving, and D. F. Manlove, “The college admis-
sions problem with lower and common quotas,” Theoretical Computer
Science, vol. 411, no. 34-36, pp. 3136–3153, 2010.

[20] D. Thammasiri, D. Delen, P. Meesad, and N. Kasap, “A critical assess-
ment of imbalanced class distribution problem: The case of predicting
freshmen student attrition,” Expert Systems with Applications, vol. 41,
no. 2, pp. 321–330, 2014.
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Abstract—The paper studies the relationship of phonetic 
measures of speech rate and pausing with perceived fluency 
in an L2 reading comprehension experiment. In this 
experiment, Slovak L2 speakers of English were reading 
short texts. The phonetic measure data was extrapolated 
from these recordings. The perceived fluency data comes 
from assessments provided by the L2 participants listening 
to the recordings created by their peers. The data extracted 
from the acoustic signal of the recordings is analyzed 
through a correlation analysis in relation to the perceived 
fluency elicited from the assessments provided by the 
participants. The study found a strong correlation between 
phonetic measures and perceived fluency. The phonetic 
measure data can reliably predict the level of perceived 
fluency. The findings of the study may be used for future 
computer assisted assessment of fluency. 

I. INTRODUCTION 

The creation of automatic fluency assessment is an 
important step forward in the endeavor of creating fully 
computer assisted language learning. Computer assisted 
learning is becoming an ever-growing presence in 
people’s lives. Such an advance was made possible by the 
advent of widely available programs, which are often free 
to use. An example of such a program is an application for 
mobile phones called Duolingo, which offers courses in 
22 different languages. The wide availability of freely 
accessible language learning programs amplifies the need 
for reliable language assessment tools. 

The automatization of language assessment has 
progressed greatly in the past years as well. Computer 
assessed tests are becoming an almost everyday staple of 
contemporary learning. The US patent number 
US5827070A [1] is an example of a method of computer-
based testing that was first proposed in 1995. This 
invention provided the basis for many later methods of 
computer-based tests and it has sparked the rise of 
computer assisted learning. Such a move from hand 
written tests to computer-based tests has sparked a number 
of studies, which examined the validity of such testing 
[2,3]. 

Some aspects of language learning, such as lexicology, 
morphology, or syntax, are more easily assessed by 
computer-based tests. The testing of oral based tasks is 
still in its infancy, especially the assessment of fluency. 
Some testing platforms, such as ThinkFluency, are already 
available, but they only assess fluency based on a limited 
set of criteria. These criteria in general are words per 

minute and the number of errors. These limits show the 
need for more sophisticated assessment methods. 

Research of literature [3, 4, 5, 6, 7, 8, 9, 10] offers 
several explanations of what fluency is, although there is 
no concrete definition that has been agreed upon. In 
general, fluency is regarded as the overall proficiency of a 
speaker that uses a language [11, 12, 13]. Many 
researchers tried to examine what fluency really is. In the 
past years, this was also done through the research of 
automated assessments of fluency. Research that would 
expand the reliability of fluency testing has started to 
emerge in recent years. The researchers approach fluency 
assessment form different directions and tried to find the 
most reliable means of testing. Firstly, research focused on 
automatic assessments of speech rate [14]. De Jong and 
Wempe used PRAAT to automatically detect syllable 
nuclei in recordings of speech. The detected nuclei were 
then used to calculate the speech rate of participants. They 
compared these automatic assessments with human based 
syllable counts concluding that automatic syllable count 
could be reliably used to measure speech rates. This 
research provided the basis for future fluency assessing 
tools, which used syllable count and word count in 
calculations necessary for fluency assessment. 

A more recent study [15] took a different approach to 
oral based automatic assessments. The researchers 
examined the relationship of prosodic prominence levels 
of syllables and the prosodic competence of speakers. The 
first set of data was extrapolated from manually annotated 
recordings of speech. This was compared to analyses 
conducted using the wavelet transformation method, 
which used the f0, energy, and duration features. The 
second set of data was gathered from human based 
assessments of speech proficiency. A relationship was 
found between the wavelet assessments and human 
assessments suggesting that wavelet transformation 
method may be reliably used for automatic assessment of 
language proficiency. 

A spoken dialog-based research [3] on the topic of 
automatic fluency, pronunciation, and intonation 
assessment also showed that computer-based tests could 
provide reliable predictions of scores. Speech features of 
interview recordings were extracted using SpeechRater 
engine and fed into a trained machine learning model. The 
recordings were then assessed by human raters. 
Predictions of assessment scores were also calculated 
using the machine learning model. The experiment 
demonstrated that the scores provided by human assessors 
are comparable to the scores calculated during automatic 
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assessments by the aforementioned machine learning 
model. 

A previous study [16] was conducted on the 
relationship of phonetic measures and perceived fluency. 
This study focused on semi spontaneous speech, which 
was done in a word guessing experiment. The participants 
of the study were Slovak L2 speakers of English. The 
study was divided into two phases, the cues phase and the 
guessing phase. The participants were firstly tasked with 
creating cues to a unique set of words. These cues were 
later played to their peers, who were asked to guess the 
original words. Phonetic measure data was collected from 
manually annotated recordings of cues. The data for 
perceived fluency was collected from participants during 
the guessing phase, when they also evaluated the speakers 
based on their fluency. 

The phonetic measures chosen for the purposes of 
correlation analysis were wordcount, words per second, 
pause count, and total pause duration. A statistically 
significant relationship was found between the measures 
of wordcount, words per second, and total pause duration. 
This relationship involved each measure individually with 
perceived fluency as the dependent variable. A multiple 
regression model was calculated, which further examined 
the relationship of these measures and perceived fluency. 
the model showed that approximately 48% of the 
perceived fluency assessments were predicted by the 
phonetic measures. 

When the relationship of perceived fluency was 
examined with each individual measure, the strongest 
correlation was observed with words per second. 
However, the regression model showed that when the 
three phonetic measures were taken into account, it was 
the least influential. Wordcount had the strongest impact 
on predicted data, followed by the total duration of pauses.  

The current research is a continuation of the previous 
study. Instead of semi-spontaneous speech, the 
relationship of phonetic measures and fluency assessments 
is examined in read speech. The following research 
expands on the findings of previous paper by broadening 
the scope of phonetic measures, which are used. 
Correlation of phonetic measures and fluency assessments 
was previously observed. The study aims to examine the 
level of importance of each of the chosen phonetic 
measure on the predictions of fluency assessments. We 
also intended to identify the most reliable set of measures, 
which show the strongest correlation with fluency 
assessments. The intention in creation of this study is to 
provide a framework for creating reliable fluency 
assessment programs in the future. 

II. METHODOLOGY 

A. Participants and stimuli 

For the purposes of the experiment, 13 Slovak L2 
speakers of English were chosen. The proficiency levels 
of the speakers were B1, B2, and C1. The stimuli for the 
experiment were texts of approximately 400 words, which 
were taken from the British Council website. The texts 
were short articles on various everyday topics or short 
stories. The difficulty of the stimuli ranged from 
intermediate to upper-intermediate. This means that the 
texts were intended for speakers of B1 to B2 level. The 
motivation behind the choice of these particular texts was 

that most if not all words should be known to all the 
participants and therefore, they would also understand 
what they were reading. One text was given to each 
participant. They were tasked with reading the text. These 
readings were recorded and served as stimuli for the 
listening comprehension experiment. 

B. Procedure 

The experiment was divided into two main phases. In 
the first phase, each participant was given a unique text 
and were given enough time for a short preparation. They 
were asked to quickly skim through it. In case they found 
a word that they did not understand, a translation was 
given to them. After the preparation, they were asked to 
read the texts at a speed that was normal for them. They 
were instructed to read the texts as if they are reading 
them to somebody. As soon as they were ready, the 
recording phase started. In general, each of the 
participants took about three minutes to read the text out 
loud. 

In the second phase of the experiment, the participants 
were asked to listen to the recordings of their peers’ 
readings. Before the listening itself, they were given a 
questionnaire with listening comprehension questions. 
These were multiple-choice questions with four options. 
The questionnaire also included an assessment question 
about the speaker’s fluency level. 

The listeners were given a short explanation of how the 
second phase will be conducted. Firstly, they were 
provided enough time to read all the listening 
comprehension questions. As with the previous phase, if 
the participants needed a translation of a word, it was 
given to them. They were asked to evaluate the fluency of 
the speaker first and then move to the comprehension 
questions. The fluency assessment was conducted on a 
scale of 1 to 7. The number one represented the lowest 
score possible, while seven was the highest. After the 
explanation, the recordings were played to the listeners. 
Following each recording, they were given a short time to 
give assessments and provide answers to the multiple-
choice questions related to the texts. The listeners were 
asked not to guess the answer, instead they should just 
state they do not know. 

The data collected from the assessments and question 
answers were recorded into a database. This created two 
separate data sets, first consisting of question answers and 
the second from the assessment scores, which were given 
by the listeners. 

C. Data normalization 

The assessment data in its raw form offered a skewed 
perspective, since only some of the participants used the 
whole assessment range from 1 to 7. This meant that the 
data needed to be normalized in order to extract the 
objective value of the subjective assessments. The 
normalization process went as follows: each assessment 
was reduced by the lowest assessment the participant has 
given, this number was then divided by the difference 
between the maximum and minimum assessment given by 
the participant, the final result was a number between 0 
and 1. This means that a higher number resulted in a 
higher score. A detailed example is provided in Table 1 
followed by the formula. 
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TABLE I.  
NORMALIZATION EXAMPLE 

 S1_assessment min max norm 

L5 4 1 5 0.75 

L6 4 1 6 0.60 

Norm = (S1_assessment - min) / (max – min) 

 

As the example shows, speaker one was given an 
assessment of 4 by both listeners. The min and max 
numbers represent the minimum and maximum 
assessments provided by the listener. Norm represents the 
normalized value that was calculated using the equation 
provided in the lower part of the Table 2. 

D. Data processing 

The recordings of readings were annotated using 
PRAAT speech analysis software. Three labeling tiers 
were created. The first tier was used for words, where 
each word uttered by the speaker was annotated. The 
second tier consisted of the number of syllables, which 
were present in the words one tier higher. The third tier 
consisted of pauses. Both silent and filled pauses were 
marked. Data from the recordings was extracted into a 
database using a PRAAT script. This provided us with the 
number of words, number of syllables, number of pauses, 
and the total length of pauses. The total length of the 
recording was also extracted. 

Some of the phonetic measures were calculated from 
the available data. They are shown in Table 2, which also 
includes the calculation method of how the data was 
obtained. 

TABLE II.  
PHONETIC MEASURES 

Phonetic 
measure 

Calculation method 

Wordcount The number of words used in the 
recordings 

Syllable Count The number of syllables used in 
the recordings 

Speech Length The total duration of the recording 

Pause Count 
(PC) 

The number of pauses above 50ms 
found in recordings 

Pause Duration 
(PD) 

The total length of pauses in 
seconds 

Average Pause 
Length (APL) 

Pause duration divided by pause 
count 

Pauses Per 
Second (PPS) 

Number of pauses divided by 
speech length 

Words Per 
Second (WPS) 

Wordcount divided by speech 
length 

Syllables Per 
Second (SPS) 

Syllable count divided by speech 
length 

Speech Rate 
(W) (SRW) 

Wordcount divided by the 
difference between speech length 

and pause duration 

Speech Rate (S) 
(SRS) 

Syllable count divided by the 
difference between speech length 

and pause duration 

 

The calculation of multiple linear regression models 
was used to measure how many of the dependent variables 
were predicted based on the phonetic measures. The 
dependent variable were the normalized values of 
perceived fluency assessments as provided by the 
listeners. This variable was simply called fluency. Eleven 
multiple linear regression models were created consisting 
of different combinations of phonetic measures. Firstly, all 
of the phonetic measures were used. This served as the 
benchmark for further calculations. The number of 
phonetic measures was then reduced on the basis of 
specific criteria, such as only using the number of words 
per second and the calculated speech rate based on 
wordcount. This was done in order to identify which 
phonetic measures contributed the most to predicting the 
values of average evaluation scores. 

In Table 2, all the phonetic measures, which were used 
in the regression models are printed in bold. During the 
data analysis, eleven different regression models were 
calculated. As it was already mentioned, the first model 
included all the phonetic measures, which were 
highlighted in bold in Table 2 and it was used as the 
baseline with its R2 value and statistical significance 
value. Model 2 (w) omitted the data connected to 
syllables, which were speech rate (s) and syllables per 
second. Model 2 (s) omitted the data connected to words, 
while it used syllable related data. These two models were 
calculated to demonstrate which of the two measure types 
(word-based or syllable-based) predicts the average 
evaluation scores with a higher level of R2. The change in 
the statistical significance was also recorded. 

Model 3 (w) and model 3 (s) omitted the measure of 
pause duration, which displayed little impact on R2 in the 
previous models. In model 4 (w) and model 4 (s), the 
value of average pause length was omitted, since it was 
the least impactful in models 3 (w) and 3 (s). Model 5(w) 
and model 5 (s) were used to calculate the regression only 
including the speech rate data. The last two models 6 (w) 
and 6 (s) substituted speech rate data with words per 
second and syllables per second. The composition of each 
model is shown in Table 3 for easier understanding.  
Phonetic measure combination in multiple linear 
regression models 

Multiple linear regression 
model number 

Phonetic measures used 

Model 1 SRW, SRS, WPS, SPS, 

PPS, PD, APL, PC 
Model 2 (w) SRW, WPS, PPS, PD, 

APL, PC 
Model 2 (s) SRS, SPS, PPS, PD, APL, 

PC 
Model 3 (w) SRW, WPS, PPS, APL, PC 

Model 3 (s) SRS, SPS, PPS, APL, PC 

Model 4 (w) SRW, WPS, PPS, PC 

Model 4 (s) SRS, SPS, PPS, PC 

Model 5 (w) SRW, PPS, PC 

Model 5 (s) SRS, PPS, PC 

Model 6 (w) WPS, PPS, PC 

Model 6 (s) SPS, PPS, PC 
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III. DATA PROCESSING AND ANALYSIS 

A. Correlation analysis of indidual measures 

A set of three correlation analyses was created to study 
the relationship of phonetic measures, which were used 
both in [16] and in the current study. This was done in 
order to observe the change in the strength of correlation 
of semi-spontaneous speech from the previous and the 
current research in read speech. Previous research showed 
a moderate positive correlation of words per second and 
pause duration with the assessments of fluency. The 
previous data displayed no statistically significant 
relationship between perceived fluency and pause count. 
A moderate negative correlation was observed between 
perceived fluency and word count, but this measure is 
only mentioned and not used in the current correlation 
research, since in the present study the word count was 
pre-determined by the texts. All the data collected in [7] 
are shown in Table 4. 

TABLE III.  
CORRELATION OF PHONETIC MEASURES AND PERCEIVED 

FLUENCY [7] 

 r-value p-value 

Words per Second 0.574 p < 0.001 

Word Count 0.316 p < 0.001 

Pause Count -0.098 p < 0.579 

Pause Duration 0.479 p < 0.001 

 

The first correlation analysis examined the relationship 
of perceived fluency and words per second. A Pearson r-
value was calculated to assess the relationship. A positive 
significant correlation was found (r = 0.468, p < 0.107). 
The data is visualized in Fig. 1 below. We can see a 
negative change in the r-value between the words per 
second in the current research. This means that words per 
second correlated slightly less in read speech than in semi-
spontaneous speech. 

 

 
Figure 1. Correlation data for Words per Second and 

Perceived Fluency 

 

The second correlation analysis examined the relationship 
of perceived fluency and pause count. As opposed to the 
findings of previous research, a weak correlation was 
found after calculating Pearson r (r = 0.186, p < 0.542). 
This shows that there is a possible correlation, although 
the statistical significance may be negatively impacted by 

the number of participants. The data is displayed in Fig. 2 
below. 

 

 
Fig. 2 Correlation data for Pause Count and Perceived 
Fluency 

 

The last correlation analysis shows that a relationship 
between perceived fluency and pause duration was not 
observed. The Pearson r calculation resulted in no 
correlation (r = 0.017, p < 0.956). Again, this is an 
observable change as compared to the previous research 
suggesting that different measures correlate with 
perceived fluency in read speech. 

 

B. Multiple linear regression models 

 
Multiple linear regression models were calculated for 

11 combinations of phonetic measures. The results of the 
calculations are visible in Table 4 below. As the Table 4 
shows, the highest R2 values was calculated for model 1, 
which consisted of all chosen phonetic measures. 
However, this does not mean it is the most promising of 
all the models, since its p-value belonged to one of the 
highest. If we compare this to the findings in [16], we can 
see an increase in R2 (previous R2 = 0.484, p < 0.001). 
This shows us that the increase in the chosen phonetic 
measures resulted in better fluency assessment 
predictions. 

 Minor changes in R2 were observed both in model 2 
(w) and 2 (s), which shows us that both word-based and 
syllable-based models are almost equally reliable at 
predicting fluency. A slight change was also observed in 
the p-value. However, in both of these models pause 
duration had only a minor impact on the predicted score, 
therefore it was omitted. This resulted in the creation of 
models 3 (w) and 3 (s). These models share almost an 
equal R2 with the previous models. 

Model 4 (w) and model 4 (s), which were derived from 
the previous two, again consisted of a reduced number of 
phonetic features. The least impactful measure of the 
previous models was the average pause length. Its 
omission provided the greatest R2 reduction so far, while 
still sharing high statistical significance. This was 
observed in both models. 

The impact of speech rate and syllable rate were tested 
in models 5 (w) and 5 (s). Each model contained only one 
of the measures, which involved syllables/words. This 
change resulted in the second lowest R2, while the 
statistical significance also slightly declined. The same 
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trend was observed with models 6 (w) and 6 (s). These 
models only contained words per second or syllables per 
second. They resulted in the lowest R2 measurements and 
a decreased statistical significance. All the model data is 
visible in Table 5.  

TABLE IV.  
RESULTS OF MULTIPLE LINEAR REGRESSION MODELS 

Model no. R2 p-value 

Model 1 0.860 0.147 

Model 2 (w) 0.835 0.035 

Model 3 (w) 0.834 0.012 

Model 4 (w) 0.774 0.011 

Model 5 (w) 0.485 0.099 

Model 6 (w) 0.446 0.134 

Model 2 (s) 0.817 0.046 

Model 3 (s) 0.816 0.017 

Model 4 (s) 0.743 0.017 

Model 5 (s) 0.497 0.090 

Model 6 (s) 0.458 0.122 

 

IV. DISCUSSION 

The correlation analyses showed a different relationship 
as compared to that observed during the previous research. 
This demonstrated how the differences in the length of 
texts interacted mainly with the pausing measures. Since 
the total wordcount changed drastically, this impacted the 
influence of pause duration the most. The previous study 
found a strong negative correlation, while the present 
study found no correlation at all. The opposite was 
observed in the relationship of pause count and perceived 
fluency. A weak correlation was found in the current 
study. 

The calculations of multiple linear regression models 
showed the importance of some of the phonetic features. 
These observations are crucial for future creation of 
reliable assessment software, which could be reliably used 
to predict fluency assessments. What was most apparent 
from the results was that the least impactful phonetic 
measures were some of the pausing features. We were 
able to see that the omission of two of these measures 
resulted in minimal changes in R2. On the other hand, the 
importance of phonetic measures of speech rate was 
demonstrated in each of the models. 

The most noticeable changes were observed in model 
groups 5 and 6. These models contained only one of the 
word or syllable related data. The more impactful of the 
two seemed to be speech rate, while maintaining lower p-
values. This was shown in model 5 (w) and 5 (s), although 
the changes both in R2 and p-values were only minor. As 
it was already mentioned, the greatest change was 
observed when only one of the speech rate measures were 
used. This proves that if we intend to create a reliable 
future method of assessing fluency, speech rate data needs 
to be fully included. 

When we compare the current results to the results in 
[16], we can clearly see that there are changes in the 
importance of several phonetic measures. The previous 
research showed that the three most impactful measures 

were words per second, word count, and pause duration. 
Pause count played no part in influencing the fluency 
predictions. In the current study, we saw that pause 
duration was the weakest influencing measure. It was the 
first that was omitted, while changing R2 by only about 
0.4. The opposite proved to be true with pause count. This 
study showed that it was one of the two most influential 
pausing measures. This measure was present in each of 
the models, while being as impactful as speech rate 
measures. 

The probable reason behind this change could be the 
length of the recorded speeches. In the previous study, the 
speeches consisted only of less than 20 words, while here 
the average was 400. This shows us that there is a need for 
creation of several methods of approach to assessing 
fluency. Different assessment models need to be created 
for read speech and spontaneous speech. For example, the 
measure of word count proved to be highly influential in 
the previous semi-spontaneous speech research [16]. 
However, in this paper it was not used as one of the 
phonetic measures in multiple regression models simply 
because the word count was set by the texts. The same 
applies to syllable count, which was also set, although in 
this case some differently pronounced words may have 
had a miniscule impact on the overall syllable count. 

Another change was observed in regards to the words 
per second. In the current models, this measure proved to 
be among the most influential. A similar result was 
observed in correlation analyses in [16], where it had the 
strongest correlation. This however changed during its 
inclusion in multiple regression models, where it was the 
least impactful. The calculation of multiple linear 
regression models in the current study showed words per 
second as one of the most influential measures. 

These findings lead us to the conclusion that different 
approaches to be taken when predicting fluency. In read 
speech, word count is a pre-determined measure, since the 
length of texts is fixed. On the other hand, in spontaneous 
and semi-spontaneous speech it showed to have a strong 
relationship with perceived fluency. We propose that the 
use of a universal measure such as chunk size would 
prove to be more useful than word count. This measure 
would depend on the number of words between longer 
pauses. The length of these border pauses needs to be 
determined in the future. 

An opposite trend was observed with pause count. It 
proved to be one of the most important pausing measures. 
We believe its importance rose because of the length of 
speeches. We believe that this connection is also 
important in developing better approaches to automated 
fluency assessments. 

The differences in the models could prove to be useful 
in creation of computer assessment methods. To prove this 
point, we should consider the differences between model 1 
and model 3 (w). Model 1 consists of all eight phonetic 
measures, which are all used during the calculation of 
perceived fluency. On the other hand, model 3 (w) 
includes only five of these measures. It is almost as good 
at predicting perceived fluency scores as model 1, while it 
excludes the measures of syllables per second, speech rate 
(s), and pause duration. This makes data collection for the 
model much quicker. If done by humans, it completely 
eliminates one of the labelling tiers that were originally 
used in PRAAT. 
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Another interesting model is 4 (w), which is the last of 
the models to include both words per second and speech 
rate (w). This model is even easier to calculate, although 
the change is only minor. It is still fairly reliable at 
predicting fluency scores, while consisting of only four 
variables. The last two model groups 5 and 6 show us that 
the use of only one of the speech rate variables decreases 
the prediction rate of perceived fluency. In all of these 
models we saw a comparable R2 to the R2 calculated in 
previous research. This means that the combination of 
speech rate and words/syllables per second provide the 
largest impact on the success of predicting fluency. 

V. CONCLUSION 

This paper presented a set of correlation analyses 

supported by multiple linear regression models, which 

were calculated to predict the levels of perceived fluency. 

These models consisted of several combinations of 
phonetic measures. A relationship between phonetic 

measures and perceived fluency was observed in case of 

all speech rate measures and also the measures of pause 

count and pauses per second. No significant impact of 

pause duration was measured on the fluency assessments. 

Several statistically significant models with a 

prediction rate of over 80% were found. This shows us 

that the automatic assessment of fluency is possible if 

based on phonetic measures. For the purposes of future 

research, model groups 2 and 3 seem to be the most 

interesting. They contain fewer measures than the main 

model 1, which being statistically more significant and 
possibly easier to compute. Future research should also 

be aimed at spontaneous speech, since the current study 

dealt only with read speech. As in was shown in 

comparisons with the previous study, there are significant 

changes in phonetic measure influence. Some phonetic 

measures such as pause count played no statistically 

significant role in predicting fluency scores in the 

previous study. In the current study, this measure was 

shown to be one of the most important. Its impact was 

measurable to the impact of speech rate measures. 

The measure of word count was omitted during all 

linear regression calculations. This was done because 

word count was pre-determined by the texts that the 

speakers were given. A better measure, which could be 

chunk size, should be used instead of word count. This 

measure should count the number of words between two 

longer pauses. 
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Abstract—Not only the world is changing but also a way of 
education. The main purpose of the article is to focus on 
critical thinking in preparing pre-service Informatics 
teachers. It is described how essential is critical thinking, 
not only from the global reason but also our national – 
Slovak – point of view. We have used the case study method 
to support critical thinking in the preparation of pre-service 
Informatics teachers. We have created a collection of 
didactic situations which we handled into case studies using 
the AAA method (annotation, analysis, alternation), 
supplemented by tasks focused on critical thinking about 
the case study and further creative topic elaboration. As an 
example, we present a case study on Hoax Messages. 

I. INTRODUCTION 
The need of critical thinking is essential world widely, 

due to its global reason - based on transition from 1780s 
era of steam, water, mechanical production equipment 
through 1870s era of division of labor, electricity, mass 
production and 1970s era of electronics, IT, The Internet, 
Automated production to informational (post-industrial) 
period and the development of information and 
communication technology, there are principal changes 
demanded. It means we have an opportunity to have 
information, but nowadays the information overpressure is 
present. The question arises how to deal with so many 
information, how to judge, how to analyze, how to think 
critically. 

In post-totalitarian countries, such as Slovakia, the 
critical thinking is very essential. Democracy, as it seems 
in Slovakia since 1993, is based on the freedom of voting 
for power. But the change cannot be made “overnight”. 
The more opportunities citizens have, the more critical 
thinking is required. Due to the previous form of 
government, we need to democratize mentality. Being 
more active and informed citizen means to able to think 
critically with the success in education, ability of making 
decisions regarding to complex real-life problems [1]. 

There are several definitions and perspectives on 
critical thinking and the ideal critical thinking person 
because critical thinking as a term is rather inconsistent. 
Moreover, it is also described as one of the major 
unsolved problems of pedagogy [2].  

Critical thinking makes it possible to interpret, analyze 
and evaluate the quality of information and thought 
processes (self or others), to formulate judgments, present 
and defend conclusions. A critically thinking person is an 
open-minded person, naturally curious, flexible, 
understanding diverse aspects, seeking arguments to 
formulate final decisions, rejecting shallowness, always 
considering proof before taking conclusions, no matter 
who carries them [3].  

Based on the cognitive psychology, critical thinking are 
mental processes, strategies and representations that 
people use to solve problems. An ability to decide and 
learn new concepts [4]. 

Moreover, it is claimed the development of critical 
thinking is a primary goal of science education with the 
ability of drawing valid inferences, identifying 
relationships, analyzing probabilities, make predictions 
depending on logical decisions, and solve complex 
problems [1]. 

From the view of critical thinking assessments, there 
are targeted critical thinking (CT) components (Tab. 1) 
which are attributes of critical thinking [1]. 

To inference, critical thinking has many attributes and 
depending on authors they can be inconsistent. Based on 

number of mentioning attributes, authors mostly 
mentioned that critical thinking is consisting of inference, 
evaluation, interpretation, problem-solving, decision-
making, presenting, argumentation and deduction. 

The need of critical thinking in the society implies the 
need for education that promotes the above-mentioned 
cognitive skills related to critical thinking. Due to the 
study of more than 150 countries, the results are: more 
than 70 % of education system will prioritize 6 cognitive 

TABLE I.  CRITICAL THINKING ASSESSMENTS 

Assessment Targeted critical 
thinking components 

the Cornell CT Test 
(CCTT)  

Analysis, evaluation, 
inference, deduction, 

induction 

Ennis-Weir CT Essay 
Test 

Targeting the point, 
identifying reasons, 

offering good reasons, 
seeing other possibilities, 

responding in a good 
matter 

the Halpern CT 
Assessment (HCTA) 

Argumentation, analysis, 
verbal reasoning, problem-
solving, decision-making 

Watson Glaser CT 
Appraisal 

Inference, deduction, 
interpretation, evaluation, 

argumentation, recognition 
of assumptions 
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skills, i.e. literacy, numeracy, communication, creativity, 
critical thinking and problem solving. From another 
perspective, research of the needed skills showed that 
from the total number of studied articles 75, there was 30 
times mentioned the term ‘critical thinking’ rather than 10 
other terms. In conclusion, the term ‘critical thinking’ was 
the second most time used term. Based on the 
informational era and ICT involved, students using critical 
thinking can make informed judgements and choices 
about obtained information and communication using 
reflective reasoning and sufficient evidence to support the 
claims. They are able to use ICT to ask and answer 
questions of clarification related to the problem, judge the 
suitability of a source for a given problem, invoke 
arguments for claims based upon their consistency with 
other knowledge claims (e.g. personal, memory, 
testimony, coherence, rationality, replication), link facts, 
ideas and notions, suggest new ideas for discussion. It is 
recognized how important is critical thinking in education 
in the world [5] [6] [7]. 

It was found many educational reforms in the world has 
emphasized critical thinking. It is known in collected 
papers, where it is obviously seen that critical thinking can 
be taught and learned. One of the examples is four-part 
model for teaching critical thinking skills consisted of 
encouragement of students’ attitude, instruction in and 
practicing critical thinking skills, directing learning 
activities, monitoring and assessing thinking (Fig. 1) [8] 
[9] [10] [11] [12] [13]. 

II. CRITICAL THINKING IN PRE-SERVICE TEACHER 
EDUCATION 

We deal with developing critical thinking of pre-service 
teachers in the project APVV-15-0368 called Practice in 
the centre of the subject field didactics, subject field 
didactics in the centre of preparation for practice. It is a 
cooperation of 3 faculties of Constantine the Philosopher 
University in Nitra. The project consists of a 50-member 
team. The project focuses on the issue of improving and 
extending the practical teacher training, which has come 
to the attention focusing on the results of international 
PISA measurements. 

The project aims to identify adaptive teaching strategies 
using a cognitive-oriented approach for developing 
students’ critical and creative thinking and other key 
psychodidactic topics and strategies in specific subject 
field didactics, and their implementation in undergraduate 

practical training for secondary education teachers 
through an excellent practice center. 

The intention of researchers is to define the practical 
training standard of graduates of teaching study programs 
in the field of specific subject field didactics. 

Our methodology is to recognize key adaptive teaching 
strategies using a cognitive-oriented approach to develop 
critical and creative student thinking and other key 
psychodidactic strategies in subject field didactics. These 
were identified as: 

• self-regulation development, 
• systematic and interpretative skills development, 
• argumentation, 
• problem-solving and drawing a conclusion, 
• evaluation development, 
• reading skills development [14]. 

The identified general teaching strategies for the 
development of critical and creative thinking are 
subsequently implemented in the education of pre-service 
teachers of subject fields which consist of didactic 
preparation at the university and practical teacher training 
at training schools. 

A. Didactic preparation at university 
Firstly, we chose a case study as a teaching method. 

Case study is defined as displaying life situations for 
teaching people. In our case it means teaching lessons. 
Another characteristic declares that it is a holistic 
approach that seeks the constitutive components of a case, 
to capture the case(s) in the context of real life, and to 
reach a deeper understanding [15]. 

There are 2 types of case studies in terms of purpose – 
educational and research case studies. One focuses on 
pedagogical purposes in schools, where we approach real 
situations to pre-service teachers and focus on their 
decision-making process, students and their assessment 
and argumentation skills in the authentic context of the 
case which is linked to practice. Scientific case studies 
examine one or more cases in detail to apply the acquired 
knowledge to understanding similar cases. They are 
mainly used in qualitative research but also quantitative 
approaches are known.  

From the research point of view it has several attributes, 
e.g. works with different types of data, focuses primarily 
on the presence, is mainly interested in questions such as 
how and why, includes the uniqueness of the 
configuration of human being, develops situational 
theories. Depending on their function, case studies are 
divided into: 

• descriptive, 
• exploratory,  
• explanatory, 
• instrumental, 
• intrinsic [15]. 

We select the cases for our case studies from the 
database of didactic situations in the form of audio and 
video recordings which is developed in the Practical 
Training Center at UKF. We obtained records from: 

• the lessons of Computer Science Didactics where 
the teaching process was simulated. (the pre-

 
Figure 1.  Model for teaching critical thinking skills [11] 
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service teacher led the lesson and the rest of pre-
service teachers simulated the learners) 

• solutions of didactic assignments for pre-service 
teachers recorded by screencasting with the voice 
commentary 

• real teaching at lower-secondary or high school. 
Recordings from lessons, supplemented by professional 

and methodological reflection and processed in the case 
studies form, create a collection of examples of various 
methodological methods that will be used in the 
preparation of pre-service Informatics teachers as the 
study material. 

 The teaching of critical thinking through case studies 
requires not only problem solving but also critical 
thinking, i.e. pre-service teachers learn how to apply 
theoretical concepts into their lessons. Case studies are 
also named as “Food for Thought” by encouraging 
students to think, ask questions, use the knowledge they 
already have to answer them, thus developing critical 
thinking. It was focused on developing critical thinking in 
teaching. There were materials given and case studies to 
the half of the students, the rest got only materials without 
case studies. He discovered significant differences and he 
resulted that case studies are appropriate for the 
development of critical thinking. Similar results appear in 
other studies where it is assessed that concrete illustrations 
of certain principles are found in almost every life and the 
details of certain cases stimulate students' higher thinking. 
It found to recommend integrating case studies into the 
teaching process as they make students more informed. 
Case study is particularly effective because of the support 
active learning, developing critical thinking, student-
centered, problem solving, and problem identification 
based on analysis [16] [17][18]. 

B. Practical Teacher Training at Training School  
The part of the complex student preparation of the 

study field Teaching Academic Subjects and thus subject 
field didactics where Informatics belongs to, is a practical 
teacher training. It is an opportunity to acquire practical 
experience with teaching and to try theoretical 
pedagogical-psychological knowledge out in the field of 
education, as well as academic subject proficiency of the 
subject field didactics. The fundamentals of the practical 
teacher training consist of: 

• being proficient in pedagogical theory, 
• self-realization opportunities and indicating 

individual characteristics and traits of the pre-
service teacher, 

• the motivation of the pre-service teacher for the 
teaching profession, 

• application of acquired academic knowledge in 
the school field,  

• applying pedagogical and psychological 
approaches while working with students in the 
classroom,  

• developing communication and relationships with 
all participants in the education process, 

• ability to gain competence in planning, managing 
and diagnosing educational activities,  

• developing the pre-service teacher skills in school 
management [19].  

Practical teacher training is carried out in specialized 
teaching institutions, i.e. teacher training schools which 
have concluded a cooperation agreement with universities. 
In this institution, the pre-service teacher is a teacher 
trainee led by a teacher trainer, who is a teacher training 
school employee. The teacher trainer must have at least 
five years of teaching experience, being proficient in 
subject and pedagogical-psychological knowledge and 
successfully passed the first attestation. 

The practical teacher training at the Constantine the 
Philosopher University in Nitra occurs in three years - in 
the last year of bachelor's study (Bc.) and during the 
whole 2-year master's study (Mgr.). There are three stages 
of practical teacher training – continuous classroom 
observation, block teaching, continual teaching (Tab. 2). 

Continuous classroom observation contains observing 
the lesson and focus on preset selected aspects. Pre-
service teachers write observations down in the 
observation sheets. The observed phenomena include: 

• lesson objectives, 
• methods and forms of work, 
• presentation of new lesson, 
• controlling and evaluating the students, 
• work with textbooks,  
• using teaching aids and didactic technology, 
• teacher personality, 
• teacher performance in the classroom and 

communication with students, 
• teacher professional skills, 
• social relations of the students in the classroom, 
• student activity, 
• classroom climate [19]. 

After the lesson, the pre-service teacher and his/her 
classmates with the teacher trainer have a discussion on 
the lesson. 

In the master's study, the first block teaching stage takes 
place in the range of 40 lessons, where the pre-service 
teacher makes an observation of a teaching classmate or 
teaches in the presence of a teacher trainer and classmates 
observe him/her. Then the reflection and self-reflection of 
the lesson are realized. 

The last stage of the practical teacher training is 
continual teaching in the range of 60 lessons, where the 
pre-service teacher becomes a member of the school 

TABLE II.  TYPES OF PRACTICAL TEACHER TRAINING AT UKF 

Study 
year 

Stage Winter 
semester 

Summer 
semester 

Bc.,
3rd year 

Continuous
classroom 

observation 

20 lessons 

Mgr.,
1st year 

block 
teaching 

20 lessons 20 lessons

Mgr.,
2nd year 

continual
teaching 

 60 lessons
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teaching team for a limited time and teaches his subjects 
under supervision of the teacher trainer. 

In all stages of practice, reflection and self-reflection 
are an important part of education in which critical 
thinking is applied. Students, together with a teacher 
trainer and classmates, analyze, evaluate the teaching 
process, arguing teaching practices, identify weaknesses 
and strengths, point out problems, identify their causes, 
propose alternatives, and design their other teaching 
activities. Reflective assessment of the taught or observed 
lesson is also a case teaching method application where 
the case is one's own teaching experience. 

III. A CASE STUDY 
In this section, we would like to present the example of 

the case study implemented as a study material for pre-
service Informatics teachers. In all case studies we have 
chosen AAA methodology. It consists of the following 
methodological steps: 

• annotation, 
• analysis, 
• alternation [20]. 

Annotation is a brief description of the observed part of 
the lesson, it is an analogy of the research description and 
contains the most important information about the course 
of the described situation, either in whole or in part of the 
lesson. These are: the aim, the topic, the content of the 
lesson, the activity of the teacher and the subsequent 
activity of the students. The aim of the annotation is that 
the recipient (student) will be able to visualize the image 
of the lesson as a whole. 

Annotation is followed by analysis of the lesson, or a 
part of it. It is a research interpretation that brings the 
characteristics of the observed situation regarding to the 
objectives of observation. In our case it is identifying 
strategies for the development of critical thinking and 
evaluating the achievement of educational objectives. 

Alternation is the third part of the AAA methodology 
where the recipient thinks of the change, i.e. suggestions 
for improving, modifying or altering the lesson. The word 
alteration itself comes from Latin and it means 
a replacement that leads to a change in the value of a part 
or whole, but not a change of the meaning. Alternation is 
associated with discussion. It contains an evaluation of the 
quality of the analyzed situation and a proposal for 
a change associated with the consideration of advantages 
and disadvantages. It is an opportunity for the recipient to 
develop his own creative suggestions so that he can design 
other teaching methods and practices that lead to an 
improvement of the lesson regarding to achieving 
educational objectives. 

As an example of our collection we present the case 
study from a lesson written in the AAA methodology line. 
The case is a lesson. The case is described in detail by 
documenting the course in text form and a complete audio 
recording of the lesson is also available. The topic of the 
Informatics lesson is Hoax Messages. The case itself 
(lesson) is an example of the application of the case 
teaching method and is aimed at developing the critical 
thinking of lower-secondary students.  

A. Annotation 
The case describes an Informatics lesson in the 8th 

grade of elementary school. There are 10 students (all 
boys) in the class. The audio recording was made from the 
lesson for later analysis. 

The objective of the lesson is the spreading false 
messages (hoaxes) within the thematic unit Information 
Society - Security and Risks. The objective of the lesson is 
to find the meaning of the hoax message, to identify 
examples of false messages, to argue and critically 
evaluate the content of messages. 

The teacher prepared and presented 5 messages using 
a data projector. She told students that they would discuss 
if it is true or false. The messages are in Czech language 
obtained from https://www.dostupnyinternet.cz/blog/5-
nejznamejsich-hoaxu-v-cr/ 
Message 1: when a thief forces you to take money from 
the ATM, do not argue or resist, you might not know what 
he or she might do to you. What you should do is to 
punch your pin in the reverse, i.e. if your pin is 1254, you 
punch 4521. The moment you punch in the reverse, the 
money will come out but will be stuck into the machine 
half way out and it will alert police without the notice of 
the thief. Every ATM has it, it is specially made to signify 
danger and help. 

The teacher told the students to speak their opinions one 
by one. She went in front of the board, directed the 
discussion with questions, and wrote down the answers to 
the board: “How many are the correct PIN codes for 
which the ATM will come out money? How many options 
does he call the police? " 

The students are talking about the topic further: “One 
can mistake the PIN and call the police unnecessarily. 
What happens if the bank edit PIN 1234 for one card and 
4321 for the other? "The teacher directs discussion with 
the question: "What would happen if there were PIN code 
8338?" The students are taken by surprise, understanding 
the problem that when talking about symmetric codes, 
reversed version is identical to the original code, and it is 
not possible to distinguish the emergency from the normal 
code. Then they come up with solutions: assigning another 
emergency PIN code (exception), exchanged 3883 digits 
(the solution will be rejected). 

The teacher asks the students to comment on the truth 
of the message. One student uses the expression ‘hoax’. 
They will explain it as "false information, which is mostly 
spread via the Internet". They comment on the truth of the 
message: "It may be true, but only with some banks, only 
for a fee." "What is the chance the police will catch the 
robber?" The students say the police would be late. They 
report the message as probably false. 

After the discussion, the teacher read the correct 
solution: 

Entering your PIN in reverse at an ATM will NOT call 
police and will only result in an “incorrect PIN” error 
message. Thus, this email contains dangerous 
misinformation and it should not be forwarded. If banks 
begin to install reverse PIN technology at ATMs it is sure 
to be well publicized. 

The students continued the discussion for a while. The 
teacher stopped the discussion to move on to the next 
message. 
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Message 2: An incident occurred some weeks ago when 
a men went to sit in a tram seat and something was poking 
him. He then got up and found that it was a needle with a 
little note at the end. It said, “Welcome to the real world, 
you’re “HIV POSITIVE”. Doctors tested the needle and it 
was HIV POSITIVE. 

Student-volunteer read the message and simultaneously 
translated into Slovak. The students immediately began to 
comment positively on the truth of the message: “That 
may be true. I've heard that before.” But also negatively: 
“Who doesn't look where he sits? He must also see the 
note. How can a needle be stuck in a plastic seat?” The 
teacher supports the discussion with the question: “Which 
one of you looks around in public transport while sitting? 
What if the needle is only lying on the seat?” 

The students focus on the issue of how to become 
infected with HIV: “Is this not possible only through 
sexual intercourse?” The discussion goes on to the topics 
of HIV, AIDS, transmission of HIV by blood, blood 
donation, infusion, various diseases. 

The teacher directs the attention back to the topic of the 
needle in the tram. The students discuss the persistence of 
the virus on the needle, the location of the needle in the 
seat. One student noticed missing data in the report (where 
it was, when, how many people were infected). The 
students closed the case as a hoax. 

The teacher read the solution: 
One of the most famous hoaxes in the Czech Republic 

even got into the regional newspaper on April 12, 2007. 
However, we will calm you down - stabbing the needle 
into the seat is not possible, according to experts, and 
a similar case in the Czech Republic or elsewhere in the 
world is not noticed. Occasionally, even the name 
associated with a doctor Eva Bendová is associated with 
this hoax - but she has never told on a similar case. 

Even after they were resolved, the students continued to 
discuss the topic of HIV infection, protection against 
infection, and suggested to ask the Biology teacher in 
more detail about the issue of HIV. 

One student tried to formulate a feature of hoax: little 
detailed information. The teacher added another feature: 
referring to an unknown or fictitious authority and giving 
examples. 

Message 3: A friend of mine noticed when buying at an 
unnamed supermarket that she did not buy lemons but a 
‘fruit food’ according to the label. They are already trying 
to experiment on the fruit and using the needles to pump 
the E, water and aspic to make it heavier! The most 
expensive are exotic fruits, where each decagram weight 
also represents ten K� items in its total price!  

The students immediately after reading the message 
began to critically evaluate: "It happens to chickens, we 
know it, but the fruit probably not." The teacher 
encourages thinking by asking, "Can you put water to 
a lemon?" Students argue against the truth of the message 
by thick rind of lemon (does not increase), damage at the 
injection site (brownish, rotting). 

The teacher also redirected her attention to the name 
fruit food. The discussion went on towards the 
experiences of students with different types of food. 

The teacher read the solution: 

Add to this the fact that it is precisely for this reason 
that supermarkets are starting to weigh fruit at the 
checkout, because they do not have to show the label, and 
we have an example of a hoax. However, inspectors of the 
Czech Agriculture and Food Inspection Authority did not 
encounter anything like this in their country. 

Until the end of the lesson, the students continued to 
discuss food weighing in supermarkets. 

B. Analysis 
Spreading false messages (hoaxes) is one of the risks of 

using digital technologies. Lower-secondary students are 
getting familiar with the topic in the subject Informatics. 
Protection against hoaxes is enlightenment, critical 
thinking and verification of messages from multiple 
sources. The topic is explicitly focused on the 
development of students’ critical thinking. 

The teacher appropriately chose teaching methods to 
support critical thinking: a case study and a method of 
asking questions supporting thinking. 

The method of the case study is to get students 
a description of the situation (case) and to solve the 
problem reflected in the case. The teacher selected 5 cases 
in the form of messages, where the task was to determine 
whether the report was true or false. In the lesson, students 
managed to solve 3 cases. About 15 minutes was enough 
to discuss a case sufficiently. These cases have the 
characteristics to be a good case study. They: 

• are short (3-5 lines of text) 
• have clear educational objectives (to critically 

evaluate the content of the message, to argue, to 
identify hoax characters), 

• tell an interesting story 
• have an up-to-date topic (cash withdrawal 

security, HIV virus and its spread, consumer 
rights) 

• were a topic close to students' interests and life 
experiences, 

• provoke conflict (confronting conflicting views), 
• require decision-making; 
• allow generalization [21]. 

The teacher created a positive communication climate 
in which students spontaneously expressed their opinions. 
She used strategies to develop critical thinking: 

• development of reading skills – reading and 
translating Czech text, understanding, analysis of 
text content, 

• methods for understanding – explaining foreign 
and unknown words (demented, tram, aspic) 

• leading to the identification of key facts and ideas 
and their graphical representation – writing 
essential ideas on a blackboard; 

• exploitation of conflicts and contradictions, 
leading to argumentation – asking questions that 
support thinking, giving examples that refute or 
question students' arguments; 

• creating a space for presenting the views and 
attitudes of each student; 

• use of cross-curricular relations – with 
mathematics (symmetry, probability), with 
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biology (HIV virus, virus spread, action of 
microorganisms in fruits), with physics 
(properties of liquids). 

Solving the problem was organized by the teacher by 
voting. She formulated the question correctly so that 
students expressed the solution as their opinion ("Who 
thinks it is hoax?") supported by reasonable arguments 
and not as a fact for which they did not have enough 
information, time, ability. The student's solution was then 
compared with the real solution and with the arguments of 
the competent persons. This is a nice example of 
a didactic strategy to realize the difference between 
opinion and fact. 

The lesson was well structured. The first case dealt with 
the definition of hoax (false messages, which are spread 
mostly on the Internet). Some of the properties of the 
hoaxes (general information without verifiable details, 
referring to unknown or nonexistent authorities) have been 
identified in the second case and also on the basis of 
experience with the first case. The third case served to fix 
new knowledge about hoaxes and as a further task of 
critical thinking and argumentation. The lesson lacked 
a conclusion in which the teacher and the students would 
summarize the essential elements of the topic. 

C. Alternation 
The lesson was a good task on critical thinking, develop 

the skills of students in metacognitive field (to name the 
problem, propose solutions to the problem, formulate 
ideas, put argument, counter-argument, make decisions) 
and affective areas (to perceive views and opinions of 
others, actively assess the reliability of information to 
realize the importance of critical information evaluation). 
A suitable complement to the methodological procedure 
for developing critical assessment and decision-making 
would be to systematically summarize the arguments of 
the students (e.g. by writing on the blackboard) before 
finalizing the case so that students can evaluate all 
arguments said in the discussion. 

The weakness of the lesson was the area of cognitive 
objectives. There was a lack of reflection in which, after 
solving cases, students would reflect on the benefits of 
dealing with the case, what new they learned. The 
students’ attention was scattered, and the topics discussed 
in the analyzed messages were attempted to develop even 
after the discussion had ended in directions that were 
irrelevant to the objectives of the lesson. Therefore, it is 
quite likely that the knowledge of students remained at the 
level of solving specific cases and there was no 
generalization and knowledge at a higher abstract level. 

An alternative to the problem is to include a short 
summary after each case, in which the teacher stops the 
discussion on the topic of the case and deliberately 
redirects students’ attention to the lesson topic by using 
thought processes of generalization and abstraction: 

• after the first case: what is hoax, how it is 
spread, comparing the arguments of the 
students from the discussion with the arguments 
presented in the case; 

• after the second case: what are the 
characteristics of the hoax, identify the presence 
of general signs in both cases dealt with; 

• after the third case: identifying other general 
characteristics of hoaxes, summarize the 
curriculum. 

In order to identify as many general characteristics of 
hoaxes as possible, the selection of cases should include 
different types of hoaxes. 

To develop the systematic and interpretative skills of 
students, it is useful to write important summaries 
continuously on a blackboard so that at the end of the 
lesson they are arranged in a neat form (structured text or 
a mind map) suitable for students as notes from the lesson. 
The teacher will plan the resulting image of the board in 
advance. In addition to the notes section of the board, the 
teacher uses the rest of the board for working notes from 
the discussion (as it was at the analyzed lesson). 

Another alternative is the extension of cognitive 
objectives. In addition to knowing and identifying hoax 
(as one of the risks of using digital technology), it is 
important to understand what the risk of hoax is and how 
to protect from it. 

Cognitive objectives: 

A. to describe the term hoax and explain its 
meaning, 

B. to give an example of hoax, 
C. to identify hoax characteristics in the example, 
D. to list the general characteristics of the hoax, 
E. to explain why hoax is harmful, 
F. to tell how to protect from hoax. 

The analyzed lesson covered objectives A - D. All 
objectives A - F could be realized in one lesson if the 
number of cases solved was reduced to two or the time 
was more closely guarded (not to discuss about something 
else). Another solution is to focus on the next Hoax lesson 
on the E and F objectives with new types of activities. 

Tasks 

1. From the hoax database on the Czech portal 
http://www.hoax.cz/, select three examples suitable 
for case studies for lower-secondary school 
students. Argument your choice. (task on study 
resources, decision making, argumentation) 

2. Prepare the final image of the blackboard with 
notes from the lesson. (task for systemization, 
interpretation) 

3. Suggest the following lesson, which predict the 
fulfillment of objectives A - D and has objectives 
E, F as an input knowledge. Recommended 
sources: zodpovedne.sk, hoax.cz (a creative task). 

IV. DISCUSSION 
Other case studies of the Collection of Critical and 

Creative Thinking Strategies in the Preparation of 
Informatics Teachers are also based on other topics from 
the informatics environment. After the collection is 
created, we want to apply these case studies to teaching 
subject field didactics – Informatics Didactics and verify it 
in class. In addition, we also aim to develop tools for 
assessing the level of professional skills acquired at the 
level of individual components of practical teacher 
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training. Then to define the standard of practical teacher 
training of teachers in Informatics Didactics with regard to 
professional psychodidactic abilities of students and 
graduates of Informatics teaching. It is followed by the 
phase of the results popularization of applied research in 
the verification of case studies and strategies in the 
practical preparation of students of Informatics teaching. 

We want to deal with the topic of practical teacher 
training, so our vision to the future is to update the model 
of didactic training: to improve the practical teacher 
training, especially its reflexive component, to extend the 
range of practice, to create new types of practice, e.g. 
practice in extracurricular environment (clubs, camps) or 
pedagogical internship focused on all processes connected 
with the activity of a teacher at school. 

The aim is to acquire teaching competencies based on 
the professional standard of the novice teacher, getting to 
know the real  teaching models, education and school life, 
create the basics of professional competences, deeper 
understanding of students and their learning processes, 
build relationships with students and to create a positive 
attitude towards education, to gain self-confidence and 
motivation for the choice of a profession – a teacher. 

V. CONCLUSION 
In conclusion, it would appear our prediction that the 

development of critical thinking will have an increasing 
character in the coming years. Given the rapid evolution 
of the world, the information era, it is very difficult to 
predict what jobs will exist in the future. While in the past 
education has determined one profession that one carries 
out mostly throughout his working age, people are 
changing professions and employers today. As changes 
happen in the world, education must adapt to what is 
needed in the future. One approach is not to prepare 
students for a particular position, but to give them a set of 
skills to use in their positions in the future. World 
Economic Forum claimed that the future of jobs will 
include one of the abilities of using reasoning and logic to 
identify not only weaknesses but strengths of alternative 
solutions, approaches or conclusions to problems, i.e. 
critical thinking. It will be a growing part of core skills 
requirements for many industries such as Business and 
Financial Operations, Architecture and Engineering, 
Management, Computer and Mathematical [22]. 

If we want education being able to think critically, it is 
essential for teachers to have this ability. Only if they can 
think critically, they can educate critically thinking people 
capable of succeeding in the future. Our goal is to 
encourage pre-service teachers to think critically and to be 
as best prepared for the future as possible thanks to the 
case studies collection we create in the field of 
Informatics. Moreover, we realize that we need to 
motivate pre-service teachers for their future profession to 
remain in education after graduation. That is why we 
consider it important to have close contact with practice 
while innovating our approach through a new model of 
practical teacher training that we want to pursue soon. 
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Abstract- Nowadays many heavy plastics are being replaced 
by composites for their application towards weight-to-power 
ratio. It is identified that by reducing the weight of the 
automotive we can drastically increase the power of the 
automobile. Another interesting fact is that the composition 
of the composite can be changed. We could increase or 
decrease the elasticity, mouldability, ductility and many 
other properties by the different production method. There 
are some parts where a smooth finish is required for user 
interface and some places were a rough finish is needed for 
thermal resistance or any other external sources. Generally, 
the ergonomic of an automobile is really complicated due to 
its numerous plastic parts which are being replaced by 
composite but the wear and tear of the composites are really 
high and cost are high we need to find a material which can 
resist a lot of wear and tear so that it’s an one-time 
investment. The main goal of presented paper is to bring 
simulations software into the educational processes for 
students with technical focusing and enrich their knowledge. 
Our priority is to identify high strength fibres (Carbon and 
Cordenka filler) which are compactable with a 
thermoplastic, which is lightweight and easily mouldable to 
the selected component. By the fibres strength and moulding 
property we can achieve the desired quality as mentioned 
above.  

I. INTRODUCTION 
Educational environment is very simply said environment 
in which educational processes take place. These can be 
characterized as deliberate, systematic, organized 
processes, processes where one subject is taught and the 
other subject or technical device provides this learning. 
Improvement, streamlining, modernization, innovation, 
etc. are terms we hear daily in relation to the educational 
process in our schools. [1] On the one hand, we are talking 
about what we need to change in our schools, to be truly 
innovative, to have an educational process that responds to 
the demands of the times, but at the same time we often 
say that it does not reach the level and results that were 
desirable. [2] 
Our ambition is to create a bridge between the knowledge 
and practice. It is a priority for technical secondary school 
students to know how processes work in real production. 
 
 
 
 

 

 
 
 
Figure 1.  Educational process-continuous process [authors processing] 

 
No aspiring students can be unknowledgeable of plastics, 
but the conclusion to use a new material in life is 
demanding and important. [1], [2] It has both technical 
and economical consequences. It is important to consider:  

• The true perforation of the material category in 
the manufacturing area.  

• The rich availability or lack of the material and 
the technology targeted.  

• The performance of the equipment to be 
described.  

• The properties of the suggested materials.  
• The outlay.  
• The technical chances.  
• The environment binding to it. [3], [4] 

 
Figure 2 explains about the tremendous growth of plastics 
for the past few years. This is proof that the necessity of 
plastics is tremendously increasing day by day including 
their application. [3]  
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Figure 2.  Evolution of world plastic’s use [4] 

 
From above mentioned Figure we can see, that usability of 
composites is and will be considerable. In general, the 
meaning composites is a solid material which is composed 
of two or more substances having different physical 
characteristics and in which each substance retains its 
identity while contributing desirable properties to the 
whole material. For instance, a structural material made of 
plastic within which a fibrous material (such as carbide) is 
embedded and the whole material has the property of both 
the material. [2], [5] 
The use of composites in automotive applications has 
grown steadily in recent years and is projected to show 
further growth in the future. In spite of this growth, and 
not withstanding some key property benefits which 
composites offer, for example, reduced weight, design 
freedom, etc., at present, a major breakthrough in 
structural parts in high volume automotive applications 
has not been achieved. [4], [5] There are many reasons for 
this, not least the key issue of cost and manufacture. 
Where major inroads have been made, mainly in non-
structural and semi structural applications, cost-effective 
manufacture has been the key to composites being 
accepted. [6] The design of automotive components and 
structures using new materials (Fig.3) such as composites 
must therefore take due regard of material and 
manufacturing costs as a high priority if further significant 
growth is to be achieved. [7]  
Many problems and risks arise in the design and operation 
of complex logistics and production systems of designing 
of a new product. The large number of variants and the 
complexity of their evaluation do not give the designer or 
the manager the choice of the optimal solution for classic 
tools. 
This is the so-called local optimization effect that occurs 
not only in the operation of logistics and production 
systems, but also in their project. [3] This problem is 
particularly complex if we realize that optimization should 
be discussed not only at the production system or 
workshop level, but that optimization should be pursued in 
terms of enterprise-wide goals. It is common for these 
systems to be designed on the basis of narrowed views 
and criteria. If the project is too costly, modifications are 
made to be able to be implemented at all. Given the 
uncertainty of future production requirements, time 
constraints, financial constraints and unavailability of 
modern design tools; it is difficult to talk about overall 

optimization of system parameters. It often happens that 
there are shortcomings in the system project which do not 
allow the full use of all its possibilities. [2] During 
operation it is then necessary to solve the problems of 
additional system modifications, which is usually 
associated with further cost increase. Computer simulation 
is very suitable for solving the above mentioned problems. 
Aim of our scientific research is to use simulation 
software for a new suggested product. 

 

 
Figure 3.    Applications possibilities of composites materials [4] 

A. Work methodology 
       However, there are many other factors which must 
also be considered in the design of a composite part for 
automotive use. In many respects these factors also 
depend on the specific material or material combination 
being considered and, of course, the function of the part. 

• Material proposal 
The Thermoplastic matrix is Polybutylene Teraphthalate 
(PBT) and combined with different fillers such as Carbon 
Fiber and Cordenka.  

• Selected components 
In general, it is knowing that a car has more than 1000 
parts of thermoplastic composites in it, but choosing the 
apt component for the material is important so than we get 
the right usage from the material.  

• Design in Catia V5 software [4] 
Catia is one of the best designing platforms to work on for 
a automotive parts. We can design complex surface, solid 
parts and also import in simulation software for future too.  

• Simulation in Ansys 2019 R1software [1] 
Ansys is the best workbench to simulate a product via 
finite element analysis to simulate a problem.  Typically, 
Ansys users break down larger structures into small 
components that are each modelled and tested 
individually. A user may start by defining the dimensions 
of an object and then adding weight, pressure, temperature 
and other physical properties. Finally, the Ansys software 
simulates and analyzes movement, fatigue, fractures, fluid 
flow, temperature distribution, electromagnetic efficiency 
and other effects over time. 

• Calculation and results presentation 
Once we extract the solution from Ansys 2019 R1 we 
need to interpret in form of Graphs and compare the 
results. If the result is positive, we can proceed for the 
next step if not we need to alter in the previous step. 
Results will be presented in form using simulations 
software Ansys 2019 R1. 
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II. MATERIAL CHARACTERIZATION 

B. Polybutylene Teraphthalate (PBT) characterization 
Polybutylene terephthalate (PBT) is normally a 

thermoplastic with a (semi)-crystalline polymer and 
classification of polyester, manufactured by the 
polymerization of butadieniol and terephthalic acid. 
Polyethylene terephthalate (PET) and PBT are identical in 
structure - the only dissimilarity is the number of ethylene 
group present in the repeating units of the polymer 
molecules. Property such as solvents, shrinks very little 
during forming, is mechanically strong when it comes to 
PBT. PBT has also high Heat resistant up to 150 °C (or 
200°C with glass-fibre reinforcement) and can be 
considered with flame retardants to make it 
noncombustible. [4] 

TABLE I.   
THE IMPORTANT PROPERTIES OF PBT 

Chemical Resistance 

Acids-Dilute Good 

Alcohols Good 

Alkalis Poor-Good 

Aromatic hydrocarbons Good 

Greases and Oils Good 

Ketones Good 

Electrical Properties 

Dielectric constant @ 1 kHz 3.2 

Dielectric Strength (kV.mm-1) 20 

Dissipation factor @1 kHz 0.002 

Volume Resistivity(Ohm.cm) 1015 

Mechanical Properties 

Elongation at Break (%) 250 

Hardness – Rockwell M70 

Izod impact strength (J.m-1) 60 

Tensile modulus ( GPa ) 2 

Tensile Strength (MPa) 50 

Physical Properties 

Density (g.cm-1) 1.31 

Limiting oxygen index  

( % ) 
25 

Water absorption over -24 hours 
(%) 0.1 

Thermal Properties 

Heat- Deflection temperature - 
0.45 MPa (°C ) 150 

Heat-deflection temperature - 
1.8 MPa 

 (°C ) 
60 

Upper working Temperature °C 120- 

Properties PBT Monofilament 

Density g.cm-3 1.31 

Extension to break (%) 26.00 

Shrinkage @ 100 °C (%) 3 

Tensile strength GPa 0.5 
 
Important Properties of PBT are:  

• Excellent stain resistant and machining 
characteristics.  

• Enables efficient use of materials to reduce 
weight and cost.  

• Delivers excellent short-term mechanical 
properties, such as high strength, toughness, 
stiffness. 

• Good durability under thermal stress or harsh 
chemical environment, particularly in automotive 
applications.  

• Withstands short or long term heat exposure. 
• High electrical resistance and dielectric strength  
• Good creep resistance over steady and elevated 

temperatures. 
• Blocks ultra-violet radiation due to opaque 

appearances.  
• Excellent heat aging behaviour. 
• Chemical resistance (Dilute acid, Alcohol, 

aromatic hydrocarbon, ketone, oil, grease). [5] 
 

C. Tensile test of composites materials 
By understanding the ultimate tensile strength of 

the material we can confidently chose the material for the 
component. [8] Firstly we should have a rough idea about 
our component for instance it is assume that the 
component will definitely have a structural force acting in 
order to have the assurance we are going to examine the 
each fibres behaviour under tensile load. However to 
obtain these characteristics we are going to conduct a 
tensile testing in our fibres. Tensile testing is critical for 
selecting appropriate materials during research and 
development.  
Tensile testing can also be used to verify that materials 
adhere to minimum strength and elongation requirements. 
[4], [8] Consequences of not adhering to high standards 
can be severe both in monetary and human costs. Usage of 
improper materials may result in destruction of property 
and significant loss of life. The costs of disaster brought 
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about by utilizing substandard materials usually far exceed 
the costs of carrying out regular tensile testing. 
Preparation of specimen is same for all the two fillers. We 
are finding out tensile test (Figure 4) [8] according the 
pull out effect, for this the raw filler is required in form of 
threads or bundle. Firstly a thin sheet of PBT with 100mm 
in length and breadth is taken as placed as the bottom 
portion and the fibres are taken and placed individually to 
each side of the PBT as shown in the Figure 5 and 6. And 
next and another sheet of PBT with same dimensions are 
taken and placed on top of the fibres. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 4.  Tensile test performed by Zwick         
Universalpruefungsmaschine [8] 

 
According to thermodynamically knowledge we know 
that the melting point of PBT is 220°C so we are going to 
heat it slightly above its melting point so that PBT can 
merge with the fillers in atomic level. 
 

 

 
Figure 5.  Pressed specimen of composites material (PBT and 

Cordenka filler) [8] 

Material is heated at 225°C with press about 10MPa of 
pressure for nearly 10 minutes, against a teflon plate so 
that the thermoplastic is not melted towards the press. 

 

Figure 6.  Pressed specimen of composites material (PBT and Carbon 
fibre filler) [8] 

Even though after the serious money based problem in 
many Asian countries, PBT is mostly used in the 
electronic and electrical markets and the sale has never 
fluctuated. But quiet different in the markets of North 
America, Japan, and Europe where the application of PBT 
is mostly used in the automotive industry. [4]  

III. CHARACTERIZATION  OF SIMULATION SOFTWARES   
From the above results, calculations, graphs and 

study of each properties of the material we can assume 
that the material can withstand stress, strain, thermal 
resistant (for particular applications), and mouldability.  

Heat, wearablity, exposure to oil is the only 
concerns for a component inside the engine.  
But nowadays composite are mixed with multiple layers 
of thermoplastics for durability against heat, these 
complex composites are used as: 

• Engine air duct. 
• Brake pad. 
• Clutch lining and Plate. 
• Gasket Lining 

 
From the study of list of composites applications used in 
automobile two components are shortlisted, Air Duct and 
Engine Gasket. [9], [10] Air duct commonly used for 
inside or under the hood for the ventilations system of the 
air it could be for the air conditioning unit, air intake duct 
to the filter, or even in the manifold of the engine for the 
fuel and air mixture supplying. Designing Air duct can be 
done using Part design in CATIA V5. [4], [11],[12] In the 
Figure 7, the design of an Air duct is shown, the green 
portion is called the holder and the red portion is the path. 
 

Figure 7.  Design model of air duct used CATIA V5 [4] 
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The holders are designed in sketch tool and extruded after 
that a path is created for the body so that the 
circumference can follow the lead path to the other end 
holder. The path is determined by the follow up line so 
that it’s hollow to allow the passage of the fluid or air 
depending upon the usage. [12] Try to fillet the edges 
connecting the holder and the pipe because sharp edges 
may cause more stress for the simulation during total 
deformation default radius size 5mm can be used [4], [12] 
Ansys workbench 2019 R1 is the software used in 
presented paper. It consists of three stages pre-processing, 
solution and post processing. We are going to analyse a 
single component in 2 different materials using the same 
force applied so that we can identify the best material 
(Fig.8). 

 

 
Figure 8.  Design model of air duct used Ansys 2019 R1[4] 

The first option engineering material is the most important 
part to be noted because this is the part where we enter the 
Engineering data where the material properties for the 
four different composites are to be entered. [14], [15] In 
the toolbox chose the linear elastic tab and chose the 
isotropic elasticity and under that change the Young's 
modulus according the graph results obtained before by 
the tensile test, after that change the Poisson ratio to 0.4 as 
the standard ratio for the composites. [16], [17] In the 
conditions of strict monitoring of the launch of a new 
product, it is necessary to verify the possibilities of 
planned systems and to find innovative and successful 
solutions. [18] However, the requirements for changing 
technological or organizational issues entail certain risks. 
Simulation programs help us mitigate these risks by 
allowing you to model the work environment and simulate 
the consequences of different decisions. The result is 
greater confidence that the proposed solution is right for 
the organization - before approaching its implementation. 
There is no world class business that does not use 
predictive technology as a standard management tool. [15] 

IV. RESULTS AND DISCUSSION  
The Young´s Modulus for Carbon fibre in the PBT 

matrix is calculated as 68960 MPa using the tensile test 

results. [18], [19], [22] The results from the total 
deformation is identified and created in the Table 2 for 
better understanding. Figure 9 shows the Total 
deformation for the material carbon fibre. 

TABLE II.   
RESULTS OF TOTAL DEFORMATION FOR PBT-CARBON FIBRE 

Time [s] Minimum 
[mm] 

Maximum 
[mm] 

Average 
[mm] 

1. 0. 7.6668e-003 1.9836e-003 

 

 
Figure 9.  Total Deformation of PBT-Carbon Fibre [4] 

 
Table 3 represents the results of maximum and minimum 
of stresses acting in the component due to the force 
exerted. Figure 10 represents the portions where the stress 
is distributed.  

TABLE III.   
RESULTS OF TOTAL DEFORMATION FOR PBT-CARBON FIBRE 

Time [s] Minimum 
[MPa] 

Maximum 
[MPa] 

Average 
[MPa] 

1. 4.4678e-009 1.7588 0.53918 

 
Figure 10.  Equivalent Stress for PBT-Carbon fibre [4] 

The Young´s Modulus [23] for Cordenka is calculated as 
7435 MPa using the tensile test results. The results from 
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the total deformation is identified and created in the Table 
4 for better understanding. Figure 11 shows the total 
deformation for the material Cordenka. 

TABLE IV.   
RESULTS OF TOTAL DEFORMATION FOR PBT-CORDENKA 

Time [s] Minimum 
[mm] 

Maximum 
[mm] 

Average 
[mm] 

1. 0. 7.3424e-002 1.7652e-002 

 

 
Figure 11.  Total Deformation of PBT-Cordenka [4] 

Table 5 represents the tabulated results of maximum and  
minimum of stresses acting in the component due to the 
force exerted. Figure 12 represents the portions where the 
stress is distributed. 
 

TABLE V.  RESULTS OF EQUIVALENT STRESS FOR PBT-CORDENKA 

Time [s] Minimum 
[MPa] 

Maximum 
[MPa] 

Average 
[MPa] 

1. 1.5754e-005 1.8746 0.532 

 

 
Figure 12.  Equivalent Stress for PBT-Cordenka [4] 

Table 6 are the presented values of maximum and 
minimum values in terms of mm/mm, also Figure 13 
represents the strain formation in the model. 

TABLE VI.  RESULTS OF EQUIVALENT ELASTIC STRAIN FOR PBT-
CORDENKA 

Time [s] Minimum 
[mm/mm] 

Maximum 
[mm/mm] 

Average 
[mm/mm] 

1. 8.4978e-009 2.5418e-004 7.7939e-005 

 

 
Figure 13.  Equivalent Elastic strain for PBT-Cordenka [4] 

V. CONCLUSIONS 
However, we have presented all the values and 

summarized the total deformation, equivalent stress and 
strain of all the two selected fillers. In general, we know 
that while assembling an air duct the stresses are high in 
the bent area so we need to identify the value which brings 
really less total deformation, stress and strain.  
In that category while checking out the stresses the lowest 
value has PBT-Cordenka. [24] We require the less value 
for the Total deformation in that case we can conclude 
that PBT-Cordenka is the suitable material type according 
to the shortlisted results. When executed in the Ansys, the 
total deformation is pretty much fluctuating when the 
forces is exerted the deformation is high only in the bent 
area and due to its good elastic property the deformation is 
pretty much balanced when checked with regarding to the 
volume presented in the Figure 14, which explains that 
there is no high change in the volume due to its high 
elastic property. 
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Figure 14.  Volume of PBT-Cordenka [4] 

About the equivalent stress, when the force is applied the 
stress is every distributed uniformly in the structure 
without any deviations. The maximum force is identified 
near the joint of holder and the pipe. Figure 15 shows the 
maximum stress in the component. 

 

Figure 15.  Maximum Stress in PBT-Cordenka Air duct component 

However, the properties of the material changes according 
to the application of the component in an automotive field 
so when a right property is merged with the exact 
component we are altering the weight to power ratio 
which means reducing the weight mutually will increase 
the power of the automobile.   

In the end of presented work, we want to summarize the 
advantages of proposed composites materials for 
automotive applications, as follows:  

• Infinite shelf Life. 
• Recyclable/reparable. 
• Impact resistance. 
• Chemical resistance. 

• No emissions. 
Limitations for composites materials are: 

• High viscosity. 
• High manufacturing temperatures. 
• Generally, more expensive (according to used 

fibres) 
 
The future of bridge between the knowledge and practice 
is focused to pedagogical researchers and will focused 
more on questions about the interaction of information 
and communication technologies with the educational 
process. We consider the results to which we have 
obtained out the study as inspiring and inspiring the field 
of education technology of students. 
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Abstract—The paper deals with the creation of effective e-
learning courses, the task which in many cases is non-trivial.
Many currently in use e-courses do not meet the principles of
e-course creation, thus significantly reducing their effectiveness.
In order of making it easier to identify deficiencies, we have
decided to design an experiment using eye-tracking technology
to pinpoint key areas in which it is necessary to enrich the e-
courses with interactive multimedia elements, explanatory notes,
etc. In the first part of the experiment, we will use a combination
of questionnaires, personal interviews, and eye-tracking methods
to identify gaps, or any suggested improvements to the content of
the courses. Subsequently, we will adjust the e-courses created
in this way according to the feedback received, following the
principles of e-course creation described in the literature. We will
verify the result with an experiment in which the control group
will study using the original e-courses, while the new courses will
be made available to the experimental group.

Index Terms—e-learning, e-courses, eye-tracking, construc-
tivism, LMS Moodle

I. INTRODUCTION

In the past decade, learning through various e-learning
courses has become ubiquitous. The implementation of educa-
tional ICT in both the developed and emerging countries has
reached a level, where it is no longer a technological but rather
didactic issue. In this article, we will summarize a number
of experimentally validated e-course creation principles and
propose an experiment to evaluate the courses we will have
created using the eye-tracking method.

E-learning is ideologically based on constructivism theory.
It is an approach to learning that is based on the idea that
cognitive process (learning) is the result of "mental construc-
tion". Students learn by linking new information with the
knowledge they already have. Constructivists believe that the
process of learning is influenced by the context in which the
idea is learned, as well as by the views and attitudes of the
student. Constructivism, as a theory focuses on the learning
process, and is largely based on the field of psychology,
which explains how people acquire knowledge and learn. Two
important schools of thought are based upon this idea of
constructing knowledge. First school claims, that students are
constructing new thoughts or opinions using that, which they

This publication was created thanks to the support of the Operational
Programme Research and Innovation for the project: False information in the
Internet environment - identification, content analysis, emotions, co-financed
by the European Regional Development Fund.

already knew. Students bring along their past experiences and
they influence the newly built knowledge resulting from new
experiences. The second school of thought claims, that learn-
ing is a more active process, rather than a passive one. Students
confront their previous experiences with what they observe in
current situation. If what the students observe is not consistent
with their previously gained knowledge, their understanding
will adjust accordingly to incorporate new information. The
students remain active during the whole process, they apply
new experiences, take notes of relevant details from them and
evaluate the consistency of older and newer information and
based upon this evaluation, they adjust their knowledge [1].
Zhu [2] claims, that education by means of e-learning is not
only conducted either objectivistically or constructivistically,
as two contradictory theories, but through a combination of
the two. Students collaborate online on assignments, in which
every student contributes with their present knowledge and
experience. The group members approach the information
and theory together and construct their knowledge in pro-
cess of online interaction. In other words, the knowledge
is constructed and skills are developed through working to-
gether with e-learning materials. With the development of
interactive technology and its widespread use, e-learning no
longer serves as a transfer medium for information, but also
encompasses collective learning, collaboration, asynchronous
and synchronous interaction between students and teachers.

From technical point of view, e-learning is divided into
several categories. Besides the traditional perception of e-
learning as online learning, it encompasses all the educational
activities, which are conducted by individuals or groups, online
or offline, synchronously or asynchronously using personal
computers and other electronic devices. M-learning is both
technically and content-wise a very separate subcategory. It
is a logical evolution of the idea of e-learning, taking full
advantage of mobile devices. M-learning allows students to
learn in various environments, while on the move without the
need to spend time in their classrooms or sitting at their desks.
E-learning and m-learning are also different in the design of
courses and user interface. In e-learning, we are allowed to
assume that the student is sitting comfortably at the desk,
in front of a large screen and can use a computer mouse
to navigate the interface. Therefore the courses can be more
complex, consist of images and multiple paragraphs of text
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and take longer to go through. In contrast, while creating m-
learning courses, we have to take into account the possibility,
that students are reading them on the go, using a device with
small screen, such as a smartphone and thus the courses need
to be shorter, simpler and the lecture must be confined to a
narrower context [3].

Based on time synchronicity, e-learning is divided into syn-
chronous and asynchronous. While synchronous s e-learning
is dependent on time and based upon online chat, video-calls
and real-time communication between students and teachers,
asynchronous systems are time independent. These types of
courses can be fully experienced while the teacher is offline.
Communication is carried out via email and message boards,
students go through the course independently and on their
own time. The advantage here is the time flexibility, while
the disadvantage is the somewhat isolated nature of learning
in this manner and the missing interaction between students
and teachers. An interesting combination is blended learning,
which combines the traditional education with online courses.
It takes advantage of the features of LMS1 and mobile devices.
Due to the ever increasing connectivity, people can create
entire virtual classrooms, in which the whole communica-
tion is carried out online, using group videoconference calls.
This concept breaks down geographic barriers and is called
"Anywhere learning". The lectures can be recorded and are
organized much faster than by traditional means. An extension
of asynchronous learning is a so-called adaptive learning,
which refers to automatic adaptation of e-learning materials
to individual students, considering his unique skill-set and
behaviour. Adaptive e-learning systems take note of students’
activities and adjust it’s operation based on this information.
This adaptation can take several forms:

• adaptive aggregation of content - serving different content
based upon simulation and games.

• adaptive presentation - presented information can be
enriched with prerequisite knowledge or additional facts
and explanations. The very same course lecture can look
very different to different students.

• adaptive interface - the interface can adjust based on the
needs of individual students [4].

Specific e-learning systems differ in their implementation,
license and focus. Besides widely used systems such as
Blackboard or LMS Moodle, there are specialized solutions,
like AdeLE 2, e5Learning or iDict. iDict is an e-learning
system designed for professional translators, which uses gaze
tracking to show relevant hints or translations of difficult words
and phrases. e5Learning allows teachers to set up restrictions,
such as the length of time students are allowed to look
at a single image or block of text. It’s features include a
rudimentary emotion recognition, recognizing the states of
"high concentration", "incomprehension" and "fatigue" [5].
e5Learning consists of three main components - Monitor of
Accessed Screen Areas, Contextual Content Generator and

1Learning Management System
2Adaptive e-Learning with Eye tracking

Emotion Recognizer. Using these three connected components,
the researchers can analyse on which areas of selected e-
course the students focus their attention, dynamically display
related information based upon the gaze of the students and
approximately recognize students’ emotional states, their level
of concentration, fatigue or to identify potential issues with
understanding the current lecture. In that case, the system can
display additional resources, explanations or if a pre-defined
amount of time has passed, suggest the student takes a break.
Similarly to other systems, e5Learning estimates the cognitive
load based upon the blinking frequency, fixations and pupil
dilatations [6].

At the Constantine the Philosopher University in Nitra,
we use the LMS Moodle to create and distribute e-learning
study materials. Due to it’s extensibility by various modules,
it allows us to create logs of student logins, activities and other
useful data. For example, in the area of student activity, we
note that a significant proportion of all students (14 out of 25)
have completed all the course activities, while only 4 students
have completely ceased to be active in the course after the first
few hours. The rest of the students sometimes did not fulfil
a specific activity, but participated in most of the activities
offered.

Fig. 1. Visualisation of student activities.

In contrast, we see great potential in improving the regu-
larity of students accessing the e-courses. When looking at
e-course access logs, we have to state that students show
most interest in e-courses at the beginning of the semester
and during the exam period. The space for improvement is
therefore in the area of continuous student motivation, revising
and practising throughout the semester.

The purpose of this paper is to present a new approach
in assessing the benefits in both the evaluation of current
e-learning courses and by taking note of their shortcomings
to create new, more effective e-courses. Therefore, in our
research, we have raised the following research questions:

• Q1 How to accurately identify the problematic sections
of existing e-courses

• Q2 Which methods described in the literature need to
be used to design new e-learning courses in order to
maximize knowledge retention?
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• Q3 How to experimentally verify whether the new
courses brought the expected improvement in the results
and interest of the students in the presented lectures?

II. RELATED WORKS

In our pedagogical research, we focus primarily on mod-
ifying existing and designing new e-learning courses based
on the principles and methods that are explored and used by
psychologists, didactics, and online marketers. Erich Petlak’s
work has proven to be an invaluable source of didactic
knowledge. He describes the so-called "teaching principles" as
the most general or fundamental requirements that determine
the nature of the educational process in accordance with the
objectives and its basic patterns. They determine that it should
be appropriate, illustrative, systematic, etc. These principles
include inter alia the principle of clarity and the principle
of proportionality. It is these two principles that apply very
well to the use of e-learning courses where we can illustrate
phenomena and subjects with the use of multimedia and
dynamically adapt the courses themselves to the students’
biological and psychological abilities. We can also use Petlak’s
methodological recommendations as a template for e-courses
- to highlight important things, to continuously test students,
apply different methods of differentiated teaching [7].

The usefulness of multimedia in education is deeply ad-
dressed by Richard Mayer. He has published a number of
articles, in which various aspects of multimedia and many
generalized hypotheses and perspectives are discussed. The
basic premise of his work is that people achieve a deeper
understanding of the combination of words and images than
just the words themselves. This assumption is also called
the "multimedia hypothesis". What do we understand under
multimedia education? To Mayer, multimedia means a way
of communicating information via words (whether spoken or
printed) and images (such as illustrations, photos, animations
or video) at the same time. Such a broad definition en-
compasses various cases - multimedia encyclopaedias, online
learning games or textbooks. Mayer demonstrates the added
value of combining multiple media on an example. If the
mechanism of the bicycle pump is described purely by words,
students have little problem to remember individual processes
and to repeat them at the exam (test of retention), but they
do have problems in application of such knowledge in a test
focused on problem solving skills (test of transfer). In contrast,
an animated picture showing the movement of the pump’s
piston without any explanatory text wouldn’t help the students
in neither of the aforementioned situations. If we chain the
animation with an verbal explanation, students do score better
in both the tests of retention and transfer of knowledge. Mayer
calls this effect the "multimedia principle".

There are two widespread explanations of this effect -
quantitative and qualitative. The quantitative view is that if we
present the information in two ways, the student de facto per-
ceives the substance twice, just as on a two-lane road, twice as
many cars can travel at the same time. Mayer rejects this view
because of his incompleteness. He rejects the assumption that

words and images are two equivalent ways of presenting an
idea. In contrast, a qualitative perspective says that words and
images are qualitatively different, but complementary and that
human understanding is increased when students can mentally
integrate visual and verbal representations of the same idea.
The qualitative view assumes that these two media are not
equivalent, and that words are useful for presenting a certain
type of ideas, for example, ideas more abstract in nature, while
images better present intuitive, harder to describe processes.
Understanding occurs when students build meaningful links
between verbal and visual representations. However, image
materials are not all equally effective. Although current tech-
nologies make it possible to create excellent visualizations, this
does not mean that all teachers are properly trained to create
and use them. It is therefore necessary to carry out further
research and education on how people learn from illustrations
and texts and how to properly create multimedia materials [8].

Mayer further develops the principles of creating multime-
dia teaching materials and explains his model of multimedia
learning. It is based on three principles of cognitive science:
the dual channel principle, the principle of limited capacity
and the principle of active processing.

• Dual channel principle - people have different processing
channels for visual and verbal information.

• The principle of limited capacity - people can simultane-
ously handle only a few elements in each channel.

• The principle of active processing - significant learning
occurs only when students actively process information

It is therefore important for teachers to create multimedia
materials that encourage cognitive processes of selection,
organization and integration, without overloading visual and
verbal channels in memory.

To reduce unnecessary processing unrelated to the matter,
Mayer lists five principles:

• Coherence principle - removal of excess material.
• Signalling principle - highlighting important material.
• The principle of redundancy - people learn better from

images and interpretations than from images, interpreta-
tions and text.

• The principle of spatial context - Follow-up text should
be placed near the corresponding part of the image.

• The principle of temporal context - Images and interpre-
tation should be presented simultaneously [9].

In [10], Mayer further explores the effects of following
Mayer’s multimedia principles in creating the lectures for
medical students. His team has created two groups, a control
group of 37 subjects, taught by teachers using pre-existing
study materials. The second, experimental group, consisted
of 43 students of the same year with the same matters
presented, but with a presentation modified using Mayer’s
principles. In this presentation, the bulleted text has been
replaced by a visual representation. In addition, all images
and text not directly related to the content of the lecture have
been removed. According to Mayer’s signalling principle, all
the important parts were highlighted in a different color and
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larger font. The graphs and the follow-up text were placed next
to each other, according to the principle of spatial connection.
Finally, based on the modality principle, the slides explaining
the complex substance were replaced by visual representation
and supplemented by spoken explanation. These adjustments
reduced the number of slides from 35 to 28.

The students have been given a pre-test, an immediate post-
test one hour after the lecture and delayed post-tests 1 and
4 weeks after the lecture. The tests were all identical and
lasted 10 minutes. Students who missed one or more tests
were discarded from the experiment and the final number of
student subjects was reduced to 40 in the experimental group
and 31 in the control group. The results of the experiment
showed a significant improvement in the effectiveness of the
lecture in the experimental group not only in the short term
- test of retention, but also in the long-term application of
knowledge - test of transfer [10].

No less important than the multimedia inclusion are the
typographic properties of the text. The importance of text
features such as font, spacing and so on was covered in [11].
Demir and Ceylan, among other things, describe the term font,
as a word including all the features of the text, such as font
character, style and size. It is therefore necessary to choose the
correct font for readability and visual impression of the course.
They claim that serif fonts are more readable than sans serifs
and discourage combining serif and sans serif fonts in the same
text category. The spaces between letters, words and lines are
also important. Properly selected letter spacing is crucial for
readability.

For qualitative assessments of e-learning systems and
courses, many research teams have focused on modeling stu-
dent behavior. Therefore, studies are conducted using question-
naires, various modules in e-learning systems and data mining.
In [12], authors model user behaviour in e-learning based
on interactive animations. The behaviour of the experimental
group fulfilled expectations and showed that the addition of
interactive animations to the e-learning course increased the
frequency of course access. It is also interesting to note that
the control group, which did not have access to interactive
animations, was less attentive to the lessons learned, even
though they had been given a written test. In addition, in
the questionnaires, students included in the control group said
they were often frustrated and irresponsible. However, the
results also show a trend of decreasing these differences in
both groups, which may be due to more similar e-courses
containing interactive animations.

An important tool in exploring how students approach study
materials is the eye-tracking method. It’s use is mentioned in
[13]. In a study aimed at distinguishing between the categories
of learners - verbalizers and visualizers - using the eye-tracking
method, the authors used the lengths and concentrations of
fixations to create a map of transitions where the difference
between these two categories is easily visible to a naked eye.
Verbalizer fixations are mainly concentrated on the text of the
lesson, while visualizers often skip from text to illustrations
and back. Such a map of transitions can be very helpful in

personalizing e-learning courses based on the learner category
[14].

III. MATERIAL AND METHODS

The eye-tracking method itself is a historically well-
researched method as it is much older than, for example,
face detection. The first eye movement recording was created
in 1901 using a photochronograph (Thomas Clinet). How-
ever, the eye-tracking method has improved over time, using
mathematical algorithms to determine the pupil’s position, it
has become a modern technology that examines eye move-
ments while reading or concentrating on a particular product
(use in neuromarketing). The eye-tracking method allows the
subject to read texts without interrupting the reader’s pace
[15], while providing valuable data regarding text observation,
as it allows for continuous monitoring of movements and
variations of pupils’ size during reading. The movement of
the eye is partly controlled from the middle brain, that is, it is
not fully controlled by human consciousness. Therefore, the
movement of the pupil is not influenced by the reading. In this
respect, the eye-tracking method provides relatively accurate
information about eye movement. The various movements that
can be recorded via eye-tracking include tracking, shaking,
circling, panning, fixation and saccades. The most important
movements that are evaluated by the eye-tracking method are
fixations and saccades. When reading or observing a particular
situation, the eyes of the person do not move smoothly along
the lines, but they "jump" along. While reading, it is the
movement between the words when one can perceive 2-4
different words at the same time and therefore can read the
text quickly. In the case of observing images, or watching a
particular life situation, a person can focus on a particular
point of interest in the situation. This stop is called fixation
and the jumps (moving to another observation point) are called
saccades.

Based on previous studies, there is a consistent link between
human fixation and cognitive processes [16]. Mapping the
content of where and how long a person is looking at reading
is a graphical technique [17] which seeks to illustrate the un-
derstanding of the content of the learning material provided by
students. The result of such mapping is a graphical conceptual
map that can help researchers understand how students work
with the provided learning materials, while summarizing and
synchronizing knowledge [18].

There are several types and price categories of eye-trackers
on the market. in [19], authors compare several parameters
of the Pupil Labs eye-tracker and a much more expensive
EyeLink 1000. In the calibration, although more expensive
equipment was more accurate, both devices were comparably
good. Pupil Labs lost calibration more quickly and had to
be recalibrated to ensure maximum recording accuracy. How-
ever, in general, the accuracy of the Pupil Labs recording
lags behind the significantly more expensive EyeLink 1000,
especially in the tasks where the so-called micro-saccades have
been measured. Pupil Labs eye-tracker also often failed to
detect blinking.
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When measuring the contractions of the pupils, there were
differences in the measured values, measuring a larger area in
case of either Pupil Labs, or EyeLink 1000. This was different
in various participants and within the group this effect may
be lost. Therefore, both devices are suitable for measuring
variations in pupil size [20].

However, this does not disqualify Pupil Labs from use in our
experiment, although it is necessary to take into account the
greater tolerance in the size of so-called Region of Interest
(ROI). That being said, Pupil Labs is almost unusable for
experiments where it is necessary to record micro-saccades
as it captures only 55% of them. Head movements also
have a very negative impact on measurement accuracy, which
is true for every eye tracking device. The software supplied
with the Pupil headset also has other, useful features for our
experiment. We can use the so-called chessboard markers to
generate maps of interest (heatmaps), that show which parts
of the course the students are most interested in. In addition, it
uses the ZeroMQ framework for interprocess communication,
allowing additional programs to connect to it. In this way,
we can record a lot of data, such as the size of pupils, blink
occurrences, as well as the detailed position of the pupil with
respect to the user’s head, but also the text he is looking at.

Fig. 2. Chessboard markers generated and used by Pupil Labs.

Changes in pupil size over time also indicate changes in
cognitive load. Similar to e5Learning, in our experiment, we
assume that we will be able to use a pattern that increase
in the blinking frequency and the frequency of fixation, or
an increase in the radius of the pupil, indicates that the
user has experienced a section of increased concentration
or misunderstanding. In [20], authors build on the work
done in creating the e5learning system, aimed at detecting
and analyzing emotional states while studying e-courses. The

participants of the experiment were tasked with solving tasks
requiring knowledge of the Pythagorean theorem. Tasks fell
into three categories of difficulty: Easy, difficult, and unsolv-
able. The participants dealt with tasks one by one and were
instructed to speak out their thoughts aloud. Due to this, it
was possible to match changes in eye behaviour with specific
phrases during task solving. The results of the experiment
reinforced the theory that the size of the pupil represents
the function of cognitive load and mental effort. However,
as dilatation is also dependent on external influences, e.g.
on the intensity of illumination, pulses, etc., other parameters
such as fixation lengths, saccades, and blink rate, as well as
other indicators, such as mouse movement and clicks, must be
considered. Using the provided Pupil Headset and EmoSense,
a data aggregation application created at Constantine the
Philosopher University, we can record and visualise, among
other parameters, changes in pupil diameter throughout various
experiments.

Fig. 3. Changes in pupil diameter during the pre-experiment

In [21], eye-tracking has been used to explore the influence
of various types of pictures on the reading speed. It’s been
shown, that people read the selected text slower, when there
were relevant images added to it. This phenomenon can be
explained by people spending more time and effort identifying
the relation between the text and the picture. In contrast, when
confronted with pictures unrelated to the text, for example
advertisements, the reader often got distracted and a greater
degree of regressions and repeated readings have has been
observed. That being said, there was no link between the
content of the images and information retention [21].

Conversely, in [22], eye-tracking has been used in the pilot
study to evaluate the user interface design of the proprietary
Blackboard e-learning platform. Users were asked to browse
through different pages and use different tools available in
Blackboard. In analyzing the data obtained, researchers con-
centrated on fixations, transitions and dilatation of the pupils.
The choice of these investigated variables was based on the
fact that by combining the areas of fixations and the dilatation
rate of the pupils, it is possible to identify places of interest
and at the same time to determine cognitive load.
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At the outset of the present research experiment, it will
be necessary, from a pedagogical point of view, to take the
necessary steps to assess the quality of the currently avail-
able e-learning study materials in the Computer Architecture
course. Since students studying the e-course are graduates
from different types of secondary schools and thus have
different initial levels of knowledge, it is necessary to assess
how they read and understand the study materials provided by
us. Based on this, we will follow these steps:

1) Divide the students into control and experimental groups
2) Provide enough study time for studying to each group.
3) Provide students with the opportunity to give feedback

on the current quality of study materials provided.
4) Evaluate the results obtained from the questionnaires.
5) Identify the problematic sections in the e-learning

courses and the teaching approach.
6) Utilize the personal interview method
The experimental group will consist of 20 students, whose

eye movements will be captured using the Pupil Labs headset.
The control group will also consist of 20 students, who
will study the courses without eye-tracking supervision. Both
groups will be given a questionnaire, in which they will
describe the quality of supplemented e-courses on a 9-point
scale. We will be including these information in the question-
naire, to take into account the variables, which could affect
the perception of the learning materials:

• sex,
• age,
• type of secondary school,
• relationship to computer science,
At the same time, the questionnaire will include questions

describing the quality of learning materials:
• clarity of the structure of the study material,
• sufficient readability of the course,
• interactivity of the included multimedia and the course

itself,
• wealth of provided information,
• attractiveness of education delivered in this way
Since students can unconsciously provide misleading an-

swers in a questionnaire, or to tell only a partial truth, we
will be utilising the personal interview in addition to the
questionnaire. We assume, that by applying this method we
will gain relevant answers to our questions and concurrently
these answers can be compared with the answers given in the
questionnaire. From our already conducted pre-experiment, we
have already gained technical insight on the conditions neces-
sary for successful execution of our suggested experiment:

• The experiment must be conducted in a well-lit room,
• The computer screen must be placed perpendicularly to

the windows,
• The text of the course needs to be adjusted so that it

always fits on the screen,
• The ROI must be bordered by the chessboard markers,
• The student must be told not to move head if not

absolutely necessary,

• After 5-10 minutes, the Pupil Labs headset must be
recalibrated.

From technical point of view, our pre-experiment has fol-
lowed a similar approach to the one we describe for our
suggested long-term experiment. Firstly, we’ve selected a
chapter of an e-learning course, such that it would take a
subject between 5 and 10 minutes to read, to lessen the
negative influence of decreasing headset calibration and re-
duced accuracy of the recording. After that, we’ve divided
the chapter into four parts so, that each part could fit on a
computer screen while adding the aforementioned chessboard
markers around the text . After calibrating the headset, we’ve
instructed the subject to avoid significant movements, changes
in head position, distance from screen and to ensure that after
changing the page of the chapter, all the tracking markers stay
visible. We have repeated this pre-experiment on a group of
25 students, none of which has read the chapter before, nor
have been part of any similar experiment. The pre-experiment
has given us an insight into possible future uses of eye-
tracking in educations. As the pupil headset can recognize
combinations of the generated chessboard markers, it provides
near limitless possibilities of tracking surfaces. For example,
the markers could be used to mark areas of a classroom and
allow researchers and teachers to discover various sources of
distractions, to which the student’s gaze might gravitate.

Using the open source software supplied along with the
Pupil Headset we can generate heatmaps, visualising the time
the subject’s gaze spent on an area. Using default settings,
the generated heatmap (Fig. 4) has low granularity, which has
high informative value in terms of depicting the concentration
of the gaze in wide areas, for example to identify distracting
effects, or to better align the navigation and control elements.

Fig. 4. Low granularity heatmap generated by the Pupil Headset.

Such heatmaps do not, however, provide precision to a
singular words, which we are in need of for this experiment.
By adjusting the parameters of the heatmap generating plug-
in, we were able to gain 10x increase in fixation depiction
granularity, which allowed us to pinpoint the fixation tracking
to individual words and even syllables.
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Fig. 5. High granularity heatmap generated by the Pupil Headset.

These heatmaps were subsequently merged together and by
using the graphical editor GIMP3, we have filtered out short-
term and less intensive fixations, represented by the blue and
green color. Fig. 6 shows a composite of 25 heatmaps retaining
only the most intensive and long-lasting fixations.

Fig. 6. Composite heatmap.

By manually analysing the composite heatmap, we have
been able to create a word cloud representation of the most
fixated-upon words and phrases (Fig. 7). Such representation
can be further utilised while devising the questionnaire sup-
plementing the data gathering of the future experiment.

Fig. 7. Composite heatmap.

3GNU Image Manipulation Program

IV. DISCUSSION AND CONCLUSION

Based on our pre-experiments and related works, we as-
sume that the data obtained from the proposed experimental
group will help us to identify shortcomings and possible
improvements in the content and form of the current Computer
Architecture e-course. After analyzing and editing the e-
course, we also propose an experiment in which we will reuse
two groups - experimental and control, to verify the effect
of the changes. The new control group will continue to study
with the established learning materials in the e-learning course,
while the experimental group will study the already modified
course. Subsequently, we will compare the study results of
both groups and analyze the new data obtained by the eye-
tracking method.

The preliminary experiment gave us valuable insights into
the appropriate procedure to be applied in the experiment
itself. It has also generated the first output data in the
form of video recordings and heatmaps created. Using such
maps and careful observation of the acquired gaze-tracking
records, we were able to identify the words that students
were most focused on while studying the submitted study
text. In case of the first page of our experimental text, the
most fixated upon words and phrases were: Central Processing
Unit, programmable, ALU, control unit, registers, addressing,
instruction channels, internal cache memory, memory access
time, etc. However, since such fixation clusters have also
occurred in the case of general words and phrases, it is
appropriate to ask whether the students paused at those words
because of the lack of understanding, increased interest in the
notion or due to an unusual syntax of the sentence in which
these words occurred. Among other things, it is necessary to
note that a number of words with pre-existing explanatory
notes did not arouse the interest of the students despite their
technical nature, the context of the text and the strong color
coding. As one of the questions of the follow-up questionnaires
and personal interviews, we should ask whether these words
were insufficiently marked, or if they were uninteresting to the
students or they had already known them.
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[12] M. Magdin and M. Turčáni, “Modeling behavior of students in e-learning
courses on the basis of use interactive animations,” vol. 15, pp. 62–68,
01 2016.

[13] N. Tsianos, P. Germanakos, Z. Lekkas, C. Mourlas, and G. Samaras,
“Eye-tracking users’ behavior in relation to cognitive style within an
e-learning environment,” 07 2009, pp. 329–333.
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Abstract—This paper presents an overview of several 
modeling methods, tools and approaches which are suitable 
for the network protocol design. In the beginning of the paper 
the necessity of the modeling usage during the protocol design 
is explained. Then Petri Nets features are summarized 
together with their basic definition and explanation on simple 
graphical model example. Later, Colored Petri Nets are 
presented with emphasis on differences from original Petri 
Nets and their features are explained on graphical 
representation of simple model created using CPN Tools. The 
paper is concluded with a brief explanation of modeling 
approaches most suitable for network protocol modeling. 

Keywords—Modeling, Network Protocol, Petri Nets, Colored 
Petri Nets. 

I. INTRODUCTION 
The design of the network protocol is a very complex 

task. Especially if a goal of the resultant design is supposed 
to be robust, secure and effective. The designers of the 
network protocol need to tackle various difficulties which 
arise during the design phase often caused by the 
complexity of the designed protocol. Any design of the 
complex system is inherently prone to various design 
flaws, missed features or just simple inaccuracy. Even if 
the designers are confident that the proposed design 
doesn’t contain any major or functionality breaking flaws, 
it is definitely necessary to verify proposed or finished 
design based on the specifications.  

It is obvious that inaccuracies and flaws are harder to 
fix during the implementation of the network protocol than 
during the design phase. That’s why it is advised as early 
as during the design and verification phase to incorporate 
some of the methods and tools which help to ease or 
sometimes even mitigate the issues associated with 
protocol design. 

Some of the most used methods which are designed to 
aid during the complex systems design are Formal 
Description Techniques (FDT). The basic characteristic of 
these methods is notation which unambiguously represents 
designed specification of the proposed network protocol 
and its support mechanisms. It also enables the user to 
observe the design specifics using the mathematics.  

Unlike the design description written using language 
such as English which can cause ambiguity, Formal 
Description Techniques provide tools to prevent these 
unwanted effects. However, the usage of FDT itself does 
not guarantee correctness of the proposed design but their 
application helps to properly address all the requirements 

during the system design phase. One of the most known 
and used Formal Description Techniques for modeling and 
network protocol verification are Petri Nets with various 
modifications such as for example Colored Petri Nets. 

II. PETRI NETS 
Petri nets were named after the German professor Carl 

Adam Petri who first mentioned them in his dissertation in 
1962, which was written to conclude his studies at 
University of Bonn. They are graphical and mathematical 
tool widely used for modeling, analysis and verification of 
concurrent processes and distributed systems in many 
different areas of research and engineering such as for 
example various parallel systems, artificial intelligence, 
manufacturing systems, control and communication 
systems, computer networks and digital systems [1]–[4].  

Theoretical base of Petri nets is usually used for 
modeling and system analysis and visualization of already 
modeled system is represented by graphical features. 
According to various sources, the main point of Petri nets 
success is mentioned combination of strong mathematical 
foundation combined with graphical visualization. Petri 
nets are usually classified as model-oriented formal 
methods which are used to model system status and its 
changes [5]–[7].  

Formally are Petri nets defined as bipartite directed 
graph which consist of two node types called places and 
transitions connected together with arcs. Formal definition 
of Petri net could also be written as triple: 

 
where P and T are disjoint finite sets of places and 
transitions and 

 
where  is set of 
arcs. Each transition may have positive or zero number of 
input and output places. Each place can also contain zero 
or positive number of tokens denoted with maximum 
capacity and each arc has zero or positive number 
assigned, representing its weight. The transition can only 
occur if it is activated, which means that following 
conditions are met [2], [3], [5], [6], [8]: 

� number of tokens on input place is greater or 
equal to weight on arc leading to transition 

� capacity of output place is higher or equal to arc’s 
weight leading from the transition 

  If the model constructed with Petri nets is used to 
study system changes, each place is usually assigned a 
nonnegative integer number representing mark count in 
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this place. However, if the modeled system is studied from 
the event and condition point of view, conditions are 
represented by places and events are represented by 
transitions. Mark inside one of the places could be 
interpreted as condition validity [2], [5], [7], [9]–[14]. 
Example of simple Petri net graphical representation is 
shown in Figure 1. 

 

 
Figure 1: Graphical representation of Petri Net 

 
The example Petri net shown in Figure 1 consists of 

three places represented by circles with gray background 
(P1, P2, P3), three transitions represented by squares with 
gray background (T1, T2, T3) and several arcs with their 
weights in the middle of the transition line. Some of the 
places have also several black circles inside which 
represents tokens present in the place. Only transitions 
with bold border are activated. For example, transition T3 
is activated, because input place has two tokens and input 
arc has weight one. This means, that input condition is 
satisfied. Accordingly, output place does not have 
maximum capacity stated and the output arc has weight of 
number one. It is also worth to notice, that transition T2 is 
not enabled. This is caused by the fact, that input place P1 
contains only one token and input act has weight of 
number two, which means that input condition is not 
satisfied. However, after the transition T3 fires, the new 
token gets assigned on place P1 and transition T2 became 
enabled.  

Thanks to the long period of time the Petri nets are used 
in various fields, several add-ons and modifications of 
original Petri nets were made and are widely used. Some 
of the modifications are backwards-compatible, which 
means, that they can by rewritten using original Petri nets. 
The example are Colored Petri nets. However, some of the 
add-on networks add properties which cannot be modeled 
using original Petri nets formal definition. The example of 
incompatible add-on networks are Timed Petri nets [2], 
[4], [6], [9], [10], [15]–[17].  

Some of the most popular extension features not present 
in original Petri nets formalism are:  

� value assigned to token. Tokens in original 
nets are indistinguishable. 

� hierarchy. For example, tokens can contain 
other whole Petri nets, creating nested nets. 

� priorities on transitions. Transition cannot be 
executed if higher-priority transition is 
activated. 

� timing of the transitions. The time of each 
transition could deterministic or 
nondeterministic. 

� different types of arcs 
One of the most used modification which according to 
many sources [11], [12], [17]–[22] is suitable for network 
protocol modeling are Colored Petri nets.  

III. COLORED PETRI NETS 
Colored Petri nets (CPN) is a modeling language which 

combines useful features of high-level programming 
languages and foundation laid down by Petri nets. 
Graphics notation and primitives for modelling 
concurrency, synchronization and communication is 
provided by Petri nets. However, the high-level 
programming features are provided by CPN ML 
programming language, which is in turn based on 
functional language called Standard ML. The features 
supplied by CPN ML are data types, tools for compact and 
parametrized model creation and also primitives for 
describing data manipulation. Because of the described 
features, the CPN are classified as High-level Petri nets 
modification [11], [15], [16], [23]–[25].  

Formally could Colored Petri nets be defined as: 
 

where:  
� P and T are finite disjoint sets of places and 

transition. 
�  is set of directed arcs. 
� C is finite set of non-empty color sets. 
� V is set of variables with types, where type of of 

each variable is from C set. 
�  is a function, that assings color set C 

to each place from set P. 
�  is a function which assigns 

guard to each transition from set T. 
�  is a function which assigns 

an arc expression to each arc from set A. 
�  is a function which assigns 

an initialization expression to each place from set 
P. 

The great advantage of Colored Petri nets is its 
potential application on many different classes of systems 
which are usually part of the concurrent systems group. 
This is ensured by CPN not being aimed toward specific 
class of systems modeling, which in turn puts CPN into 
general-purpose modeling language classification. The 
typical use-case of Colored Petri nets is modeling of 
distributed algorithms, embedded systems, 
communication protocols, data networks. However, CPN 
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can also be used in more general systems modeling such 
as manufacturing systems, business processes, agent 
systems and business workflows [12], [15], [16], [26]–
[29].  

The other advantage of Colored Petri nets in 
comparison with original Petri nets is support of time, 
color and hierarchy in created model. Hierarchy enables us 
to compose large models from several smaller modeled 
parts. This principle is very similar to hierarchy used by 
object-oriented programming languages. Another 
advantage of hierarchical approach is module reusability 
inside of the same model or for future use. Time marking 
support enables us to set transition duration inside a 
modeled system [10], [20], [22], [30]–[32].  

Model verification is usually described as a process 
which is used to accurately check the model 
implementation and ensure, that it is modeled according to 
specifications. Essentially, the verification can be used to 
prove that certain system properties are fulfilled and 
undesired effects are absent from the model definition. In 
Colored Petri nets, verification is done by technique called 
State space analysis [11], [12], [32], [33].  

State space analysis has a very simple core idea behind 
the mechanism. It tries to compute all the reachable states 
together with state changes of the modeled design. After 
the computation is done, a directed graph of all the 
reachable states is constructed, whose nodes represent 
states and directed arcs represent events. Very useful 
feature of the space analysis in Colored Petri nets is, that it 
can be constructed fully automatically, without the user 
interaction. Fully constructed state space allows us to find 
answer to many questions regarding the behavior of the 
modeled protocol for example the constant reachability of 
a given state, absence of deadlocks or guaranteed service 
delivery of a proposed protocol [11], [22], [28], [30]. 

There are also several tools available to prepare a 
model with help of the graphical representation, following 
simulation of produced model, verification and formal 
analysis of the whole system. Even though Colored Petri 
nets have strong mathematical base, for practical usage of 
the CPN modeling software tools it is sufficient to 
understand the semantics and even more importantly 
syntax of the modeling language. We can observe, that this 
quality is similar to high level programming languages 
such as Python or C, which are widely used by successful 
software engineers, who do not always possess a 
knowledge about the formal definition of the selected 
programming language. That’s why even Colored Petri 
nets can by learned and used without studying all the 
formalism laying the foundation of this Formal 
Description Technique [12], [19], [24], [27], [34]. 

IV. CPN TOOLS 
Colored Petri Nets Tools, or more often mentioned as 

CPN Tools is a computer program originally developed by 
researches from Aarhus University, Denmark during the 
period from 2000 until 2010. Some of the most notable 
members of the development team are Kurt Jansen and 
Lars M. Kristensen who has published a book and several 
papers on Colored Petri nets. However, since 2010, the 

maintenance of the program is done by the team from 
Eindhoven University of Technology in Netherlands [12], 
[31], [35]. 

The main goal of the program is to provide all the tools 
necessary to model Colored Petri nets using the direct 
graphical drag-and-drop manipulation approach. All the 
tools inside the GUI are organized into several palettes. As 
an example, we can observe the Create palette which 
contain all the tools needed to model basic Colored Petri 
net structure such as transition, place, arc, inhibitor arc, 
reset arc, a delete tool used to remove unwanted objects 
from the canvas, clone tool and guidance line tools [11], 
[18], [23], [35]. The Create palette is shown in Figure 2.  

 

 
Figure 2: Create palette 

Another set of tools, organized in Hierarchy palette, 
allows the user to design models from several submodules 
connected together. These tools help the designer to also 
create several small models which could be reused in many 
different larger models. It is obvious, that this principle is 
similar to classes, instances and interfaces in object-
oriented programming. The designer could use these tools 
to create model using top-down or even bottom-up 
approach [12], [16], [24], [26].  

Very useful feature, available in all well-known 
Integrated Development Environment for high-level 
programming languages is syntax checking of the written 
code. CPN Tools perform syntax and type checking 
incrementally and also during the code editing. This 
means, that parts of the model could be executed even 
without being the whole model ready for execution [11], 
[26], [32]. 

The other function performed incrementally is 
simulation code generation. The generated simulation 
code is used by the program’s simulation engine. Together 
they are used to gather useful data about modeled network. 
The simulation engine is capable of simulating even large 
hierarchical CPN models thanks to the advanced data 
structures, efficient algorithms and the fact, that number of 
simulation steps is not depended on number of places and 
transitions present in the model. On top of that, the CPN 
Tools allows designer to choose, whether he wants to 
execute only one step at the time or halt the simulation 
after specified number of steps. The events, such as 
changes of the enabled transitions, during the simulation 
are shown on the network graphical representation. The 
user can also choose which binding and enabled transition 
will fire in interactive simulation mode (one step executed 
at the time). However, in automatic simulation mode 
(several steps executed), the binding and enabled transition 
firing choice is done randomly. All these simulation 
options are available in Sim tools palette [12], [21], [23]. 
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As the simulation is suitable for detecting errors but 
cannot be used as a guarantee of protocol correctness, CPN 
Tools contains verification tools to ensure model validity. 
The verification is done by computing the whole state 
space. User can choose to display the whole state space 
graph, which can be useful for small models, or display 
fragments of a state space and observe distinctive parts of 
the model. However, as the whole state space graph is 
stored in memory, the full state space could only be 
computed on be computed on machines with large memory 
available. Disadvantage is, that the computation is done 
only on one CPU core, which can limit the state space 
generation performance. The tools for generating and 
observing the state space are available in State Space 
palette of the software [11], [12], [22], [25], [35]. 

The CPN Tools software is available free of charge, 
currently for Windows operating system only, from the 
main website [35]. 

The example graphical representation of simple 
Colored Petri net modeled using CPN Tools is shown in 
Figure 3. 

 

 
Figure 3: Example of simple Colored Petri Net model 

As we can see in the Figure 3, graphical representation 
of Colored Petri net designed with CPN Tools, shares 
many graphical design similarities with original Petri nets 
representation. Places are modeled using ellipses and 
transitions using rectangles. The arcs are modeled using 
directed arrows. Take a note, that there are no arcs between 
two places or directly between two transitions, because it 
would violate the Petri nets principles. As we can observe, 
all the elements could have different colors based on 
designer’s needs, for example to distinguish different 
groups of elements between each other [10], [11], [23], 
[26], [31].  

In difference to standard Petri nets, CPN models have 
two or more inscriptions written near the places. The one 
on the top side of the place represents expression or 
variable of the token, which can be stored in the place. The 
one below the place represents color set (data type) of the 
token in the place. Inside the place’s ellipsis, there is a 

name of the place written, which should be descriptive 
enough to be easily readable by any designer examining 
the model. The transitions are labeled in similar fashion. 
The green label, usually place on the right side of the place 
denote a token value or values present in the place. 
Inscription near the arc represents a condition, whose 
fulfilment enables the transition, supposing all the other 
arcs conditions leading from or to the transition are 
fulfilled too. Enabled transition is shown with green 
triangle in the lower left corner and also has green glow 
around the whole rectangle representing the transition 
[12], [16], [26], [30]–[32], [35]. 

V. MODELING APPROACHES 
There are several conceptional ways how to create a 

model of a network protocol. We will discuss two of the 
most used and known, top-down and bottom-up approach. 

The top-down approach, sometimes also referred to as 
decomposition, starts with the overview of the whole 
system, which is general and lacks many details. After that, 
the model is refined into a desired level of details, which 
means, that some parts could be modeled into smallest 
details and the parts, that are not as important can stay 
undetailed. This way, the designers can gain insight into 
compositional sub-systems [11], [36]–[38]. 

The bottom-up approach starts with detailed sub-
modules, which are further combined into larger systems. 
That’s why this approach often resembles the plants 
growing from the seeds as we start with something small 
which gradually become bigger. However, there is a 
danger of focusing too much on details, while forgetting 
about the bigger picture, which can lead to optimization of 
local problems instead of getting towards a global goal 
[11], [39].  

 According to several sources [11], [31], [33], [36], 
[37], [39], [40], the designer should be aware of the pros 
and cons of both approaches and chose the one, which suits 
the project best according to his previous modeling 
experience. However, usually both approaches are 
combined to get the best properties out of the both design 
approaches. For example, we can start with rough general 
design of the whole system, then add some suitable sub-
modules already detailly modeled for different project and 
further continue with refinement of the whole modeled 
project. 

VI. CONCLUSION 
This paper started with a presentation of the necessity 

for modeling during the design phase of the network 
protocol.  

In subsequent sections, both original Petri Nets 
together with their extension Colored Petri Nets were 
explained and summarized both formally and also on 
example graphical representation. The CPN Tools, as the 
main GUI for Colored Petri Nets were presented, with 
short summary of supported features and highlights of this 
software tool. 

Last but not least the short explanation of the most used 
modeling approaches for network protocol were presented 
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together with the explanation of their combining in 
practical modeling. 

We hope that this paper helps to motivate the reader to 
use modeling during the design phase of the network 
protocol to help making the design as good as the time and 
economical constraints allow. 
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Abstract— The methodological framework deals with the 
methodological inspiration of the specific project augmented 
reality in the teaching and learning process. It is a reflection 
of the thinking, conduct and research effort of investigation 
the views (social representations in private interpretations) 
of subjects of the teaching and learning process in which the 
concept of augmented reality is applied. Augmented reality 
alters the conditions of the learning process, and it is 
desirable for teachers to know how the learning conditions 
change and to understand how these changed conditions 
affect the learning and teaching subjects. The 
methodological framework emphasizes the need to 
investigate these changed conditions in order to re-evaluate 
the didactic framework under the influence of their action 
in the context of didactical relations and norms. 

Keywords: didactic interaction, qualitative methodology, 
qualitative research, teachers, students, augmented reality 

 

INTRODUCTION 
To deal with two up-to-date topics such as the concept of 
augmented reality and the concept of constructionist 
teaching and learning is highly motivating and 
inspirational. Incentive and inspiration gain in power 
because, as added value, there is an exclusivity 
framework that supports the application of qualitative 
methodology. In some degree, it comes naturally to those 
researchers that think in terms of discursive psychology 
and qualitative methodology to combine augmented 
reality with constructionist teaching and learning. If the 
thoughts/ ideas of subjects as well as analysis of their 
origins and changes are subject of research, quantitative 
methodology becomes unusable and unsustainable. The 
methodological framework and teaching/learning process 
presented here relates to children, pupils, students, their 
teachers and researchers. The selection of the framework 

of a qualitative research was intentional and thorough 
with regard to the object of the study itself and was in 
accordance with the principles of qualitative 
methodology. As far as the character of the research 
sample in the presented framework is concerned, it is a 
sample of homogeneous cases because the research 
subjects possess a certain type of experience related to the 
thematic core of the object of the research, as the 
researcher examines the reality from the centre of the 
problem/the phenomenon. At the same time, it is also a 
sample of a typical case in which the goal is to define a 
typicality that is constructed based on the consensus of 
the views of key informants who are well acquainted with 
the studied and thematised reality; its intention is to show 
who is identified with the reality - who knows its various 
benefits and risks. Constantly induced inductive and 
participatory teaching and learning by the other 
researcher is also a determining factor in the selection. 
 

CONCEPTUAL FRAMEWORK OF INVESTIGATION 

A. Discursivity framework 
Based on discursive psychology, we see meaning in 
exploring the relationship of discourse - the mind in terms 
of the social constructing of knowledge; that is, in a 
simplified way, by understanding the interdependence: 
"the mind is formed based on the particular content of the 
discourse"- The ideas formulated by [1], served as 
inspiration for conducting this chapter. As stated by [1], 
the way a person thinks, influences and controls his 
behaviour. We cannot understand the concept of 
something, without determining what someone does with 
it or what he/she says about it in a relevant discourse in 
which the particular thing has a meaningful place. Each 
theory of cognition should explain the role of a physical 
object by explaining the complex behaviour that follows 
when a specific physical object (such as a ticket) is 
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understood to be exactly the object (ticket). The example 
illustrates how the use of a particular notion allows us to 
act in ways that we would otherwise not have acted. At 
the same time, we see the relationship between modes of 
action (as cultural practices), ways of communicating 
through debate (as discourse practices) and competencies 
(as a subjectively operating result of socially conditioned 
modes of action). People's ideas about things are 
intentional (directed to goals), because they spring from 
human activities and are also communicable [1]. 
Man is an entity that is always actively structuring a new 
concrete situation and assigning it a particular meaning. It 
is not the situation itself, but its interpretation that decides 
how a person will behave. There is a dynamic interaction 
between the different understandings of the particular 
situation and its psychological nature. If the action does 
not lead to the expected effect, one analyses the situation 
in a different way [1]. At present, cultural cognitive 
knowledge amplifiers are being re-evaluated, which are 
beyond individual minds but which extend the cognitive 
possibilities of the mind. Thinking moves further away 
from these cognitive prostheses, because the acquisition 
of a cultured accumulated knowledge will require the 
control of new (other) explicit representation systems. 
These are also explicit representation systems, on which a 
large part of a particular human culture is constituted; 
they form culture and at the same time, the mind of the 
learner is formatted. The interiorization of these new 
explicit systems of representation (knowledge) will allow 
the restructuring of one's own mind by acquiring (not 
only) new knowledge, as well as new cognitive processes 
that will generate new forms of representation of the 
world. With them, new mental worlds, originating from 
worlds reconstructed by their own mind and interacting 
with other minds, culture will be reconstructed. New 
culture-generated representation systems achieve more 
effective reformatting of the mind, reconstruction of its 
own mental functions [2]. That is why we are focusing on 
interpretation and discourse of the mind. This framework 
suggests that we can focus on at least four interesting 
areas of research: 
 
A) Understanding others – To which attributes do others 
assign importance (s) and why? How do others explain 
the meanings of things, phenomena, etc.? 
B) Understanding yourself – To what do I assign meaning 
and why? How do I explain the meanings of things, 
phenomena, etc.? 
C) Understanding the importance of regulatory 
mechanisms through conversation and rules - How do 
others influence me and how do I influence them? 
D) Understanding the processes that occur at the interface 
of the social (they) and the personal (me). 

 
The process of teaching / learning is a human interaction, 
a transaction (mutual societal exchange) connecting the 
teacher, the child / pupil / student and the whole group 
(class) to the whole of dynamic relationships which serve 
as a framework of learning and teaching understood as a 
permanent change that is actively incorporated to the life 
project of each individual [3]. The learning / teaching 
process is a multifactorial process that develops on the 
basis of causal links and is targeted. It includes the 
teaching activity of the teacher and the learning activity 
of the child / pupil / student [4]. It should be remembered 
that directed learning at school is a multifactorial and 
poly-causal pedagogical phenomenon of considerable 
diversity and complexity. It is also an equifinal 
phenomenon (aimed at achieving the same goal with 
multiple options, methods and strategies), inasmuch as 
different paths lead to the same goal. This variability, 
multilayerdness, graduality, priorization, and high 
organization in planned (professionalized) situations of 
professionalized teaching is conditional on the diversity 
and complexity of learning objectives and learning 
outcomes, learning subjects, learning styles, and the 
context of external and internal conditions of learning [5].  
Importance is legitimately assigned to the process of 
teaching and learning due to the fact that the teaching and 
learning subjects shape and concurrently transform 
didactic reality, which is the space for full-fledged 
learning, with the key subject being the teacher with his / 
her teaching concept that is in line with the activity of the 
learning subject. Teaching and learning must be a fusion 
of teachers' teaching and the learning of the student, not 
just two parallel, self-sustaining processes. The teacher, 
through an individual concept of his / her teaching, 
interferes with the process of learning of a child / pupil / 
student and, with regard to an inductive or participatory 
model of teaching, it is an indirect but deliberate 
intervention. The inductive and participatory model of 
teaching / learning enables learners to apply their own 
learning strategies in cooperation with others, while at the 
same time, applying a conglomerate of competences 
when experimenting with learning. These propositions 
are the basis for designing the described teaching / 
learning process, which is both inductive and 
participatory. It is the direct responsibility of the teacher 
to create and maintain a classroom environment in which 
one can learn [6].  
One of the primary teaching / learning functions must be 
to stimulate the acquisition, evocation of motivations and 
interests, which do not exist in general [7]. It is striking 
how many teachers currently believe in the power of 
explaining, showing and demonstrating (showing off) 
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instead of implementing strategies to support pupils' 
internal motivation. Teachers' commentary (as a 
reflective poetry in the discourse), self-assessment 
support, problem-solving support are important 
accompanying phenomena of managed participation of 
subjects in learning activities. This dynamic relationship 
is the framework of determined deliberate action by the 
subjects and for a reflexive teacher it features the 
teacher's platform of thoughts.  
The teacher is concerned with a variety of questions 
(topics) that evoke the interpretation of the learning 
process. The teacher searches, seeks, finds, explains, 
justifies on the basis of status praesens; seeks 
understanding of contexts. It is a systematic 
understanding of the patterns of (own) learning/teaching 
together with changes that are induced by the dynamics 
of teaching and learning processes in the subject-object 
dimension, which are at the same time important 
feedback for the improvement of one's (own) teaching 
practice.  
Normality (as a steady rule, a steady link of action, of 
which something explicitly implies) is an essential feature 
and condition of the learning / teaching process. Nothing 
is done arbitrarily or impulsively, but (all important) is 
induced by repeated and permanently maintained rules 
and conditions. What the learning subjects and teaching 
subjects do in the learning / teaching is subject to the 
rules and is determined (but not resolutely given) by 
them. It is an organized arrangement of subjects in time, 
space and in a context dominated by intentionally 
controlled participation. Any deviation, unnatural 
steadiness, evokes personal, professional, and 
(methodological) logical attention, not ignoring the fact 
that even systems that have been dealt with are subject to 
some scientific attention.  
Activity / action is only possible where there are 
conditions in which the subject is given a choice between 
different trajectories of behaviour. The basis of action is 
precisely the intermediate of the information process as a 
factor of knowing the premises of the proceedings (where 
action takes or could take place), determining the 
decision and realization of the proceedings / actions. 
Action is determined and controlled by an information 
process using descriptive information. The actor (actors) 
must have a certain capacity to learn about the situation, 
the options and the causal link. The agent (s) of the action 
must be able to act in some way on the basis of cognitive 
and practical information, both of which are necessary for 
determining the action. Clarification of the action is an 
interpretation of the motive, intention, e.g. experimental, 
intelligible, rational reconstruction of the information 
process determining the proceedings [8]. Cultural and 
discursive practices proceeded by the teaching and 

learning subjects are the essence of teaching/learning in 
means of their attachment to didactic reality; on its 
shaping (conditions, circumstances, entities, elements, 
factors and their effects), its components (strategies, 
principles, methods, means, forms), as well as supporting 
components (devices, technology, including digital 
technologies). Didactic reality is shaped, maintained and 
transformed by the teacher together with the students. 
What is happening in the lesson and why the lesson takes 
place allows us to think about different perspectives and 
to attribute the appropriate explanations to the 
educational phenomenon. Appropriate explanations are 
related to the subject-object understanding of the 
compromise with the reality of the teaching / learning of 
each subject, but also mutually and collectively, based on 
an intersubjective compromise. Teaching / learning (as 
stated) is a multidimensional and equivocal phenomenon, 
which can be considered natural in the aspect of 
exploring a variety of questions. From the point of view 
of a qualitative researcher, teaching / learning is a textual 
formation (involution) which is methodologically 
conscious, so it can be analysed (is interpretable) for 
scientific - practical and critical purposes. Who acts, why 
he/she acts, what it causes or evokes for him-/herself and 
others, has always certain consequences preceded by 
reasons. The relationship between causes and 
consequences does not always, and not for every 
condition, immediately enable us to achieve a desirable 
state in the sense of initiating a significant observable 
change. For issues of education and teaching / learning, 
this fact must be taken into account by the researcher as it 
is typical for educational phenomena. The role of the 
researcher is to relate phenomena to events, contexts, 
conditions, and to associate them with the subjects, with 
the supportive assistance of the subjects. The researcher 
must understand the phenomena, events, contexts, 
conditions, entities, elements, factors, but especially, the 
subjects of the learning / teaching process, in order to be 
able to faithfully analyse and interpret the learning 
process from the perspective of subjects. This is a 
condition of research based on the principles of 
qualitative methodology; it is a subjective view of the 
studied didactic reality from the perspective of the 
subjects of research. However, research does not deal 
with a single subjective view, but a plurality of views, 
which transformation gives a picture of the studied 
didactic reality. Of course, the image of the examined 
reality still needs to be given the appropriate meaning and 
/ or meanings. We explore the world in various ways and 
different attitudes - and each way we explore it, produces 
multiple structures or representations of reality / realities 
[9]. The authors agree with the point of view that reality 
exists, but what should be a description of reality, is not, 
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nor will it be, a description - it means that our world, our 
reality is always something we create by [10]. Didactic 
reality is formed by the teacher together with the 
students. It follows that the interpretations of didactic 
reality from the perspective of its subjects are based on 
the mutual social construction of its representation, and 
therefore the researcher must give them appropriate 
attention. One of the fundamental aspects of social 
constructionism is that the subject is the bearer and the 
creator of social knowledge. This means that the subject 
produces thoughts that can be evaluated. The subject's 
ideas are worthwhile, because the subject participates in a 
discourse in which he/she has to succeed. Ideas 
(constructs) are defined with respect to the real people 
with whom the subject is in a certain relationship 
(interpersonal interaction). The interpersonal world of the 
subject is used to explore how the subject itself applies its 
constructs and provides other frameworks to other 
subjects (including the researcher) on the basis of which 
they try to understand (interpret) the assessment(s) and 
classification(s) of the particular subject. Things, 
phenomena, events, relationships etc. cannot be described 
and defined objectively, independent of humans, because 
they are linguistically formed by humans. 

The one they carry, 
does not pay attention to the way, 

but the one who has to walk, has to pay attention 
not to fall, and therefore, not to lose his way. 

(Ján Amos Komenský) 
 

Conversation is an essential tool in the social construction 
of reality. The constructionist teacher supports, maintains, 
and directs conversation between learners, and between 
the learners and the teacher him-/herself in situations 
which develop thinking and activity. Mind is made up of 
signs, symbols and specific forms of culture. The mind is 
a permanent process of conversation with oneself and 
others (discursive movements). These are stories and 
narratives about a person and his/her nature. These stories 
(texts) are told / discussed by the subjects, because they 
develop and enrich them, because the subjects grew up in 
them and believe them. Stories that are central and 
dominating blend in with personal stories and their 
purpose is to establish, maintain, and control such 
relationships, so that that the community can exist (and 
be successful). Subjects produce processes of 
constructing, mutually communicating and refining of the 
meanings they attribute to things, which they believe to 
be "real" and "true." From the point of view of social 
constructionism, it is important to recognize, know, 
and/or understand what is permanently socially 
constructed [11].   

The teacher is a designer with a synthesizing role. He/she 
synthesizes what the minds of the learning subjects 
produce through the language. The activity of teachers 
and learners, related to the mutual understanding of 
manual, mental and expressive texts (in discourses), 
supports the emergence of a social and individualized 
experience, understood as a real constructive and 
transformative process. An insight of the 
learning/teaching process (based on years of didactic and 
methodological experience) is to apply at least three 
distinctive criteria in the process of appraisal: the 
differentiating criteria of the procedure (What is / are the 
basis of (a) subject's / subjects acting?); the distinctive 
criteria of the didactic situation (What action of the 
subject / subjects evokes to apply a particular didactic 
situation?); and the distinguishing criteria of 
communication (What and what about are the subjects 
communicating?). All three criteria evoke the central 
inquisitorial question, why is it so? The intentionally 
supported learning is aimed at evoking the process of 
productive judgment at the level of critical thinking when 
the learner is able to provide explanation for the subject 
matter. What we draw attention to is the constructionist, 
discursive and proleptic (prolepsis) teaching / learning, 
which relies on the pedagogical belief that the learning 
subject is an active, authentic, thinking and collaborating 
subject, and teaching / learning together with other 
subjects is pedagogically more effective. Such teaching 
produces social representations based on socio-cultural 
conditional thematization, and linguistic (symbolic) 
representation of the subject matter.  
The thematically intertwined conversations evoke the use 
of a common conversation apparatus (in order to ensure 
interpersonal understanding of the subject) so that the 
cultural practices are transparent (to see what is and why 
it is done) and the discursive practices are clear (with a 
view on the subject matter). Then it is more natural that 
discursive operations on social representations occur in 
speech acts. This type of teaching focuses on 
representation in the sense of a certain logic when it 
knowingly supports the integrated articulation in one 
framework of explicitly represented knowledge with 
implicitly represented knowledge. This is a (didactic) 
factor the teacher is aware of, because he/she knows that 
in the discursive construction of the mind, social 
representations of explicit character are of fundamental 
importance. Concurrently, negotiation strategies are being 
pursued to ensure (smooth) creation of (socially 
acceptable) social representations.  
Obviously, even in such a model of teaching / learning 
there is no immediate graspable complex (socially 
protected) social representation, because the learner is at 
the time contemplating locally. He/she does not 
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immediately cover the whole spectrum of possible 
questions, hypotheses, facts, justifications. Social 
representation is always in some way incomplete and 
inaccurate, thus it is worthwhile to engage in discourse. 
This is not the case in such a learning / teaching; it is 
about letting subjects learn to locate themselves (socially) 
in the learning discourse (which takes some time and 
needs adequate space). Learners are aware that it is 
worthwhile to discuss information together, and that the 
information (which they use and combine) is presented in 
many forms. This type of teaching / learning is also an 
argumentative process in which the subjects are 
deliberately challenged (within the judgment process) to 
obtain evidence and arguments in favour of / against 
some conclusion. However, the teaching / learning does 
not end with the individual acquisition of evidence and 
arguments, but the exploration of the space of 
possibilities in the collaborating learning group. To locate 
oneself in learning / teaching discourse allows learners to 
understand and conceive, deduce the consequences of 
what they understand and to justify the meaning(s). The 
prolepticity takes place in the emerging discursive 
competences of the learning subjects, evoked by the 
involvement of the learning subjects in the discourse. The 
learning subjects have a chance to be involved in an 
actively shaped and symbolically constructed future. 
 
The constructionist design of teaching is a conceptual art 
shared jointly and mutually by the students and their 
teachers as a result of the discursive and narrative essence 
of teaching in which they make proposals, discuss, 
describe, present, approve, evaluate, judge, agree, create 
and rework the non-material form of their products into a 
material form and vice versa. It is based on the 
assumption that learning processes are particularly 
effective if we create something for others and we have a 
discourse about it. This is what is essentially intelligible 
(coming from thinking, mind, not from senses). This 
takes place in the form of intentional but indirect student 
and teacher participation in teaching activities, controlled 
by the teacher, in which, however, the teacher acts as a 
consultant when he/she is invited by the students to 
comment on their ideas, while avoiding any reference to 
mistakes. Constructionist teaching takes place through 
didactically considered but conceptually open teaching 
activities, and through discourse (controlled 
argumentation, handling facts) in the form of individual 
as well as group exploration (learning groups), thanks to 
which common knowledge and understanding is 
established. Such teaching is not only a matter of 
communication activity, it also represents an action 
debate (producing discourse, teaching, scaffolding, etc.), 
which guides the subject to find and develop the potential 

to be autonomous, cooperative and to support 
argumentation about reality. An action-based discussion 
is to think about reality in contours of the subject matter 
and  the culture, allowing interpretation of reality from 
the perspective of the engaging subjects. Producing 
discourse creates space for critical and evaluative 
thinking corresponding to a more social character of 
knowledge, including the transformation of private into 
public with the intention of being a co-participant and co-
creator of knowledge. Qualitative evaluation in discursive 
teaching/learning involves the dialectical process of 
constructing reality and its understanding (interpretation) 
by subjects. Constructionism in didactics from the point 
of view of this research can be conceived as follows: 
"deal with what you have / own, and how you will 
present it yourself or in collaboration with others in the 
teaching/learning." In this way, as stated by [12], an open 
and meaningful discussion is revitalized. The lesson is a 
meeting space for real-world research and a discussion of 
theoretical and practical developments that enable 
children, students, teachers and communities to intervene 
in reality.  
When we talk about social constructivism, we point to 
revealing or identifying the ways in which individuals, 
groups, or communities are involved in constructing their 
own social reality. It includes the search for ways in 
which social phenomena are formed, known, 
institutionalized and discussed. Based on this, researchers 
of the teaching and learning process are concerned with 
ways of shaping and transforming social reality, linked to 
a particular subject matter and its counterparts. For 
example, if an element of instruction is understood by the 
pupils as erroneous, imprecise or incomplete (and if the 
teacher's immediate intervention is not required), it is 
desirable for pupils to have the freedom to remove and / 
or change it and to rebuild or re-create it (even in these 
processes, immediate intervention by the teacher is not 
necessary). The teacher's role lies in facilitating available 
information resources (but also in pointing to their 
inconsistency) so that social significance can be 
highlighted by pupils in the construction of a social 
phenomenon linked to the subject matter and its 
counterparts. From the aspect of constructionist 
understanding of the teaching/learning process, it can be 
said that pupils understand (only) what they construct as a 
model of social reality (with the indirect, but deliberate 
didactic support of the teacher). With this model (as a 
version of the social world), they have a tight cognitive 
and emotional relationship as the model bears the seal of 
their authorship.  As stated by [13], knowledge is not 
passively received through senses or communication; 
knowledge is formed by a person who learns. 
Knowledge, having an adaptive function, helps the 
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subject be well adjusted and viable; it serves to organize 
the world of experience and not to discover an objective 
ontological reality. The ability to reflect abstraction is 
essential. The learning subject communicates his / her 
knowledge, while other subjects provide consenting or 
confirming opinions in interaction.  
 
Learners in constructive learning / teaching are 
challenged to become equal partners or co-workers with 
teachers. What connects them is the subject of their co-
operation and the result they are mindful of. In such 
learning / teaching, it is advantageous to collaborate in 
learning (learners take on the role and act in the sense of 
what is typical of collaborative cultures), do activities, 
discuss activities, seek common speech, and apply their 
competencies. Indeed, it is a conglomerate of 
competences in three frameworks (defined, for example, 
by [14], such as: 1) the framework of verbal 
communication, 2) the framework of nonverbal 
communication, and 3) the scientific and environmental 
framework. Constructionism enables the realization of a 
learning process that is designed as a developed entity of 
elaboration of information into intelligent human 
thoughts, products and artifacts, which have mental, 
material and expressive form. The learning and teaching 
process is created by the learning subjects (learners) 
together with the teaching subjects – they take on the role 
of designers. Such subjects are protagonists of active 
elaboration of information gained from the outside and 
use the competence to identify and acquire relevant 
information, together with the competence to search for 
information obtained in the learning problem or learning 
theme/topic. Experimenting with selected curriculum in 
combination with student manipulation/manipulative 
activities enables subjects to change the perspective of 
the curriculum and to see and understand it in other 
contexts.  
The framework concept of teaching and learning and its 
activities have been considered in terms of 
recommendations as described by [15]. Constructionism 
in the process of teaching and learning is the activity of 
intelligence (problem solving, questions and intuition) in 
which subjects seek transcription and translation of 
relevant information (as an important entity) into their 
own mental activity through the implementation of 
thematically linked discursive and cultural practices. It is 
above all, the process of transformation of what’s known 
to what’s unknown and vice versa. In result it is a 
different version of knowledge. Thus, the learner is active 
and aware (taught) more than the subject matter itself 
requires.  
The central idea in one of our previously conducted 
research studies, was that the one who turned on an 

educational video should have known what it was all 
about; how to proceed, in the case of the self- and 
autonomous measurement of subjects, without errors and 
mistakes, in line with information given by the video-
recording. The idea of constructionism “from you, 
through us, for you (the others)” means that the students 
have to first obtain relevant information from external 
sources, and adjust the information to their own learning 
intentions, which is not unambiguous, as the information 
is part of a certain information noise. The learners have to 
take a critical standpoint on the information they selected 
so that it could be usable by them. The elaboration of 
information also requires achieving a compromise with 
reality. After elaborating the information and using 
intellectual as well as social representations, the learners 
search for, study and verify the truth of their arguments, 
but in particular, they make experiments with the selected 
curriculum. Even though (from their point of view) they 
are playing, in fact they are elaborating the subject matter 
- they have to harmonize several important aspects that 
have a significant impact on the final product. The 
inspiration for how to do it (the know-how) is not 
learnable; what is learnable is the content of the 
curriculum, the techniques and technology, but the 
inspirations are a result of the level of creative thinking in 
connection with creative competencies ("It's not a craft, 
but a mastery and art").  
The creation of a learning environment takes place as a 
result of the collaboration of the teacher and the learners, 
but the creation of social knowledge is a matter of the 
learners themselves. The learners construct social 
knowledge by which they present certain types of 
problems related to the curriculum addressed by the 
social knowledge to others. This process includes 
abstraction and the student´s conception and 
consideration of the applicability of the sophisticated 
processing of the learners. The students must consider the 
audience for whom the construction of social knowledge 
can be a benefit. It means that they must coordinate 
several points of view and be able to put themselves in 
the place of the other learners and their way of thinking, 
while the educational needs are taken into account, too. 
 

B. Augmented reality framework 
 Here, we refer to our colleagues, the authors of the other 
chapters, who are experts on the subject matter of 
augmented reality. This chapter emphasizes that 
implementing augmented reality in learning/teaching is 
understood by us not as enrichment (not a complement 
to) the learning/teaching process but it is its conceptual 
nature, which means that the augmented reality 
encompasses the entire learning/teaching process. The 
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background for the methodological framework described 
here is the monograph of authors [16]. This monograph 
illustrates the different ways in which an image can be 
formed with the support of augmented reality applications 
where views / visualizations are located with respect to 
the viewer and the real object, depending on which type 
of image is produced (flat, curved). 
 

THE LEARNING AND TEACHING PROCESS AND RESEARCH 
ARCHITECTURE 

 
 Who have you been, who are you becoming and who will 
you be thanks to that you have started using AR with your 
classmates and teacher?   
 Tell me your story.1 (Dušan Kostrub, 2018).  

 
The story (text) is in particular an organizing principle of 
human action. In the story we find ourselves, we refer to 
the story, we make the story, we live the story. The story 
is a narrative; it is the very organization of episodes, 
actions and explanations of actions. As stated by [17], 
narration is an exercise that connects real facts and 
imaginative creations with time and place. A story allows 
an individual to include an explanation of his own 
behavior and an explanation of the causes of what has 
happened. The story contains recognizable event 
schemas. For researchers and teachers, it is important to 
know and explore the stories of students, which they 
shape and transform in the context of the learning and 
teaching themes, their content, but above all, with what’s 
taking place in a didactic reality. Each subject defines, 
determines, appropriates, attributes, connects, and 
separates aspects in the description of the story (in the 
text of the proceedings), etc. Thus it is possible to ask:  to 
what the subject assigns importance and why, to what the 
subject does not assign importance, and why such 
assignments are made. Words, phrases, and thoughts 
serve the subject to create a story, who puts them in a 

                                                           
1 I understand myself, how I talk about myself, how I have constructed 
the story about myself through mutual interchange with others, and 
based on my own compromise with the dominating learning/teaching 
discourse relating to social knowledge. Narrative - Narrative self-
reconstruction due to discourse. Story – Self-narration in meaningful 
continuity. Dominant story = dominant (personally preferred) 
knowledge. A dominant story does not necessarily have to include 
emotions or past experience; therefore, it is necessary to pay extra 
attention to it. Deconstruction - Creating a new, alternative story in 
which new events are constructed. According to Foucault (In G. Mac 
Naughton, 2005), thanks to social knowledge, we have the power of 
constructing our own stories and partially transforming the stories 
offered by society. This option is dependent on access, on our 
availability of an adequate "voice" in social discourse.  Similarly, this 
text you are reading gives some insight into what constructs the current 
methodologists and didactics use, whose knowledge has been formed on 
postmodern basis. 
 

structured relationship. The authors point out that 
although each subject participates in the same 
teaching/learning activity (in which the didactic situation 
develops), his or her own experience (as individualized 
cultural content) is re-structured in a typical way by the 
subject itself. Self-re-structuring of experience brings its 
own interpretations. The interpretations of the various 
subjects are therefore different; the learning / teaching is 
considered to be effective when the interpretations of 
subjects are the same as the interpretations of other 
subjects. In the school educational context, these 
interpretations are subjected to certain social control; the 
learning subjects modify them in order to better suit the 
current social knowledge. With such use of language, we 
constantly interpret and change the meanings of our own 
actions and actions of other people in accordance with 
our practical and moral roles; we create the meaning of 
self and other people [17]. The agent-target structure of 
the process of taking action, which we experience in 
everyday life, resembles the structure of the story - the 
beginning, the middle, the end - the structure of the 
process is common to art and life. 
 
Configuration of experience is based on explicit 
reflections on past experience and the thinking about the 
future and the present is interpreted as a certain transition 
between them [17]. For teachers and researchers in this 
type of research, these facts are significant. Learning is 
activated and suppressed primarily through the 
importance which subjects assign to their actions. It is 
therefore interesting to explore the ways in which 
subjects discuss their motives and their social 
consequences and how they present (justify) them to 
others as desirable (necessary). 

C. Expectations and purpose of research 
Based on years of experience and professional 
preferences, we prefer qualitative methodology in order 
to better understand human events and human activities. 
Qualitative methodology uses principles of uniqueness, 
unrepeatability, contextuality, processiveness and 
dynamics. Based on this, we use the reflexive nature of 
any pedagogical and psychological research. We apply 
qualitative research tools, methods, techniques and 
strategies to describe, analyze and interpret the non-
quantified and non-quantifiable characteristics of 
pedagogical and psychological phenomena of our internal 
and external reality. Qualitative methodology is a self-
sufficient methodology, which means that it does not 
need the concepts of quantitative methodology to be and 
to remain functional, integrated and with its own identity. 
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One of the key elements of a qualitative methodology is 
(re) conceptualization and, thanks to this element, it is 
distinct from quantitative methodology. Qualitative 
methodology deals with words, meanings, subjective 
meanings of messages, narratives, metaphors, or 
hyperbola. Quantitative and qualitative methodologies 
represent the exploration of different and incompatible 
entities, and elements. Both see the world and its 
interpretations differently and in an incompatible manner. 
Quantitative methods seek proof, while qualitative 
methods show the world from the perspective of those 
who live in it. One is sterile, untouched, distant, 
objective, while the other is interfered by and 
interconnected with its subjects, and therefore, subjective. 
Thus, explaining the same phenomenon from the point of 
view of quantitative methodology is and must be different 
from its explanation from the aspect of the principles of 
qualitative methodology, by corresponding terminology. 
Both methodologies are different, but if both are equally 
well conducted by two different groups of researchers, 
they can provide a richer picture of the reality studied. 
When applying a qualitative methodology we ask 
questions: Why?; How?; How come? etc., which means 
the search for the quality of meaning (s) and the 
determination of quality from the point of view of the 
subjects concerned. Qualitative methodology is always 
applied in research when the problem under consideration 
is an integral part of research subjects. 
We conduct a qualitative research to acquire a picture of 
the learning discourse, to understand it through the 
interpretations we get from the research subjects and to 
interpret it correctly. We are interested in how learning 
discourse develops in an educational context, and how the 
use of augmented reality in the teaching / learning 
process transforms teaching / learning. Learning 
discourse is led and maintained by the subjects via 
constantly conversing themes; the conversational 
apparatus has an effect on them (the subjects). Learning 
discourse is a corpus of dynamic interactions based on 
speech acts through which subjects change their angle of 
view on the subject matter.  

The language used in learning and teaching is not only 
about the individual, but also about the socio-cultural 
context and the way the subject matter is being discussed. 
A formal language can indicate the use of learning 
discourse and of directly received (consensually-based) 
responses. Speech may indicate that the subject is 
creating a new answer to a thematically intertwined 
question. It is beneficial to realize the differences 
(possibilities or limits) of formal language and speech in 
the context of learning through learning discourse which 
can make the identification of personal input into ideas 

more transparent. When identifying speech-based 
content, we focus on strategies of self-presentation 
because we ask why the research subject is presenting 
him-/herself in the context of research with the 
application of the augmented reality in teaching/learning 
the way he/she is (for what purpose)?  

Our attention is focused on the description, the 
explication of thought content and the explanation of 
mental operations in teaching / learning, including 
cognitive structures, ideas, hypotheses, and their motives. 
Even the fact that the topic being researched is new for 
the subject, is not necessarily to the detriment. On the 
contrary, it gives us an insight into the process of opinion 
formation, thinking, argumentation and justification. In 
addition to the content of the interpretations, we also look 
at the level of argumentation (who and what the subject 
refers to in his testimonies, what and whom he believes 
in, in his arguments). The content analysis is about 
identifying the nature of the intentional selection of the 
answers (contents) of the subjects of the research; why 
they choose just these contents and not others, and why 
some contents in the answers are absent. In accordance 
with [9], we accept the view that subjects live their stories 
and that the story itself represents a part of his/her 
identity. In every respect, however, it is in the center of 
our attention to understand the content and complexity of 
the meanings that subjects attach to their experience, 
thoughts, actions, and the world they are part of, as the 
actors in these social interactions co-create and co-
recreate social reality.  

We apply these principles on the basis of examining 
convictions or constructs that are either evidenced 
(present) or just insinuated in the narrative of the subject 
(as a subject transforms, expresses the public/social, to 
the personal / mind. We are convinced that meaningful 
passages of stories, testimonies, and interpretations will 
allow us to create an image of how augmented reality 
alters the explanation of the conditions of the learning / 
teaching process, and at the same time understand how 
these changed explanations of the conditions affect the 
learning and the teaching subjects. To think about the 
process of teaching / learning is: 

1. a question of importance – What importance do 
I, as a subject, give to the process of 
teaching/learning? What importance do the other 
subjects of teaching/learning give to the process 
of teaching/learning? Is there agreement 
between the other subjects of teaching/learning 
and me and between the other subjects and each 
other? Which interpretations of the importance 
of teaching/learning process can be agreed on 
and which interpretations are impossible to 
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agree on and why? The research question is 
linked to finding an answer to at least two 
determinative sub-questions: (a) Is the 
interpretation of the didactic reality of the 
teaching/learning process important because the 
considered reality refers to and influences the 
concerned subjects? And (b) Is the interpretation 
of the didactic reality of the teaching/learning 
process important because it presents (indicates) 
or reveals something (un)typical or (un)specific 
in connection with the steady behaviour of the 
subjects in the teaching/learning process?  

2. a question of conceptualization – Which terms 
related to the importance of the 
teaching/learning process allow development 
and more detailed specification of abstracting 
thoughts (integration of knowledge into higher 
and newer units based on the creation of 
systems, terms and their relations under the 
influence of the preferred values) and why? 
Which concepts and conceptions enter into the 
interpretation of the meaning/meanings of the 
teaching/learning process? Do concepts and 
conceptions of the interpretation of the 
teaching/learning process require a change, and 
under which perspective should such change 
take place? It concerns the engagement of the 
dialectic process of “picking up”, understanding 
and interpreting reality in which the 
experienced, the implemented and the realized 
allow for the configuring of the form of thinking 
that connects the subject with real questions, 
topics and issues of understanding the teaching 
process. It is also a question of critical thinking 
(in particular, methodological reasoning). 
Critical opinions form the precondition of the 
research transformation of the teaching/learning 
process to ensure that the vital cultural and 
discursive practices of the teaching/learning 
process can be re-dimensioned.  It refers to 
focusing on concepts (conceptions) that best 
describe the studied phenomenon. 

3. a question of research – What seems to be 
necessary to be studied in the teaching/learning 
process – why should it be studied by qualitative 
research? What specifically starts to appear in 
studying the teaching/learning process and why? 
Is it necessary to apply practical exploration 
(What needs to be understood?) or critical 
exploration (What needs to be justifiably 
changed)? Why formulate and identify the 
existing problems (their profile, extent, impact 

on the structures of the teaching/learning process 
etc.) which emerge? Various contrasts that are 
actually present and methodologically handled 
may help teachers, students and others 
emphasize new, different functions, elements, 
factors of the teaching/learning process that 
might have escaped their attention before the 
study (and/or were not in the centre of their 
interest), and identify and verify which 
functions, elements, entities and factors of the 
teaching/learning process are relevant (or 
irrelevant) for their new conception and 
interpretation of the importance of the 
teaching/learning process. The study shall help 
understand the problem and learn about the 
opinions of the subjects, describe the 
functionality of the studied phenomena in 
relation to the system (specific, not general 
connections) and outline a new explication 
theory and/or give rise to change (e.g., via action 
research2). The scope of action research 
according to [18], involves enquiry that 
"transforms the ways teachers see themselves" 
and "must be oriented to transforming the 
situations which place obstacles in the way of 
achieving educational goals, perpetuate 
ideological distortions and impede rational and 
critical work in educational situations." If the 
object of research of a qualitative researcher 
(within pedagogical sciences) is mainly the 
teaching / learning process within institutional 
contexts, with all that it concerns, it is possible 
that the researcher may be confronted with the 
above mentioned types of research problems, as 
well as their possible combinations, when 
proceeding the interpretation of such human 
activity. 

Qualitative methodology enables the researcher to 
discover what is behind the research problem from the 

                                                           
2 Action research is a process and systematic activity initiated solely on 
the initiative of those (subjects) involved in a particular socio-cultural 
practice. They are, for example, teachers who want to change the nature 
(essence) of their own practice. It is beneficial if the participating 
subject is from a team of professional researchers or a researcher who 
has long been engaged in the subject matter within a specific action 
research practice and who is a facilitator of appropriate methodological 
principles and tools for subjects conducting the action research. In 
education, as part of a change, the concept of teaching or a substantial 
part of it, action research is a real tool evoked from the inside, based on 
the professional needs and interests of the teachers. Subjects are aware 
of the reality of meeting the goals of change, looking for specific 
opportunities, engaging in information gathering, consultation, project 
design, including concrete change-inducing action and sustainability of 
changed results (J. Elliott, 1997). 
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aspect of the research subjects. For the success of 
detection, it is necessary to determine the extent of 
understanding of the research problem by the subjects, 
directly or subsequently concerned, because the problem 
arises from the subjects and the researcher strives to 
understand it at the outset so that it can be interpreted 
relevantly by the researcher. When examining the 
learning / teaching process through qualitative research, 
we can identify:  

• Factors or influences that are in the background 
of specific attitudes, beliefs, and beliefs of the 
subjects of the learning / teaching process. 

• The factors and barriers that support or suppress 
specific decisions, actions and / or inactivity of 
subjects in the learning / teaching process. 

• Sources, suggestions for the beginning or 
occurrence of specific events, personal or group 
experience present in the learning / teaching 
process and / or having an impact on the 
learning / teaching process. 

•  Educational contexts in which certain 
educational phenomena occur, relationships, 
contexts of a particular system. 

To qualitatively examine the didactic reality means to be 
an integral part of it together with the teaching / learning 
subjects concerned, because the view from its interior 
stratifies the didactic reality differently than the view 
from the outside. A view from the inside allows a global 
view, an overall understanding of the phenomena; mental, 
conceptual (as subjects conceptualize the phenomenon) 
set of subjects, etc. The researcher must be and remain 
neutral, which means to accept exclusively the point of 
view, opinion, idea, knowledge, history, attitude, 
behavior, conviction, truth, error / mistake, explanation, 
expectation, assumption, vision, perspectives of the 
subject of the research, and not to contaminate the 
research material by his / her considerations about 
correctness or the appropriateness of what is learned from 
the subject of the research. The researcher's stance / point 
of view is therefore not required and is not even 
desirable.  
Research is an organizational form of science, it is a 
scientific professional activity [5], which means to think 
and carry out research activities which, by their intent, 
aim - simply, by their whole concept allow a real and 
qualitative shift of science in its trajectory. In connection 
with the notion, “real”, authors of the chapter suggest that 
the shift should be obvious, it should allow us to see the 
real state of science that was at the beginning of 
exploration at the point beyond the horizon, and after the 
research the horizon became a presence.  The notion 
qualitative means to consider the presence of such 

changes that bring quality in the form of completeness, 
accuracy, balance, definition, clarity, at the level of 
higher development of knowledge in science. Postmodern 
scholars /scientists insist that we are not spectators who 
accept the world, but participants in what we are trying to 
get to know [19].  The changing concept of the world has 
brought about a shift in our understanding of what is 
knowledge and how we recognize it. Science is no longer 
an island of objectivity in the sea of cultural relativity. 
Under the influence of new paradigms, scientists take on 
new tools and explore new locations [20], as is occurring 
with the development of qualitative research methods. 
Even more importantly, during such revolutions, 
scientists see new and different things, even though they 
are searching via familiar instruments in the same places 
they have explored before. More than forty years after 
this idea, contemporaries are aware of the need to find 
and apply new exploration tools that bring the new 
dimension into the observation [20].   
The new dimension of observation is to accept the fact 
that we use our language to construct our own world and 
that there are as many different worlds as high the 
number of world-creating languages is. This multitude of 
worlds is fully respected by postmodernism. Multi-doxy 
is a new phenomenon in our cultural space. One of the 
new tasks of a scientist is to find and interpret the 
unifying features in the intersubjective thinking of 
subjects, who act as co-authors of contemporary worlds. 
At present, individuals, groups, communities are both 
creators and members of multi-plural models of 
reasoning, pluralism is on the rise; utilitarianism belongs 
to the past. 
 

LENGTH OF TIME AND INTENSITY OF RESEARCH DATA COLLECTION 
By being part of the various school educational contexts 
of the schools and having the intention of inducing some 
kind of change in teaching / learning, we suggest to apply 
action research. In the framework of an action research, 
we apply focus group, discursive, narrative and 
phenomenographic interview, direct and systematic 
observation. An Interview (for us) resembles the most 
important research tool that can be used at any stage of 
research, as well as in various research activities. For 
example, a narrative interview offers the possibility to 
denounce a personal story created by a subject based on 
his / her direct contact with learning and teaching, 
supported by augmented reality. Depending on how the 
subject interprets his / her story from the teaching / 
learning supported by augmented reality, the following 
questions, which are in a unified line of his / her 
interpretation (s), should be asked: Why did you use 
this?; Can you explain to me how it works and what 
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could be done with it?; What does that mean to you?; 
How else could you use it?;  What could you recommend 
in terms of using Augmented Reality in learning/teaching 
to other pupils?;  Should other learners also be concerned; 
if so, why ?; as well as other questions.  

D. Ethical issues (problems) 
In terms of assuring ethical principles of a research, 
which the qualitative researcher bears in mind, we opt to 
obtain consent using an informed consent form suitable 
for minors. We obtain the approvals and act in such a 
way that we do not expose the subjects of our research to 
situations in which self-esteem may be jeopardized. We 
notify participants that audio and video recordings will be 
used exclusively for research and educational purposes, 
as enabled by the legislation of the Slovak Republic. We 
also declare we will prevent their misuse for other 
purposes and we will not provide them to third parties. 
 
E. Research problem 
As far as the topicality of the research object is 
concerned, together with the fact of being one of the first 
in our regional context, it is a truly exceptional type of 
research, because the studied augmented reality is a 
novelty in terms of the educational context of schools of 
regional education in the Slovak Republic. By not yet 
practicing teaching / learning with the support or use of 
augmented reality, there is no experience that would 
induce its application in favor of the learning and 
teaching process. The historically initial introduction of 
augmented reality into teaching / learning represents a 
number of didactic possibilities, which in the didactic 
reality will interfere with the conditions and rules of the 
teaching process, manifested by the justifications, 
explanations, interpretations of the subjects of the 
teaching and learning process. Changed conditions call 
for different views linked to how subjects are confronted 
with a new didactic reality that includes augmented 
reality, and how they control and manage it. It is an 
understanding of the relationship formed by the subjects 
in the learning / teaching process. The focus of interest is 
on those areas of discourse, together with the adaptation 
to discursive contexts, which have changed 
interpersonally.  
 
A researcher should divide the design of the research 
process into three units. 
 
1) Before the event 
 

A) Which social representations had / have an 
impact on the creation of constructs related to  
augmented reality?  

B) What was the location of subjects (teachers and 
children / pupils / students) in a discourse about 
augmented reality before the event?  

C) How do they consider using augmented reality 
for the benefit of learning and teaching?  

 
2) The event 

A) What are the children / pupils / students and 
teachers exposed to in the conversation? 

B) What cultural practices are being practiced with 
augmented reality by children / pupils / students 
and teachers, what attributes do they assign to 
the proceedings and the conversation and why? 

C) What context of learning / teaching with the use 
augmented reality is maintained by teachers and 
children / pupils / students? What is its content? 

 
3) After the event 

A) What relevant meanings and labels were created 
and / or highlighted in a relevant discursive 
context? What did the children / pupils / 
students and teachers pay attention to? 

B) What is the location of subjects (teachers and 
children / pupils / students) in post-event 
discourse? What constructs are the result of the 
event - interpersonal discourse? How did they 
use augmented reality for the benefit of learning 
and teaching and what do they think about it? 

 
We do not evaluate the event, but its interpretation in 
interpersonal discourse; how the subjects interpret and 
reason the event, what meaning and context they attribute 
to the discourse. We attribute didactic importance to the 
event through the interpersonal discourse which is aimed 
at the event. The teacher should pay attention to: 
 

1) Keeping the flow of discourse in the classroom. 
2)  Character, quality of discourse in 

teaching/learning. 
3)  All participants of discourse, including him-

/herself (in terms of given social conditions). 
4) Thematic articulation of discourse and its 

content and depth. 
5) Discursive competencies of discourse 

participants (in terms of given individual and 
social conditions). 

 
The focus of research interest is on the area of discourse 
on the use of augmented reality in teaching / learning, 
adaptations to discursive contexts that changed after the 
event, recognizing the fact, that the character of 
adaptations to the changing discourse is at the same time 
the reference framework of our didactic and research 
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attention. The bases of our analysis are the subjects' own 
ideas (constructs). Constructs are defined with respect to 
real people with whom the subject of research is in a 
relationship. The interpretive world of the subject is used 
to explore how he / she uses his / her constructs. The 
researcher has the opportunity to understand the 
framework provided, by which he attempts to understand 
the assessment and classification of the interpretations of 
the particular subject of the research. For us, the research 
subject is a qualifier who uses certain qualifiers (such as 
labels incorporating a rated element into a set of 
phenomena) which help us place a certain (research 
determining) interpretation into a public (social) or 
private (personal) dimension. 
 
According to [21], discourse involves metaphors, 

representations, imagery, stories, statements, 
announcements, preferred themes, etc., which 
produce a certain version of the phenomena. [22] 
states that discourse is the way we explain and 
share ideas; it is the verbalizing and 
communicating ideas. These are all forms of 
linguistic expression - notifying, arguing, 
conflict communication, and rhetoric, are all 
forms of spoken formal and informal interaction, 
written texts of all kinds. However, it is also the 
use of other symbols or intentional signs 
according to certain rules of [22]. The goal of 
qualitative research is to acquire, construct also 
personal and / or social knowledge that will 
enable to act effectively, change social reality; 
from which individuals, groups, or societies will 
benefit. Qualitative methodology enables 
detailed understanding of the perspectives of 
research subjects. Persons (subjects), contexts or 
groups are not reduced to variables but are 
considered as a whole. Every context is unique, 
as each subject or a group of people. An 
adequate strategy seeks to obtain and analyze 
data of subjective significance. The intention of 
qualitative research is to reconstruct the specific 
categories which subjects use in conceptualizing 
their experience and concepts. Qualitative 
methodology and its research are geared to 
produce in-depth study - Understanding the 
complex social reality means the researcher 
obtains data via the accumulation of numerous 
texts, obtained by various data acquisition tools, 
methods and techniques. The analysis of 
information should be done systematically, 
focusing on the creation of structures and 
relationships between them, which means that 

the process of theorization is achieved in 
qualitative methodology. The term 
systematically refers to the concept / notion of a 
system, meaning that the interconnected group 
of entities will be addressed in a comprehensive 
way. Systematization in qualitative research is 
necessary because if the data are formalized and 
systematized, theorization is the result of mental 
creative activity, and is not pure empiricism or 
speculation. At present, not all applied 
analytical, interpretative models in qualitative 
research approaches, together with their 
procedures, are geared towards generating 
theories. However, when the theorization is the 
goal of the research activity of a researcher, it is 
necessary to apply a comparison of concepts 
with the intention of revealing which one has a 
more significant - greater credibility [23]. For 
this purpose, a qualitative researcher uses a 
methodological strategy to apply the Constant 
Comparative Method. In one way or another, the 
researcher's role is, together with research 
subjects, to reveal the credibility of the meanings 
that are exposed during the research activity. 
Qualitative research is an opportunity for the 
theory to emerge from interpersonal interaction 
and transactions, but also from the interaction 
that takes place on research material obtained in 
the research field (elaboration of research 
material). It is about conducting a non-
mathematical interpretation, the purpose of 
which is to discover - to identify concepts and 
relationships and to organize them into 
explicative (noticeable) theoretical schemes. The 
systematic cyclicality of the process, is to look at 
qualitative research as a way of intertwining and 
unraveling data acquisition operations in the 
research field, coding, categorizing, analyzing / 
interpreting information over the entire length of 
the study - this corresponds to the holistic nature 
of the study. Reality in the form of qualitative 
research is considered conditional and 
influenced by culture and social relationships; 
this refers to its definition, understanding, 
analysis of the ways of understanding, thinking, 
feeling and acting of those, who are engaged in 
cognizing it. In the case of qualitative research, 
the concept of its design is divided into two 
models according to the nature, meaning and 
intention of the qualitative research - practical 
and critical exploration. 
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PRINCIPLES OF ELABORATION OF RESEARCH MATERIAL AS A 
METHODOLOGICAL FRAMEWORK 

These principles are based on our good practice from 
elaboration of research probes. Processing of the research 
material is carried out with the support of the software 
Atlas-ti. We also stay faithful to mechanical processing of 
research data, using the Constant Comparative Method 
[24], with which we have many years of experience. The 
researcher searches for the presence of the phenomenon - 
its occurrence, its distribution (in which passages it 
appears), the representation (what it represents) and its 
repeatability - when (under what conditions) and in what 
contexts it is repeated. The researcher is interested in the 
subjective importance that the subject of research 
personally attaches/assigns to the phenomenon, as well as 
in why the subject does so. The researcher also searches 
for contextuality, meaning in which context the 
phenomenon is suited and what context can be 
represented by the phenomenon. Identified relationship 
frameworks of the phenomenon are important. They 
provide the researcher with the possibility of creative 
mental abstraction. By associating the individual 
identifiers in the research material, the researcher gains a 
prediction of the research object. The authors of the 
scientific study emphasize the concept of searching, 
which means finding the identifiers (as if evidence) that 
are decisive. Their possible absence or conceptual 
uncertainty, emptiness or incompleteness make it 
seriously (methodo) logically impossible to continue 
analyzing, interpreting the data of the research material, 
because the research material should be, and in any event 
remain as information-source material.  Digital records 
from the exploration of mathematics teaching / learning 
are retrieved and read repeatedly, in order to look for 
significant entities, elements of the actual status and facts 
about the status quo (status praesens) in the teaching / 
learning and the related framework. When analyzing 
findings from observations, a reference frame is 
developed. The reference framework is based on 
descriptions of integrating procedures, communicating 
and testifying of research subjects in observed teaching /l 
earning. The registration of the result is evaluated on the 
basis of the accrued reference frame with the evaluation 
commentary in the interpretation of the research results. 
Interpretation of the research material is inspired by the 
study by J. ATTRIDE STIRLING (2001):  

I. Analytical stage: Reducing and splitting the text. 

1. Coding of research material (Design of coding 
framework, laying out the text using the coding 
framework). 

2.  Identify topics / themes (Abstraction of 
topics/themes from coded text segments, 
Elaboration of topics / themes). 

3.  Design of thematic networks (Layout of topics / 
themes, Selection of basic themes, Re-ordering 
of topics/themes, Identifying global themes, 
Illustration of cross-linked themes, Verification 
and specification of topics/themes). 

II. Analytical Stage: Text research. 

4. Description and exploration of the text. 
5. Summarizing the thematic network. 

 
III. analytical stage: Integration and exploration. 

6. Interpretation of samples. 
 

 A large amount of research material is elaborated by the 
constant comparative method. in order to track the 
saturation of the identified categories) as follows: 

1. Comparing events applicable to a certain 
category. 

2. Integration of categories and their 
characteristics. 

3. Definitions of the theory. 
4. The conceptions of theory [25], - are not 

conspiracy theories (typical for quantitative 
research), but they represent theory that results 
from the examination of important identified, 
elaborated concepts, whether they are part of 
everyday life or not. Applied methodological 
principles of triangulation: it is the 
determination of what is discovered in the 
relevant context (degree of independence and 
degree of comparability of various texts of 
proceedings) and whether the concepts 
originated from the researcher or from the field 
(degree of clarity) [26]. Within the triangulation 
of theory - it is about developing the theoretical 
possibility through the realization and analysis 
of several emerging hypotheses and 
perspectives. The aim of the triangulation of 
theory in the described research was to 
understand and reconstruct the meaning. A basic 
conceptual and metaphorical language was 
applied. Thus the here described research is 
based on the principles of (a qualitative 
research) qualitative methodology in a flexible 
(and disorganized) way of understanding 
information, based on an inductive and 
participative approach of searching for 
information.  
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RESULTS 
In a qualitative research, such methods of validation 
(validity) and reliability is applied according to [27]: 

� Triangulation - Combined application of 
different research tools, methods, groups of 
research subjects, local and temporal spaces, and 
various theoretical perspectives aimed at gaining 
the phenomenon. 

� Constant comparative method - application of 
systematic comparison of codifications and 
classifications. 

� Degree of generalization - creation of a 
construction coming from the ground (terrain/ 
field). 

� Presentation of the process - imaginary transfer 
of the audience to the research field. 

� Process evaluation and quality control – was 
realized through reliability and credibility. 

� Presentation of the results of the research - the 
conception of the research findings (questions 
raised) and the discussions (questions referring 
to the essence of the text, what to do further in 
terms of the support of teaching / learning by the 
augmented reality and its development at the 
level of the relevant didactic principles) based 
on consensus design in discourse 
(intersubjectivity).  

 
Specific results are presented in various follow-up 
scientific studies of our colleagues in this monograph. We 
do not focus on validation of the explored phenomenon in 
qualitative research, but we try to understand the subject 
and subjects - members of the learning group. We are 
interested in the story and its construction, which is 
backed up by teaching and learning supported by 
augmented reality. This is a demonstration of how the 
world of teaching and learning, supported by augmented 
reality, is being created with the help of words. In the 
demo / sample of such a constructed world, the 
implemented relativistic vision of the world, 
interrelationships and narrativity are implemented. It is an 
example in the form of narrativity, the story is an 
important form of representation of reality with the use of 
discourse, rhetoric and social constructions. 
Conversational realities in narrative, in the construction 
of the story, are the active design of life through speech. 
Stories are also messages or links, as they refer to the 
language experience of the subject, subjects, and by their 
understanding, other subjects can position their 
experience in specific stories. The basis is the 
understanding of others; understanding their (language) 
story as much as possible. Understanding opens the way 

for inspiration. In other words, we have the right to 
assume / believe that the story of our didactic experience, 
with the use of the augmented reality in teaching / 
learning, will become an inspiration to other subjects. 
The experience is impassable, but we do not want other 
subjects to have the same experience as we do. We are 
concerned with the repeatability of the processes applied 
by us, by other subjects. At the same time, we strive to 
present our story to other subjects as a story which is 
valuable and brings interesting learning outcomes in 
teaching / learning supported by augmented reality. At 
the same time, we are interested in understanding 
ourselves in the tangle of creating a linguistic experience 
on the basis of mutual close collaboration with other 
subjects. This is a private answer to a question, to what 
do I as an individual (but also as a member of a certain 
community) assign importance. This is linked to the 
assessment of important processes that occur at the 
interface within creating a linguistic experience between 
an individual and other subjects. Attributing personal 
meaning to interpersonal, social constructions of 
meanings is not always mutually consistent. It is precisely 
the process of negotiation (s) / negotiation (s) that 
represent some serious critical breaks, moments. Last but 
not least, we are concerned about the awareness of self-
control by the subjects themselves, based on the influence 
of discourse. How strong should the conversational 
apparatus, to which the subject is exposed to, be to make 
a change in the subject's internal environment? Which 
strategies and mechanisms are at the forefront?  
The subject does not give up his thoughts just because 
someone else (though even the teacher) wants him / her 
to. Conceptual change occurs when the subject is exposed 
to a situation that proves to him / her that his / her 
previous actions do not yield such a benefit, the result he 
/ her expects. This is a process of awakening that is 
linked to the mechanisms of self-regulation. 
 
F. Suggestions for further research 
Significant ideas for further research are summarized in 
the following points: 
 

• Teachers and researchers should focus on the 
nature of autonomous (learning) problems with 
children / pupils / students without teacher 
intervention. 
 

• Teachers and researchers should focus on 
exploring group interactions in the use of 
augmented reality - digital technologies, 
different materials and other didactic tools, with 
an emphasis on increasing autonomy in acting 
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and cogitation of children / pupils / students 
collaborating with their classmates. Attention 
should also be paid to the processes of 
coordinating multiple views of the learners in 
real and potential areas of their action. 
 

• Teachers and researchers should focus on 
developing generalizations derived from speech 
acts of the subjects concerned within the / a 
learning group. 

 
• Teachers and researchers should focus on the 

dynamic concept of instructional scaffolding. 
The scaffolding is a teaching / learning discourse 
and has a process character in which the range is 
easily changed. The quality of the required help 
to the learner thus allows for a qualitative 
advancement in the interface created by the use 
of a scaffolding. Learning and didactical success 
depends on identifying an area that is just 
outside, but not too far beyond, the learning 
potential of the subjects. 

 
• Teachers and researchers should focus on child / 

pupil / student emerging competency processes, 
including focusing on their professional 
competencies 3. 

 
• Teachers and researchers should focus on 

maintaining a constructionist learning 
environment, which is life itself; it is a 
combination of humanity and technology for the 
benefit of mankind, people, communities and 
society. 

 
G. Concluding thoughts 
Research on learning / teaching supported by augmented 
reality offers more opportunities to have the subject 
matter apportioned in the different areas studied. We have 
given preference (see follow-up research studies) to 
interesting areas and themes that call for further 
exploration. Examination / research as such (perceived in 
part but also in its entirety) represents didactic and 

                                                           
3 Competencies are G. J. Sacristán et al. (2008): 

• Recruiting - creating clusters according to current usage, 
some competencies can therefore be incorporated under 
other competencies. 

• Variable - Dynamically changing and developing. 
• They do not have the same complexity - they may have the 

character of microcompetence or metacompetence. 
• Can intertwine in the cognitive part of the competence - part 

of the cognitive structure of one competence overlaps with 
the cognitive structure of another competence. 
 

methodological inspiration. We identify with the results 
of research, among which the autonomous and 
collaborating subject, cooperates actively with other 
subjects, actively discovers and processes the curriculum 
through the use of augmented reality. In this type of 
research are, as the determined results the effects, 
consequences of the influence of the educational 
discourse, conducted between the teacher and the 
learning subjects. Conceived conceptions of the subject / 
subjects (grounded in consensual opinions) that are 
consistent or in contradiction with alternative 
conceptions, produced by discourse in teaching /learning 
supported by augmented reality, are also consequential. 
We consider the conceived conceptions, which find 
anchoring in socially acceptable explanations of the 
consequences of using augmented reality in learning 
processes (deliberately in teaching/ learning), in the sense 
of preferred discourse as a consistency. Due to the fact 
that the realization of teaching / learning with the support 
of expanded reality in our conditions is unmatched, it is 
necessary to talk about the emerging discourse in this 
field. How this discourse will develop depends on 
specific experience which enable mental abstraction of 
the contents of speech acts and create a conjunction into 
interactions with the minds of other subjects. The 
identification of teachers with the opportunities of the use 
of augmented reality in teaching / learning is considered 
as a positive. We consider the conceptions which have 
divaricated from the main discourse, because they are 
holders of the opinion that learners are overwhelmed with 
digital technologies in their out-of-school environment 
(especially the family) and should therefore not be used at 
school, as discrepancy. Our direct methodological and 
didactic experience, based on our research probes 
however, proves to the contrary, as the research findings 
from our parallel and follow-up research activities show, 
that the use of digital technologies in the family 
environment is purely fun (time-filling). As far as part of 
the teachers are concerned, they have not yet fully 
accepted the didactic use of augmented reality in teaching 
and learning; some of them raise doubts about the 
meaningfulness of such approach, which stems from their 
attachment to long-standing and passed on transmissive 
(behaviorist) teaching / learning. The peculiarities of the 
research are teachers' refusals of technological novelties 
(the augmented reality is referred to as novelty); more 
precisely, everything that could interfere with their 
comfort of self-satisfaction. Novelties break the 
stereotype and bring unexpected events. The negative 
view on this matter is also supported by the fact that some 
of the software in the augmented reality interface is not in 
Slovak language (which makes its use more difficult for 
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the subjects), some software is more expensive and some 
is not even available on the Slovak market. 
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Abstract— Education is a lifelong process. Nowadays, it is 
getting a new form of traction in one of the most dynamic 
sectors - air transport. We have recently witnessed several 
serious air accidents that have rocked the airline industry. It 
is the emergency services that are the bodies that can 
eliminate the consequences of air accidents or minimize the 
risks and impacts. Firefighters training is carried out 
continuously throughout the year with a pre-defined 
curriculum. However, the issue of aircraft and air accident 
interventions is devoted only to training fire departments 
operating at airports. Fire brigade units operating outside 
airports are not involved nor trained in the field of air 
accident intervention. This was the reason for the proposal 
and approval of the project called Simulation of Air 
Accident Intervention under the auspices of the Ministry of 
the Interior of the Czech Republic. The outcome of the 
project was to prepare educational and simulation software, 
which would serve to increase capabilities, skills and the 
theoretical knowledge of firefighters on the issue of air crash 
response. The project outputs are focused on training of fire 
brigade units.  

I. INTRODUCTION 
For the purposes of designing a comprehensive and 

efficacious educational and testing software for 
firefighters addressing aircraft crashes, it is necessary to 
review the current laws and processes for firefighters 
training in Czech Republic. The responsible body for this 
agenda is Ministry of the Interior, which specifies 
requirements for firefighters training in the decree no. 
247/2001 on the organization and operation of fire 
protection units. In general, firefighters training is divided 
into three steps as depicted in Fig.1.  

 

Training of firefighter units is carried out in three basic 
phases. The first phase is professional preparation, which 
is carried out according to a pre-defined curriculum. The 
curriculum is drawn up for a training period, which is 
normally one calendar year. Each member of the 
firefighter unit must participate in this professional 
training no later than the end of the first year following his 
enrollment into the firefighter unit. The minimum scope of 
professional training is set by the decree no. 247/2001 on 
organization and operation of firefighter units at 40 hours. 
Among the basic special topics that are part of 
professional training are [2]: 

• Basics of training practices and operational 
processes for firefighter units 

• The use of protective work equipment considering 
the anticipated operation of firefighter unit within 
operational control hierarchy  

• Firefighter units equipment  
 

 The second phase of firefighter units cadet training is 
physical preparation. Physical preparation is divided into 
general physical training and special physical training. 
The aim of special physical training is to maintain the 
physical fitness of individual members of the firefighter 
unit and to ensure their development in terms of mobility. 
This part is inspired by movements occurring during the 
job. At the end of this phase, individual members are 
tested. There are 7 disciplines for testing, 5 of which are 
graded. The other two cases are defined as alternative 
disciplines. The disciplines that are part of the testing 
include [1]: 

• Shuttle run 4x10m 
• Push-ups 
• Pull-ups 
• Sit ups 
• Multi-stage shuttle run for 20 meters 
• 12-minute run 
• 100-meter swim 
 

The final stage is represented by verification and 
tactical exercises. This phase is aimed at checking the 
readiness of firefighter unit to intervence. It is mainly a 
simulation of large and complicated interventions, where 
it verifies the firefighting operation processes, firefighting 
operational manual at municipality level or required 
documentation. At the same time, synergies between 
individual firefighter units, components of the integrated 
rescue system and other services, in particular energy, gas 

Figure 1. Three step training program according to the statute 
247/2001 in the Czech Republic 
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and water services, are verified. The aim of these tactical 
exercises is to deepen the capabilities of firefighters 
commanders to control forces and means of fire protection 
and to verify the knowledge of the firefighters units. 

Few authors have been involved in the process of 
reviewing firefighters training. Most authors have focused 
on the correlation of education and training with the real-
world scenarios and firefighters’ perception of both [3]. 
Other authors are concerned with the improvement of the 
professional aspects of firefighters’ work environment 
quality [5][4]. Some studies reviewed operational 
procedures for emergency situations and possibility of 
increasing their effectivity [6]. Most of the studies are 
devoted to reducing the stress levels and improvement of 
firefighters’ mental and physical health [7][8]. So far, no 
attention has been paid to the methodology of training and 
education of firefighters in the operational procedures for 
air crash situation.  

II. RESEARCH METHODOLOGY 
In order to elaborate and fulfill the project goals and 

specially to create a high-quality and effective education 
system for firefighters units on aircraft accidents, it was 
necessary to carry out research of the current education 
system of firefighters, within which the educational e-
learning software used by firefighters in the Czech 
Republic was analyzed. The analysis showed that 
members of firefighters units operating at the airport are 
properly educated on practices used during air accidents. 
On the other hand, firefighters units outside airports are 
not trained on emergency situations such as aircraft 
accidents and their mitigation. Data has shown that the 
majority of aviation accidents and incidents do not 
happen within the airport premises but outside. 

For this reason, the methodology of the project 
solution was divided into several basic phases. The output 
of the project is the creation of effective educational and 
training software: 

• Analyze aircraft register of Civil aviation 
authority in the Czech Republic and subsequent 
creation of database containing selected aircraft 
category including their specifications  

• Analyze the most common causes of aircraft 
accidents and specify critical factors 

• Develop critical infrastructure 
• Define materials used in the production of 

selected aircraft and carry out their flammability 
analysis 

• Design a firefighters training system on aircraft 
accidence scenarios and define theoretical areas, 
which will be included in the curriculum 

• Design a testing system for validation of 
firefighters’ proficiency aircraft accidence 
scenarios 

 
The output of the project is an interactive e-learning 

educational and testing software with incorporated 
foundation for additional tool dedicated to procedural 
training. The article focuses mainly on e-learning part of 
the software, especially, educational and testing 
segments.  

 

III. EDUCATIONAL SEGMENT 
The first step was to identify necessary steps for created 

educational e-learning software to be integrate into the 
current education system of firefighters in the Czech 
Republic. The educational software would be integrated 
into the training phase in which theoretical training of 
firefighters takes place. Practical training would be 
conducted on simulators specifically designed to simulate 
various emergency situation that aircraft might be 
involved in. With regard to the financial demands of these 
simulators, the inclusion of such training is within the 
competence of the Ministry of the Interior. In the phase of 
verification and tactical exercises, proposed testing 
software is integrated to test operational procedures as part 
of e-learning platform. The integration process is shown in 
Fig. 2. 

 
In order to create e-learning software it was necessary 

to develop structured education system reflecting all 
theoretical circuits, so-called modules, covering every 
area necessary for enlarging firefighters' capabilities and 
increasing the their effectiveness in moderating aircraft 
accidences.  

Theoretical areas of educational segment were defined 
as follows: 

• Module 1: Basic theory training  
o Module 1.1: Combustion processes and 

extinguishing agents 
o Module 1.2: Organization and 

operation of firefighters units 
o Module 1.3: Technical means and 

technical training 
o Module 1.4: Fire prevention 
o Module 1.5: Health and psychological 

training 

 
Figure 2. Integration of proposed educational and testing software 

into the existing training firefighters program  
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• Module 2: Aviation Legislation 
• Module 3: Construction materials used in 

aviation for the production of small aircraft 
• Module 4: Aircraft categorization and typology 
• Module 5: Communication procedures 
• Module 6: Crisis management and critical 

infrastructure 
• Module 7: Design of training scenarios for 

firefighter training on aircraft accidence  
 

Since firefighters from outside airport units have not 
yet been trained in basic related to air transport, it was 
necessary to create a simple system to present firefighters 
with all relevant information and data on aircraft 
categories up to 2,000 kilograms. Furthermore, to specify 
most critical categories of aircraft, authors reviewed 
categories used by general aviation and compared them 
with statistic of aircraft accidence listed in general 
aviation category and selected following [9]:   

 
• ELA1: the aircraft with a maximal take off mass 

(MTOM) 1 200 kilograms or less, or is not 
classified as complex aircraft  

• ELA1: glider or powered glider with MTOM 1 200 
kilograms or less 

• ELA2: the aircraft with MTOM with 2 000 kg or 
less, or is not classified as complex aircraft 

• ELA2: glider or powered glider with MTOM 2000 
kilograms or less 

• ELA2: ultra-light aircraft  
• LSA: light sport aircraft with MTOM not exceeding 

600 kilograms, maximal stall speed in landing 
configuration (VS0) not exceeding 45 knots 
calibrated speed (CAS), with maximum passenger 
capacity not exceeding 2 including pilot. Aircraft 
powered by propeller without pressurized cabin 

• A lightweight sporting airplane with a maximum 
take-off mass (MTOM) not exceeding 600 kg. 

 
The total number of small aircraft up to 2 000 kg per 

category is shown in Table 1. 
The representation of the examined aircraft types in 

the registers of the Czech Republic is shown in Fig. 3. 
 

 
Subsequently, the accident analysis of these types of 

the aircraft was carried out. According to the database of 
in the years 2006 – 2017 happened 417 accidents and 653 
air incidents in the category of small aircraft up to 2,000 
kg occurred in the Czech Republic. 

This accident analysis of aircrafts was also the basic 
material for critical infrastructure processing, 
highlighting the areas with the most frequent occurrence 
of air accidents and incidents in individual geographical 
areas in the Czech Republic. 

For this reason, aircraft and helicopter cards have 
been created in graphical form, which will be part of the 
e-learning software and at the same time provide brief 
information about individual aircraft and helicopters 
alongside with blueprints.  

The cards have a graphical electronic form and 
provide a graphical demonstration of the aircraft, 
information about the fuel system, luggage compartment, 
aircraft spatial distribution, aircraft crew information, and 
basic technical parameters. An illustration of the aircraft 
card is shown in Fig. 4. 

 

 
Every aircraft card includes following information: 

• Image of aircraft cross-section  
• Crew location information with graphical 

representation 
• Information on fuel system and the location of 

fuel tanks 
• Aircraft electric system 
• Basic technical information about the aircraft 

(capacity, aircraft technical parameters, 
propulsion, oil system, etc.) 

• Information on rescue systems  

Figure 3. Selected aircraft types in Czech registry 

Figure 4. An example of selected aircraft card 

TABLE I.   
NUMBER AND TYPES OF SELECTED AIRCRAFT IN CZECH REGISTRY 

Category Total Number of 
aircraft types 

Gliders 1042 88 
Powered gliders 135 26 
Aircraft ELA1 518 53 
Aircraft ELA2 341 41 
LSA 28 17 
Helicopter 138 11 
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• Information on luggage compartment and its 
location  

• Black box location 
• List of materials used on and within aircraft 

 
The educational segment also includes cards of used 

materials in the analyzed category of aircraft and 
helicopters. Material cards are processed in the form of 
methodological sheets according to the internal standards 
of firefighters of the Czech Republic.  

By analyzing and summarizing of materials used in 
small aircraft, we used maintenance manuals, user 
manuals and manuals of analyzed aircraft types. From 
these analysis was created the structure of material 
composition of particular aircraft types.  

The basic materials used in the production of aircraft 
include: 

• Aviation Gasoline 
• Aviation Kerosene 
• Dural 
• Aluminum 
• Metal 
• Wood 
• Steel 
• Polyethylene Fiber 
• Kevlar 
• Carbon Composite 
• Glass 
• Firbre Glass 
• Carbon Fibre 
• Laminate 
• Optical Fibre 
• Vinyl 
• Palycarbonate 
• Plexiglas 
• Acrylic 

 
Fig.5 contains materials used by majority 

manufacturers producing aircraft under 2000 kilograms.   
 

 
The mail goal for the e-learning education system was 

to design graphically friendly environment, which would 
offer a brief and informative aggregate of all areas 
required to enlarge firefighters’ knowledge on aircraft 
accidence emergencies in order to pass verification and 
tactical exercises.  

 

 
An example of educational presentations in the e-

learning system is shown in Fig. 6. 
Educational e-learning software is developed based on 

an interactive approach. Every area is summarized in the 
form of interactive presentation, which includes list of 
relevant sources for further reading and direct access e-
testing platform.  

  

IV. TESTING SEGMENT 
After familiarizing themselves with the theoretical areas 
users, i.e. members of the firefighters units, have the 
possibility to register for the announced examination 
dates. The enrollment process is shown in Fig 7. 

 

 
 

Role of the examiner lies with the unit commander or 
person who has been appointed for the task. Responsible 
person defines: 

• Date of examination 
• Allotted time for test - option to sign up and 

withdraw from the exam 
• Number of questions 
• Number of candidates for the exam. 
 

The e-learning testing segment is designed to allow the 
administrator to manage the selection of theory, 
combinations of individual questions, set the number of 
questions and allotted time for testing, test enrolment date 
and time. The proposed test system is effective - the test 
results are seen by the administrator immediately after the 
test has been completed, which greatly simplifies and 
speeds up the process of educating and testing members of 
firefighters units. An example of e-learning testing 
segment is shown in Fig. 8. 

 
Figure 5. Most common materials used aircraft 

Figure 6. Selected example of the educational segment  

Figure 7. Process of enrolment for testing  
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Within the project, it was necessary to design a testing 

system that allows testing of both individuals and whole 
groups under the leadership of the responsible leader. The 
testing system design consists of a database of 500 test 
questions. Questions are made up of all modules, with the 
testing software allowing the design of simple and 
complex questions. A simple question is shown in Fig. 9 
followed by an example of complex question in Fig. 10.   
 

 
 

 
 
The entire process of training is completed by a final 

examination before the examination committee. The 
examination committee is appointed by the director 

(commander) of the organizational unit of the firefighters 
of the Czech Republic, which organizes the training.   

Final examination consists of two parts: 
• Theoretical part: e-learning testing segment 

focused on theory  
• Practical part: e-learning testing segment 

focused on operational procedures  
  The final examination is successfully passed if the 

student has passed both parts of the examination. Every 
successful firefighter member gets a certificate of 
completion.  

In the final phase of the project were the e-learning 
software and simulation software for training of simulated 
interventions supplemented with basic materials 
governing the use of the software in the following 
composition: 

• user manual - modifies work with e-learning 
software, characterizes basic functions and 
explains how to set up individual segments of  
e-learning (presentations, modification of 
graphical environment, creation of database of 
test questions, setting of exams, way of exam 
evaluation, etc.) 

• simulator training methodology - certified 
methodology modifying work and training on  
a software simulator for training of firefighters' 
intervention in air accidents. 

• Methodology setting out the procedure for the 
future implementation of changes in firefighter 
training - a certified methodology for the 
implementation of changes in firefighter training 
on air accidents. 

In addition to the above certified materials were created 
a several non-legislative manuals and guides that will 
enable the effectively implementation of e-learning 
system and simulation software including material cards 
and aircraft cards to the current firefighters education 
system in the Czech Republic. 

V. CONCLUSION 
The proposed e-learning software offers the course 

participant to access all modules via online presentation or 
browse them in pdf formats for self-studying. At the end 
of the e-learning course, every participant takes final 
examination, which consists of theoretical and practical 
part. The content and structure of the final examination are 
specified by firefighters unit commander, who acts as 
course examiner.  

The proposed e-learning software aims to ensure the 
highest possible level of knowledge for the firefighter 
members and other personnel involved and to ensure the 
most effective preparation of the emergency response in 
the aircraft incidents. Every firefighter member should 
obtain information on aircraft materials, aircraft structures, 
systems and other relevant aspects.  

The specialty course is designed for members of the 
Fire Rescue Services of the Czech Republic and 
employees of Fire Rescue Service attached to companies 
without previous experience and expertise in aircraft 
accidence emergencies. The course is aimed at acquiring 
basic habits and knowledge related to aircraft accidents 
including emergency operational procedures at the airport. 

Figure 8. Pictures shows administrator or examiner working 
environment as part of the testing segment   

 
Figure 9. Example of simple question being displayed on 

administrator’s computer 

 
Figure 10. Example of complex question being displayed on 

administrator’s computer 
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The course is designed to acquire professional competence 
specified by a special regulation for members of the Fire 
Rescue Service of the Czech Republic or employees of 
Fire Rescue Service attached to companies. Testing at the 
end of the course uses educational segment for testing 
theoretical knowledge and practical segment to test 
procedures specific to aircraft accidence. 
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Abstract— In this article, we talk about plagiarism that 
occur at our university. We describe the specific course, 
where we deal with this problem. We describe how the 
students are cheating when they do their homework. The 
manual searching of plagiaries is complicated, because the 
amount of submitted files is important. Therefore, we 
developed a comparing tool, that looks for plagiaries in the 
set of submitted files. We describe how the tool is working, 
and how we used it to prevent the cheating.  

INTRODUCTION 
Plagiarism is a problem spread around the world. The 

institutions, that are touched the most, are probably the 
schools of all levels – from primary schools to universities 
[8]. There are a lot of systems dealing with plagiarism in 
various fields. Antiplagiarism systems for text documents 
are standard in many institutions [4][5]. In Slovak 
universities, system called ANTIPLAG [3] is used to 
check all final thesis of university students. Source code 
plagiarism is also discussed topic in all programming-
oriented universities [6][7]. In this article we will describe 
an antiplagiarism system, that we developed in order to 
prevent the cheating of students in another specific field.  

The particular form of cheating, and so the adapted 
antiplagiarism system, that we will talk about, is closely 
related to the form of the concerned subject. So, firstly, we 
should explain the nature of the subject. It is a part of a 
course for first year students, within undergraduate study 
of Informatics. It is taught in the second semester, and it 
concerns about 150 students every year. The name of the 
subject is “Discrete probability”. It is a continuation of 
“Mathematics for computer science“, that is taught in the 
first semester. Brief overview of the concerned subjects 
could be found in [1] and [2]. 

The both of the subjects have a similar form. There is 
one theoretical lecture per week, than one block of 
“paper“ exercises, where the mathematical problems are 
solved on paper or on black-board, and then one block of 
“computer-lab“ exercises, where students are solving 
similar problems with use of computer. Since they are first 
year students, we do not expect they can use any program 
language well enough. So, the informatic tool to solve the 
mathematical problems that we use within the “computer-
lab“ exercises, is Microsoft Excel, that is quite user 
friendly for our purposes. The final examination is 
composed from the theoretical questions, the paper 
problems, and the computer problems, as well. 

In the first semester, we are examining the students 
every week. They have a short test in the “paper“ sessions, 
as well as on the „computer-lab“ exercises. We are doing 
this to motivate the students to regular revision. It works 

well enough, as we can read from students answers in 
questionnaire that we organize every year in the end of the 
semester, they prefer this continuous form of examination.  

However, this is not possible to do in the same way in 
the second semester. We keep the regular paper tests. 
However, the computer blocks are shorter than in the first 
semester, so there is no time to examine them directly 
during the course. Instead of it, we are giving a homework 
to students every week. They are supposed to do it at 
home and submit it to university scholar system until the 
next computer-lab session. Afterwards, the teachers check 
the homework files, evaluate them and give the feedback 
to students. But the evaluation is only informal, this 
homework has no explicit contribution to the final grade, 
as for the paper tests. The homework is not mandatory, 
you can ignore it all the semester and then just go to final 
examination and get a good grade (although, this case is 
not seen very frequently).  

The reason why it is not mandatory, is because we do 
not want to motivate the students to plagiarism. If you 
don’t want to do the homework – let it go, you will not be 
punished, but please do not copy a work of someone else. 
On the other hand, we want to keep a small level of 
positive motivation anyway – if you do the most of your 
homework, you will have a small bonus in the end of the 
semester.  

Even if the homework is not mandatory, there are still 
some students, who want to have the small benefit in the 
end of the semester without any work from their part. So, 
we have developed a tool to verify the authenticity of the 
submitted files, to prevent the plagiarism. 

I. METHODOLOGY 
This section will describe the methodology of 

plagiarism search for mathematical oriented courses. 

A. Definition of plagiarism 
First of all, to deal with the plagiarism, we need to 

know what it is. So, in the beginning of the semester, we 
explain to our students what kind of “collaboration” is 
accepted. They are told that if they want, they can solve 
the problems in groups, but everybody need to create her 
or his own Excel file. If somebody struggles and he or she 
cannot find the good way to solve the problem, it is 
allowed to go and ask somebody else for help. But they 
need to understand the solution themselves, and write it 
down themselves as well. If they work in a group where 
only one person is creating the file and the others are just 
observing the writer, who share the file with the others in 
the end, it is considered as plagiarism. This kind of 
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collaboration is not allowed. The “writer” and the 
“observer” are both considered as plagiarists. 

We suppose that with this definition of plagiarism, the 
submitted files should be different enough, so we could 
say which one is unique, therefore created with 
understanding of the solved problem, and which one is 
copied from a mate.  

B. Plagiarism types 
There are several ways how to use a complete 

homework of someone else to create a new “original” 
homework. The simplest one is just the renaming of the 
file. Another mean is to copy the content of the mate’s 
homework, and paste it into a new file. These cases can be 
“improved” by some more sophisticated techniques, that 
include more or less important modifications of the 
existing file. 

 

C. Manual comparing 
The oldest way how to find a plagiary is a manual 

check of certain properties of the files. First of all, it is a 
visual appearance. But this is quite limited way of 
investigation. Since the students are divided in classes per 
20 persons, one teacher checks regularly at most 20 files. 
So, he or she can identify the plagiarism pairs only within 
this small group of students. Another possibility to check 
the originality, is to verify, whether the author of the file is 
the same person as the one, who submitted it as his/her 
homework. The information about the date of the creation 
of the file is useful, as well. It should not be created 
sooner than the homework was defined. If it was, the 
homework was maybe copied from an older schoolmate. 
Since the amount of submitted homework is every time 
considerable – around 100 of files - we welcomed the 
creation of the comparing tool, that can make all this work 
for us. 

 

D. Automatic system for plagiarism evaluation 
As mentioned earlier, it was difficult to investigate the 

big amount of homework files manually. For this reason, 
we developed a system, that can do automatically all the 
manual work that was before performed by individual 
teachers. Moreover, now we can do it in a wider range 
(not only one class, but all students). 

The main concept of the system can be found in a 
figure 1. The whole process begins with collecting 
homework files. Students submit these files using the 
LMS Moodle system, which allows them to be 
downloaded without problems. After that, files are 
processed, and important metadata are extracted. Those 
metadata represent the student’s file. The metadata from 
those files are compared with each other and a report is 
created in the end. 

 

 
Figure 1. File processing process 

1) File processing 
 

The first step in our algorithm is file processing. In our 
system, we work only with Microsoft Excel (.xlsx) 
spreadsheets documents. Those documents are based on 
Office Open XML format (OOXML) [9]. Office Open 
XML is a zipped, XML-based file format.  

Each .xlsx file contains several zipped XML 
documents. The basic file structure is as follows: 

i docProps 
    ji app.xml 
    jk core.xml 

i xl 
    jk worksheets 
    j   i sheet1.xml 
    j   k sheet2.xml 

k workbook.xml 
 
Full Office Open XML document structure is more 

complicated but for our purpose, the demonstrated 
structure is sufficient. File app.xml describes information 
about the app that created a file, in this case the app is 
Excel. We can find here a version of MS Office 
application, for example. More important is core.xml. This 
document describes file properties. It contains information 
about: 

• File author 
• Last modification person name 
• Created timestamp 
• Last modification timestamp 

 
Document workbook.xml contains information about 

worksheets and GUID (globally unique identifier) of 
workbook. This GUID should be unique for each file. The 
last important xml documents are sheet1.xml, 
sheet2.xml…These documents store the content of the 
sheets. Sheets also have GUID which should by unique. 

To minimize the file size, the OOXML does not store 
all cell values. It stores formula only for the first cell and 
specify range, where it is applied. When we tried to 
compare two files, it turned out that this is not satisfactory. 
Therefore, we use external library (NPOI) to process 
content of the sheets. This library parses OOXML format 
and provide us rich API. Consequently, we are able to 
retrieve exact formula for each cell. 

The formulas that we can get with this approach are still 
not entirely suitable for direct comparison. When the 
students copy and paste something, they do not keep the 
exact position of solution from the original file. This was a 
source of issues during the comparison. To solve this, we 
transformed the formula in sheet to use relative references 
instead of absolute. 

Example can be found in figure 2. The formula in cell 
C1 is “=A1+B1”. Our algorithm transform this formula to 
it relative form: “={-2.0}+{-1.0}”. The second formula in 
B2 is “=SUM(A1:B1)”. This will be transformed to 
“=SUM({-1.-1}:{0.-1})”. The exact form of this 
representation in not important. The main point is, that it 
doesn’t matter where exactly those numbers and formulas 
are in the sheet, every time we get the same 
representation. This will be important in next part of our 
algorithm.  
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Figure 2. Excel sheet example 

In addition to formulas, we select also numerical values 
from the excel files. Those values are usually used as 
input for student calculations. We omit the other types of 
data (strings, charts…) because they are usually not 
necessary to solve the task and they serve only as an 
illustration for presenting the solution itself.  

We use a matrix to represent the sheet. This matrix does 
not contain the entire sheet but only the area of the 
student's solution. This area is constructed as minimal 
rectangle which contains all formulas and numeric values. 
Example can be found on figure 3. The example shows 
simple homework in excel. It contains some description 
(“Some Homework”, “Step1”) and some calculations 
(rolling of dice in this example). Only area bounded by 
red rectangle is considered as the student’s solution and a 
matrix is created from it. This “solution bounding” with 
our proposed formula transformation is a basis for sheet 
comparison algorithm described in next section. 

 

 
Figure 3. Student solution area in excel worksheet 

After all files are processed and metadata loaded, the 
files are compared with each other. 

 
2) Submission comparison 

 
When comparing the homework files, we work with the 

loaded metadata. During this phase we compare all files 
with each other. Our comparison has several stages. Each 
stage has its own report. At the beginning we compare 
following file properties: 

• File id 
• File author  
• File creation time 
• File content 
 

Comparison of these file properties is a simple task. We 
just group files that has same id, author and creation time. 

Comparison of content is more challenging. Every file can 
have more than one sheet and every solution can be on 
different location in different sheets. Because of that, we 
must compare content of every two pairs of sheets. For 
every sheet in first file we pick the most similar sheet in 
the second file. The final similarity between two files is 
calculated as average similarity between their sheets: 

�
 

Similarity between two sheets is calculated using 
matrixes representing the sheets as follows:  

 
Since in general the similarity between worksheets 

s1 and s1 is not symmetrical, we consider the higher of the 
two values in the similarity calculation. 

 
We also analyze all file properties, which can indicate a 

strange manipulation with submission. Those features are: 
• Different author and last modified user name 
• Files that were created more than one month ago 
• Files that were created in a little amount of time 

 
These features point to a suspicious manipulation with 

the file, that should not be present in a case of authentic 
homework file. The usual student mistake is, that he/she 
took the file from his/her mate and forget to change author 
of document. Another suspicious case is file with date of 
creation 1 or more year ago. The last one considered case 
is timespan between file creation and last file save. Every 
task requires some time to finish, so if this time is very 
small it may mean attempt to copy someone’s else 
submission. 

 
3) Plagiarism evaluation 

 
The tool currently searches for plagiarism using a 

variety of methods. The outputs of the algorithm are 
tuples of suspicious assignments that met some of the 
checked properties. For better readability we implemented 
algorithm for match grouping. This algorithm basically 
groups suspicious files by plagiarism groups. These 
suspicious assignments serve only as a basis for the 
teacher, and the final decision as to whether the work is 
plagiarism or not must be decided by the teacher. 

 

E. Encountered problems 
The proposed solution worked well in most cases. 

Despite the standard, it turned out that different versions 
of Excel work with files differently. 

The first problem was in generating GUID for 
documents. It turned out that Excel for mac does not 
generate a unique identifier for files. Because of this, all 
files created on mac users had the same unique identifier, 
and the system identified them as plagiaries. 

Another problem was incorrect metadata filling in some 
cases. Occasionally, the document had a predefined 
creation date. This date is from 5th June 2015. It may 
happen when a student creates a new Excel file from the 
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file explorer instead of creating a new file directly in 
Excel. 

Last problems were with the names of author and name 
of the person who saved the file for the last time. It 
happened, that students started to do the homework during 
the courses and finished it at home. Usually, a student on a 
personal computer does not have the same user name, or 
he does not use same office 365 account and therefore 
these names were different. 

 

II. USE OF THE COMPARING TOOL 
In this part, we will show how we used the comparing 

tool. The homework was submitted once a week, and we 
have compared the submitted files every time until the 8th 
week of the semester. The several last comparisons 
revealed significant decrease of plagiarism, so we did not 
continue for the last 4 weeks. 

In the figure 4 we can see an example from the 
comparing tool output. For our purposes, we visualize 
both the names and the family names of the students, but 
we omitted the family names in this example. In the part 
labelled “Same ids”, “Same authors” and “Same created”, 
we can see the list of files with same metadata about their 
creation. The part “Less time to edit” indicate the students, 
that edited their file in considerable short time. The part 
labelled “Older than from 2019” reveal the students who 
used a file from previous years to do their homework. 
There is an interesting part labelled as “Not matching 
author/last saved”. Here, on the line 23, we can see that a 
Martin created the file, and an Ing. Peter saved it. In this 
particular case, we did not considered it as a plagiary. 
Martin and Ing. Peter had same family names, so very 
probably it is a son who made his homework with his 
father’s computer. Last part in this example is labelled 
“Copies”. It shows all the files that have more than 85% 
of identic cell content. 

When someone was cheating and copying the content 
of his/her mate’s homework, it was usually revealed in 
more than one category of comparison. In this case, the 
files of Michal_226371 and Ján_121119 are matched in 
five different categories 

In some cases, when the comparing tool identified a file 
as a suspected plagiary, we were not sure whether it was 
really the case. For example, if the time of the creation of 
the file was only 5 minutes, it is suspicious. But, as we 
seen in some cases, it is not always a sign of plagiarism. 
For example, there were students who worked out a more 
complex problem for themselves, and then they just 
selected the part that was defined as a homework and 
copied it into a new file. Naturally, this took only a few 
minutes. Or, if the date of the creation of the file was one 
year ago. This can happen, if a student is doing the subject 
second time, because he or she already tried it last year 
and failed. The submitted files can be original, worked out 
by the concerned student, but created one year ago. 

 
Figure 4. Text output from comparing tool 

In such ambiguous cases, when the indications were not 
clear enough, we talked to students and ask them about the 
content of the file. If they are really authors, they should 
be able to explain the formulas inside, or to make a trivial 
modification in it. If they copy it from a mate, they will 
not be able to answer simple questions. Or, they have to 
make a great effort to understand what was inside of the 
friend’s file. 

However, when the comparing tool revealed a real 
plagiarism, the students did not deny it. For me, 
personally, it was a good moment in this “inquisition” 
process. I appreciated that even if the students were 
cheating the system, they did not lie to me in personal 
conversation. 

The punishment for the cheaters was to write an essay: 
How did I copied the homework, and why I will not do it 
anymore. It was interesting to read, we learned some 
interesting things from our students. For example, one of 
them told us that the comparing tool is not working good 
enough, since it did not reveal a cheating of his (un-
named) friend. 

III. RESULTS 
In figure 5, we show the amount of the suspected 

plagiaries per week, as they were identified by the 
comparing tool. Not all of them were really plagiaries, on 
the other hand, not all of the plagiaries were relieved by 
the comparing tool. We can suppose that it was more 
accurate at the beginning of the semester.  We can notice a 
strong decrease of the potential plagiaries during the 
semester. 
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Figure 5. Evolution of plagiarism during the first 8 weeks of semester. 

In 3rd week, the homework was not to be worked out with Excel, 
therefore it is not presented in this evaluation. 

In table 1, we show a detailed distribution of suspected 
plagiaries per week, relieved by different ways. The 
numbers in the cells represent the number of suspected 
plagiaries, revealed by the comparing tool.  If there is , for 
example, number 8 in a row labelled „Same author“, it 
does not mean that the 8 files had the same author. There 
could be 4 different students, where each one was author 
of two different files. The homework in W3 was not 
worked out with Excel, so we did not use the tool to look 
for plagiaries. 

IV. CONCLUSION 
As we can see from the presented results, the plagiarism 

is something that is not strange for our students. 
Moreover, they let us know that our comparing tool is 
“useless, because it does not reveal all the plagiaries”. So, 
even if the tool is not perfect, it reveals that at most 62% 
of students worked out their first homework correctly, and 
at least 38% of them copied the solution from somebody 
else or let the others to copy their own solution. It is a very 

important number. The question is – what is wrong? Is 
there a way how to minimize the motivation to appropriate 
a work of someone else? And at the same time, to 
motivate the students to a regular revising without an 
explicit evaluation during the semester? 

There is also a question concerning the improvement of 
the plagiarism situation during the semester. Did the 
students really start to work out their homework 
themselves, or have they just found a way how to cheat 
the comparing tool? Naturally, we did not explained them 
how the tool is working, so if they did it, they did it 
themselves, by paying more attention when copying the 
formulas into their file. It would be interesting to know the 
answer. In the 2020, we envisage to give a short anonym 
questionnaire in the end of the semester, in order to 
understand whether the students improved their cheating, 
or they started to do the homework themselves.  

For the next year, there is a modification to do in the 
comparing tool. Until now, it was sufficient to compare all 
the homework files within the actual year, since we did 
not possess the files from previous years. From now on, 
we would like to add the comparison of files with the 
older data from previous years. It would be interesting to 
compare the behavior of students from 2019 with 
upcoming students. 

In the future, we would like to focus also on the 
improving of the algorithm itself. The first problem 
(already mentioned before) is the way of comparing 
worksheets. The proposed solution is not resistant to more 
complex document modifications. To improve the 
detection capabilities of the algorithm, it will be necessary 
to find a better representation of the worksheet. To 
improve detection, a tree representation of the document 
could be used to describe cell-cell relationships. The 
problem that could arise in such a representation is that 
such representation could theoretically identify any work 
as plagiarism. Any work that solves the same task will 

W1 W2 W3 W4 W5 W6 W7 W8

Same author 8 12 2 0 0 0 0

Same ID 5 6 2 0 0 0 0

Same created 20 20 6 3 2 2 0

Same content 31 31 5 not checked 4 2 0

Small time to edit 4 8 0 3 3 3 1

Not matching author / 
last saved

6 7 2 0 1 0 0

Older than from 2019 5 4 2 2 2 1 0

Number of uploaded 
files

126 122 111 105 98 92 97

Number of suspected 
plagiats

48 42 12 8 11 7 1

Percentual presence of 
suspected plagiats in 

uploaded files
38% 34% 11% 8% 11% 8% 1%

Comparison 
of several 

files

Coherence 
within one 

file

not 
checked

not 
checked

not 
checked

TABLE I. 
DETAILED INFORMATION ABOUT THE AMOUNT OF PLAGIARISM FOR FIRST 8 WEEKS OF SEMESTER. 
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have very similar (if not identical) relationships between 
individual cells. 

Another problem that will be crucial when selecting a 
suitable representation is the efficiency of processing such 
representation. Individual tasks consist of several formulas 
that are repeated in many rows across the entire 
worksheet. Due to the nature of some tasks where 
thousands of lines need to be produced, the current 
comparison method proves ineffective. 

In addition to improving the efficiency of the algorithm, 
it is planned to expand the application in the future to 
include more efficient (graphical) representation of found 
plagiaries. 
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Abstract— The political agenda of transition from a 
command to a market economy in Estonia also marks 
the development trajectory of ICT and 
entrepreneurship. The efforts of the Estonian 
government in the development of ICT infrastructure, 
education and e-government from the 1990s, and 
entrepreneurship promotion in the 21st century, 
manifest as political entrepreneurship. Political 
entrepreneurship is seen on three levels: (1) as the 
investment or re-allocation of resources into a desired 
object; (2) a change of broader economic (freedom) 
policy and institutions, incl. the public sector; (3) the 
change of societal order and transformation of the 
political system and its institutions.  

Societal changes in Estonia in the 1990s were 
characterised by a lack of resources; against this 
backdrop, some political entrepreneurs played a 
triggering role in launching ICT infrastructure 
projects. The Estonian Parliament was also quite 
enterprising at this time. The competence and 
motivation of decision-makers in the Parliament have 
changed significantly since the 1990s and early 2000s, 
which has influenced political decisions in subsequent 
periods. By using the case of the academic data 
network EENet, and its chronology, we analyse the 
development of political entrepreneurship in Estonia. 
The question is whether today’s decisions facilitate a 
continuation of the success story that began in the 
1990s.   

Keywords – Political Entrepreneurship, ICT 
Infrastructure, Research and Education Network, 
EENet. 

I. INTRODUCTION 
Estonia is known as an advanced small IT country, with 

several start-up companies with significant success 
operating in the field of information technology (such as 
Skype and GrabCAD) or in other areas, by using 
information technology tools (such as TransferWise and 
Bolt). The Tiger Leap project (bringing IT into education) 
and the Estonian ID card are also well known. 

It has been officially decided that ICT is one of the 
three key areas [1] in Estonia in which the country is 

making a significant contribution to the future. This 
situation has been reached in less than 25 years. 

Although Estonia was already a pioneer in information 
technology during the Soviet period, after regaining 
independence in the early 1990s Estonia’s connection to 
the internet was based on e-mail solutions that worked 
with analogue telephones when calling Finland. 

In 1992, the TCP/IP connection was launched between 
Estonia and the KTH Royal Institute of Technology 
(Sweden) as an initiative between a number of universities 
and research institutes. The Minister of Culture and 
Education established a new organisation (Estonian 
national research and educational network – EENet) to 
manage and develop the new infrastructure and IT 
services based on that. Funding for this was allocated 
from the state budget from 1994.   

Soon, the Tiger Leap program (1996) to computerise 
Estonian schools, e-government (2000) and public e-
services including the ‘one-stop shop’ portal 
(www.eesti.ee) were also launched. To date, these 
initiatives have effectively meant that the state has been 
far more successful in developing its e-services and 
related infrastructure than most private sector companies. 
At the same time, the state commission has enabled the 
development of the competence of ICT companies in e-
governance development within public-private-partnership 
(PPP). Now they are able to export that experience to 
other countries [2, 3].  

The World Economic Forum (WEF) [4] considers 
Estonia to be among the most innovation-driven 
knowledge-based economies since 2014, and since 2016 
as a hidden entrepreneurship champion in Europe [5]. 
Taken as a whole, we can conclude that the development 
of internet connectivity, IT education and e-government 
has led to the emergence of a thriving entrepreneurial 
ecosystem, with the rise of many new ICT or IT-based 
companies that are currently shaping the Estonian 
economy [6, 7, 8]. 

It is also understood that the development of e-society 
in Estonia has supported the process of democratic 
consolidation and has transformed social identity into 
becoming a modern European state [9]. Despite these 
achievements mentioned above, some researchers have 
come to the conclusion that the development of e-
government in Estonia took place due to the lack of a 
more visible strategy [10]. However, this process was 
primarily characterised by political intention [9], which 
could be understood as the prerequisite for political 
entrepreneurship [11]. Politically bold entrepreneurial 
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decisions and activities (the concept of transition to a 
market economy – IME, own currency, privatisation, e-
government, etc.) characterised the Estonian government 
during the initial period of regaining independence and 
transition to a market economy in 1988-2000 in particular 
[12]. This also was the period for launching several IT 
initiatives for networking and education. 

Against this backdrop, it is interesting to understand 
who personally and what institutional actors were an 
influence in creating the prerequisites for the academic e-
environment and development of the EENet pioneering 
internet network in Estonia. Also, what is the role of the 
EENet today and what developments could it introduce in 
the future? 

Looking to the future, it is essential how Estonia, as a 
state, can make full use of the results of the internet and IT 
boom in building a knowledge-based economy as a whole. 
This would mean integrating industrial, educational and 
research policies.  

This paper analyses the contribution of different actors 
– the contribution of political entrepreneurs and the state 
to the development of IT infrastructure at different phases 
of development of EENet as the leading network in the 
early stage of the internet in Estonia. To this end, we first 
systematise levels of political entrepreneurship (PE). 
Second, we analyse the actors and activities in the 
network development in Estonia as political 
entrepreneurship. Third, we periodise the development of 
research and education networking (EENet) within four 
stages and analyse the reasons that led to the changes of 
direction and how the new approach contributed to the 
country’s ICT development. Finally, we will try to unlock 
the Estonian challenges of network development and 
knowledge-based economy and society for the future. 

I. POLITICAL ENTREPRENEURSHIP LEADING 
CHANGES IN SOCIETY 

A. Understanding Political Entrepreneurship 
An entrepreneur can be viewed as someone who 

creates something new – innovation – and who introduces 
a change in society (“every-day world”). McCaffrey and 
Salerno theorise about broader the political agenda of 
entrepreneurship and give the definition that “the function 
of political entrepreneurship consists in the direction of 
coercively obtained resources by the state toward 
processes of production which would not otherwise have 
taken place” [13:553].  

An example of political entrepreneurship (PE) in this 
context is the investment of tax money into plants and 
machinery or market assets [13]. We call this first level 
PE in its societal meaning. The first level PE approach 
could be criticised as being too simplified.  

On a higher scale, the second level of PE is the change 
of economic, incl. innovation1, policy and environment 
towards economic freedom to support entrepreneurship 
and enterprise among the population [14]. Examples of 
such PE could be countries of the European Union (EU) 
implementing some coordinated policies to benefit 
entrepreneurship and SMEs. According to Hederer [15], 
most contemporary literature on PE “relates the concept 
to some notion of institutional innovation and/or 

                                                           
1 Authors’ notion. 

innovation in the public sector, thereby following the 
Schumpeterian tradition”. We call this the second level of 
PE. 

The third level of PE means the change of societal 
order (paradigm) and introduces a transition process, e.g., 
from the Soviet command economy to a market economy 
(see also, e.g., “higher tier entrepreneurship” in [16:27]). 
Lentsch argues [11:7] that “Political Entrepreneurship 
[…] aims to transform the political system and its 
institutions from within, by competing in the political 
markets.” He sees the indirect role of social 
entrepreneurship in transformation of the political system, 
and political entrepreneurship has the same role directly. 
In this context, civic entrepreneurship shapes aspects of 
the political system indirectly, and this role is directly 
played by policy entrepreneurship.  

Thus, Lentsch [11] demonstrates the broader social 
context of entrepreneurship. In this article, we look at 
political entrepreneurship as a phenomenon that triggers 
and drives essential developments/changes in society, 
e.g., the creation of political, monetary, legal and physical 
infrastructure for a functioning state and social life [17]. 
In essence, this means that PE includes and combines all 
the three levels described above. 

B. The emergence of National Academic and Research 
Networks in Central and Eastern European Countries 

The changes in the (re)independent states of the Soviet 
Union, in the former Central and East European (CEE) 
socialist countries and in the Member States of the former 
Socialist Federal Republic of Yugoslavia in the 1990s are 
undoubtedly classified as the highest (third) level of 
political entrepreneurship phenomenon. From the 
commencement of transition to a democratic society and 
market economy, the need to integrate into Western 
networks, including academic ones such as Trans-
European Research and Education Networking 
Association (TERENA, 1986), was recognised very 
quickly. The R&D networks of the CEE in that period are 
mainly studied within a technical context [18] and shed 
little light on the social hinterland.  

In 1992, some country representatives initiated the 
consolidation of interest for collaboration in (national) 
research and education networks (N)RENs (in literature 
also: academic and research networks – ARNs) from 
CEE; the CEENet association was founded in February 
1994, and at one point its membership reached a peak of 
twenty-seven. Its main objectives were knowledge 
sharing, problem solving and collaboration in [19]: 

� External connectivity (to the internet); 
� Network education and training; 
� Management and administration; 
� User services. 

In 1996 (15 March) there were two main connectivity 
schemas: the Baltic countries (Estonia, Latvia, Lithuania) 
were linked to Nordunet (Helsinki and Stockholm), while 
Romania, Slovenia, Czech Republic, Slovakia and 
Hungary were linked to Europanet (Amsterdam). In part, 
the establishment of these connections was supported by 
PHARE projects of the European Commission (EC), Open 
Society foundations and other sources [18].  

In 1995-2014, the Association organised 15 CEENet 
Workshops on Network Technology, seven workshops on 
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Figure 1. The Swedish Space Agency as a provider and mediator of 
the Internet connection to and between Tartu and Tallinn through 

Stockholm (KTH), 1992. 

management NRENs (national research and education 
networks) and eight on network policy issues; the most 
recent meetings took place, in part cooperation with 
GÉANT, the pan-European data network for the research 
and education community [20]. It also meant that the 
CEENet Community had achieved its initial objectives, 
and was ready for cooperation with developed countries. 
Anne Villems was the most active Estonian representative 
at these meetings and in several workshops [20].  

The first CEENET workshop on Network Policy was 
organised by the CEENet in cooperation with the EENet 
and the Computing Centre of the Tartu University 
(CCTU) in May 1997. Most of the events were sponsored 
by the Soros Foundation, NATO and the states that 
organised workshops. Moreover, the contributions of 
global IT companies, including SUN, CISCO, Siemens 
and Rockwell Communications Systems, were 
remarkable. [20] 

C. Methodology 
The subject of the study is the Estonian national 

research and educational network EENet, the first internet 
provider in Estonia. The creation of EENet was one of the 
pioneering efforts to transform Estonia into a modern 
knowledge society. For the empirical part of the paper, the 
case study of the internet provider EENet is mainly based 
on public information from webpages (incl. [21]), the 
media, an unpublished paper2 [22], the websites of 
institutions (incl. [23]) and the official databases of 
Commercial Registry [24], including annual reports of the 
institutions and other secondary data. A search for 
research publications using Google Scholar® was also 
carried out, which gave an overview of which aspects 
have already been covered by researchers about EENet 
and e-governance in Estonia. Besides the published text, 
public interviews and talks from the internet and 
individual interviews were used to interpret and code the 
information and to illuminate the themes of the research 
topic. 

Furthermore, two former directors of the EENet were 
interviewed [25, 26] in order to gain a better 
understanding of the events and processes influenced by 
Estonian stakeholders and the international community. 
The first author of the paper was personally involved in 
both political decision-making and the EENet’s technical 
and organisational development. 

The sources of information [20-26] used for the case 
description are not specially referred; otherwise, direct 
citations are used. 

II. THE CASE OF EENET 
The pre-history of ICT developments in Estonia started 

with the purchase of electronic computers for the 
University of Tartu (1959), Nõo Secondary School (1965), 
the establishment of a computing centre at Tallinn 
University of Technology (1967) and the launching of 
programming courses. The founding of the Institute of 
Cybernetics, in 1960, became the starting point for the 
Estonian tradition in IT research. Today, the leading IT 
research and educational institutions are Tallinn 
University of Technology and the University of Tartu. 

                                                           
2 Part of the results of this material was published in the local newspaper 
Tartu Postimees.  

Also, the opening of the first FIDONET mailbox by 
Andrus Suitsu and Tarmo Soodla in December 1989 also 
forms a part of the pre-history of EENet. In spring 1990, 
Estonia joined FIDONET through Finland in the global 
FIDO network. In August 1990, the first people started 
using the internet at the Institute of Cybernetics. 

The institutionalisation of the academic data network 
was preceded by the most significant event in Estonian 
social life, the restoration of national independence in 
August 1991, and a transition to democracy and a market 
economy. We consider this process to be the highest level 
of PE by the Estonian people and leaders.  

By its decision of 24 October 1991, the Estonian 
Research Council formed the Board of ESTNET (closed 
the following year), the Estonian network of science and 
education. The initiative for the building network came 
from two heads of research institutes: the Estonian 
Biocentre (EBC) (Richard Villems) and the Institute of 
Chemical Physics and Biophysics (KBFI) (Endel 
Lippmaa). A 64 kbit/s satellite connection was established 
between the KBFI in Tallinn and the Royal Swedish 
University of Technology (KTH, Stockholm) on 26 March 
1992. Satellite communication equipment was also 
installed in Tartu on a roof of the Dome Tower of the 
Observatory, and the connection to the KTH began 
functioning on 22 April 1992; both main cities of Estonia 
were connected, Fig. 1.  

The project to bring the internet to Estonia was funded 
by the Open Estonia Foundation (Soros Foundation) and 
the Swedish Institute in Stockholm, supported by the 
Nordic Council of Ministers. The communication channel 
was provided by the Swedish Space Agency (Fig. 1). The 
exchange of information between KBFI in Tallinn and 
EBC in Tartu took place through KTH in Stockholm.  

The development stages of EENet are, above all, 
cognitive, with the years indicating these phases as 
approximate. 

A. Beginning, 1991-1996  
The first phase can be seen from events before the 

formal founding of EENet (11 August 1993) in Tartu until 
1995-96. The internet was simply something new. No one 
had any concept of the scale it would take over the years. 
The most “popular” service was e-mail, which was 
beginning to replace paper, while www was still 
developing and not much could be found there yet. 
People’s perception of the need for the internet was 
described by one minister’s assessment of the time of the 
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Figure 2. EENet backbone network, 2001. 

budget dispute [26]: “The internet is fun for rich countries. 
Estonia has the sick, Estonia has pensioners, Estonia has 
no resources to deal with such things.” 

However, after initial efforts, the agency succeeded in 
being granted a budget, even as a separate line in the State 
Budget Law, which provided it with a degree of stability 
for the future – the amounts allocated at legislative level 
could not be arbitrarily decreased during the year. 
Significant amounts were also allocated to various 
projects for development. 

The first director was engineer Enok Sein. During this 
period, EENet comprised a small group of people without 
a significant internal structure. 

As EENet was the only internet in Estonia at that time 
and most of those in need were research and educational 
institutions, there were no restrictions on joining at first. 
The general rule was that to participate, the authority had 
to find a way to gain access. For example, one of the first 
subscribers to the network, along with universities and 
institutes, was the newspaper Postimees. 

EENet’s mission during this period was, above all, 
“enlightening of the public”. Most people still did not 
know what the internet was or what it could do. EENet 
had to spend a great deal of money on developing 
connections, and local people in rural counties often had 
to convince themselves that the internet was a necessity; 
in some cases, people were slow in building a connection. 

By the end of the period, a significant number of people 
and institutions were aware of the need for the internet. 
This resulted in the interest among consumers and 
aspirants outweighing the resources available, and the 
institution had to define itself more precisely as a provider 
of internet for science, education and cultural institutions. 
The first user criteria were formulated. EENet asked 
future ISPs who had previously sold access to the EENet 
network to obtain their external connections (from 1995), 
which most did relatively quickly because the channels 
used to date had been too restrictive for the number of 
users. 

B. Fast Enlargement, 1996-2002 
The next period is marked by national interest, 

problems in market sharing and contradictions between 
conservative state budget financing and explosive 
expansion. The period lasted until the first years of the 
2000s when a functioning network existed in all counties 
and, besides EENet, it became possible to purchase 
commercially available connections almost everywhere. 

A significant contribution to the development of the 
internet was made by the Tiger Leap program, which 
EENet helped, among other things, to prepare. 

Instead of the current “public enlightenment” function, 
EENet became the builder of a cheap and accessible 
community. The rapid expansion also meant that many 
people needed help getting the network up and running, so 
advisory material and training became an essential part of 
EENet’s activities. International cooperation, which 
gained momentum during this period, was a great help. 
EENet organised and mediated many training and 
cooperation programmes for European or NATO research 
programme money. 

Most backbone networks fell short of capacity, but 
within a few years, the connection reached more or less all 
schools. In many libraries, AIPs (Open Internet Points) 

were opened. By 2001, the backbone network covered all 
of the Estonian counties, Fig. 2. 

 The money invested by the state in the field also 
attracted some commercial firms, who saw it as a potential 
opportunity to gain market share. This led to a fuss over 
the EENet market. The structure of the internet in the 
country was not yet complete. Participating in GÉANT 
provided the Estonian academic community with a much 
faster internet connection from October 2001 onwards 
than what had been available with Nordunet before. 

As the member of the association, ultimately EENet 
(Estonia) remained a beneficiary and did not contribute 
significantly to the further development of CEENet. 
EENet seemed to be ahead of the overall level of CEENet. 

The agency’s budget was under severe pressure during 
this period as the explosive growth in the number of users 
led to an increase in network costs, which were not very 
easy to cover from a conservative state budget. According 
to EENet’s user survey, approximately every fifth 
Estonian used services offered by EENet. 

Due to the changed functions, the institution itself grew 
rapidly; during this period there were three departments in 
EENet with more than 30 employees. EENet had 
representatives in most counties, while Tallinn had a 
multi-employee unit. 

C. Elitical Service for Science, 2003-2012 
The third period is characterised by the substitution of 

quantity with quality. This phase lasted until the 
institution was liquidated and the responsibilities were 
transferred to the new organisation. 

While hitherto the aim of the academic network was to 
provide an affordable service wherever possible at the 
lowest possible cost, it was at this stage that the specific 
quality and diversity of services required in science 
became a priority. 

Development activities became important in EENet’s 
agenda, and the institution participated in and developed 
several specific research services. In terms of clientele, the 
agency formulated key customers for itself – a science for 
which it is not possible to purchase commercial services in 
the required volume. The volume of services needed for 
education and culture was negligible in comparison, and 
the institution was able to provide them without much 
effort. Traffic in the EENet-GÉANT channel is presented 
in Fig. 3.  
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Figure 3. Data exchange in the EENet- GÉANT channel, 2004. 

 
Figure 4. EENet’s circular network, 2015. 

As the graph (Fig. 3) shows, the external connection 
was not too full, but this might be due to the somewhat 
restrictive nature of the national highways. 

The division of EENet labour in the Estonian Internet 
landscape was more or less developed, leaving more 
resources for improving and developing its services. An 
important area, for example, was providing of distributed 
computing resources. Since 2006 the former backbone 
network was planned to replace by the circular network 
(performed 2011-2012), reaching the next configuration in 
2015, Fig. 4. Several circular networks significantly 
increased the reliability of Internet provision. 

While the budget remained tight, it was no longer 
critical, because the necessary network was everywhere 
and most of the highways were obtained through long-
term, reasonably priced contracts. 

The number of EENet employees decreased to about 
25, with most based in Tartu. The need for representatives 
in all counties was exhausted after the end of the explosive 
expansion. The existing staff was divided into four 
departments. 

D. Part of the Bigger Institution, since 2013 
The beginning of the fourth period is due to the merger 

of EENet with two foundations in Tallinn – the Tiger 
Leap Foundation, which remained after the Tiger Leap 
Project, and the EITSA, whose primary function was 
expansion of the educational field. A new foundation 
called HITSA was formed from the three institutions and 
was located in Tallinn. Today, its priority is IT education 
and IT application in the education system generally. 

The trademark was preserved from the former state 
institution. Instead of development activities, the priority 
now is to advise users. 

III. FINDINGS 
From the regular surveys by TERENA (GÉANT) and 

the information about EENet and network development in 

Estonia, a rather similar development trajectory to other 
members of CEENet and NRENs in Europe is apparent 
(Table I). 

Similarly to CARNet in Croatia [27], EENet was not 
limited to the academic community in the early stage, but 
rather enabled free access to everybody, until 1995. 
Further divorce from commercial networks was a natural 
process to allow the concentration of state resources on 
the social, educational and cultural networks. In its role of 
"educating the public", EENet was the forerunner of all 
national e-institutions. The development strategy of 
EENet as a whole was in sync with the development of 
Estonia in general. 

Public funding for the development of EENet remained 
scarce. Therefore, financing and technical support by 
Open Estonia Foundation, the Nordic countries and the 
European Union during the start-up period was 
significant. However, even later, northern neighbours – 
e.g., Finnish NREN Funet – played an important role in 
financing EENet’s external network connections.  

For the period until 2011/12, the main goal of EENet 
was on catching-up with the technological capabilities of 
NRENs of Western countries. Today, the role of EENet as 
a structural unit of HITSA is to modernise and upgrade 
network connections and channels, provide certification, 
IT training and support education [21].  

IV. DISCUSSION AND CONCLUSION 
Earlier in its development phase, the Estonian academic 

network EENet played a key role in launching the use of 
the internet and computers in Estonian research and 
education institutions and in society as a whole. The 

TABLE I.   
COMPARISON OF EENET AND OTHER NRENS, 2005 [28] 

Typical REN in Europe EENet 
In 15 countries in Europe (including 
the Nordic countries) academic 
networking started in 1990 or before; 
most NRENs were established in 
1991-1995. Some have been added 
since then. 

EENet was established in 
August 1993, which can 
be considered quite 
medium-term in a 
European context. 

Organisationally, about 62% of the 
NRENs in Europe during this period 
are independent legal organisations, 
the remainder being parts of a 
university or ministry, etc. 

EENet is a separate legal 
body. 

The relationship with the government 
is diverse, with most being indirect or 
formally missing. 21% of the 
academic networks have a direct 
relationship with their government 

EENet is a public body 
managed by the Ministry 
of Education and 
Research. 

Academic networks generally have 
two options for connecting schools: 
either they connect schools (about 
100%), or they do not (with some 
exceptions). 

EENet is an exception – 
over 50% of schools are 
online (with no special 
resource allocation). 

Core network speeds dominate 2004-
2005 in Europe 2.5 Gbps, advanced 
countries have switched to 10Gbps 

EENet is one of the 
slowest networks, 1Gbps, 
which was sufficient for a 
small country at that time. 

Grid (science computing service) is 
divided into academic networks –
48% of them offer GRID services 

EENet develops 
“Estonian GRID” 
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original idea was also to develop a science network and 
consolidate scientific computing capabilities. To date, this 
role has fallen back to serve and advise learning 
environments, although the first initiative in the 1990s 
came from the need among academicians for more 
operative international data exchange. Part of the reason 
for this was the concentration of relevant resources in 
universities – institutions of greater influence.    

Global and regional political entrepreneurs Soros 
Foundation (Open Society Institute) and the Nordic 
Council of Ministers played an essential role in triggering 
networking processes in the early 1990s when Estonia 
lacked any resources. However, state officials also did not 
have a vision of the meaning of the internet that time. 

State officials did not have a vision of the real meaning 
of the internet at that time, but it could be argued, that it 
wasn’t even possible to have. Exchange of e-mails and 
files via FTP was an activity with a rather small target 
group. First „killer application“ www, was in the early 
development stage. Tim Berners-Lee invented the World 
Wide Web as a collaboration platform in CERN. The first 
graphical browser came into public in 1993 and World 
Wide Web Consortium (W3C), a Web standards 
organisation founded in 1994 [29]. The decision to invest 
in this new technology post-soviet Estonian very limited 
resources needed vision and entrepreneurial thinking. 

Fortunately, many of the decision-makers and members 
of the Estonian Parliament (Riigikogu) who initially 
granted state-level funding for the EENet from 1994 came 
from a generation that had been introduced to computer 
training courses at high school (e.g., Nõo Secondary 
School) in the 1970-80s. The independent Estonian 
Parliament was still relatively inexperienced politically. 
Significant decisions were made regardless of party 
affiliation with a view to the future of Estonia. It best 
described the manifestation of political entrepreneurship 
in Estonia in the 1990s. 

Political entrepreneurship by policy-makers continued 
following the founding of EENet with the Tiger Leap 
(1996), and e-governance (2000) programs. The efforts of 
politicians were supported by private sector founding the 
Look@World Foundation (founders: a group of banks, 
telecom and IT companies) [30]. The subsequent success 
story of e-governance in Estonia [2] was the logical 
continuation of these efforts, although some researchers 
conclude that process constituted “success without 
strategy” [10]. Even in the light of the success story of e-
government, there are still public agencies that are not 
ready to receive and deliver documents fully in electronic 
form3.  

As a continuation of political entrepreneurship (of the 
second level), it is important to note the corresponding 
preparations and accession to the European Union and 
NATO in 2004. These were steps that strengthened 
Estonia’s security and economic position. Regional 
disparities within the country also decreased. 

Today, the situation is still changing. Basic internet 
services are widely available, but progress is still 
underway. However, the development of social media, 
which massively affects society today, is only an 

                                                           
3 For example, the Police and Border Guard Board issue electronic ID 
cards, but the Pension Board continues to require and issue paper 
documents. 

advanced web application. Cloud technology, big data 
applications, artificial intelligence and quantum internet 
already exist, but only at an early stage of development. 

We are in a situation where much of this can be 
afforded only by larger states or multinationals. In 
addition to the positive effects of data communications, 
society also has to take into account the downside. Society 
needs to be protected from cyber-attacks from the criminal 
world, by terrorists and by hostile states. Bitcoin mining 
consumes more energy in a world with a hot climate than 
many smaller countries. 

For more than 15 years now, Parliament has been the 
domain of professional politicians. This means that the 
ruling parties are largely respecting their election pledges. 
Even if the government coalition previously promised 
something, the goal of maximising votes remains when it 
comes to budgeting. The shortfall of around 50% in 
research funding [31] compared to strategies [32] as well 
as the underfunding of universities has led to a lack of 
competence for strategic decisions. There is a risk that this 
trend will continue. There are already examples where the 
technology created by decades of work of Estonian 
scientists is creating production (plants) in Germany (e.g., 
Skeleton Technologies) [33]. This fact indicates that 
Estonia has no industrial/vocational education 
strategy/policy for such companies. The knowledge 
economy cannot be based solely on the IT success story to 
date; it must be populated by other success stories, 
including high-tech manufacturing industries.  

These instances are pointing to the decline or even 
disappearance of political entrepreneurship in Estonian 
public governance. In this context, EENet, which was a 
result of political entrepreneurship at the time, has become 
a feeder for the academic world while being part of the 
ecosystem in Estonia. At the same time, no frenzied 
development is expected as in the 1990s and 2000s. 

We are again in a situation where the state should make 
choices in the conditions of limited information: where the 
small country can proceed most effectively with the 
overall development. That means the need for political 
entrepreneurship already qualitatively on a new level. 
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Abstract—In this paper, authors present the application of 
Convolutional Neural Networks (CNNs) for Hierarchical 
Text Classification (HTC) using Local Classification per 
Parent Node (LCPN) approach. A 20Newsgroup hierarchical 
training dataset with 3 hierarchical levels and more than 20 
categories was used for training, evaluation and testing of the 
model. Several variations of hyperparameters settings are 
involved in the experiments such as batch sizes, embedding 
sizes, and number of training samples. The comparison of 
achieved results is performed against baseline and 
hierarchical models such as Support Vector Machine (SVM), 
Logistic Regression (LR), flat CNN and CNN with Local 
Classification per Node (LCN) approach. The results 
indicated that HTC using CNNs with LCPN approach 
outperformed the rest of selected methods by a margin 
between 5% - 15%.  

I.� INTRODUCTION 
The application of hierarchically organized categories 

into a taxonomy has become the most frequent method of 
organizing large quantities of data. For instance, enterprise 
customer care, product knowledge bases, online self-help 
centers, and e-learning systems. The most frequent strategy 
is to flatten a taxonomy so that all training datasets belong 
only to leaf classes. However, organizing the training 
datasets in this way does not mimic real-world examples 
very effectively. The connection between classes is lost 
because of the flattening process; thus, it is not possible to 
forecast the parent category of a new case [1]. 

Various methods exist for solving the hierarchical text 
classification (HTC) task, which is primarily based on how 
hierarchical relationships are utilized. Flat classification 
treats a flattened taxonomy as a set of unique classes that 
represent its hierarchy.  

Therefore, a binary classifier is usually trained for each 
class to discriminate it from the remaining classes. 
Although the flat classification approach is well known for 
its efficiency and simplicity when handling small-sized and 
well-balanced datasets, its performance suffers when the 
dimensions of the classes to be predicted not only increase 
but also become hierarchically interdependent. Due to the 
invocation of binary classifiers for all trained nodes, 
computation becomes time-consuming and costly [2]. 

Specifically, we are fascinated to demonstrate the 
comparison of the previously reported results of HTC using 
CNN with LCN approach [3]. We learned that CNN with 
LCPN outperformed LCN by 8% and baseline CNN model 
by 12%. However, additional experiments are required to 

investigate the rest of the hierarchical approaches such as 
Local Classification per Level (LCL) and Global All-In 
(GAI) approaches. 

Nonetheless, benchmark with baseline and hierarchical 
SVM and LR clearly indicates superiority of experimental 
CNN with LCPN approach, pushing the bar higher by 5% 
and 15%, respectfully. 

II.� RELATED WORK 
Currently, there are well-known hierarchical approaches 

known as local and global approaches. A hierarchical local 
approach is further divided into a local per node approach, 
local per parent-node approach, and a local per level 
approach. Conversely, the local approach involves splitting 
the hierarchical structure into several smaller structures for 
training local learning models; the global approach 
consumes the entire hierarchy of classes at once for training 
the global learning model. 

Furthermore, there are a number of other studies that 
focus on HTC. For instance, a well-known hierarchical top-
down approach with level-based SVM models for 
hierarchical text classification has been suggested by Sun 
and Lim [4]. Similarly, Sokolov et al. proposed a model for 
ontology term forecasting by explicitly simulating a 
construction hierarchy using kernel techniques for 
structured output [5].  

Cerri et al. proposed an approach for hierarchical multi-
label text classification that involves training a multi-layer 
perceptron for each level of the classification hierarchy [6]. 
The predictions generated by a neural network in a given 
level serve as inputs to the neural network responsible for 
the forecast in the following level. 

 
Figure 1. � Local Classification per Node (LCN) 
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III.� HIERARCHICAL TEXT CLASSIFICATION 
The hierarchical local classification approach deals with 

the local cross-section of hierarchically organized classes 
in order to consider information about parent-child and 
sibling relationships during the training phase. Based on 
different methods of applying the cross-section to local 
information extraction, the local classification approach is 
further divided into three subcategories. 

A.� Local Classification per Node (LCN) 
LCN approach concludes that a binary classifier `a is 

learned for each node b� c �d, beside the root node e, in 
the given hierarchy f, as outlined in Fig.1. 

The binary classifier, as formulated in Eq. 1. is trying to 
minimizes weight vectors for each label l, where g h i is 
the penalty parameter, j denotes the loss function, and klkmm 
denotes the squared nm o pqrs. 

B.� Local Classification per Parent Node (LCPN) 
Similarly, the goal of LCPN is to learn classifiers that 

can effectively discriminate between the siblings. 
However, this approach concludes that a multi-class 
classifier is learned for each parent node t� c �d  in the 
hierarchy f, as shown in Fig. 2. 

The multiclass classifier is formulated as trying to 
minimize the weight vectors, where g h i is the penalty 
parameter, j denotes the loss function such as hinge loss or 

logistic loss, uv denotes the slack variables, and klkmm 
denotes the squared nm o pqrs, as shown in Eq. 2. 

C.� Local Classification per Level (LCL) 
Within this strategy, multi-class classifier is learned for 

every level in the hierarchy. For training the classifier at  

each level, the examples from nodes are utilized 
individually for each level along with its descendants. Since 
classifiers at each level make independent predictions, 
there is potential that this approach may result in vertical 
inconsistency prediction, as shown in Fig. 3. 

IV.� CONVOLUTIONAL NEURAL NETWORKS 
Convolutional neural networks (CNNs) have been 

adopted from the field of computer vision, in which they 
have been shown to provide state-of-the-art results with 
default baseline hyperparameter settings, see Fig. 4.  

Let wv c xy be the z o {|s}p~|qp�n word vector 
relevant to the | o �� word in the sentence. A sentence of 
length p (padded if required) is represented as where � is 
the concatenation operator, as shown in (3). 

Furthermore, let wv�v��  refer to the concatenation of 
words wv� wv��� � � wv��. By applying a filter � c x�y  in 
strides will define a convolution operation, which is applied 
to selected window of � terms to compute a new feature. 
This new feature �v is produced for each window of words wv�v����, as shown in (4). 

Let � c � be a bias and � some non-linear function, for 
example, the Hyperbolic Tangent or ReLu functions. Then 
a filter is used to stride through each possible window in 
the given sentence �w���� wm������ � wa�����a� to create a 
feature map, such as shown in (5). 

where � c �a����. Afterwards, a max-overtime pooling 
operation is applied over the set of feature map, in order to 
select a maximum value � � ������� as the feature. The 
general idea is to be able to capture the most important set 
of features for all feature maps [14].  

Above process describes how one feature is extracted 
from one filter. However, the model uses multiple filters, 
typically with varying window sizes, to extracted multiple 
features. Therefore, these features form next to the last 
layer that is directly followed by a fully connected SoftMax 
layer whose output is the probability distribution over 
labels. 

A.� Convolution Operation 
An � o � Convolution is an operation between a vector 

of weights s, there s� c ��� and a vector of input 
sequences ~, there ~ c ���. The vector s is the filter of the 
convolution. Considering ~ as the input sentence and ~v c��, is a single feature value associated with the |-th word in 

� j�v�� � ¡� w¢|£� ¤¢|£¥ ¦ gk ¡kmm          (1) 

minimize ��� uv�v�� ¦ g� k ¡kmm§¡�� ����� (2)� � � ¨��� �m� �©�� � �a����ª   (5) 

 
Figure 2. Local Classification per Parent Node (LCPN) 

 
Figure 3. Local Classification per Level (LCL) 

�v � �¢  l �wv�v���� ¦ �£  (4) 

w��a � w� � wm ��� wa  (3) 

 
Figure 4. Convolutional Neural Network Architecture 
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the sentence, then an � o � convolution produces the dot 
product of the vector s with each s-gram in the sentence ~ to obtain another sequence �, as shown in (6). 

The narrow type of convolution requires that ~ « s and 
yields a sequence � c ������ with ¬  ranging from s to ~.  

The wide type of convolution does not constrain s nor ~ and yields a sequence � c ������ where the index ¬ 
ranges from � to ~ ¦s o �. Values of ~v outside of the 
range are considered to be zero, where |  � or | h ~. 

The result of the narrow convolution is a subsequence of 
the result of the wide convolution. The two types of one-
dimensional convolution are illustrated in Fig. 5.  

The trained weights in the filter s correspond to a 
linguistic feature that learns to recognize a particular class 
of p-grams. These p-grams have size p ® s, where s is 
the width of the filter. Applying the weights s in a wide 
convolution has some advantages over applying them in a 
narrow one.  

A wide convolution ensures that all weights in the filter 
reach the entire sentence, including the words at the 
margins and paddings. 

B.� Feature Selections 
One of the advantages of a CNN over other neural 

networks is that it is designed to automatically extract 
features from given text corpora. It does so by applying 
convolutional layers in a specific, predefined manner as 
described in previously. These extracted feature maps are 
more efficient and less error-prone than manually 
constructed ones. In addition, they ensure a high level of 
accuracy in capturing the most important details for given 
examples of text data. 

In general, convolution layers can be considered a 
feature extractor whose output is fed into a fully connected 
layer for the purpose of simple decision-making, such as 
classification or ranking. Because a CNN creates local 
features for each word in a sentence, it is possible to 
combine or stack features to produce a global feature 
vector. Several aspects of a CNN's ability to create and 
extract text features as following: 
•� A CNN internally creates features that can be 

extracted and used as input for other custom-defined 
internal layers or external models. 

•� A CNN automatically creates features that do not 
rely on a hand-crafted process. It adapts well to the 
specifics of a training dataset in a supervised 
manner. 

•� A hierarchy of local features is considered during 
feature creation; therefore, the CNN captures the 
context effectively. 

 

V.� PERFORMANCE EVALUATION METRICS 

A.� Hierarchical evaluation metrics 
In regards to hierarchical classification performance, 

hierarchical metrics should be considering hierarchical 
distance between the true class and predicted class. The 
idea is to penalize misclassification differently, compared 
to flat metrics that penalizes each of the misclassified 
examples equally. 

The hierarchical metrics include hierarchical �̄ (� �̄) 
score defined as shown in (7). 

Hierarchical precision (�°) is show in (8). 

Hierarchical recall (�x) is shown in (9), where, ±¢¤²³£��p{�±¢¤v£ are respectively the set of ancestors of the 

predicted and true labels which include the class itself, but 
do not include the root node.  
The tree-induced error (´µ) is defined in (10). 

¶¢¤²³� ¤v£ gives the length of the undirected path between 
categories ¤²³  and ¤v in the graph. 

B.� Flat evaluation metrics 
We have used the standard metrics [27] micro- �̄ (µF1) 
score and macro- �̄ (· �̄) score for evaluating the 
performance of various methods. To compute µF1, we sum 
up the category specific true positives (´°̧ ), false positives 
(¯°̧ ) and false negatives (¯¹¸) for different categories 
define the micro- �̄ as shown in (11). 

Where ° is precision, which is defined in (12). 

x is recall as defined in (13) too. 

Then · �̄ score gives equal weight to all the categories so 
that the average score is not skewed in favor of the larger 
categories, is defined as shown in (14), where ºjº is number 
of leaf categories. 

 
 

 
Figure 5. Wide Convolutional Layers. Filter has size s � ». 

�� �̄ � m��¼��½�¼��½     (7) 

´µ � ��� ¶¢¤²³� ¤v£�v��    (10) 

�° � � º¾¢¿ÀÁ£Â¾¢¿Ã£ºÄÃÅÆ� º¾¢¿ÀÁ£ºÄÃÅÆ    (8) 

�x � � º¾¢¿ÀÁ£Â¾¢¿Ã£ºÄÃÅÆ� º¾¢¿Ã£ºÄÃÅÆ     (9) 

° � � Ç¼ÈÈcj� ¢Ç¼È�É¼È£Ècj     (12) 

x � � Ç¼ÈÈcj� ¢Ç¼È�É�È£Ècj              (13) 

�� � sÇ~�������    (6) 

 Ê �̄ � m¼½¼�½                  (11) 

· �̄ � �ºjº � m¼È½È¼È�½È¸cj    (14) 
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°̧  and x¸ are defined in (15) and (16). 

VI.� EXPERIMENTAL SETUP 
To provide a comprehensive assessment of the use of 

CNNs for hierarchical text classification using local 
approaches, we conducted three independent experiments 
and observed, measured, and compared the outcomes. 

It should be noted that the following constrains were 
taken into consideration and applied throughout the 
experimentation: 

•� The training dataset outlined in Fig. 6 was used; 
thus, the results could be compared with each 
other and with previously reported applications of 
h-SVM and h-LR models using identical local 
approaches operated in a top-down fashion. 

•� The same variation of the CNN baseline model 
was used; thus, the outcome did not depend on the 
model specifics, but rather on the effectiveness of 
the local approach as a strategy. 

•� For all experiments in this study, we used 300-
dimensional word vectors trained by Mikolov et 
al. on roughly 100 billion words from Google 
News. 

A.� Hierarchical Training Dataset 
The 20Newsgroup dataset contained an average of 

20,000 e-news items from more than 20 different categories 
hierarchically ordered with three hierarchical levels. The 
total training dataset contained 11,314 examples. 
The category size corresponded to the number of available 
examples per category, as outlined in Table 1.  The training 
data was preprocessed, aggregated for each hierarchy level, 
and counted for the number of available examples per 
category. 

B.� Hyperparameters setting 
•� Optimizer – We trained the model with Adam 

optimizer, initialized with a learning rate of 0.001.  
•� Batch sizes - We experimented with different 

batch sizes, such as 64, 128, and 192, as we 
wished to observe the impact of different values 
on model performance. 

•� Embedding sizes - The default embedding size 
was 128. However, to obtain an improved 
understanding of how this hyperparameter value 
affects performance, we experimented with 
additional settings, such as 256 and 300. 

•� Number of filters and their sizes - The CNN model 
comprises from three convolutional layers, each 
with 3 different filters. Each filter had a size of 3, 
4, and 5. 

C.� Local per Parent Node Experiments 
The hierarchical LCPN was implemented using multi-

class classifiers, one multi-class classifier for each parent 
node in the given taxonomy. For our experiments, the 
taxonomy of the original training data was adjusted with 
the focus on the parent nodes as listed in Table 1. 

We trained eight independent multi-class classifiers, 
each classifier for every parent node, including the ROOT 
node. The classifiers learned from the subset of training 
data created in such a way that only examples belonging to 
the parent nodes and their descendant’s child nodes were 
selected. 

VII.� EVALUATION OF LCPN EXPERIMENTS 
To determine the effects of using CNN models in 

hierarchical text classification, we performed multiple tests 
to experiment with a different set of hyperparameters. We 
conducted three major experiments with the proposed 
hierarchical local approaches and compared our results 
with available flat LR and SVM baseline models and state-
of-the-art models, such as h-LR and h-SVM. One of our 
goals was to demonstrate that CNNs can be successfully 
used for solving hierarchical text classification problems in 
a more effective and simplified manner than existing 
methods. 

 
Figure 6. 20Newsgroup Training Data Taxonomy. 

TABLE 1. 
TRAINING DATA FOR LCPN 

Parent Node Size Classes         
ROOT 11314 comp, rec, sci, talk, misc-forsale, alt-

atheism, soc-religion 
comp 2936 comp.graphics, comp.os, comp.windows, 

comp.sys 
comp.sys 1168 comp.sys.ibm, comp.sys.mac 
rec 2389 rec.autos, rec.motocycles, rec.sport 
rec.sport 1197 rec.sport.baseball, rec.sport.hockey 
sci 2373 sci.crypt, sci.electronics, sci.med, 

sci.space 
talk 1952 talk.religion-misc, talk.politics 
talk.politics 1575 talk.politics.guns, talk.politics.mideast, 

talk.politics.misc 

 
Figure 7. Hierarchical CNN with LCPN approach. 

°̧ � Ç¼ÈÇ¼È�É¼È   (15) 

x¸ � Ç¼ÈÇ¼È�É�È  (16) 
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Our empirical observations of the LCPN approach 
indicated that implementation of hierarchical fully 
connected layer is not complex and is feasible. The LCPN 
requires the construction of only eight multi-class 
classifiers whose predictions are chained in a top-down 
fashion to perform hierarchical prediction. Training a 
multi-class neural network is quite different than training a 
binary classifier.  

We observed that for this approach, less effort was 
required during the pre-processing of the training examples 
required to train a model with hierarchically categorical 
classes. This was due to the fact that a CNN is capable of 
consuming raw training data and does not require positive 
and negative samples. 

Additionally, we observed that different variations of 
examples with different dataset sizes had a direct impact on 
the accuracy of the multi-class classifier. Therefore, 
additional effort was required during the pre-processing 
phase to prepare positive and negative training examples 
arbitrarily selected from the dataset. Moreover, top-down 
prediction requires the evaluation of the final prediction to 
be proceeded in a node-chained manner, emulating the path 
of a hierarchical taxonomy. 

In order to be able to implement this approach using 
CNN it is not only required to perform additional 
modification to a 20Newsgroup training dataset but to 
implement custom design of fully-connected layers, as 
shown in Fig. 7. It can be observed the major difference 
among this experiment and the previous one. It turns out 
that local per parent node approach deals with less 
complexity compared to the local per node approach 
because LCPN requires only 8 classifiers compared to 27 
classifiers as per LCN. 

The final dense layer in CNN baseline contains a single 
node for each target class in the model. However, in order 
to represent LCPN approach using CNN baseline it is 
required to add additional fully-connected layers as part of 
the dense layer and wire them with the feature’s maps in 
such way that it would reflect exact hierarchical taxonomy 
of the training dataset selected for this experiment. 

VIII.� CONCLUSION 
In this study, we proposed a novel application of a CNN 

for solving the hierarchical text classification problem 
using hierarchical local classification approaches.  

 

We demonstrated that hierarchical local approaches with 
CNN models achieved results superior to those of the flat 
LR and SVM baseline, which results were reported by Song 
[14]. Moreover, additionally, experimental results achieved 
by proposed use of CNNs surpassed flat CNN baseline 
model by 5%, which results were reported by Prakhya [15]. 

The results confirmed that the CNN with LCPN 
approach achieved the best results among the tested local 
approaches, furthermore, outperforming flat SVM baseline 
model by 7% and flat LR baseline model by 12%. In 
regards to hier-SVM and hier-LR models, these were 
outperformed by 4% and by 9% as shown in Fig. 8. 
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Abstract—The problem in e-learning is the lack of metrics,
procedures, methods and other techniques that would allow the
specific person to define only the information, concepts and skills
that one should be able to provide. The conceptual modeling
has the advantage of including all information about the real-
world entity, including its behavior in the object itself. The work
deals with conceptual modeling in e-learning and examines the
impact of their potential use on educational content quality. It
compares the determinants of educational content quality in the
context of software systems quality attributes, ISO 9126, and
IEEE standards. It examines conceptual modeling concerning
quality metrics. By the method of analogy to attributes defining
quality software, it identifies attributes defining quality content
of education and possibilities of its evaluation. It designs and
implements an algorithm for calculating the quality measure from
the context of the metrics concerned. The proposed approach is
being confronted with the European Qualifications Framework,
the National Qualifications Framework and the National Oc-
cupations System. The document examines the extent to which
selected software engineering metrics are applicable concerning
the conceptual model.

Index Terms—Conceptual Modeling, e-Learning, Educational
Content Quality, Use Case, Content Engineering

I. INTRODUCTION

Procedures, respectively methods transforming the problem
domain into a solution domain in terms of clearly defined
criteria and metrics are common e.g. in architecture, electrical
engineering, software engineering, etc. Interpretation of mod-
els is a platform for constructive discussion that has an impact
on the overall quality of the outcome. It is indisputable that
the confrontation of views on the model is widely applied
in these disciplines. The problem in the field of e-learning
is the absence of such metrics, procedures, methods and
other techniques to formalize the required content in the form
of knowledge, skills, and competences. There is a premise
where conceptual modeling has this potential. Education is
the most important cross-cutting area which is a prerequisite
for sustainable development [1].

The existence of a formalism supporting the explicit ex-
pression of the educational content may constitute – for the
purposes of education – something what electrical diagrams
mean for electrical engineers, something what drawing of
the engine mean for engineers, something that construction
drawings mean for civil engineers, something what software

model expressed in Unified Modeling Language mean for
software engineers, etc. In terms of a deeper look at the
concept, this designation of the formal apparatus seems a bit
exaggerated. Although the conceptual concept is fundamental
in the database world, only a limited number of concepts are
used. Sometimes a relational data model is applied at the
semantic level, sometimes the reality is so complex that even
large conceptual models are too rude to it. The limiting case
of conceptual models is the natural language itself. In this
work, therefore, the question of what the quality of educational
content is addressed. It analysis under what conditions one can
talk about quality content. In this respect, finding the metrics
and measurable values is the key objective. First, the attributes
defining software quality are being identified. Consequently,
they are confronted in the education domain.

Given the comparatively significant analogy between soft-
ware engineering and education, we examine how these
metrics are useful in defining the quality of the content in
education. The question is the possibility of the realization,
usefulness of the results, etc. For this purpose, an example
of the web application was implemented. Section 2 presents
the consideration of quality attributes in the context of the
software model and related work. Section 3 introduces the use
case based conceptual modeling approach. Section 4 lists how
the quality of the information system can be decided. Section
5 presents a discussion about the suitability of software quality
attributes in the context of the educational content model.
Section 6 presents metrics for verification of the educational
content quality. Section 7 provides an evaluation of the pro-
posed approach while section 8 summarizes conclusions.

II. QUALITY ATTRIBUTES IN THE CONTEXT OF THE
SOFTWARE MODEL, RELATED WORK

The quality of each software can be decided [11]. This is
possible based on a metric that determines its quality. In this
context, a metric is a standard for determining quality.

A. Reliability

This attribute determines whether physical or economic
damage will occur in the event of a software failure. There are
several definitions of reliability. Reliability is the probability
of a software system to behave according to specification for
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a certain time [7], representing the time between two software
failures is a failure rate [10]. To measure software reliability
reliably, we need to obtain adequate data. Currently, the most
common approaches for identifying reliability parameters are
Software testing, simulation and user response (feedback).
Available literature suggests that testing is the most widespread
and elaborate approach to verifying software reliability. A
more accurate estimate of software reliability is presented by
the approach applied at the Western Reserve University and the
Massachusetts Institute of Technology, which combines oper-
ational testing with stratified sampling to reduce the number
of program executions that need to be manually checked [14].

B. Accuracy

This attribute is a measure of whether the software is
programmed to specification. The specification of require-
ments is most often expressed by a detailed description of
cases of use in Cockburn notation [5] Jacobson notation [9],
Palmquist-Overgard notation [17] and the like. Subsequently,
by elaborating acceptance tests based on identified cases of
use, the customer or the customer himself. the software user
performs this validation check. The software itself decides
whether or not the use case in question has been filled.

C. Flexibility

This attribute reflects the degree of adaptation to change. If
something changes, the software must be customizable. The
scientific discussion on this topic [12] studies software quality
modeling using metrics of early artifacts, software faults
prediction but not focused on the structure of the software
development process. In other, it states that flexible software
is needed, but will be more difficult to deliver because it cannot
be precisely defined, but must contain a degree of freedom.
According to him, flexibility can be ensured in several ways:

• Develop as much functionality in the software as possible,
thereby increasing the chance that the system or software
will contain all the requirements that the client may be
interested in,

• Modularize functionality, create as many modules as pos-
sible that can be delivered individually to meet individual
requirements, and ensure that the desired application con-
tains only the functionality that the customer is interested
in, not unnecessary components.

D. Reusability

This attribute reflects the ability to use the software or part
of it in other applications. According to W. Frakes and C.
Terry [6], reusability can be estimated by metrics and models.
Specific models such as cost-of-development [3] and others are
used. The assumption of maturity is similar to the Capability
Maturity Model [13].

E. Compatibility

This attribute reflects the ability to use the product with
other products. In [8] defines compatibility as the ability to
move software from one device to another without any changes

or data loss, data exchange between software products, the
ability of the software to connect different subsystems of parts
or modules from different systems to a larger whole, as well
as combining different data storages from to create a common
data store. Types of compatibility divided based on three
principles. And it is identical, convertible and translatable. In
the case of identical, it is the same property, thing, function,
data, module, and others in the software project that either
match or are two things that can be directly linked together.
Convertible is a set of algorithms that can be translated or
explained in two ways, as follows: "If we translate X to Y and
back to X then the resulting X is identical to the original X”.
And that is the whole principle of convertibility. The last kind
is translatability, which lies in translating a complex process.

F. Efficiency

This attribute reflects the ratio of the application’s perfor-
mance to the cost of creating it. Efficiency can be expressed
using the pricing model defined by S. Biffl, B. Freimut, and
O. Laitenberger [2]. They follow the view of the optimistic,
pessimistic and realistic estimation of the financial cost and
return value of the project.

G. Portability

This attribute reflects the degree of complexity of deploy-
ment - transferring software to another software or hardware
platform [16].

H. Ease of use

This attribute reflects the degree of installation, training,
management, and usage complexity. Many different frame-
works are currently being used to program new software com-
ponents across mobile or desktop applications. Frameworks
and libraries have become a common standard based on which
new programs can be developed with similar structures but
different functionality. It is very easy to use such an existing
application programming interface.

III. CONCEPTUAL MODELING, USE CASE DIAGRAM

Modeling serves as a tool for the interpretation of real
systems or their selected parts. It is a research technique whose
essence is to put the system under study by its model to obtain
information about the original utilizing model experiments. It
also allows you to reduce complexity and abstract from real
system details. We also include verification of various impacts
on the developed system without the risk of endangering real
systems or monitoring changes in the system in a much shorter
time. Modeling is very often used in software engineering and
conceptual modeling is one type of modeling.

Regarding elementary classification of models in software
engineering, we know entity-relational models, object-oriented
models, and ontological models. The model can capture both
the static structure of the domain and the behavioral behavior
of the domain. One way to capture the reality of the analyzed
domain in UML are use case diagrams.

Fig. 1 visualizes relations between Actors (Teacher, Em-
ployer) and the system represented by the Graduate of the
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Figure 1. Model of a graduate perceived as a set of functions

Figure 2. Model of an occupation perceived as a set of functions

certain study program. The actor can use the functionality of
the system, in other words, it can activate some use cases.
The actor can ask the graduate to do something for example
to calculate value-added tax. In the same way, we can perceive
certain occupations or working positions as can be seen from
Fig. 2.

The use case diagram alone is not sufficient, as is shown
in Fig. 1 and Fig. 2. The use case diagram only provides an
overview of the use case and their relationships. But use cases
are primarily of a textual descriptions [4]. Both the teacher
and the employer represent the users of the system. Their use
of the system is to activate a certain use case. In the case,
the system being analyzed is assigned as a human it would
depict use cases that represent personal knowledge, skills,
and competence. Even a person can be seen as a regularly
interacting or interdependent group of items forming a unified
whole ie system1. The detailed textual description is also the
basis for writing tests for the final evaluation of providing the
required functionality.

IV. DECISION ON THE QUALITY OF THE INFORMATION
SYSTEM

The content management system is undoubtedly an example
of an extensive information system. Its quality must be prop-
erly tested. Testing or verifying quality metrics in the software
engineering domain can be defined in different ways. The most
common tests in software engineering include integration and
acceptance tests.

1https://www.merriam-webster.com/dictionary/system

A. Integration tests

Integration testing tests for defects within the interface.
An interface is a defined connection point, a data transfer
point, used to exchange data between various hardware and
software components. Thus, data is provided at the interface
in a standardized form and thus understandable to other
components. System testing is performed at the system-wide
level. The test scenarios are based on real scenarios expected
from the system being developed. Both software and education
have certain scenarios from which we expect certain outcomes,
and therefore this verification point is valid, both for software
testing and for education testing.

B. Acceptance tests

Acceptance testing is one of the last phases of a software
system development that is usually performed before a cus-
tomer adopts a new system. The future user is actively involved
in the acceptance testing process. The tests themselves should
be developed before the software system to be tested is created.
Acceptance tests are performed directly by the customer.
Software engineering knows the approaches for evaluation of
the offered solution. There is a presumption that such well-
known and successfully used approaches can be applied to the
creation of educational content - Content Engineering (CE).

V. DISCUSSION ABOUT THE SUITABILITY OF SOFTWARE
QUALITY ATTRIBUTES IN THE CONTEXT OF THE

EDUCATIONAL CONTENT MODEL

A. Reliability

It can be paraphrased as a graduate’s probability of behaving
according to specification for some time - forgetting is a
natural physiological process [15]. The process of identifying
educational content must support the updating of outdated ed-
ucational content, notifications of the existence of the update,
etc. In the sense of Niemierkos taxonomy, the non-specific
transfer of knowledge is concerned here as an example of
synthesis based on both related knowledge and history.

B. Accuracy

This attribute is a measure of whether the educational
content identification must match the specification. The ed-
ucational content must apply to the purpose for which it was
designed. Qualification in the form of knowledge, skills or
competencies resulting from the knowledge of such identified
content of education can be objectively verified according
to the assessment standard. The acceptance test itself should
in practice be carried out in the same way as in software
engineering itself - the customer - employer, who receives eg.
graduate. There are only two results when assessing whether
the required competency is inherent in it, either yes or not (0,
1). Similarly, the employer (not only the teacher) can assess
whether or not the candidate can perform the required tasks.
At school, however, we have a rating of 1 till 5 or A till
FX which carries some risk. Moreover, the above does not
guarantee that, although the educational content corresponds
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to the specification, it is not overspecified (in other words it
does not contain redundant parts).

C. Flexibility

- if something changes in the specification, the educational
content should be adapted accordingly.

D. Reusability

- educational content respectively its part should be useful
in interpreting a solution to a class of similar problems.
An example may be the specific transfer from Niemierkos
taxonomy. Eventually sharing learning content, its portability
between Learning Management Systems (LMS). As an exam-
ple, the Shareable Content Object Reference Model (SCORM)
is a common exchange format for educational resources and
content.

E. Compatibility

- attribute expresses the possibility to use educational con-
tent with others, or to unify multiple educational contents or
to reproduce one in another way.

F. Efficiency

- the cost of developing educational content according to
the specification and entropy of the content itself.

G. Portability

- the concept of educational content modeling should not
be platform or language-dependent, etc. The principle of
perception of the educational content can only support its
dissemination beyond the state. However, globalization in this
area need not be perceived negatively. As such, the model must
be able to include national specifics. It is equally advantageous
if the educational content is usable anywhere and at any time,
regardless of the platform or the individual who presents it.

H. The easy of use

- it is necessary to promote the identified educational content
in order to respect the cost-speed-quality rule. This includes
the principles of readability, modularity, comprehensibility,
and orientation as such.

VI. DESIGNING METRICS TO VERIFY THE QUALITY OF
EDUCATIONAL CONTENT

After identifying quality metrics in software engineering
and confronting with existing standards, metrics for educa-
tional content quality assessment were recommended. Each
metric had its weight denoted as b(n). The weight was de-
termined by the number of occurrences of the metric in the
software engineering domain (n means an index, the order
of the metrics in the list of metrics). Finally, seven metrics,
including their semantics, were formulated.

Importance of individual metrics:
1) Correctness: A metric expressing the correctness of the

educational content, its context and the correctness of
possible inputs and outputs according to the require-
ments of stakeholders.

Figure 3. Visualization of prototype components.

2) Completeness: The metric expressing whether the edu-
cational content contains all the concepts, instructions,
procedures as required by the stakeholders.

3) Interoperability: A metric expressing the degree of
correlation between individual instances of educational
content even from different sources.

4) Reliability: The metric expressing the correlation mea-
sure with the national curriculum.

5) Maintainability: A metric expressing the ability to up-
date/extend educational content.

6) Testability: A metric expressing the ability to evaluate
educational content.

7) Efficiency: A metric expressing the way of using re-
sources, tools, energy and other parameters for educa-
tional content identification.

The expression of quality educational content will be ex-
pressed as a percentage. Each metric will take a value between
0 and 1 depending on whether it meets the partial quality
or not. This value will be multiplied by the weight of the
metric. Subsequently, these values are added together across
all metrics. The result is the ratio of the sum of these values
to the total number of possible points multiplied by 100. The
resulting value, therefore, indicates to what percentage the
tested example meets the selected quality criteria.

A. Proposed application

The prototype was implemented as a web application in
Ruby language using the Rails framework.

The web application provides the following functionality:
• Registration and login
• Create, edit, delete use case
• Create, edit, delete study program
• Create, edit, delete an occupation/profession
• View educational content relevant to occupa-

tion/profession and study program
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• View use cases relevant to occupation/profession and
study program

• Search in educational content
• Evaluation of educational content
• Evaluation of educational content’s relevance to the oc-

cupation, profession and study program
Content can be added in two notations, Cockburn and
Övergaard-Palmkvist.

VII. EVALVATION

This section presents the verification of proposed metrics
using the implemented prototype tool as well as a question-
naire survey.

A. Use case driven educational content modeling

Several use cases have been created for this purpose. They
were mapped to specific professions from the International
Standard Classification of Occupations ISCO-082 and its Slo-
vak version SK-ISCO-08. General competencies, professional
knowledge, and professional skills required for the profession
have been drawn from the National Occupational System
(NSP). The first profession we chose came from 751 Food
processing and related trades workers according to ISCO-
08. The professional skills of the worker according to the
National System of Occupations will be taken as a project
specification. To simplify the example, we have selected only
the professional skills that have been marked "necessary".
Initially, the percentage of the content quality of the profession
f(x) according to the following formula is equal to zero. It
is because the occupation description does not contain any
description of the relevant scenario, job-specific scenarios.

f(x) =

∑k
n=1(an ∗ bn)∑k
n=1(1 ∗ bn)

∗ 100

Afterward, several detailed descriptions of the use cases, as
an interaction between the profession and its users, stakehold-
ers, are added to the occupation. This will change the content
quality of the profession. What can be calculated according to
the above formula where

an

is the application rate of the monitored metric and

bn

is the weight of the monitored metric.

B. Relevance of metrics for educational content evaluation,
user preferences

A questionnaire was prepared for this experiment, which
was attended by 147 participants - students and teachers,
several chefs from practice and students studying at the high
school of gastronomy specialization cook.

The first task followed the users’ view of the relevance
of proposed metrics in addressing the quality of educational
content. Each metric has been described in detail.

2https://www.ilo.org/

Figure 4. Relevance of metrics for educational content evaluation, user
preferences.

Fig. 4 illustrates the adequacy of the proposed quality
metrics from the user perspective. The evaluation shows five
types of responses. These are numbers from one to five. One
means that the metric is satisfactory and five is unsatisfactory
for determining the quality of the educational content. The
most appropriate metric for evaluating educational content is
the Testability metric. This is followed by Maintainability,
Integrity, Correctness, and Reliability. Interoperability and
Efficiency metrics have achieved lower results.

C. Quality of educational content evaluation, user preferences

The second task in the questionnaire was to evaluate the
use of the proposed quality metrics to assess the real content
of education. Given the relatively significant number of par-
ticipants from the food industry, the Use Case describing the
functionality of the cook profession was used as an example.
The base flow of the UC described the interaction of the user
and the cook in the preparation of the traditional dumplings
with sheep cheese and roasted bacon. The recipe was written
in Cockburn’s notation to verify the adequacy of the suggested
metrics.

Use Case: Prepare traditional dumplings with sheep cheese
and roasted bacon

Primary Actor: User (Teacher or Customer even Waiter)
Main success scenario
1. The user has activated use case Prepare traditional

dumplings with cheese and roasted bacon
2. The Cook requested quantity (number of portions)
3. The User entered the requested amount (number of

portions)
4. The Cook calculated the number of ingredients and

equipment needed
5. The Cook asked for the necessary ingredients and equip-

ment
6. The User provided the necessary ingredients and equip-

ment
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Figure 5. Quality of educational content evaluation, user preferences.

7. The Cook prepared the meal and passed it on to the user
8. The Use took the finished meal
As we can see from Fig. 5, Correctness, Maintainability

and Testability metrics were evaluated without the need for
further comments. Interoperability was mainly since the recipe
described did not contain room for cooperation between people
during recipe creation. This was also reflected in the Reliability
as there were no alternative flows in the description (for
example, there is no necessary inventory or there is a shortage
of groceries and the like). Efficiency was probably the biggest
problem as can be seen in the Figure. Many respondents identi-
fied option 3 - a neutral option. We learned from the reactions
that, above all, they were unable to determine whether the
procedure was effective or not.

VIII. CONCLUSIONS

This paper deals with the use of conceptual modeling
elements in e-learning. It examines the impact of their use on
content quality through defined metrics. He calls the problem
of formalization of the required educational content in the form
of knowledge, skills, and competences. It highlights a compar-
atively significant analogy between software engineering and
content engineering. It offers consideration of software quality
metrics in the context of ISO 9126, IEEE, etc. standards. He
focuses on the measures of reliability, accuracy, flexibility,
reusability, compatibility, efficiency, portability and ease of
use. It then offers an excursion to conceptual modeling through
use case modeling. It shows an example of the possibility of
modeling the functionality that a graduate should have. It uses
expressions specific to software engineering. It describes ways
of deciding on the quality of the information system. It then
discusses the suitability of software quality attributes in the
context of the educational content mode. This uses design
metrics to verify the quality of the educational content. It
continues with the evaluation of the approach and offers a
sample description of the use case. It provides an algorithm

for calculating the degree of similarity. For this purpose, a
prototype application for educational content editing based
on use cases was implemented. Finally, several evaluation
scenarios were performed. The results of the experiments show
that Conceptual Modeling in e-Learning complies with the
requirements bounded by metrics adopted from the software
engineering domain. The description of processes by use cases
is appropriately structured and comprehensible. As future
work, we perceive the potential in building a structure by class
diagrams.
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Abstract—The new optical communication and data 
transmission technologies bring possibilities for increasing 
transmission reliability through the digital signal processing 
in electric domain. High integration level of electronic and 
optoelectronic components in the field programmable gate 
array provides suitable platform for implementation of 
compensating algorithms and schemes. Simple and powerful 
universal adaptive algorithms are computationally effective 
for practical implementation. In this paper the normalized 
least mean square filter demonstrated appropriate 
compensation properties for step size lower than 0.5. With 
low number of filter coefficients and enough long training 
sequence it is possible to create simple structure with fast 
convergence. This filter type is suitable for access and 
metropolitan networks that utilize high-order modulation 
formats and have few hundred kilometers reach while their 
overall capacity not exceed 100 Gb.s-1. 

I. INTRODUCTION 
 
The continuous development of new services have 

stimulated growth of data traffic amount. Significant 
contribution have cloud services, 4K and 8K online 
videos. These demands are capable be fulfilled by optical 
networks based on technologies of wavelength and 
polarization division multiplexing (WDM, PDM), high-
order modulation formats that utilize coherent detection 
[1, 2]. 

The first commercial optical coherent systems were 
introduced in 2008 and 2010 with transmission rate at 40 
and 100 Gb.s-1 respectively. In this case the key role plays 
utilization of massive digital signal processing (DSP) 
technique to improve performance of these networks. It is 
mainly related to the increase of laser stability and new 
integrated photonics devices development that are created 
by mature CMOS technology [2]. 

DSP allows compensating linear, nonlinear and 
polarization signal impairments that arise from passive 
and active components of optical systems. It plays key 
role not only in the core and metropolitan but also in 
access networks. Compensation is performed mainly in 
the time or frequency domain [1]. DSP is not used only as 
offline post-compensation procedure but also as pre-
compensation technique and it is possible to implement it 
to a field programmable gate array (FPGA) platform [2, 
3]. Nowadays there are many approaches how to 
effectively compensate detrimental effects incident in 
optical communication systems. Chromatic dispersion 
equalization represents one of the most common 
implementation DSP techniques. In the time domain are 
well-known implementation of finite impulse response 
(FIR) filters like Savory's method and adaptive filters that 

are represented by least mean square (LMS) and constant 
modulus algorithm (CMA). Compensation in frequency 
domain is based on the implementation of inverse channel 
transfer function, where key role plays fast Fourier 
transformation (FFT). It is also commonly referred to as 
fast Fourier transform method [4-6]. Different filter 
schemes for chromatic dispersion compensation were 
implemented in FPGA [7, 8]. Another possibility is the 
application of these techniques in time and frequency 
domain simultaneously [9]. New trends lead to the 
implementation of various compensation techniques 
simultaneously. More complex techniques like feed-
forward equalization, decision feedback equalization and 
Volterra filters are used not only for core and metropolitan 
networks but also, they are beginning play a key role in 
the passive optical networks [1, 10]. High-order 
modulation formats bring compensation possibilities in 
the in-phase and quadrature plane. Gram-Schmidt 
orthogonalization procedure is one of the useful 
techniques for avoid amplitude imbalance, phase 
imbalance, and IQ skew, that can cause limitation of 
system performance [11]. Compensation is not only issue 
of receiver abilities in optical communication systems, it 
also includes pre-equalization techniques on the 
transmitters [12]. New methods are based on the neural 
networks that were successfully implemented in optical 
systems that utilized high-order modulation formats [13, 
14]. 

II. DIGITAL SIGNAL PROCESSING SCHEMES 
The general DSP scheme for coherent optical 

communications systems that utilizes high-order 
modulation formats is depicted in Fig. 1. It includes block 
of chromatic dispersion compensation, polarization mode 
dispersion equalization, carrier recovery, decoder and 
error counter. Real schemes are more complicated that 
include also pre-compensation, nonlinear effects 
compensation and correction codes [15]. 

 
Figure 1. General DSP scheme for optical coherent systems [15] 

The optical fiber is nonlinear dispersive medium. 
Chromatic dispersion has become one of limitation factor 
in the first optical communication systems. Although there 
are traditional compensation techniques like dispersion-
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compensating fibers with high negative dispersion or 
compensation modules based on Bragg gratings, 
granularity of modern communication and data systems 
decrease effectivity of these static compensation 
techniques. The computational performance of FPGAs 
and chips allows to effectively utilize digital signal 
processing [2, 3]. 

Effect of chromatic dispersion on the transmitted signal 
can be described by nonlinear Schrödinger equation  
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Where A(z,t) is the complex envelope, �1 is the first 
derivation of propagation constant that correspond to the 
group velocity. The parameter �2 is the 2nd derivation of 
propagation constant and leads to the pulse broadening,  
is the attenuation coefficient of optical fiber and � is the 
nonlinear parameter related to the nonlinear effects [16]. 
Dispersion parameter D is usually used for description of 
chromatic dispersion impact. This parameter is commonly 
referred in the recommendations for given optical fiber 
types [17]. Then the equation (1) for the chromatic 
dispersion can be rewritten follows 

 
( ) ( )2

2

, ,
4

A z t A z tDj
z c t

λ
π

∂
=

∂ ∂
, (2) 

where � is the operation wavelength and c is the speed of 
light in the vacuum. By solving partial differential 
equation (2) we get solution in the frequency domain 
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From (3) it is clear that the transfer function for chromatic 
dispersion is expressed by exponential on the right side. 
Applying Fourier transform on this expression we get 
impulse response of optical fiber in the time domain 
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From theory is clear that it is possible fully compensate 
impact of chromatic dispersion when in (4) is inverted the 
sign of dispersion parameter. Therefore, this expression 
represents the filter in the time domain [15]. 

A. Time domain technique 
Compensation in the time domain is usually performed 

by convolution using a finite impulse response (FIR) 
filter. There are many FIR schemes like simple, 
symmetrical (Fig. 2) and parallel. Two last mentioned 
schemes significantly reduce the number of multiplication 
operations and are widely used in the practical 
implementations [6, 7]. 

 
Figure 2. Scheme of symmetric FIR filter [6] 

In Fig. 2 the output equalized value y(n) is given by a 
linear combination of N received samples x(n-k) and 
complex c(k) FIR coefficients 
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The FIR coefficients c(k) are derived from impulse 
response of optical fiber and are symmetric about its 
center [6]. In [4] author defined tap weights that are 
related with impulse response of optical fiber 
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where T is the sample period. Practically the impulse 
response has to be finite, hence it is possible implement it 
through the FIR filter that has a non-recursive structure. 
Providing that taps number N is odd and larger in 
comparison with samples count of impulse response then 
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while taps coefficients k are symmetrically distributed 
around zero [6] 
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B. Adaptive filters 
Another way how to implements the FIR filter is to use 

adaptive algorithms. The best known are least mean 
square (LMS) and constant modulus algorithm (CMA). 
The simple scheme is depicted in Fig.3. 

 

Figure 3. Adaptive filter scheme [18] 

However, it was introduced combined adaptive 
schemes for performance increasing [18]. These filters are 
based on the minimizing error e(n) between output y(n) 
and desired symbol d(n). It is necessary to know training 
sequence that is used for properly training of adaptive 
filter coefficients w(n). For all these schemes is the step 
size crucial parameter μ. If it is enough small the 
algorithm converges very slow and it needs longer 
training sequence. When it is too large then the filter is not 
stable. The output of the LMS algorithm can be described 
as follows 
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where x(n) is the input symbol, that is defined as vector 
follows x(n) = [x(n), x(n-1), x(n-k),… x(n-N+1)]T. The 
quantity N is the filter length. The filter coefficients w(n) 
are updated through the error estimation e(n) 

 ( ) ( ) ( ) ( )1w n w n x n e nμ ∗+ = + .  (10) 
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For correct and fast convergence should be all w(n) 
coefficients set to zero except the central one that is set to 
one what is represented as no-filtering state [19]. Problem 
of the LMS algorithm is its stability limitation. The 
maximum step size should be limited to that it is inversely 
proportional to the power of the input signal. Therefore, it 
was proposed normalized least mean square (NLMS) 
algorithm. Then w(n) will be updated as follows 
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where  is the step size that is in the range 0 <  < 2 and 
guarantees algorithm stability when xT(n)x(n)* ^ 0. The 
quantity q should be small enough in comparison with the 
expression xT(n)x(n)* [20].  

Another algorithm that provides comparable 
performance is CMS while its filter coefficients exhibits 
better convergence. The filter output y(n) can be described 
by the same way as in (9). The basic difference is in the 
evaluation of error e(n) that depends only on output 
symbol y(n)  

 ( ) ( ) ( )( )2e n y n y n R= − ,  (11) 

where R is the positive real constant. The coefficient w(n) 
are initialized by the same way as in the case of LMS 
algorithm [19]. 

III. SIMULATIONS 
The numerical model of the optical communication 

system was created in the VPIphotonics software. The 
simulation scheme is depicted in Fig.4. 

 
Figure 4. Simulation scheme of the optical communication system 

It consists of the transmitter that generate four state 
phase shift keying modulation (PSK) format, single mode 
optical fiber and receiving part. For purpose of digital 
signal processing it is used coherent detection scheme that 
consist of local oscillator, optical 2×4 90° hybrid, 
photodiodes and electrical filters. 

The simulation parameters of the optical system were 
optimized for chromatic dispersion impact on transmitted 
optical signal. It was generated 4096 data bits the bit rate 
was set at 20 Gbp.s-1 while the symbol rate was 10 
GBaud. Due to using of four state PSK modulation format 
the symbol rate is reduced to half. The output average 
power of laser was 1 mW and at the operation wavelength 
1550 nm. The fiber length was changed in the range from 
50 km to 100 km while the attenuation parameter was 
equal to zero and dispersion parameter D was 20 ps×nm-
1km-1. 

This simulation scheme is convenient for offline data 
post processing. The output data are in the form of time 
depend electrical signal for in-phase and quadrature plane. 
For the purpose of chromatic dispersion compensation 
through the NLMS algorithm the output signal is sampled 
and normalized. For better imagination of detrimental 

impact on transmitted optical signal it is detected electrical 
signal represented in the form of normalized constellation 
diagram (see in Fig.5).  

 
Figure 5. Chromatic dispersion impact on the transmitted optical 
signal for a) 50 km, b) 100 km, c) 150 km and d) 200 km fiber length 

With increasing of fiber length, the chromatic 
dispersion is accumulated and for optical links longer than 
100 km the bit error rate rapidly increases. When optical 
systems utilize high-order modulation formats and 
coherent detection it is appropriate implement the DSP 
compensation techniques for in-phase and quadrature 
plane separately [11]. In Fig.6 is depicted compensated 
signal through NLMS algorithm, the filter length N = 3, 
the step size  = 0.001 and parameter q = 0.9. 

 
Figure 6. Original transmitted d(n), received x(n) and compensated 
y(n) symbols in a) in-phase, b) quadrature plane, c) filter coefficients 
w(n) and d) constellation diagram of compensated symbols for 100 km 
fiber length 

The original transmitted d(n), received x(n) and 
compensated y(n) symbols on the filter output are depicted 
in the in-phase (Fig.6a) and quadrature plane (Fig.6b). It 
can be seen that NLMS filter sufficiently compensate 
impact of chromatic dispersion when are used three filter 
coefficients w(n) (Fig.6c). Moreover, by comparing 
received and compensated symbols in constellation 
diagrams (Fig.5b and Fig.6d) is clear that NLMS 
algorithm exhibits desired compensation effect. 
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For the small number of filter coefficients, less than 100 
and step size 0.5 the NLMS algorithm exhibits very well 
performance, when number of incorrectly (error) detected 
symbols that are compensated converges to zero. The 
Fig.7a shows that with increasing step size  the number 
of incorrect symbols increase in proportion to increasing 
of fiber length while the N = 1. The similar results are 
depicted in Fig.7b that for constant step size  = 0.01 the 
number of incorrect symbols increase with number of 
filter coefficients.  

 
Figure 7. Simulation of incorrectly detected symbols for a) varying 
step size  and b) number of filter coefficients N 

Simulations show the NLMS filter is not stable for large 
values of parameters  and N. It follows that for 
compensation of chromatic dispersion doesn't requires too 
much computing resources. 

IV. CONCLUSION 
The goal of the paper was testing the properties of LMS 

algorithm for chromatic dispersion compensation. In this 
case was used normalized version of NLMS algorithm 
that exhibits better stability. In the VPIphotonics software 
was created simulation scheme of optical communication 
system that utilize 4-PSK modulation format. The 
simulations show that for enough small step size and small 
number of filter coefficients the filter exhibits good 
compensation performance in the electrical domain. 
Disadvantage is the need to use the training sequence 
before the compensation process. However, it is possible 
to compensate not only one but several detrimental effects 
in the same time. In fact, there are several effects that act 
at the same time as chromatic dispersion, Kerr nonlinear 
effects and influence of other active and passive network 
components. For the access and metropolitan optical 
communication systems this universal adaptive algorithm 
has low computational effort and sufficiently compensates 
impact of chromatic dispersion and noise from active 
network devices. 
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Abstract— In this paper we describe a web tutorial with the 
assistance of which engineering students, engineering 
master's student, PhD student, teachers, and researchers 
can write and register their first patent out of their research 
work. The web tutorial is comprehensive and presents a 
step-by-step approach of key concepts related to patent, the 
way it should be written the patent and about the process of 
granting the national patent. Also, the web -tutorial can be a 
general guide to write a European patent application or 
Patent Cooperation Treaty patent application. 

 

I. INTRODUCTION 

Today, either that it is disseminated through scientific 
papers or that it is protected by patents, the importance of 
scientific research for society no longer has to be 
demonstrated. 

Engineers must make the most important contribution 
to the creation and innovation of new technical solutions, 
designed to ensure a continuous increase in the level of 
civilization of human society [2]. 

The patrimony of a society is the product of the work 
and creativity of its people and the universities represent a 
unique source of original intellectual creation. One of the 
aims of the educational process in the university is the 
development of a divergent thinking among the students, 
the formation of creative personalities, adaptable, with 
developed imagination and thinking and spirit of 
observation. 

The result of the research work from the university can 
be often of major importance at national level and 
sometimes at international level, which is why the quality 
of education is essential. 

In practice, mostly, engineers are using their knowledge 
to write reports and make manuals for the use of products 
or solutions [1]. The real disadvantage is in the fact that 
they don’t have the knowledge about drafting a patent for 
their original technical product. 

 Therefore, it is necessary for engineering students, 
during studies, to cumulate knowledge about how to 
protect the original technical creations. Further, they must 
contribute significantly to generate industrial property 
objects by knowing the various creativity techniques.  In 
other words, engineers must be creative, both as initiators 
and implementers of new ideas. 

The quality and the number of patents reflect the 
strength of a country's creativity and its ability to 
participate in the great competition on the market of any 
field [18, 19]. 

II. MOTIVATION 

The patent is one of the most important source of 
documentation for a specialist. This claim is justified for 
the following reasons: 

� the new constructive-functional solutions appear first 
in the form of published patents and only later in the 
form of articles, prospectuses, monographs; 

� the descriptions of the invention are superior to other 
sources of documentation by the fact that each 
description presents systematically a single theme.  

� consultation of the patent literature can be made for 
information on the newest solutions for a field and 
patent literature provides information and guidelines 
to which worldwide concerns go, at a certain time, in 
a certain area. 

According to the European Patent Office's (EPO's)  
2018 figures from annual rapport (Fig.1), a breakdown of 
applications originating from European countries shows 
that:  71% of them were filed by large companies, 20% by 
small and medium-sized enterprises and individual 
inventors and 9% by universities and public research 
centers. This confirms that a significant proportion of the 
European Patent Office's applicants are smaller entities 
[13]. 

 

Figure 1.  Patent applications field submitted at European Patent 
Office in 2018  [13]  

In the last decade in Romania, universities have 
submitted to the State Office for Inventions and 
Trademarks (OSIM) only 11.5% patent applications (Fig. 
2), and together with the research centers have submitted 
27% [14], which is an alarming situation considering that 
we have been discussing for a period of 10 years and not 
in the last year compared to the annual statistics from 
EPO. 

One of the reasons why in Romania the universities 
have a small number of patents can also be the fact that is 
not encouraged to protect the right to property through 
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inventions. Another reason may be that many of the 
applications submitted do not satisfy the formal 
requirements for examination. ”Stefan cel Mare” 
University's policy is to encourage patenting of research 
results.  

A bigger number of quality patent applications leads to 
the possibility of obtaining more patents. In this way, 
university patents can be used by spin-off companies and 
finaly we’re all part of entrepreneurship booming. 
University offers its young researchers prizes for 
inventions that are commercialized. 

For increasing the number of quality patent application, 
we conceived this tutorial to teach students, teachers and  
researchers, those who want to think creatively for their 
own benefit as well for the society, the skills to develop 
the necessary documentation to protect the product of 
their work and creative thinking. 

. 

 

Figure 2.  Patent applications field by Romanians [14]. 

 The main goal of this web tutorial is to make our 
university more active in protecting and exploiting our 
intellectual property, which means not only actively 
promoting faculty and student research, but also creating 
several channels for transferring knowledge from 
university to companies. 

The objective of our tutorial is to increasingly the 
quality of patent applications submitted by our students, 
teachers and researchers. Through the tutorial we make 
sure that their applications meet the material conditions 
imposed by the patent law for writing a patent application 
and don’t are rejected although they may present new 
original solutions for a particular technical problem in a 
particular field. 

 

III. STRUCTURE OF WEB TUTORIAL. HOW TO GET YOUR 

FIRST ROMANIAN PATENT 

 Starting from the motivation presented above, the 
authors of the paper have created a web tutorial that is 
available to users on the university platform. The users of 
our tutorial can be: engineering students, engineering 
master's student, PhD student, teachers, and researchers.  

The structure of the tutorial is realized so that the user, 
who will follow it, will be able to correctly write a patent 
application and to submit all the necessary documents to 
the State Office for Inventions and Trademarks (Romania) 
- OSIM. Following the tutorial steps his application will 
be valid and his patent application will go in to the 
examination process. 

The tutorial was made so that interested users to write a 
patent application must read all the necessary steps so that 
the patent application can be sent to patent offices and that 
it will not be rejected for failure to comply with the 
conditions of form and content. 

The correct approach how to submit a patent 
application is guaranteed by content of our tutorial on the 
ground that this is realized in line with the legal provisions 
of the Romanian patent law (Law no.64 of 1991 on 
patents for invention; Government decree no. 125/1992 
concerning the Implementing Regulations of Law no. 
64/1991). 

Considering that Romania is a party to the international 
conventions and treaties in the field of industrial property 
Romanian legislation is aligned with European and global 
legislation regarding intellectual property the tutorial can 
be used by anyone (students, teachers, researchers) like as 
a general guide to write a European patent application or 
Patent Cooperation Treaty patent application. 

 
Figure 3.  Main  page of web tutoring 

Writing a patent application is not as easy as many 
think, the web tutoring made by us, has well-structured 
content that allows a more efficient navigation and 
processing. 

The main page of the tutorial (Fig. 3) presents 
successively the buttons menu that is made in such a way 
that the user is obligated to follow the steps in the 
construction of his patent application in a certain order, 
being unable to skip any step of the process. He can read 
and learn the key concepts regarding the patent concept, to 
do a preliminary research to verify if the invention fulfills 
the conditions of patentability, to find out and to know the 
component elements of the patent description. 

In the ”Patent basic” button of the tutorial the user is 
provided with information on: 

� the patent concept; 

� the legislation in force;  

� the conditions for as an invention can be patentable 
more exactly, only if it is new, involves an inventive 
step and is susceptible of industrial application.  
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The dissemination of this information is verified in a 
secondary button quiz (Fig. 4). 

 

Figure 4.  Quiz field of patent basics page  

The next section (Fig. 5) of the tutorial is dedicated to 

preliminary search of the patents that already exist. 

Knowing this before you start to write your application, 
can save you time, money and work of applying for a 

patent. The user is informed about the fact that the results 

of his search cannot tell him for sure whether his patent 

application will go through, but it will give him an idea of 

whether his invention has already been patented. 

 

Figure 5.  Preliminary search page of web tutorial 

On the tutorial are recommend the following links for 
an online search: the Romanian Patents Database, the 
patent database at the European Patent Office, the patent 
database at the World Intellectual Property Organization,  
known as WIPO database. Users can also do a general 
Internet search on the word "patent" to find other search 
pages, for this method he has a direct link. Our users are 
advised to use also another method of getting patent 
information namely true visiting our university library that 
has online access to patent databases. 

The strength of our tutorial is written in ”Writing your 
patent application” that offers a complete lesson on 
writing a patent application. It tells the user how to write 
each section of the application and includes good 

examples and bad examples of patent document pages. 
Writing a correct patent application takes a lot of practice 
and good writing skills.  

Rules for the proper structure and format of patent 
application are established worldwide through Standard 
st.22 [5] and to national wide through the rules of patent 
law enforcement [4]. 

 The Patent Law [3] sets out the rules for the proper 
structure and format of patent application. If the user does 
not follow these rules, the application will be rejected. 
According to the law, patent application is a legal 
document that you must write clearly, precisely and in a 
certain format. Patent applications are written in this way 
to make his invention and claims clear to the examiner 
and anyone else reading the patent. 

These rules are necessary to eliminate the problems 
identified in the documents submitted to Patent Office, 
namely: too small font size, text written on a black / dark 
color background, low quality papers, unreadable 
characters and stamp placed over the text, use of several 
types of fonts, handwritten text, text mixed with formulas, 
underlined chemical formulas, etc. All rules are offered on 
the tutorial (Fig.6) 

 

Figure 6.  Writing your patent application section of web tutorial 

Users of this section of tutorial are informed of the fact 
that a patent application is made up of several parts.  He 
can find out what includes a complete application, more 
exactly, he should have:  a request (a petition), an abstract, 
a description, claims, drawings, biological sequence 
listing, if required and the amount of fees to be paid. 

For each part of the patent application, other 
recommendations shall be made in addition to the rules 
imposed by the standard or the law, and the user will be 
advised to initiate his work with drawings or diagrams, 
because it will be easier for him to write the description 
and claims for his patent application if he has the 
drawings. The drawings should show every feature of his 
invention that is covered in his claims. If his invention 
cannot be illustrated in a drawing but can describe it using 
photographs he receives the recommendation to include 
photographs or copies in his application. 
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Figure 7.  Writing your patent application - section of web tutorial 

In  the section Description of Writing your patent 
application button,  the users are informed about the fact 
that he must write a complete and full description because 
cannot add any new information to his patent application 
once he have filed it. According to the law, he can only 
make changes to the matter of subject that the original 
drawings or description suggest.  

As regards to the elements of the description (title, 
technical field, background information, description of 
how new invention solve identified technical problem, list 
of figures, detailed description of your invention) on the 
tutorial are presented editorial recommendations, giving 
them suggestions on how to expose. 

The legal foundation that protects a patent is the claims. 
They form a boundary around patent that lets others know 
when they are trespassing on inventor’s rights.  In tutorial, 
the users receive the information needed to write the 
claims section correctly. Each claim of his invention 
should have only one meaning, which can be either broad 
(general and high level) or more specific, but not both at 
the same time [4, 5].  

Each claim should be clear and complete so that it 
covers an inventive feature and have enough elements 
around it to put the invention in the proper context. 
Everything about his invention that he discusses in the 
claims must be fully explained in the description.  

 Anther recommendation of this section is connected to 
the fact that a claim should be a single sentence made up 
of three parts: the introductory phrase, the body and 
between them a transitional phrase which has the form: 
”characterized to the fact that…”  

The first element of the patent application that becomes 
public is the abstract of the invention. In the tutorial about 
how to write the abstract, the user is warned about the 
maximum number of words he must have and the fact that 
in his presentation, the inventor does not have to reveal   
to the world how he solved the technical problem. 

Regarding to the request for the patent, it has a 
prescribed form, it is available on our tutorial, offered by 
the State Office for Inventions and Trademarks, free of 
charge. The tutorial also has instructions for completing it. 
The patent application request must include also the list of 
inventors of the technical creation. 

In the Examination process button, users get 
information about what's going on with his patent 
application after it was submitted to National Patent 
Office.  The patent application is subject to the following 
procedures after having been filed to the Patent Office: 
preliminary examination, publication, substantive 
examination, publication of the decision to grant a patent, 
public opposition, issue of patent. Also, he is notified of 
the time limits for payment of each fees imposed.  

IV. CONCLUSION 

Protecting the intellectual property is a clear way of 
meeting the need to motivate and stimulate creativity at 
engineers and not only. 

This tutorial was made for engineering students, 
engineering master's student, PhD student, teachers, and 
researchers from our university. The tutorial content shall 
ensure the correct approach how to submit a patent 
application because observing the material conditions for 
writing a request. Material conditions presented in the 
tutorial are imposed by the Romanian Patent law, 
Implementing Regulations of Law no. 64/1991 and 
Standard st.22. Following the steps imposed by the 
tutorial, our users can write a patent application that has 
all the elements necessary for it to be examined. 

A bigger number of quality patent applications 
submitted by university users leads to the possibility of 
obtaining more patents. In this way, university patents can 
be used by spin-off companies and finally we’re all part of 
entrepreneurship booming. University offers its young 
researchers prizes for inventions that are commercialized. 

This tutorial is addressing anyone have a product, a 
method or a technology which solve a technical problem 
and who wants to apply for a patent. Knowing the rules 
for the proper structure and format of patent application 
before you start to write a patent application can save you 
time, money and work.  This tutorial helps solving the 
problems that can appear in the process of generating a 
proper patent application.  

Following the structure of the tutorial you will know the 
national legislation in the field of patents which is aligned 
with the European legislation and the necessary legislation 
for a PCT patent and finally the user who created a 
product that is new, useful and inventive, will be able to 
easily submit and for a patent application at EPO or 
WIPO.  
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Abstract—The paper is focused on the field of the detection 
of antisocial behavior in online communities. Within this 
field, the problem of an assigning of an author to an 
unknown suspicious document was solved. This problem 
solving supposes that a set of short informal documents – 
posts of a set of known authors of the troll type are at 
disposal. Presented method of authorship attribution is 
based on the recognition of special dictionary of suspicious 
author. The designed method was implemented. It can be 
used to select the most probable author of toxic posts. The 
paper describes also tests of the designed method effectivity 
on short documents and a comparison with related works. 

I. INTRODUCTION 
We are searching for the troll authors of an online 

discussion. The related problems are an authorship 
attribution, an authorship verification and an author 
profiling of web reviewers. A description of these concept 
is following. 

The authorship attribution and identification is a 
problem of labeling an unknown document with a correct 
author from a given list of candidate authors. A necessary 
condition is that text samples from each author from the 
list are available. The authorship attribution is based on 
measuring the similarity between the authors’ interests 
(including writing styles) and the given text [1]. 
According [2], character n-grams are considered among 
the best predictive features for the authorship attribution 
task. The paper presents an experiments with different 
machine-learning methods. The performance of the n-
gram approach can be improved by fine-tuning the feature 
set and by appropriately selecting the length and type of 
character n-grams.  

The model for the authorship attribution can be 
successfully used for authorship verification, as well. The 
goal of authorship verification [3] is to determine if a 
specific author has written the given text. The aim of the 
author profiling method is to learn all dimensions of the 
author profile. The paper [4] describes a method of 
learning an author profile with the focus on two 
dimensions: age and gender. The aim of this learning 
method is to identify differences in writing between a man 
and a woman within one dimension and between authors 
of different age within the second dimension. 

Our work belongs to the authorship attribution or we 
can more clearly say, that our work solves the problem of 
the special authorship identification. The work is focused 

on the special authorship in the form of the troll 
authorship. 

So, we attend to identify the most probable author of an 
unknown toxic post. It is a classification problem, so we 
need a set of prospective authors together with samples of 
their posts. We suppose that it is possible to distinguish 
documents of various authors by comparison of features 
or attributes of their texts. An importance of this task 
increases together with an increasing of a number of 
anonymous posts available on the web.  

The authorship attribution can be used in solving 
amount of problems as a detection of plagiarism, solving 
conflicts connected with authors rights, problems of an 
unclear or controversial authorship [5]. 

At the beginning, the authorship attribution was used 
for formal documents. Nowadays, it is focused on the 
identification of an authorship of informal short 
documents on the social web (e-mails, blogs, discussion 
forums, etc.). There are known many special methods for 
authorship attribution of informal documents (posts), for 
example, as methods of quantification of literal style using 
stylometric criterions as classification methods [6].  

We have provided tests of the designed method 
effectivity on short documents. The tested model was 
learned on short documents of 30 authors. We also have 
compared our results with related works. 
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II. AUTHORSHIP ATTRIBUTION 
The authorship attribution represents the process of an 

identification of the most probable author of an examined 
short document. The set of short documents of known 
authors should be at disposal. There is an assumption that 
a comparison of attributes of texts of short documents 
could be helpful in a recognition of documents of various 
authors. At first, examined documents have to be 
processed into the form suitable for this comparison. This 
process is a quantification of the literal style.  

To the end of 90th years of 20th century, the research 
in the field of authorship attribution was focused on the 
definition of criterions for a quantification of the writing 
style. The designed technologies were assisted by 
computer, not fully automatized. These technologies had 
limitations caused by following reasons [7]: 

• too long and statistically heterogeneous text 
data, for example books 

• small number of prospective authors, for 
example two or three 

• mainly intuitive evaluation of designed methods 
• complicated comparison of these methods 

because of an unavailability of reference data 

  At the end of 90th years, there was a need of more 
effective methods because of a big amount of electronic 
texts available on Internet. This fact leads to a developing 
of research fields as information mining, machine 
learning and natural language processing (NLP) and 
consequently to a developing of the authorship attribution 
in the following domains [7]: 

• effective techniques for a representation and 
classification of a big volume of texts were 
developed 

• algorithms of machine learning enabled the 
processing of more dimensional and sparse data 

• standard evaluation methodologies were 
established for comparison of variable 
approaches on the same reference data 

• NLP research has developed tools for an 
effective text analysis and so provided new 
criteria for the representation of a writing style 

These new methods and techniques enabled the using of 
authorship attribution in following fields [7]: 

• News service – an analysis of announcements of 
known terrorists, a linking various news 
according an authorship 

• Criminal law – an identification of authors of 
warning news, an approval of the authenticity of 
a self-destroying message 

• Civil law – a controversy about author’s rights 

• Computer crime – an identification of a malware 
according a source code 

The authorship attribution is a multi-class single label 
classification problem. A typical task is an assignment of 
a document of an unknown author to one from potential 
authors. Shortly it can be defined as an authorship 
identification. An interesting problem is also a detection 
of a style inconsistency when a document was written by 
more authors. 

A. Texts Processing 
To solve the problem of the authorship identification, 

we need to have a training corpus (set of potential authors 
and examples of their documents) and a testing corpus (set 
of documents of unknown authors). The training and 
testing corpuses should be preprocessed by a tokenization, 
a normalization and a substitution.  

In the process of tokenization, texts are divided into 
smaller parts – sentences and words (tokens). The 
tokenization is a decomposition on words, while a 
segmentation or a lexical analysis requires a 
decomposition of the text on parts greater than words.  

The normalization represents a transformation of all 
words of the text into the same level. Basic parts of 
normalization are a stemming and a lemmatization. The 
task of a stemmer is obtaining the basis of a word (stem) 
by deleting of prefixes and affixes. The lemmatization is a 
process of obtaining dictionary form of a word – lemma. 
The stemming and lemmatization are helpful in the 
reduction of a lexical profile of training and testing 
corpuses without a loosing of an important information 
about documents. 

 There are some other ways of a document 
transformation which are involved in a concept 
substitution, for example: 

• overwriting of capital letters by small letters 

• numbers deleting or their replacement with word 
equivalents 

• punctuation marks deleting 

• stop words deleting 

Sometimes also a noise deleting is necessary to provide in 
the process of substitution. This process is more specific 
and is not linear, so it can be applied before or after rest 
forms of the substitution. Examples of the noise deleting 
are deleting of headings and bottoms of a file, metadata of 
HTML or XML, etc.  

B. Stylometry  
The stylometry deals with an analysis of a literal style 

of a text uses one or more stylometric criteria [8]. It 
supposes that each author writes texts in an unique style, 
which can be recognized according: 

• word dictionary (rich or delimited) 

• length of sentences and texts 

• special way of using punctuation marks 

Nowadays, a selection of stylometric criteria depends 
requirements need for their acquisition. For example, 
within lexical criteria, a text document is represented only 
by a sequence of words and characters. On the other hand, 
syntactic and semantic criteria desire a deeper linguistic 
analysis. There are following basic types of criteria: 
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lexical, character, syntactic, semantic and domain-specific 
criteria 

The lexical criteria are based on a length of words and 
sentences. Shortcuts and acronyms can cause problems in 
this way of processing. More common approach is a 
representation of a text as a vector of words frequencies. It 
is a bag-of-words representation of a text usually used in 
methods of a text classification based on a topic. The text 
classification does not consider stop words – the most 
frequent words, which are very general. They are called 
also functional words. On the other hand, the functional 
words can represent be the best criterion for the task of 
authorship attribution. The functional words are used 
subconsciously without any relation with a topic and so, 
they can catch the special style of writing of an author [9]. 

The character criteria are represented by sequences of 
characters. They involve following criteria: number of 
alpha characters, number of numerical characters, number 
of low characters, number of big characters, frequency of 
characters, number of punctuation marks, etc. More 
difficult approach is the extraction of frequency of n-
grams on the character level. It can be useful in searching 
for nuances of a writing style [7]. 

The syntactic criteria. We assume that the author 
subconsciously uses the same syntactic patterns, and thus 
the syntactic information is a more reliable for an 
identification of unknown author than lexical. The success 
of the style representation using functional words 
indicates the usefulness of syntactic information. While 
functional words are semantically uninteresting and 
relatively insignificant, they are often repeated in certain 
syntactic structures. However, getting this type of 
information requires robust and accurate NLP. A simple 
way to capture the document's syntactic structure is to use 
a POS tagger that determines the word types of words in 
the document [9]. 

The semantic criteria are the less explored criterions. 
They study the way authors use words from a semantic 
perspective. However, current NLP tools are unable to 
handle more complex tasks as for example the full parsing 
needed for the semantic analysis. Therefore, only a few 
approaches have been developed to address this type of 
criteria. To obtain semantic information, they used, for 
example, synonyms and hyponyms, or an identification of 
a set of functional words or phrases associated with words 
with a semantic information [10]. 
The domain specific criteria. The previously mentioned 
groups of criteria were domain independent, as they can 
be extracted from almost all documents if the necessary 
tools are available. Besides them, it is possible to define 
specific criteria for better representation of the writing 
style nuances in the given domain. The application of an 
authorship attribution in domains such as email or web 
forums allows to define additional structural criteria. They 
include, for example, the use of greeting and farewell, 
signature type, indentation, paragraph length, and so on. If 
the text is in HTML format, additional criteria associated 
with HTML tags as color, and font size can be used. They 
are important for very short texts where the criteria 
associated with the text are not sufficiently represented. 
Stylometric criteria often try to avoid the contextual 
information to be more reliable in documents on different 
topics. However, if available documents of all authors are 

about the same topic, carefully selected contextual 
information can help identify the author [7].  

C. Criteria Selection  
Authorship studies often combined different types of 

criteria. Some of them, such as the lexical and the 
character criteria, can significantly increase the size of the 
set of criteria. In these cases, it is advisable to use an 
algorithm to reduce a set of criteria. It can help the 
classification algorithm to avoid an overlearning. The 
best-known methods for a criteria selection include 
information gain, odds ratio, mutual information and �2. 
Information gain measures how well a given criterion 
divides training examples - texts to the right author. The 
odds ratio compares the probability of a criterion 
occurring in one category with its probability of 
occurring in another. The mutual information examines 
how much information will be obtained when the 
criterion will be present or absent and how much they 
will be helpful in the correct classification. In �2 
statistics, the method tests the independence of two 
phenomena - the criterion and the author [11]. 

III. CLASSIFICATION OF UNKNOWN DOCUMENTS 
After extracting the relevant criteria from an unknown 

document, the next task is to analyze the values of 
extracted criteria to determine which document was 
written by which author. Some approaches combine all 
available author's training documents into one file, and 
create a unified representation of the author's style from 
this joint document. These approaches ignore differences 
between documents of a single author. This approach is 
suitable in the case, when mostly short documents are 
available as for example, posts of online discussion. For 
other approaches, each training document is individually 
represented as an example of the author's style [9]. 

A. Profile based Classification Methods 
One way how to work with the available training 

documents is to combine them into one text file. This is 
then used to extract the author's style properties. The 
unknown document is compared to each author's file, and 
the most similar author is estimated as probable author of 
this unknown text. There is no individual representation 
of each author's document. There is only one 
representation of the resulting file of all doccuments per 
author. The difference between various training 
documents of one author is not considered. The stylistic 
properties extracted from the joint documents file may 
differ from those of the individual document [7].  

B. Probabilistic Classification Methods 
One of the first approaches to the authorship 

attribution, still used in current studies, is the use of a 
probabilistic model. These methods try to maximize the 
probability of P (X | A) that the document X belongs to 
the potential author A. One variant of this probability 
approach is Naive Bayes classifier. 

Naive Bayes is a probabilistic classifier based on Bayes’ 
theorem and the independence assumption between 
attributes. Let us assume that event A and event B are 
independent than their conditional probability is defined 
using Bayes theorem (1).  
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 (1) 
 

In practice P(B) can be estimated from the dataset. 
Replacing P(B) with a constant �-1, formula (1) is then 
expressed as  

 
(2) 

 
Let us assume that A represents class – Author and B 

represents an attribute relating to this class A. Than the 
equation (2) handles only one attribute. Let us extend the 
rule with more attributes. Then the conditional probability 
of class A on attributes B, C is following (3).  �

 (3) 
 
If we assume that attributes B and C are independent of 

each other, than a simplifying of expression P(B,C/A) to 
P(B/A)P(C/A) is possible. For n observations – attributes 

 the conditional probability for any class aj (any 
author from the set A) can be expressed as below.  

                      (4) 
 

This model is called Naive Bayes classifier. The Naive 
Bayes is often applied as a baseline for text classification, 
however its performance is reported to be outperformed 
by support vector machines [12]. 

C. Support Vector Machines Classification 
The Support vector machines (SVM) represents a 

classification model based on support vectors. SVM 
models separate the sample space into two or more classes 
with the widest margin possible. Method is often called 
the ’widest street approach’. SVM is originally a linear 
classifier based on so called “widest street principle” 
illustrated in the Figure 1. On the other hand, this 
classifier can efficiently perform also a non-linear 
classification. There are two such support vector machines 
according [13]: 

• Classifier with non-linear decision boundaries 
• Support vector machine using kernel function 

 
Kernel is a method which maps features into a higher 

dimensional space specified by the used kernel function. 
For the model building, we need training samples labelled 
-1 or 1 for each class - author ai. SVM attempts to divide 
the classes with a parametrized linear boundary in such a 
way to maximize the margin between given classes. 

It was observed, that only nearest points to the 
separating street determines its width. It can be expressed 
as a difference vector of these points multiplied by the 
vector of the street W. Maximization of the width of the 
street is the primal problem of support vector machines 
[14].  

 
 

 

Figure 1.  Maximal Margin Classifier based on “widest street 
principle” [13] 

 

D. Instance-based Classification Methods 
One Most modern approaches to identifying authorship 

take each training document. Each document of a known 
author is an example of the task. The classification 
algorithm is trained by a set of short documents of known 
authors. To create a reliable model, the classification 
algorithm needs more training examples (short 
documents) for each class (author). If we have only one 
but long training document, it needs to be divided into 
several parts, preferably of similar length. If several 
documents of different lengths are available, their length 
should be normalized. Every potential author should have 
the same number of equally long training examples. 
These examples must be long enough to extract the style 
metrics [7].  

E. Compres Classification Methods 
Most successful of compression-based approaches, 

they use a profile-based methodology. These methods do 
not produce a specific vector representation of the 
author's profile. Initially, all available documents from 
the i-th author are combined into a xa file, and the 
compression algorithm creates a compressed C(xa) file. 
Then, an unknown document is added to each xa 
document and again compressed by a compression 
algorithm to C(xa+x). The difference in bit size of 
compressed files d(x,xa) = C(xa+x) - C(xa), indicates the 
similarity of the unknown document to each potential 
author. The difference calculates the cross entropy 
between two documents [7].  

F. Similarity based Classification Methods 
The main idea of similarity-based methods is to 

calculate the pairwise similarity between an unknown 
document and all training documents. The estimation of 
the most similar author is based on the nearest neighbor 
algorithm. An example is the Delta approach. First, the z-
distribution of the set of functional words (150 most 
frequent words) is calculated. Then, for each document, 
the frequency variation of each word in terms of z-score is 
calculated. The Z-score indicates whether the word is used 
more (positive) or less (negative) than the average. 
Finally, Delta, which indicates the difference between a 
set of texts written by the same author and an unknown 
document, is the average of the absolute differences 
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between the z-score of the entire set in the training set and 
the corresponding z-score of the unknown document. The 
smaller the Delta, the greater the stylistic similarity 
between an unknown document and a potential author. 
This method is most effective for documents of at least 
1,500 words. For shorter documents, the accuracy of the 
calculation decreases with its length [7]. 

IV. DESIGN OF APPROACH BASED ON RECOGNITION OF 
SPECIAL DICTIONARY OF AN SUSPICIOUS AUTHOR 

Our approach is based on recognition of various 
authors of antisocial posts according their dictionary. So, 
from available documents of an author, key words are 
generated. The generated key words create the core of the 
given author dictionary. For the dictionary of authors, 
TF-IDF weighting scheme was used for weighting all 
words in posts of the author.  

A. Dictionary generation using TF-IDF  
TF-IDF is a shortcut of Term Frequency - Inverse 

Document Frequency. It is a statistical method that 
evaluates how important the examined word is within a 
given document from the training set of documents. Each 
word is individually evaluated by a numeric value. The 
value increases in proportion to the number of occurrences 
of the word in the examined document, and inversely 
proportionally to its occurrence in the entire corpus of 
documents. It penalizes some words, which are generally 
more common than others. It is the combination of TF 
weighting and IDF weighting. 

In TF (term frequency) weighting, only the importance 
of terms with relation to examined document is 
considered and term importance regarding the whole 
corpus of documents is not considered. The weight 
function is de�ned as F: W × C � {0,1,2,...}. Within this 
weighting scheme, instead the concept “word” the 
concept “term” is used. Then the function F is defined in 
following way: F(di,tj) = tfij = k, where tfij represents the 
frequency of the term tj in the document di. 

IDF (inverse document frequency) weighting scheme 
is used for a global weighting G(tj) = idfj = log(N/dfj), 
where N is the number of used documents in the corpus 
and dfj is the number of documents with the occurrence of 
the term tj [15].  

B. Model for Authorship Atribution Training  
The algorithm begins with the training set processing. 

In the first step, files containing training documents are 
loaded for each potential author separately. The loading is 
followed by a tokenization and normalization. Each 
document is partitioned into individual words, removing 
a punctuation and replacing the uppercase letters with the 
lowercase ones. The word vectors of all the documents of 
the potential author are combined into one and then a 
vector of unique words in the document and their 
frequencies are calculated. As a result, each potential 
author will be assigned a vector of his unique words. 

After the training set has been processed, it has to be 
determined which set of words best characterizes each 
potential author. Then the Tf-Idf score is calculated for 
each word. A 100 and 200 words with the highest score 
are included in the resulting unique word vector of each 
author's words. The length of the vector must be suitably 

chosen because the size of the vector also increases the 
computational cost. 

In the testing phase, the method processes the 
unknown documents in the same way and creates their 
vector of words with the highest Tf-Idf score. The 
estimated author of an unknown document will be a 
potential author whose vector is the most similar to an 
unknown document vector.  

C. Model for Authorship Atribution Testing  
The trained model for the authorship attribution was 

tested. Using a confusion matrix, following indicators of 
a binary classification were quantified: Precision, Recall 
and F1 rate. The results of experiments with the length of 
100 words in unique vector were weak. So, the length of 
the vector of words, which represents a dictionary of the 
given author, was extended to 200 words. The results 
with 200 words in the unique vector of words are 
presented in Table I. The table I. contains also results of 
models trained by Naïve Baes classifier and SVM 
(Support Vector Machine) on the same data. Results of 
our approach with 200 words are comparable with Naïve 
Baes. Results of SVM was surprisingly weak. The results 
are illustrated also in the Figure 2. 

 

 

Figure 2.  Results of the designed method and relative methods – Naïve 
Bayes classifier and SVM 

V. CONCLUSIONS 
The presented work was focused on the authorship 

attribution for using in the recognition of a special type of 
authors in online discussion – particularly the troll 
authors. A new approach based on the characterization of 
a dictionary of the author was designed. The approach 
uses TF-IDF weighting scheme for the characteristic 
vector of words generation. The most similar author of 
the unknown document was determined by comparing the 

TABLE I.   
RESULTS OF PRECISION, RECALL AND F1 RATE USING 200 WORDS IN 

UNIQUE VECTOR REPRESENTING THE DICTIONARY OF AN AUTHOR 

 Precision Recall F1-rate 

Designe_100 0,563525 0,49435 0,454725 

Designe_200 0,7108 0,700575 0,690375 

Naive Bayes 0,776494 0,747385 0,751486 

SVM 0,489124 0,479655 0,48434 
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vector of the unknown document with the vectors of the 
potential authors. 

The method proposed in this work has had varying 
success rates. For short documents and the suggested 
length of the vector of words (100), the effectiveness of 
classification was poor, at the SVM classifier level. 
However, if the length of the vector was doubled (200 
words), the accuracy increased rapidly, almost to the 
level of the Naive Bayesian classifier. 

In the future, the algorithm could be improved by 
several modifications. For example, with the possibility 
of automatically adjusting the vector length of the words 
according to the average length of the document. 
However, it would be necessary to control the ratio of 
success and calculation costs. 
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Abstract—This paper presents a proposal of usage continuous
analysis of assignment evaluation results in a real programming
course with 585 students to improve syllabus and teacher adap-
tation. The use of Elastic Stack has proven to be a convenient
solution in terms of both efficiency and cost. At the same time the
article answers important questions about the attitude of students
in such courses. It was found that the structure and compilation
issues persist during the whole course, the failure of the first
assignment demotivates the student in solving following tasks
and the number of students with the highest grades decreases.
An important result is that students have only used 10% of the
evaluation possibilities on average and work mostly on weekends
and in the evenings. At the same time an increased number
of above-average results was observed while using the same
assignments as in previous course runs.

I. INTRODUCTION

The development of software engineering teaching meth-
ods is closely connected to software development practices
in real companies. Boehm [1] describes how the view on
software development has changed since the 1950s to the
present, claiming that the 21st century is characteristic by
rapid software development and the introduction of agile
methods. The iterative way of teaching can be observed in
many massive open online courses (MOOCs) on the internet
and universities. Popular methods of development where also
included in multiple courses of Technical University of Košice
in order to better preparation of students for real companies
(see [2]).

There are many ways to motivate students to work contin-
uously on assignments and to be active during labs. Based
on the recommendations of Nadipineni [3] and van Vilet [4]
we have made changes in several courses at our department,
e.g. adjusting course curriculums according to popular online
courses, distributing the difficulty of assignments throughout
the whole semester and including the human factor in software
development (e.g. working in teams). According to Fridge [5]
programming of real projects that require real deployment to
the production is also a very important factor of a successful
course.

In our previous research [6] we observed the impact of the
assignment type on student behavior in introductory program-
ming courses at our university through multi-annual analysis of
results from the developed testing platform [7]. Although the
results have been beneficial it can be assumed that continuous
publication of classmates’ general statistics can motivate a
particular student and improve mental model creation [8].
However, in courses with a large number of students and
frequent evaluation of assignments there is a large amount of
data that need to be evaluated and published in a short time.
This article therefore deals with the proposal for processing
and publication of such data at short intervals after evaluation
by an automated system.

The data can also help the teacher to respond better to
the work of the students. For example, if it is clear that
students are not continuously working on the assignment the
teacher may change the difficulty of other tasks. Because each
course run is attended by unique students who have different
experiences, interests and motivations, continuous analysis of
students’ assignments can improve the learning process for
a particular group by tuning the curriculum or adapting the
teacher’s behavior.

Since at our university the automated testing platform called
Arena has been collecting data for several years in various
courses we would like to to bring new knowledge about
the behavior and attitude of the student when developing
the assignments during the course. The article answers the
following hypotheses:

H1: Problems with the structure and compilation of
assignments are highest in the beginning and are
gradually decreasing.

H2: Students who gained 0 points for the first assignment
improved in the next assignments.

H3: Most students get the best score in problem set 1
(PS1) and this number is gradually decreasing in the
next PSs.

H4: The highest activity of students is during weekends
and evenings.
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H5: The average number of used evaluation terms is less
than 25%.

H6: Most students achieve an average score.
In Section II Arena platform and data visualization options

are described. Section III focuses on the design of LST
Stack incorporation into existing assignment testing platform,
Section IV presents results of the experiment and Section V
discuss related work. Research plans for the future and con-
clusions are described at the end.

II. STATE OF THE ART

A. Arena platform

Arena1 is a system for testing and evaluating student
programming assignments. The input data is the assignment
source code from the university GitLab repository. For each
assignment the student creates a separate repository with a
defined structure and saves his/her solution there. Solutions
are evaluated in parallel using the celery2 workers, each in
a separate Docker3 container. The evaluation runs at specific
intervals (e.g. every 3 hrs) and the last commit in the master
branch is used. The evaluation process includes the following
steps:

• project download from GitLab repo,
• unpacking and structure check,
• compilation and testing in a docker container,
• writing results to SQL database and showing them in a

web presenter.
Tests execution is sequential. If a test is marked as strict

and its evaluation is unsuccessful further tests at that nesting
level do not continue. Standard input, output and error output
are also part of the test results. The system also offers the
possibility to define error messages to help students identify
found issues.

Information about the test results of a specific project is in
the JSON format and contains information about the test run,
project, student, evaluation result and array of each step of the
tests. Each testing step contains information about the test, its
description, result, type, inputs and outputs or sub-steps.

B. Data analysis and visualization tools

In order to choose the right tools for our solution we made
our own ranking of the appropriate tools. The created ranking
was based on popularity, research recommendations, price,
performance, support, etc. The three best ranked tools from
our ranking are briefly compared in the following sections.

Microsoft Power BI4 is an advanced business data visual-
ization software. In it’s free version offers the possibility to
import data from available open datasets, unlimited creation
of visualizations and their storage in the Power BI cloud.
Importing custom data by connecting to a live relational or

1https://arena.kpi.fei.tuke.sk/
2http://www.celeryproject.org/
3https://www.docker.com/
4https://powerbi.microsoft.com

document database is only available in paid packages. Power
BI does not support Unix-based operating systems (OS).

Tableau5 offers data analysis from a wide range of sources,
from databases to cloud storage. It is available for Windows,
MacOS, Linux, iOS and Android. Tableau does not have a free
version so it requires increased demands on the entry budget.
The software is focused on enterprise deployments with an
emphasis on collaboration and availability.

Elastic Stack (ELK Stack)6 is a set of open-source ap-
plications for processing, storing, analyzing, full-text search
and data visualization. It consists of three main platform
components:

• Elasticsearch - realtime distributed search and analytics
engine,

• Logstash - tool for collecting, filtering and transforming
input data,

• Kibana - tool for data analysis and visualization in the
Elasticsearch.

To use Kibana as a data visualization tool it is necessary to
index the data in the Elasticsearch database. All the necessary
parts from indexing to data visualization are available in
the free version of the ELK Stack. The big advantage is
the availability of a large community of users and their
support in the platform discussion forums. ELK Stack can be
deployed on own server which is a huge advantage for the
usage at university. The platform also has a paid version that
adds additional functionality, e.g. authentication, authorization,
monitoring, etc.

The most important factor in choosing the final tool were
the free version possibilities and OS support. Elastic Stack of
the above tools offers the best options so it will be used for the
solution proposal. Power BI is only supported for Windows OS
and since Linux servers are mainly available at our university
the tool is not suitable. Tableau offers only a paid version for
which the university does not have the funds.

III. INCORPORATION OF LST STACK

Figure 1 shows a conceptual model using the LST Stack to
visualize students’ results from the Arena platform. As men-
tioned in the Section II-A, the input data for the Arena is the
source code from GitLab. This data will enter the Gladiator-
Elastic-Bridge component which is designed to transform the
input data and index it into the Elasticsearch database. The
data can then be analyzed and visualized using the Kibana
tool which connects to the Elasticsearch database.

Kibana provides the ability to create embeddable visualiza-
tions but in free version these visualizations are only functional
when the entire Kibana is freely available (i.e. without autho-
rization) which is a possible security risk. Therefore, part of
the proposed solution is also Kibana Reporter module which
creates PNG exports of active visualizations. Exports can later
be used on foreign websites without mentioned vulnerability
issues.

5https://www.tableau.com/
6https://www.elastic.co/what-is/elk-stack
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Figure 1. Proposed conceptual model of continuous analysis of students’
results.

A. Data preprocessing

Data stored in Arena database have JSON format with
nested structures. An example of a nested object to be analyzed
is the individual tasks that belong to a specific suite. Elas-
ticsearch also supports filtering and aggregation over nested
objects. However, when testing Kibana possibilities it was
found out that it does not support nested objects (see [9]), so
visualizations over task objects would not be possible with
direct indexing data from the Arena system to Elasticsearch.

This issue has been solved by data transforms using multiple
indexes with different mappings without nesting; called flat-
tening. Based on data format in Arena database two mapping
types were created:

• 1st mapping contains an overall overview of the assign-
ment evaluation, e.g. overall result, info about student and
assignment, etc.

• 2nd mapping contains evaluation details of each testing
step. Each record contains general information about the
student and then details such as gained points, errors, test
type, duration, etc.

This whole process is handled by the web microservice
Arena-Elastic-Bridge which receives POST requests and trans-
forms the data into the necessary form. The prepared data
are then inserted into the Elasticsearch index using the REST
interface. Since the indexing of individual tasks expects a large
amount of data the bulk API interface was used which accepts
an array of objects in ndjson format as the input.

B. Publishing visualizations

Because we want to publish statistics to students contin-
uously during the course and also inform the teacher about
the current status of the results, we need to publish the
results using Kibana Reporter. It is a Python server application
based on the use of the Selenium API library to work with
the browser. Using this library the application opens Kibana
visualization in Chrome browser in headless mode, waits until
the visualization is completely loaded and takes a screenshot
in PNG format. This way it takes screenshots of all specified
visualizations and using the scp protocol copies the resulting
images to a web server, e.g. to a specific course website.
Kibana Reporter runs immediately after evaluating of all
students’ assignments.

IV. RESULTS

Data from Programming7 in 2018 were used for the anal-
ysis. The course was attended by 585 students and we are
considering the results of all 4 problem sets (PS); the first three
problem sets were mandatory (PS1-3), the last one optional
(PS4). In the Table I general statistics about particular assign-
ments in the course can be seen. The assignment evaluation
was running at three-hour intervals and the number of days
the assignment could be submitted varied according to the
difficulty of the assignment.

Table I
GENERAL STATS ABOUT ASSIGNMENTS IN THE COURSE Programming

2018.

PS Involved
students

Students
with 0p

Commits Possible
evaluationsmax avg

1 536 70 368 73 328
2 512 83 114 24 422
3 444 48 151 21 441
4 253 69 109 15 324

PS - Problem Set.

A. Hypotheses verification

The H1 assumes that when analyzing individual tests and
observing unsuccessful test steps the number of failed tests for
checking the structure of the assignment, static analysis, and
program translation will be the highest at the beginning of the
assignment and decreasing to the approaching deadline. In the
Figure 2 it is possible to see the number of failures of structure
check, static code analysis and compilation results during each
day. It can be seen that the structure check failure actually
occurred predominantly at the beginning of the assignment,
but problems with static code analysis and translation persisted
throughout the assignment. The H1 was therefore refuted.

Figure 2. Numbers of failed structure checks, static code analysis and
compilations.

This result is interesting because the assignment compilation
method was published to the students in advance. Neverthe-
less, the biggest issues were with the compilation. During
the interviews, the students often argued that the compilation
mostly failed in cases when the latest solution was submited
without thorough tuning, using the ”trial and error” approach.

7https://kurzy.kpi.fei.tuke.sk/pvjc/
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Figure 3. Progress of students’ evaluation assessed by 0 points in PS1.

In order to eliminate abuse of this approach the number of stu-
dent submissions should also be considered in the evaluation
in the future. The second students’ argument was the opinion
that the compilation in a testing (evaluation) environment is
different from that in their development environment. At the
same time, only the master branch was used for evaluation
which means that students often develop directly in the main
branch and cannot create development branches in the version
control system (VCS).

The hypothesis H2 assumes that if a student gains 0 points
in the assignment, the student will work harder in the next
assignments and improve his/her results. We analyzed all
students who gained 0 points in PS1 and followed their results
in other problem sets using heatmap (see Figure 3). It can
be seen that the ranking of some students in the following
assignments was better, even sometimes achieving excellent
results (dark colors of the heatmap). However, improvement
occurred in less than 50% of the observed students so the H2
was refuted.

At the same time we can observe that more than 25%
of students did not develop PS2 and this trend continued in
further assignments. All PSs were developed by only 20% of
these students indicating that the student’s first failure has a
big influence on further student’s work. This fact, however,
is unlikely to be affected as it is dependent on the individual
characteristics of the student.

To verify the H3 we monitored the number of students with
a 100% evaluation in the PS1. In the Figure 4 it is apparent that
the largest number of students with the highest grades is in PS1
and this number decreases during the semester. The decline in
success is a good indicator that the difficulty and complexity
of tasks increase during the semester. At the same time when
comparing the results to the Table I it can be seen that the
average number of commits is decreasing. This means that
students either work more responsibly and do not use the ”trial
and error” approach or, on the other hand, are demotivated by
the complexity of the assignment. The H3 was confirmed.

The hypothesis H4 assumes that students work most on
weekends. The Figure 5 shows that students work in addition
if they have personal time off, ie. most often over the weekends
and Fridays. The highest activity can be observed on Sunday

Figure 4. The number of students with the maximum possible result for each
course problem set.

but this result may be influenced by the tendency to develop at
the last minute because the deadline for all assignments was
on Sunday at 12 PM. Last minute submissions have also been
confirmed in our previous analysis [6].

Figure 5. Commits number for each day of the week.

The Figure 6 shows the average number of commits per hour
of the day. Most of the student activity is in the afternoon
and the highest values are around 8 PM and 9 PM. The H4’s
claim that students’ highest activity is on weekends and in the
evening has been confirmed.

Since students’ solutions are evaluated every 3 hours and
the opportunity to submit the assignment has been at least 7
days in each assignment, students have relatively many op-
portunities to submit a new solution for evaluation. However,
many of the possible evaluations are unlikely not used, as the
H5 claims. It can be seen from the Table II that the average
number of evaluation used is far below 25% of the available
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Figure 6. Commits number per hour of the day.

capacity, so the H5 has been confirmed. At the same time,
it was found that the majority of students use the minimum
number of commits so as mentioned above it would be useful
to develop a dynamic way of assessing assignments, so that
students with a large number of submission attempts will be
penalized.

Table II
THE AVERAGE NUMBER OF TERMS USED BY STUDENTS IN EACH PS.

PS Evaluation terms
Total No. AVG/student AVG-5%/student*

1 93 8.58 8.22
2 76 10.52 10.14
3 116 12.61 12.23
4 60 9.96 9.59

* - Minus 5% of extreme values.

To confirm or refute H6 we have graphed the overall score
for each problem set (see Figure 7). Obviously, with the
exception of PS3 where there were the most average students,
in other cases there were most above average (PS1, PS2)
or below average (PS4) ones. The only difference between
the problem sets was that the PS3 contained completely new
tasks that had not been used in the course in previous years.
The first two problem sets were used in a similar form for
the fourth consecutive year, PS4 was used a second time.
These results probably indicate that the correct solutions were
available to students so PS3 is the most relevant result. It
is interesting that during each evaluation we had active anti-
plagiarism protection which did not draw so much attention
to cheating. This may be due to the fact that the students had
the correct solutions, but they were only inspired by them
and there was no plagiarism. The hypothesis H6 was not
confirmed.

B. Experience from the teacher’s perspective

During the whole semester we tried to actively talk with
the students what they liked about the assignments, what tasks
they had in other courses and what motivate them to develop or
not develop the assignments. When looking at the Table I it can
be seen that PS1 and PS2 were attended by the most students.
Since PS1 is usually the easiest one students try to work hard
from the beginning because they expect more difficult PSs

Figure 7. Distribution of students’ assignments results in the course Pro-
gramming 2019.

later. In other PSs it can be seen that with increasing difficulty
the students are often demotivated and sometimes do not solve
the assignment at all because the student reassesses his/her
own skills to gain enough points. This decline is often due
to a comprehension underestimation of basic programming
approaches learned at the beginning of the semester which the
students are subsequently unable to use within a more difficult
assignment and they prefer to give up. Reduced activity during
the assignment is also related to the increased workload of
students in other courses at the end of the semester.

As the teachers had all the continuous statistics available
they also tried to talk about possible problems with the
students. In general, the students did not show frustration
with the assignment and they were more enthusiastic, but also
aware of the difficulty of the tasks. Compared to previous
years course runs we observed a higher number of attempts
to evaluate the assignment, ie. students are motivated to work
continuously.

The publication of continuous statistics can have a positive
impact on students but possible negative impacts should also
be considered. For example, if a very small number of students
were involved in the first PS and students can see a decline
in the interest of their classmates it could also negatively
affect their motivation. A student is often inspired by compe-
tition among classmates, especially if only a certain number
of students can continue their studies. Therefore, from our
experience we recommend results that may adversely affect
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the student not to publish. Of course, this should be verified
by an experiment in the future.

V. RELATED WORK

Improving the learning process is subject to continuous
development. Blikstein in his work [10] proposes the use of
open-ended assignments in programming courses that support
improvement of creativity, critical thinking, problem-solving
skills, communication and collaboration. Such assignments
can evolve in different directions and their evaluation is a
complex process. Most often automated systems focus only
on assessing outputs and do not consider the whole process
of problem solving, e.g. mental model development in the
student’s head. Blikstein analyzed data obtained during stu-
dents’ assignment solving progress where he recorded what
the student writes, where he or her clicks, and especially he
observed changes in the code. At the same time, the author
suggests metrics that allow to identify possible critical zones
during which the student needs help. However, this process is
only possible with constant monitoring of the student (e.g. in
the classroom), in our case we observed the student’s activity
at home.

Visualization of data in education also describe Diana et
al. in [11]. Their intention is to inform the teacher about
possible problems in class work. Students often do not ask
the teacher even if they need help. The authors suggest a way
to predict such situations and identify students in need of help
based on Alice8 system data. The teacher can better respond to
the student’s needs. In our case we focus on the more global
nature of student adaptation, since we focus not only on short
duration of labs but on the student’s behavior during the whole
semester.

Bagui and Fridge [12] describe the benefits of automated
systems and their ability to increase student motivation. At
the same time, Ihantola et al. [13] analyze various assignment
evaluation systems and wonder why others are still evolving.
Their claim is that systems usually share the same principles
but are mostly designed for one course only. In this paper
we use a general system to evaluate assignments in multiple
courses and propose the use of this data to better manage
courses and motivate students.

Freely available datasets are often used in research, e.g.
from the code.org [14] programming competition or the
Code Hunt Game platform. Perhaps the best known dataset
is Blackbox [15] which contains compilation level data of
hundreds thousands of students but does not contain data on
the correctness of the solution. The above researches show that
data collection and analysis usually focuses on already ended
courses. In our case we try to perform the analysis immediately
after the evaluation of all student assignments, ie. in a much
shorter time.

VI. FUTURE WORK

As mentioned in IV-B it is necessary to investigate the
impact of publishing negative results on students. At the

8https://www.alice.org/

moment we do not know how students would react to bad
results in a real course but our experience suggests that the
student is often influenced by the classmates’ behavior within
the course. At the same time consideration should be given
in the future to the possibility of allocating extra points for
program efficiency (e.g. CPU usage time) or penalizing too
frequent submissions.

In our further research we also would like to focus on
comparing the results within different courses, ie. whether the
results from the introductory programming courses affect the
results in the following ones. It would also be useful to analyze
in detail how students make changes in the code during the
assignment development. For example, whether the number
of new/changed lines in the project is related to the number
of points earned, what are the differences in the code if the
student tries to submit the assignment in shorter time intervals
compared to longer intervals and so on.

Since in this paper we did not focued our observations on
interviews with the students in detail it would be advisable
to consult current statistics directly with students and monitor
their responses to these results. It should be in the interest
of the teacher to understand how the students perceive the
curriculum, their approach to the course and how the envi-
ronment influence them (assignments, teachers, classmates or
other courses).

VII. CONCLUSION

In the paper authors describe the integration of continu-
ous data evaluation and visualization possibilities from the
automated testing platform Arena in programming courses.
The Elastic Stack was used for the evaluation and the paper
also describes a generally applicable design for the evaluation
system with used tools description. There are also described
methods of data preprocessing for indexing with respect to
some limitations of used tools.

Using the newly designed platform in the course with 585
students a number of hypotheses about the behavior of the
students in the course are evaluated, as well as the teacher’s
viewpoints. It was found that the problems with the structure
and compilation of the assignment do not occur only in the
first problem set but during the whole semester. This is a result
of making last minute changes without enough tuning before
submitting the assignment for evaluation. It was also found
that only 20% of students who gained zero points in PS1
tried to pass on all the other assignments, suggesting that the
students are considerably demotivated in the first assignment.
On the other hand, the number of students with the maximum
number of points decreases during the semester.

This paper also observes when the students most often work
on the assignments. It has been found that students work
most often in the evening and especially during weekends and
Fridays. However, this may be affected by the fact that the
deadline was usually on Sunday at 12 PM. On average, the
students used only 10% of the possible evaluation terms and
only rarely used the ”trial and error” approach. It was also
found that the students achieved mostly above-average results.
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The average results were observed only on the assignment
that was used for the first time, so above-average results are
probably the result of the correct solution inspiration of already
existing implementations.

From the teacher’s point of view continuous analysis of
students’ results is beneficial for better course management
and dynamic syllabus adaptation. Nevertheless, it is necessary
to be vigilant when publishing student results as they may
have the potential to decrease student motivation.
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Abstract—The paper deals with the problematics of two-
level single-output Boolean functions minimization which is 
important for many fields of science and technology 
including logic and control systems design, software 
engineering, artificial intelligence and others. In this work 
proposed solution, which is aimed to the production of 
prime implicants for particular Boolean functions, as the 
first step of Boolean functions minimization, is based on the 
use of designed hardware accelerator using Field 
Programmable Gate Array (FPGA) technology. As the part 
of this work, input and output binary vectors encoding is 
proposed along with the combinational logic module, 
described using VHDL. Module is implemented into Xilinx 
Kintex-7 FPGA KC705 Evaluation Kit evaluation board. 
Advantage of proposed hardware accelerator is in extremely 
small time complexity in comparison to the algorithms 
which are utilizing classical CPU based solutions. Another 
advantage is in constant time of prime implicants generation 
in case of the same number of input variables of Boolean 
function regardless of ON set cardinality. Disadvantage of 
the solution is that it is not possible to define don’t care set 
and in space complexity which is rising quickly according to 
the number of input variables of Boolean function. 

Keywords: Boolean functions, minimization, prime implicants, 
combinational logic, FPGA, field programmable gate array, 
hardware accelerator 

I. INTRODUCTION 
Boolean functions minimization is the problem which 

solution is important for many fields of science and 
technology, including logic designs (PLA, FPGA, ASIC), 
control systems design, intelligent homes control, 
software engineering, artificial intelligence and others. 

Algebraic solutions were created along with the 
graphical form of minimization represented by Karnaugh 
maps. Tabular method known as the Quine-McCluskey 
algorithm was designed by Willard Quine and Edward 
McCluskey. There are two basic steps of this method. 
First step is represented by the generation of Prime 
Implicants (PI) and second step comprises solving of the 
Covering Problem (CP). This method is well suited for 
implementation in the form of computer program. 

Many other algorithms utilizing heuristic approach are 
designed based on the Quine-McCluskey algorithm. 
ESPRESSO algorithm that is trying to combine above 
mentioned two steps and produces near minimal solutions 
of Boolean function minimization is popular one and 
defacto standard. Derivates of this solution are mentioned 

in the second section of the paper. Another well-known 
approach to the Boolean function minimization, which 
tries to reduce the production of prime implicants and 
utilizes top-down approach to the prime implicants 
generation is called BOOlean Minimizer (BOOM) and 
was designed by Hlavi�ka and Fišer. 

The paper deals with the design of combinational logic 
based hardware accelerator of the first step of Boolean 
function minimization, when the set of prime implicants is 
generated from the single-output Boolean function truth 
table. The aim is to produce output of the PI generation 
step with the minimal time complexity that can be 
measured in nanoseconds for small sets of input variables 
of Boolean function with the trade-off which is in space 
complexity of the proposed hardware design. 

 
Contribution of the paper is in: 

• Design of input binary vector encoding for 
representation of truth table of Boolean function as 
the input of proposed combinational logic module of 
hardware accelerator. 

• Design of output binary vector encoding for 
representation of prime implicants set of Boolean 
function as the output of proposed combinational 
logic module of hardware accelerator. 

• Design of combinational logic module of hardware 
accelerator of prime implicants generation for various 
number of input variables of Boolean function. 

 
The structure of the paper is as follows. 
Section II of the paper deals with the work that is 

related to the single-output Boolean functions 
minimization. Because of the broad range of publications 
in the field, section is focused on the papers that are close 
related to this work. 

Section III of the paper presents in detail construction of 
proposed solution, when attention is paid to the encoding 
of input and output data structures and to the construction 
of the FPGA hardware accelerator module of prime 
implicants generation. 

Section IV of the paper summarizes results of tests 
performed on different design implementations using 
Xilinx Kintex-7 FPGA KC705 Evaluation Kit evaluation 
board. Designs differ according to the number of input 
variables of Boolean function. 

Section V of the paper provides conclusions based on 
test results. 
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II. RELATED WORK 
Due the large amount of work published in the field of 

Boolean functions minimization, this section of the paper 
contains only the selection of papers that are closely 
related to the solution designed as the part of this work 
and presented in this paper. 

 
Karnaugh map Simplification of the Boolean algebra 
was introduced by Allan Marquand in 1881 when 
Marquand diagram was introduced in [1]. Minimization of 
Boolean functions can be done by hand using Karnaugh 
maps (KM or K-map). The method was introduced by 
Maurice Karnaugh in 1953 [2] as the redesign of the 
method proposed by Edward Westbrook Veitch in 1952 in 
[3] (Veitch diagram is also known as the Marquand-
Veitch diagram). Karnaugh maps are also called 
Karnaugh-Veitch maps (KV maps). 

Karnaugh maps are utilizing pattern recognition 
capabilities of human instead of algorithmic solutions 
based on computer computations. Visual simplification 
using Karnaugh maps is useful up to 5 or 6 variables. 
Maps are in the form of two-dimensional grid of 2n cells 
where n is the number of input variables of Boolean 
function and with 2x × 2y organization when n = x + y. 
Cells are ordered according to Gray code. Each cell of the 
Karnaugh map represents particular output of the Boolean 
functions truth table and can be set as ON, OFF or DC 
(don’t care). Position of the cell in the map is according to 
particular input conditions of Boolean function. Karnaugh 
maps are used to visually simplify Boolean functions and 
output of this simplification can be realized using 
minimum number of physical logic gates. Output in the 
form of the sum-of-products (SoP) expression is 
implemented using AND gates which are feeding OR 
gates, and output in the form of the product-of-sums (PoS) 
is implemented using OR gates which are feeding AND 
gates. 
 
Quine-McCluskey Tabular method for Boolean functions 
minimization, which is functionally identical to Karnaugh 
maps, was developed by Willard Quine and Edward 
McCluskey [4][5] in 1952. Algorithm consists of two 
main steps, when the first step provides prime implicants 
generation and in the second step algorithm solves the 
covering problem, when essential prime implicants are 
found along with other prime implicants that are needed to 
cover Boolean function. Advantage of the Quine–
McCluskey algorithm over Karnaugh maps is the 
possibility to minimize Boolean functions with much 
more variables and that the algorithm is very well suited to 
be implemented in the form of computer program. 
 
heuristic algorithms MINI heuristic minimizer was 
introduced by Hong et al. in 1974 [6]. ESPRESSO logic 
minimizer was developed by Robert K. Brayton et al. and 
its aim is to allow minimization of logic circuits using 
heuristic methods [7]. Espresso-MV as the derivate of the 
Espresso was developed in 1986 by Richard L. Rudell and 
is described in [8]. C source code of Espresso algorithm is 
available in [9]. There are later improvements of 
ESPRESSO called ESPRESSO-EXACT and ESPRESSO-
SIGNATURE [10]. 

Two-level Boolean minimization tool called BOOlean 
Minimizer (BOOM), developed by Hlavi�ka and Fišer is 
based on the new paradigm of implicants generation, 
when unlike other minimization methods which are 
generating implicants in the bottom-up approach, the 
BOOM method uses top-down approach. Advantage is 
also in reduction of prime implicants number. Proposed 
algorithm is well suited for Boolean functions with the 
large number of variables (up to thousands), when other 
algorithms are not able to give results in reasonable time 
[11][12][13][14][15]. FC-Min boolean minimizer was 
introduced in [16] by Fišer and Kubátová and it was later 
combined with the BOOM algorithm into BOOM-II 
Boolean minimizer [17][18].  

III. HARDWARE ACCELERATOR DESIGN 
In this work proposed hardware accelerator is designed 

as the combinational logic module and is described using 
VHDL language. This section of the paper introduces 
input and output binary vector construction for 
representation of Boolean function truth table as the input 
and information comprising prime implicants set as the 
output, in first and second part of the section and describes 
philosophy of the combinational logic module design in 
the third part of the section. 
 

A. Boolean Function Truth Table Encoding 
Input of the combinational logic module represents the 

truth table of particular Boolean function B with n input 
variables: 

 
 

 
Both ON and OFF sets are represented while DC set is 

not allowed. It is possible to calculate number of bits in 
input vector according to the number of input variables of 
Boolean function using the formula: 

 
 

 =  (1) 
 
where 

 is the number of bits in input vector 
n is the number of input variables of Boolean function 

 
 

 
        a) 

 
       b) 

I = “0110” 
 

c) 
Figure 1.  Representation of hardware accelerator input a) Karnaugh 
map for two input variables with decimal equivalents b) Karnaugh map 
with output states c) input vector I encoding for HW accelerator 
module. 
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Example of input vector encoding is on Figure 1, where 
Karnaugh map for two variables can be seen along with 
the Decimal Equivalents (DE) for each cell, output of 
Boolean function and encoded input vector I. 
Determination of the position for each minterm is depicted 
in the Table I. Position of the bit for particular Karnaugh 
map cell in input vector is according to its DE and 
particular bit of the vector is set to 0 if the cell represents 
OFF state or 1 if the cell represents ON state. 

TABLE I.   
HW ACCELERATOR INPUT VECTOR ENCODING FOR TWO VARIABLES 

BOOLEAN FUNCTION TRUTH TABLE. 

Decimal 
Equivalent (DE) 

Binary  
code 

Variables 
setting 

0 00 
1 01 
2 10 
3 11 

 

B. Prime Implicants Set Encoding 
Output of designed module is in the form of output 

binary vector O that comprises information on all 
potential prime implicants and for each indicates, if it is 
part of the prime implicants set for particular Boolean 
function. 

Number of potential prime implicants and therefore 
number of bits of output vector according to the number 
of variables of Boolean function can be calculated using 
formula: 

 
 =  (2) 

 
where 

 is the number of bits in output vector 
n is the number of variables in Boolean function 

 
Each potential prime implicant is described using all 

input variables of Boolean function and ternary code is 
assigned to each potential prime implicant. Ternary code 
is then transformed into decimal equivalent (DE) and DE 
represents position of the particular bit for this prime 
implicant in output vector. If prime implicant is part of the 
prime implicants set of the particular Boolean function, bit 
of the output vector with position which is equal to DE of 
this prime implicant, is set to 1, otherwise it is set to 0. 

Ternary code of potential prime implicant is built-up 
from each input variable of Boolean function. Variables 
are ordered according to their position in Boolean function 
truth table and ternary digit is assigned to each variable. If 
particular variable is not part of the prime implicant 
description, digit 0 is used. When particular variable is 
part of the description in negated form, digit 1 is used and 
if variable is not negated in the description, digit 2 is used, 
as it is depicted in Table II.  

Decimal equivalent (and the position of the bit in the 
output vector) 0 is dedicated to the situation, when output 
of the Boolean function is constantly set to ‘0’. Decimal 
equivalent (and also the position of the bit in the output 
vector) 3n, when n is the number of variables in Boolean 
function, is dedicated to the situation, when output of the 
Boolean function is constantly set to ‘1’. 

TABLE II.   
VARIABLE ENCODING PRINCIPLE FOR PRIME IMPLICANT TERNARY CODE 

Ternary 
digit 

Variable 
expression 

Meaning 

0  variable is not part of the prime implicant 
description 

1  variable is part of the prime implicant 
description in negated form 

2  variable is part of the prime implicant 
description in straight form 

 
Example of output binary vector encoding for two 

variables Boolean function is depicted in the Table III, 
where decimal equivalent is created by conversion from 
ternary code and ternary code is created from prime 
implicant description using variable encoding depicted in 
the Table II. 

TABLE III.   
PRIME IMPLICANT TERNARY CODE AND DECIMAL EQUIVALENT 

ENCODING FOR EACH POTENTIAL PRIME IMPLICANT OF TWO VARIABLES 
BOOLEAN FUNCTION 

Decimal 
equivalent 

(DE) 

 
Ternary code 

Prime 
implicant 

description 

Prime 
implicant 

0 00  0 
1 01  
2 02  
3 10  
4 11  
5 12  
6 20  
7 21  
8 22  
9   1 

 

C. Hardware Accelerator Module Design 
 

Hardware accelerator module is described using VHDL 
language and is designed as the combinational logic 
circuit. 

Each potential prime implicant is represented in the 
module by one NAND gate and overall number of gates 
can be calculated according to formula (2). 

Number of layers of gates  in the module varies 
according to the number of input variables of Boolean 
function  and it is possible to calculate it according to the 
formula: 

 
 (3) 

where 
 is the number of gate layers 
 is the number of Boolean function input variables 

 
Layer  of gates generates information, if Boolean 

function output is constant and is set to ‘0’ or ‘1’. Layer  
of gates generates information about subset of potential 
prime implicants that are described using  input variables 
of Boolean function. Potential prime implicant gate from 
layer  obtains information from input of the module and 
each layer of gates , where  (layers in which gates 
of potential prime implicants described by lower number 
of variables are located). 
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Potential prime implicant of the Boolean function is 
marked by bit 1 in the output vector of the hardware 
module and it means that it becomes the prime implicant 
of the Boolean function when there are three conditions 
fulfilled: 

• Condition 1 All states that are forming potential 
prime implicant are ON states 

• Condition 2 Boolean function does not generate 
constant ‘1’ on the output. 

• Condition 3 potential prime implicant is not covered 
by another prime implicant (described by lower 
number of variables). 

 

Potential prime implicant  that is located in the layer  
of gates obtains information, if above mentioned three 
conditions are fulfilled and this information is obtained 
from: 
• input binary vector which acts on the input of the 

hardware module in case of first condition (C1) 
• from layer 0 of gates in case of second condition 

(C2), when there is gate located in this layer which 
produces information if all states in input vector are 
ON states 

• from all layers from the range  of gates 
in case of the third condition (C3), where prime 
implicants described by lower number of variables 
are located. 

 

Schematic representation of the hardware 
combinational logic module is depicted on Figure 2 and 
schematic representation of the module on the level of 
gates is depicted on Figure 3. 

 
Figure 2.  Schematic representation of proposed hardware accelerator 
module where each layer consists of NAND gates representing 
implicants and blocks C1, C2 and C3 represent solutions of conditions 
1, 2 and 3 respectively. 

 
Figure 3.  Schematic representation on the level of gates of the design 
of FPGA hardware accelerator module that determines prime implicants 
on the output of the module in the form of output binary vector O for 
two variables Boolean function that is represented as the truth table on 
input of the module in the form of input binary vector I. 

IV. RESULTS 
Module is described using VHDL and was 

implemented as the hardware module into Xilinx Kintex-7 
FPGA KC705 Evaluation Kit evaluation board (Fig. 2). 
The KC705 evaluation board for the Kintex®-7 FPGA 
provides a hardware environment for developing and 
evaluating designs targeting the Kintex-7 XC7K325T-
2FFG900C FPGA. The KC705 board used for synthesis 
has the speed grade -2 and a 2.5V LVDS differential 200 
MHz oscillator. The output frequency could be changed 
within the range of 10 MHz to 810 MHz. This limits the 
clock path delay to 1.23 ns.  

Different designs were tested when different number of 
input variables of Boolean function for which particular 
module can find prime implicants set were implemented 
into hardware evaluation board and measurements of time 
complexity were performed.  
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Figure 4.  Xilinx Kintex-7 FPGA KC705 Evaluation Board1 

A total of 7 modules were designed and tested by using 
the Xilinx Vivado Design Suite HLx Edition 2016.2 
development environment and the Very High-Speed 
Integrated Circuit Hardware Description Language 
(VHDL). The modules differ by the number of input 
Boolean variables for which the prime implicants are 
generated. The number of tested variables was from the 
range of < 2; 8 >. The module names were derived as the 
concatenation of the string kmap and the number of input 
Boolean variables. A design is described in VHDL using 
the concept of a design entity. Although the design is 
based on the design of the accelerators in the form of 
combinational logic circuit for prime implicants 
generation, we decided to use registers on the input and 
output side of the modules. The reason for this decision 
was to prepare the modules for pipelining. Each of the 
modules has 3 input ports and 1 output port; inputs for 
receiving the differential clock signals (clk_n, clk_p), 
input Boolean variables (X) and output port for generated 
prime implicants (Y). As an example, Figure 5 shows the 
entity declaration for the module kmap2. 

 entity kmap2 is 
  Port (clk_n : in STD_LOGIC; 
   clk_p : in STD_LOGIC; 
   X : in STD_LOGIC_VECTOR (3 downto 0); 
   Y : out STD_LOGIC_VECTOR (9 downto 0)); 
 end kmap2; 

Figure 5.  The kmap2 module 

The modules were designed as synchronous using 
single-ended clock signals. Because the board generates 
differential clock signals, the IBUFGDS primitive was 
used to generate single-ended clock signal. 

In our experiment, the Vivado Synthesis Defaults 
strategy was used for synthesis purposes. The synthesis 
results are summarized in tables and graphs below.  

Table IV shows resource utilization according to 
parameters LUT as Logic and Register as Flip-Flop. The 
resource growth rate depending on input Boolean 
variables for LUTs and Flip-Flops are presented in Fig. 6. 

The resource growth rate oscillation for LUTs is due by 
Vivado synthesis tool, which uses LUT optimization 
technique to combine 3-input and 4-input LUTs to 5-input 
and 6-input LUTs implemented in Kintex-7 FPGA chips. 

 

                                                           
1 Image source: https://www.xilinx.com/support/documentation/ 
boards_and_kits/kc705/2014_2/ug883_K7_KC705_Eval_Kit.pdf 

TABLE IV.   
RESOURCE UTILIZATION 

Module name LUT as Logic Register as Flip Flop
kmap2 5 14 
kmap3 28 36 
kmap4 108 98 
kmap5 649 276 
kmap6 2613 794 
kmap7 11816 2316 
kmap8 62225 6839 

 
 

 
Figure 6.  Resource grow rate 

TABLE V.   
TIMING SUMMARY 

Module name 
Clock 
Period 

[ns] 

Data Path Delay (Max 
Delay Path) [ns] 

kmap2 1,409 0,811 
kmap3 1,409 1,253 
kmap4 1,644 1,500 
kmap5 5,352 5,208 
kmap6 6,483 6,339 
kmap7 12,734 12,590 
kmap8 14,929 14,785 

 

 
Figure 7.  Timing summary 
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The table V and the Fig. 7 show a timing report of 
implemented modules. We focus our attention to the data 
path delay. The Data Path Delay is the delay of the data 
path from the source to the destination. It indicates how 
fast the module is. It shows that e.g. the module kmap8 is 
capable to generate more than 67 million implicant sets 
per second. 

V. CONCLUSIONS 
The paper dealt with the problematics of single-output 
Boolean functions minimization. Classical systematic 
approach, such as Quine-McCluskey algorithm, 
comprises two steps. First step is performing generation 
of prime implicants and second step solves the coverage 
problem. In this paper presented solution in the form of 
the hardware accelerator is performing first step of this 
approach, when it generates information that identifies set 
of prime implicants for particular Boolean function. 

Proposed solution is producing as the output set of 
prime implicants, as the solution of the first step of 
classical two step approach to the minimization of 
Boolean functions. In this paper proposed identification 
of prime implicants in the form of ternary unsigned 
integer numbers, which is then transformed into decimal 
number which identifies the position of particular prime 
implicant in the output binary vector, allows encoding of 
binary vector that comprises information about all 
possible prime implicants and identifies which of them 
are part of the prime implicants set for particular Boolean 
function. Description of the design of hardware 
accelerator in the form of combinational logic in VHDL 
language is also the part of the paper.  

The aim of this work was to create solution which will 
have very small time complexity for prime implicants set 
generation for particular Boolean function. It was 
achieved and can be considered as the main advantage of 
the solution. Another advantage is in constant time of 
prime implicants generation regardless of the size of ON 
set for Boolean functions with the same number of input 
variables. Disadvantage of the solution is in space 
complexity when number of elements of FPGA that are 
used is quickly rising with the number of input variables 
of Boolean function. Tests of the designed solution were 
performed on Xilinx Kintex-7 FPGA KC705 Evaluation 
Kit evaluation board for different number of input 
variables of Boolean function and results of tests represent 
the last part of the paper. 

In the future research the attention will be paid to the 
construction of the hardware accelerator design that will 
be extended with the possibility to determine input 
Boolean function not only in the form of ON set and OFF 
set but also don't care set and with the support for not only 
sum-of-products (SoP) output but also the product-of-
sums (PoS) output. 
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Abstract— The paper deals with the issues of the user’s 
gender and age detection and classification of user 
emotional states assessed on the basis of the webcam input. 
The goal is the implementation of the Affdex SDK into a 
program which can recognize faces in front of the scanner. 
The program is to be able not only to classify the emotional 
state but also age and gender of one or more users. The first 
part of this paper (section Related work) focuses on ways of 
detection and classification of faces in the past. At the same 
this part describes also methods and classification of 
emotion, age and gender as well as methods used to detect 
faces and a more extensive description of the SDK and 
Affectiva company. The practical part of this paper looks 
into programming the pilot application and the final version 
written in C programming language and its methods’ 
description. 

I. INTRODUCTION 
Since computing power has risen to such a level that it 

can be used to detect objects in an image or video, face 
detection applications have been gradually developed. 
Although detecting an object or a face was a relatively 
simple task, it is much more difficult to classify emotions 
from the human facial expressions, or to determine the sex 
or age of an individual. For this reason, there are several 
projects addressing this issue. 

The aim of this paper is to describe the procedures used 
in the recognition process (detection, extraction and 
classification phases) and to create an application that can 
not only detect the human face and classify the emotional 
state, but also determine the age and sex of the subject. 
The application we propose currently takes advantage of 
the most commonly used Affectiva SDK, which includes 
algorithms not only for classifying the emotional state, but 
also the age and sex of the user from input data, such as an 
image obtained from a webcam. 

We have divided the post into several sections. In the 
Related works section  we analyze how the issue was 
solved in the past. At the same time, we present an 
overview of current SDK tools that allow the 
classification of age and gender. The individual SDKs are 
described in detail to give the reader a clear overview of 
their functionality. The next section, Programming and the 
Description of the Application describes the classes and 
methods that are programmed in the resulting application. 

 In the Application testing and appraisal section, 
we test the app. All measured and real values are shown in 
the table. In this section, we explain why the application 
sometimes shows inaccurate (false) values. 

II. RELATED WORKS 

A. Methods of face detection, classification of emotional 
state, gender and age used in the past 

This section presents research into the issues of 
emotional status classification, age and gender 
recognition, which have been carried out in the past and 
have influenced the development of current systems and 
SDK solutions. 

Current complex recognition systems consist of 3 basic 
phases: 

• Detection, 
• Extraction, 
• Classification. 

By detection we mean the localization of the face and 
its parts in the image. Extraction is focused only on the 
chosen area of interest, which we work with. By 
classification we mean the determination of such 
properties that can be observed by tracking changes in the 
extracted area of interest. Such parameters may be the 
emotional state of the user observed by following the 
change in position of the action points that define the 
eyebrow or mouth area. 

The issue of face and age detection began to be 
addressed during 1964-1968. Pioneers of automatic facial 
recognition using a computer include Woody Bledsoe, 
Helen Chan Wolf and Charles Bisson [1], [3]. 

Based on the available sources, it was found that 
Bledsoe's initial research used manual marking of various 
landmarks on the face, such as the position of eyes, 
mouth, etc. Subsequently, the distances between the 
landmarks were automatically calculated and compared 
between the images to determine identity. [2]. 

The problem of this facial recognition method is, that it 
is hampered by the great variability of rotation and tilt of 
the head, intensity and angle of illumination, facial 
expression, aging, etc. The method of correlating (or 
comparing patterns) processed optical data, which is often 
used by some researchers, certainly fails in case of large 
variability. In particular, the correlation is very low 
between two images of the same person with two different 
head positions [3]. 

Face detection within an image was subsequently 
investigated by several researchers. New algorithms have 
been designed and developed that have influenced the 
further development of current solutions. In 2002, there 
was an attempt to categorize these algorithms into 4 basic 
categories [4]: 
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1. Knowledge-based methods, 
2. Feature invariant approaches, 
3. Template matching methods, 
4. Appearance-based methods.  
 
Knowledge-based maethods - These methods are based 

on the rules contained in a typical human face. The rules 
usually capture the relationships between typical facial 
features. These methods are mainly intended for face 
localization [5]. 

Feature invariant approaches - These methods are 
based on the search for typical facial features that remain 
constant even when the head is rotated or the picture is 
taken in low light conditions. Such features include eyes, 
eyebrows, nose, mouth, hairline [6], [7], [8], [9]. 
 Template matching methods - The face description is 
stored in several predefined function patterns that describe 
the human face or parts thereof. The patterns of these 
predefined features of the face are called subtemplates. 
The input image is progressively scanned and predefined 
patterns [10], [11], [12], [13], [14] are compared to the 
scanned locations. 
Appearance-based methods - Unlike the previously stated 
methods, these methods use models of various 
appearances of human face. These models are used for 
face detection in these methods [15], [16], [17]. 

Computer-aided emotion recognition is closely 
related to face detection. We are currently in the last, third 
phase of the recognition process. Gradually, as the 
methods of face detection have been proposed since 1964, 
algorithms and methods were being developed that would 
also allow the classification of the emotional state from 
the detected face. Research into facial emotions began as 
early as the 17th century (a book by John Bulwer entitled 
"Pathomyotomy", published in 1649, discusses in detail 
the facial expression and muscle movements on the face). 

Ekman, Essa and others have carried out extensive 
studies of human facial expressions [18], [19]. They found 
that there was evidence to support universality in facial 
expression. These "universal expressions" are as follows: 

• Happiness  
• Sadness  
• Anger  
• Fear  
• Surprise  
• Disgust. 

Russell's model offers a different view of the emotional 
state classification than the Ekman classification [20]. 
Russel works with the so-called circular complex model 
that contains more emotional states than the Eknman 
classification. These emotional states are divided into 
dimensions and their common feature is Valence and 
Arousal. The size of Valence then determines how 
emotional states should be correctly classified. 

The work of psychologists Ekman and Russel has 
inspired many other researchers to analyze facial 
expressions using image and video processing. By 
following facial features and measuring the amount of 
movement on the face, they tried to separate various facial 
expressions into individual categories [21]. 

Although facial detection and extraction of individual 
areas of interest did not pose a serious problem in the last 

century due to the proposed algorithms, the classification 
hasn't achieved the desired results (the success rate of 
classification did not reach 80%). 

B. Current detection methods 
Nowadays, most attention is paid to the application of 

neural networks. Software neural networks belong to the 
field of artificial intelligence, or its specialized part, 
referred to as deep learning. Their usual goal is to extract 
deeper meaning from the data, which makes the system 
able to understand abstract concepts and respond to 
different tasks and situations similar to a human agent. For 
example, you can feed the system pictures of dogs, based 
on which the system determines what "a dog" roughly 
looks like and then apply this knowledge elsewhere and 
recognize dogs in new, never seen before pictures. The 
concept, or the appearance of a dog hasn't been 
programmed into the system, the system has learned it. 

In terms of image processing, the most powerful deep 
learnig systems are based on the convolutional (complex) 
neural networks. These are software networks, which 
consist of layers of small computing units, neurons that 
hierarchically pass on processed information. When 
convolutional neural networks are trained as part of the 
recognition process, they create a representation of the 
image, the complexity of which increases within the 
hierarchical process. 

Bing a Microsoft AI – In 2016 Microsoft released its 
Face API. The project is part of Cognitive Services and 
provides access to the most advanced face recognition 
algorithms currently on the market. The Face API is a 
cognitive service that provides algorithms for detecting, 
recognizing and classifying human faces in pictures. Face 
API can find similar faces in photos, compare faces from 
two different images, find out if it belongs to the same 
person or compare detected face within faces stored in a 
database. The interface returns output to the user in JSON 
format [22]. 

Kairos - Kairos was founded in 2012. Its headquarters 
are located in Miami and it has a branch in Singapore. The 
company offers an API interface that can identify a face in 
a video or an image. It can also determine age, skin color, 
gender and ethnicity. The system boasts a very high 
detection rate. It uses the popular LFW database. The 
accuracy of each result depends on the quality of the 
uploaded images or video and the settings that customers 
set up through the API. Output is in JSON format [23]. 

Face - FACE++ made its first release in 2012. They 
won awards at the FDDB, 300-W and LFW competitions. 
In 2017, they launched the second, more powerful version 
of the SDK and API, which uses faster algorithms. Their 
solution exposes vastly different possibilities than its 
competition. It can  recognize human hand gestures (19 
gestures in total). The API and SDK are also available for 
mobile platforms such as IOS, Android or server solutions 
in the form of WEB API. They offer a free SDK and API. 
The API has no time limitation, but it is limited to be used 
to recognize a maximum of 3 faces. The SDKs provide a 
version free to use for a single day. The output is in JSON 
format [24]. 

BetaFace - Founded in 2005 by Maja Gerent and 
Oleksandr Kazakov. Betaface is free to use and provides 
tremendous detection capabilities such as detecting 
bruises on the face, determining hair color, eyebrow color, 
mustache, presence of tie, glasses, hair color and much 
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more. It uses 22 traditionally-used points on the face and 
101 points unique to their algorithm (Betaface, 2005). The 
project “An Investigation of a New Social Networks 
Contact Suggestion Based on Face Recognition 
Algorithm” was built upon BetaFace's API. Its authors are 
Ivan Zelinka, Petr Saloun, Jakub Stonawski, Adam 
Ondrejka and the project was developed at the Technical 
University of Ostrava. The programmed software then 
generated a friend suggestion on Facebook and Flickr 
from the supplied photo [25]. 

Eye Face - Eye-Face SDK was created by Eyedea 
Recognition s.r.o., a company engaged in the development 
and delivery of advanced image analysis software tools 
based on machine learning methods and artificial 
intelligence. It focuses mainly on software for detection 
and recognition of objects in an image. Eyedea 
Recognition s.r.o. was established in 2006 as a university 
spin-off company at CTU in Prague. The company was 
founded by a group of researchers from the Center of 
Machine Perception, Department of Cybernetics, FEE-
CTU. In addition to Eye Face, the company also offers 
products that can read vehicle registration plates, 
recognize vehicle manufacturers, identify person's identity 
from images, and provide facial anonymization and eye 
tracking [26]. 

InSight SDK is facial recognition C++ toolbox 
developed by Sightcorp in collaboration with the 
University of Amsterdam. It boasts a large set of features, 
apart from face detection and emotion recognition, it 
uncovers gaze estimation, head pose estimation and 
motion tracking features. InSight does not provide 
academic trials, therefore we could not evaluate their 
performance. 

Affectiva - The Affectiva's Affdex SDK can be used to 
classify emotions, age, and sex. It also includes features 
such as the detection of glasses or subject's race. The 
company was founded in 2009 and its main goal is to 
create software that can understand human emotions 
correctly. In 2012, it also launched its own biosensor that 
scans human skin, from which it evaluates the emotional 
states of humans. The company released the SDK 
(Affdex) for the first time in 2015. The current version for 
MS Windows is 4.0.0. This version was released in 
October 2017. Recognition features for face detection, 
emotion and gender detection were updated in this version 
[27]. The Affectiva SDK measures facial expressions and 
features using any optical sensor or a standard webcam. 
First, it identifies the human face in real time, in an image 
or video, then the algorithms identifies key landmarks on 
the face such as eyebrows, nose tips, mouth corners or 
eyes. Deep learning algorithms then analyze pixels in 
these areas to classify facial expressions, age, emotions, 
and gender . Combinations of these facial expressions are 
then mapped to emotions, age and gender. Affectiva 
analyzes age using its suggested age classifier, which 
attempts to estimate age in the following ranges: 0-18, 18-
24, 25-34, 35-44, 45-54, 55-64, 65-… 

Gender identification is handled by gender classifier, 
also developed by Affectiva. The gender classifier uses a 
face border frame to evaluate the person's age when 
appropriate image quality, light conditions and correct 
head rotation requirements are met and sends the values to 
the output. If the video feed or an image does not meet the 
required image quality within 10 seconds, the gender is 
reported as unknown. The average time needed to reach a 
decision is 3.4 seconds [28], [29], [30] 

Affectiva SDK builds on real world experience and 
analyzes millions of faces worldwide, both online and 
offline. The SDK handles variations in gender, age and 
ethnicity with high accuracy and has been verified on real 
data. With good lighting conditions, the Affectiva SDK 
provides the best results when people are turned directly 
to the camera and their face is visible. Obstacles to the 
face, such as a hand, will result in temporary loss of 
gender, age, and emotion data. Face detection is 
performed using the Viola-Jones detection algorithm. 
Finding landmarks is applied to each bounding face frame 
found in the supplied image or video. Subsequently, 34 
landmarks are identified 
(https://knowledge.affectiva.com/v3.2/docs/facial-
landmarks-1). If the reliability of the landmark detection is 
below the limit, the detected face is ignored. Face, head 
and facial landmarks are exposed to the SDK for 
classification [31]. 

III. PROGRAMMING AND DESCRIPTION OF THE 
APPLICATION 

As a first step we've chosen the programming language 
C#. There are two ways to gain access to the SDK: a 
student license provides free access for 6 months, a 
standard developer license is available for $25. Developer 
SDK is available for MS Windows and distributed as an 
.exe installer, with Visual Studio 2015 with Microsoft 
.NET framework 4.0 recommended as a development 
environment. However, the Visual Studio 2015 is out of 
date, it does not work properly in Windows 10 and has 
problems with the operation of some Affectiva SDK 
libraries. Because of these issues a newer version, Visual 
Studio 15.9.6 (2017), was used with the .NET Framework 
4.5.2. After the project was created it was necessary to 
implement Affdex.dll and affdex-native.dll. By default, 
both libraries are located in the “C:\Program 
Files\Affectiva\AffdexSDK\bin\release” folder.  
The result of the initial application was a command line 
text output that showed the evaluated age and sex of the 
person who was in front of the webcam. The output was 
only in English as the Affectiva has predefined in the Age 
method. In this respect, the use of C# proved to be a step 
in the wrong direction in terms of GUI creation.  

Therefore, XAML was used to build the application. 
After creating a new project in Visual Studio, it was 
necessary to map the necessary libraries again as in the 
case of the first application. 

A. Description of classes and methods 
Mapovanie.cs - This class was created to map 

classifiers from the installed SDK. The class contains a 
GetClassifierDataFolder() method. Its output is the path to 
the SDK. This class is required to configure the detector. 

MainWindows.xaml.cs –This class implements the 
interaction between the user and the program itself. Here 
are the methods to be invoked after pressing any of the 
buttons in the GUI interface, initializing and turning on 
the webcam stream. The method that takes care of 
rendering the camera and the GUI interface action is 
called Window_Loaded(). This method enables and 
retrieves classifiers from predefined program settings. In 
our case, it is a classifier for emotional status and age and 
gender. The methods are assigned to each button and the 
last saved values entered by the user are read from the 
settings. The last step in this method is to invoke the 
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StartCameraProcessing() class. This method is quite 
important, so we will elaborate upon it in the next step.  

StartCameraProcessing() – The method first activates 
the buttons in the GUI. In the next step it was necessary to 
determine the following constants: cameraId, 
numberOfFace, cameraFPS, processFPS. The cameraId 
constant specifies the image source. In our case, this 
constant is set to 0, this value determines the default 
camera of the device on which the application is running. 
The numberOfFaces constant determines the maximum 
number of faces that the application should detect. The 
CameraFPS constant specifies the maximum number of 
frames per second that will be passed to the application. 
The ProcessFPS constant specifies the maximum number 
of frames per second that an application can process. 
These predefined parameters are then used to initialize the 
detector. The FaceDetectorMode constant is required for 
initialization, which can take two values SMALL_FACES 
or LARGE_FACES. These values are determined by the 
distance the camera is positioned from the user. If the 
camera is located further away from the user, the value 
SMALL_FACES is used, otherwise the constant 
LARGE_FACES is used. After the detector is initialized, 
it is necessary to map the classifier path. For this we used 
the Mapovanie class we have already described. The 
mapping is followed by the TurnOnClassifiers() method, 
which takes care of running the defined classifiers. In our 
case it is emotional state, age and sex. 

changeButtonStyle0 – This method deals only with GUI 
button design. If the button is clicked, it changes 
appearance from the default look. The method takes 
Buttons as input parameters - specifically the button 
object and the boolean value of the button (0/1). After 
pressing the button, the string "show" / "hide" and the 
button label also alternate and are displayed on the button. 

DrawingCanvas – This class takes care of rendering the 
camera stream and listing the detected values in real time. 

DrawingCanvas() – Two different font colors are 
defined in the constructor. One is used when the 
emotional state, age, and sex values are being recognized, 
and the other color is used the emotional state, age, or sex 
was not yet  recognized. A font style is defined in 
metricTypeFace variable. 

OnRender() – This method takes care of rendering the 
visible canvas layer. It assigns values to the detected face 
and maps elements to it such as a rectangle that appears 
around the face and prints text that displays emotional 
status, age, and gender. Age is divided into groups and 
each group has its number which is obtained using the 
face.Appearance.Age.GetHashCode() method. This 
method returns an integer value corresponding to each 
recognized face. Affectiva SDK contains the Appearance 
class which implements Emotions, Age and Gender 
methods. The Age method returns values from 0 
(unknown age) to 7 (65 and over). The second method, 
Gender, returns 0, 1 or 2 (unknown gender, male, female). 
The OnRender() method contains conditions that 
determine whether age and gender should be displayed. If 
they are met, the variable number is assigned a numeric 
value from the face.Appearance.Age.GetHashCode() or 
face.Appearance.Gender.GetHashCode() methods. If the 
variable number is greater than 0, the age or gender listing 
is colored black. Otherwise it's color is red and the age or 
gender of the detected person could not be determined. 

FilePath.cs - This class contains a single method - 
GetClassifierDataFolder() that returns the path to the 
classifier database. 

MainWindows.xaml - a graphical user interface (GUI) is 
implemented in this class. The GUI is programmed using 
XAML (Fig. 1). It determines the button design, size of 
the window and the position of the components in the 
window. All GUI objects can be dragged and dropped 
from the sidebar in the development environment and can 
be configured through their parameters in the development 
environment. 

 
The application's interface is a simple dialog window with 
the following controls: 

• “Reset” button - resets the image capture in case 
of error 

• "Show / Hide Metric" button - allows you to 
display or hide the user's real-time emotional 
status, gender, and age evaluation 

•  Show / Hide Points button - toggles between 
displaying and hiding the points that describe 
face features 

• Statistics button - this element allows you to view 
the statistics recorded by the program during the 
scan 

• Exit button - switches off the program. 
The program is setup to begin scanning as soon as it is 
started and initialized. All data is recorded in a MySQL 
table during the user's face scan. From this data, the user 
can view detailed statistics in the form of well-arranged 
graphs by activating the Statistic button. 

IV. TEST AND EVALUATION OF THE 
FINALISED APPLICATION 

The application we’ve designed represents a robust 
recognition system that is able to achieve correct face 
detection at a distance of 7.5 meters from the sensing 
device under normal lighting conditions by setting 
Affdex.FaceDetectorMode to SMALL_FACES. The 
minimum distance for successful face detection is 20 cm. 
The application success rate was rated as follows. We 
chose an experimental sample of 10 students aged 20-25. 
Students participated in the experiment on the basis of 
written consent and their faces were not permanently 
stored. During the summer semester of the 2016/2017, 
students did their natural activities without knowing, when 
exactly they were being recorded. For example, they were 
being monitored while writing tests at an exam, 
responding to the test, receiving test results, etc. In this 
way, we were able to successfuly classify all 6 Ekman's 
emotional states (with 7 being is neutral) several times. 
The experiment was repeated 3 times, thus achieving a 
total of 210 classified emotional states (Table 1) 
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Total average classification score from Table 1 was 

determined as follows. We divided the percentages of 
results for individual expressions from the diagonal of the 
table by the number of emotional states. The overall 
average success rate of the classification was 94.58%. A 
sample of respondents with different age distributions was 
used to test gender and age classification. All of them 
knowingly participated in the test, and were aware that the 
application does not store any image or video of their face 
on the hard drive. Table 1 shows the age and sex of the 
subject estimated by the application and their real age and 
sex. The note column shows a factor that may have 
affected the age or sex estimate. 

 

During the experiment we have tried to maintain the 
same lighting conditions and the same distance (0.5 m 
from the laptop). The software had no problem in 
determining gender in adults. However, when testing on 
children, the software had a problem determining gender. 
Therefore, we tried to expose the children several times to 
testing, but we rarely got a clear and correct result. This is 
due to the fact that children do not have such markedly 
developed facial features to clearly determine age and sex. 
Another issue were people wearing glasses, when the 
detection and classification took longer than usual. 
Incorrect values were also recorded, estimating the test 
subject's (female) age to be higher than it really was, due 
to her stronger make-up, as determining the precise age of 
young children and of a person wearing strong make-up 
can be challenging even for humans. The program 
correctly evaluated the age of 10 out of 20 and sex of 18 
out of 20 tested subjects. 

V. CONCLUSION 
Nowadays, there are several recognition systems 

available, designed both for classification of emotional 
state, age and sex or identification of the user. In the 
paper, we introduce Affdex SDK by Affectiva. This SDK 
allows you to build robust recognition systems based on 
implemented methods. The resulting application can be 
used not only as part of the security system (as a 
complement to increase the level of protection), but also 
as a system for detecting the emotional state of the user.  
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TABLE I. 
REQUIRED EMOTIONS AND EMOTIONS RECOGNIZED BY SOFTWARE 

 
Recognized Emotion by the Software 

An Di Fe Ha Ne Sa Su 

R
eq

ue
st

ed
 E

m
ot

io
ns

 

An 
0 2 3 5 2 1 1 

96,30 5,30 6,30 1,90 0,60 0,30 1,20 

Di 
0 5 4 1 1 0 1 

0,00 89,63 6,70 5,20 10,40 0,00 2,80 

Fe 
1 2 6 1 2 3 4 

2,90 5,00 98,78 2,90 5,70 8,60 11,40 

Ha 
0 0 3 8 23 0 1 

0,00 0,00 6,10 99,60 0,00 11,10 10,10 

Ne 
2 8 5 5 33 12 19 

7,10 0,00 1,10 1,10 99,36 5,10 3,10 

Sa 
0 1 0 2 3 18 1 

0,00 2,00 1,10 1,40 10,00 81,25 0,80 

Su 
2 0 3 9 5 1 1 

3,00 3,40 8,10 1,10 1,50 0,10 97,12 

TABLE II. 
MEASURED VALUES 

Estimated values 
age/sex Real values Note 

25-34 / male 26 / male beard
25-34 / male 26 / male -

25-34 / female 18 / female make-up
25-34 / female 30 / female -
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25-34 / female 29 / female -

35-44 / male 26 / male Beard, 
overweight

25-34 / male 26 / male beard
45-54 / male 52 / male -
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25-34 / female 23 / female -
65+ / male 75 / male -

65+ / female 71 / female -
35-44 / male 23 / male overweight

25-34 / female 27 / female -
-18 / female 2 / unknown child
-18 / female 1 / unknown child

35-44 / female 46 / male Long hair
25-34 / female 33 / female -
35-44 / female 49 / female glasses
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Abstract—Transition to Industry 4.0 is accompanied by the 
rapid development of engineering and technologies that 
results in a paradigm shift in the processes organization. 
Thus, there is a n necessity to improve the competencies of 
workers, in particular, engineers for high-tech industries. 
Therefore, there is a need for educational technologies 
development, especially, in the areas of virtual and 
augmented reality. Article introduces an overview of the 
problem status, provides positive examples of creating a 
virtual reality laboratory, as well as advantages with respect 
to traditional training methods. Authors describe a case 
study of virtual reality based methodology implementation 
to organize laboratory classes for the training of 
automechanics engineers. Article presents the comparison 
between the traditional training system and the innovative 
one based on virtual reality. The main advantages of this 
innovative virtual reality based system’s application are 
given. In order to assess these methods, indicators have been 
introduced and have been implemented into the 
examination done among 2 groups of students: 1 – using 
traditional training methods and the other – using virtual 
reality based ones. 

Key words: Virtual Reality; Engineering Education; Virtual 
Laboratories 

I. INTRODUCTION 
The development of engineering and technology creates 

the conditions for the rapid development of the economy, 
but in order to realize these opportunities highly qualified 
specialists are required, who are subject to increased 
requirements both in terms of professional skills and 
competencies, as well as in terms of personal qualities. 
This creates new challenges to the educational system, in 
particular to the engineering education system, which 
must overcome inertia, a decrease in student motivation, 
inadequate funding for the conversion of laboratories, and 
increased demands on teachers. 

New educational technologies, such as digitalization, 
virtual and augmented reality, modeling of processes and 
systems, allow you to combine the properties of virtual 
and real worlds, give students a more complete and visual 
representation of the essence of technologies and 
processes, which increases the efficiency and quality of 
training. 

Currently, virtual reality technologies are developing 
rapidly, interest in VR (virtual reality) continues to grow, 
new technologies, devices, equipment, new ideas and 
software supporting their implementation appear. All this 
requires scientific research, as well as analysis of the 
possibilities of application in education and production. 

[1]. Virtual reality is a highly developed form of computer 
modeling, which allows the user to plunge into the 
artificial world and act directly in it using special touch 
devices that connect his movements with audiovisual 
effects. Such devices include: virtual reality helmet, 
MotionParallax 3D displays, virtual retina monitor, virtual 
reality gloves. All of them are necessary to create a 
convincing complex of real sensations. The main features 
of virtual reality are: reliability, interactivity, access to 
training, creating the effect of presence. VR is currently 
being implemented and successfully developing in the 
gaming industry, in mechanical engineering (including in 
the automotive industry), education and training of 
personnel, healthcare and sports. This article will discuss 
the experience of using VR technology in higher 
engineering education for the automotive industry. 

II. EXISTING VR TRAINING SYSTEMS 
Strategies for the transition to Industry 4.0, as well as 

the digitalization of the economy, are characteristic trends 
for developed countries. Digitalization plays a key role in 
the transition to the 4th industrial revolution, while the 
prospects for augmented reality (AR) and virtual reality 
(VR) are vital for various business structures around the 
world. In this regard, the need for digitalization of various 
industrial sectors is growing at an unbridled pace, as a 
result of which various technical companies are faced with 
the need for technical intervention in augmented / 
expanded reality (AR) and computer reality / virtual 
reality (VR). sectors. In addition, government intervention 
and its policies should be integrated with education 
systems, which should lead to the development of 
futuristic youth with a desire for innovation and 
entrepreneurship, thus creating a number of enterprises 
that improve the quality of services, employment 
opportunities and comprehensive economic development. 
The authors of the study [2] list possible procedural 
measures that will be included by various educational 
institutions that meet the needs of modern production. In 
addition, it also outlines the dominant role of AR & VR as 
a means of optimizing youth training, promoting the 
development of innovation and entrepreneurship among 
students through the creation of start-up enterprises, 
thereby strengthening the economy. This is facilitated by 
the multifunctionality of AR and VR in various sectors, 
such as gaming technology, tourism, medicine and 
healthcare, technical and technological flows, education, 
life sciences and many others. 

The development of engineering and technology opens 
up new opportunities for improving the educational 
process, including in engineering education. The use of 
virtual and augmented reality (VR & AR) technologies 
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allows not only to optimize the training process, but also 
to raise its quality to a new level, and also helps to 
increase students' motivation and their interest in the 
subjects studied. Numerous studies have been devoted to 
the analysis of the advantages, problems, and examples of 
using VR & AR technologies in training. Thus, the 
authors of the article [3] provide a brief overview of 
current research and work carried out at the School of 
Computational and Intelligent Systems of the University 
of Ulster, Northern Ireland, in the use of virtual reality 
environments for teaching electronics and electrical 
engineering. The authors believe that research in this area 
is relevant and will continue as new peripheral devices, 
headsets and software tools become available. 

The authors of the article [4] point out such a necessary 
part of engineering education as practical and laboratory 
studies. However, they emphasize that despite the 
relevance of such forms of training with the development 
of engineering and technology, there is a lack of facilities 
and access to equipment for classes. The authors describe 
the experience of using virtual reality in the development 
of laboratory simulators for pneumatics. The students 
were completely immersed in the 3D virtual reality 
environment during the experiment using the Vive 
mechanism, including the use of controllers to simulate 
the real environment. The software was launched via 
Steam and was tested by university students. 

In article [5] presents the Neurorobotics Virtual Reality 
Laboratory, which allows several, including remote users, 
to experience, discuss, and participate in neorobotic 
experiments in immersive virtual reality. The authors 
believe that the neurobiotic laboratory “Virtual Reality” 
helps to improve understanding of experiments, facilitate 
discussion and decision-making processes by scientists at 
different points. The main advantages that the authors 
highlight: 

• Taking a perspective: an experiment can be 
immersed from different viewing angles, including the 
perspective of a robot. 

• Inputs of the real world: the robot brain can be 
trained and respond to complex input signals coming from 
real postures of the whole body, gestures and human 
movements. 

• 3D Telepresence: spatially distributed 
researchers can meet in ongoing experiments and discuss 
them as if they were standing next to each other. 

• Research on human-robot interactions: rich, 
realistic, and natural interactions between virtual robots 
and humans that can be recorded and reproduced to 
reproduce research and improve grades. 

Another important factor for VR labs is security. Thus, 
the authors of the article [6] point out the possibility for 
students to study scientific concepts and experimental 
actions with the help of a virtual laboratory before they 
begin real experiments. It also helps to reduce the cost of 
materials needed for real chemical experiments, as well as 
the risks involved. Studies have shown that the integration 
of AR and a virtual laboratory improves the quality of 
students conducting chemical experiments, their degree of 
involvement, and overall student rating.  

The application of VR methods is devoted to the 
experimental study of chemistry in an article [7], in which 
the authors indicate that students with distance learning 

cannot practice in a network environment, this does not 
contribute to the consolidation of training and the 
development of practical skills. In addition, some existing 
chemical experimental systems mainly use multimedia 
training programs or flash memory, which is two-
dimensional and non-interactive. The authors propose a 
three-dimensional virtual chemistry lab structure based on 
three-dimensional modeling and interactive VRML scene 
technology. The system can show a real experimental 
environment and at the same time, realize the complex 
interaction of a person with a machine in chemistry, 
contributing to the students getting a sense of realism and 
immersion. 

When implementing technological processes, an 
important task is to create a safe working environment. To 
check the ergonomics of processes, as well as created 
products, VR tools are used. An important role in this is 
played by the need for a realistic reflection of the real 
world in a virtual environment. The authors of [8] 
provided a method that makes it possible to reuse data in a 
virtual reality environment in accordance with the 
principle of motion of a virtual human model in a motion 
capture system and DELMIA (Digital Enterprise Lean 
Manufacturing Interactive Application), a software for 
virtual modeling that is widely used in production of 
digital products for aeronautics, astronautics, automobiles, 
etc. [9]. The authors believe that after the reuse of data in 
a virtual reality environment in DELMIA, real-time 
motion data becomes more usable, and at the same time, a 
more detailed ergonomic analysis of the entire modeling 
process in a virtual reality environment, such as postural 
analysis, analysis, lift / lower analysis, constraint analysis, 
visibility / accessibility analysis and so on. According to 
the authors, with this implementation, the product design 
and research cycle will be reduced, and designers will be 
able to perform optimization work extremely conveniently 
and quickly. The next step is to solve the problem of 
speed to ensure more continuous movement in DELMIA, 
and in addition, the development of a working platform 
for training and increasing the ability of employees in the 
field of maintenance and support will be taken into 
account. 

The authors of [10] consider the integration of mobile 
devices with virtual and mixed reality systems to be a 
logical extension for industrial intelligent environments. 
They created an experimental application for the iPhone, 
which provides monitoring and control of a mobile 
laboratory, which is integrated both with a multi-camera 
surveillance system and with a database underlying virtual 
factory worlds. Using the iPhone, you can turn on / off the 
machine, read and change the temperature and timer 
settings, as well as change laboratory environmental 
controls. This allows for several months to accurately 
track many combinations of process indicators. Thus, the 
project explores the practical use of virtual, mobile and 
mixed reality systems in an industrial environment, in 
particular, management and collaboration applications for 
enterprises. The resulting “virtual factory” is a cross-
reality environment designed for modeling, visualization 
and collaboration using a set of interconnected three-
dimensional and two-dimensional layers of information 
about the factory and its processes in real time. 

One of the challenges that needs to be addressed to 
expand the scope of VR applications is to overcome the 
complexity of creating content. The purpose of designing 
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a network virtual laboratory system is the interaction, 
immersion, convenience of the experiment. In order to 
achieve this goal, the article [11] adopted an object-
oriented geometric data model, adopted the principle of 
projective geometry to adjust the position and direction of 
the virtual device, and a gradation zone for integrating the 
background and the virtual device. As the authors note, 
practice proves that this method can correctly and 
accurately complete each training task and achieve the 
expected result. 

The article [12] discusses methods of engineering 
education and optimization of engineering education 
based on augmented and virtual reality (AVR) 
technologies. The main goal of this study is to create an 
assessment system that effectively measures training 
experience. The authors compare the experimental groups 
with the traditional curriculum and the curriculum based 
on virtual reality (VR), which are aimed at training the 
maintenance of the selected mechanism (subsystem). The 
authors developed a student assessment procedure based 
on data such as time consumption, accuracy, ability, level 
of performance, and intuition. A mathematical model is 
formulated for assessing and indexing individuals on the 
basis of the collected data, to determine an individual 
index of cognitive and psychomotor skills (CPSI), which 
allows you to evaluate employees for various tasks and 
can be used as an indicator of students' competencies. The 
authors found that the use of AVR can improve the quality 
of training. The authors believe that in the future, acquired 
skills and knowledge can be assessed using assessment 
criteria based on artificial intelligence (AI). 

The authors of the article [13] discuss methods of 
assessing visual, visualization, and virtual technologies 
(visuals, visualization, and virtual technologies) (like VR / 
AR and 2D-3D) in scientific and engineering education 
based on research and the basics of visual training, visual 
thinking, and visual communication. The authors consider 
the similarities and limitations in the use of educational 
design models for the development of multimedia projects 
in terms of the use of visual models and educational 
design models for the development of visual materials in 
education. Using these models, significant relationships 
between visual and technological variables for the design 
of a multimedia project are considered. Indicators for 
students, designers and teachers will be shown in training 
images for visualizing activities and educational 
technologies. 

In recent years, the benefits of the potential of VR and 
AR technologies in the field of education have become 
increasingly apparent. An important advantage of such 
technologies is that they create a training environment that 
is primarily aimed at students. However, according to the 
authors of [14], this requires increased digital literacy by 
teachers. The authors conduct an experiment in which the 
same workflow is compared when executed using email 
attachments, the classic 2D e-learning platform, and the 
MaxWhere 3D platform. Based on the research, the 
authors conclude that when using MaxWhere instead of 
traditional 2D interfaces, teachers, lecturers and 
instructors can perform the same digital workflows with 
fewer user operations by 37-64% and fewer operations 
with the machine by 72 % Based on these results, the 
article concludes that, as an educational platform, 
MaxWhere offers users - not only students, but also 
lecturers, teachers and teachers - a number of ways to 

perform tasks that would otherwise require extremely 
complex digital workflows in more traditional 2D- 
environments. 

Higher education institutions (HEIs) and industry are 
concerned about the decline in technical drawing 
standards (TD) due to a lack of understanding of the 
fundamentals of design geometry and design skills that 
appear during practical classes. At the same time, 
simulations / animations along with augmented and virtual 
reality technologies (AR / VR) can improve student 
engagement, competence and skills; especially compared 
to traditional didactic methods. Since, according to the 
authors of [15], this approach to teaching and learning (T 
& L) requires access to appropriate technologies in order 
to carry out the proposed actions, it is necessary to 
develop appropriate methods and content that can solve 
this pedagogical problem. The article provides an AR / 
VR application for supporting T&L students of design and 
engineering in education and industry. This research 
program is funded from Europe (UK, Bulgaria, Turkey). 
The interdisciplinary research methodology combines 
pedagogy and technology to solve the problems of 
education in technical universities in three different 
categories: covering the perception of teaching technical 
drawing, assessing knowledge and skills and the prospects 
of education in the field of technical drawing. This 
research project also covers the challenges and best 
practices of multidisciplinary teams for developing TD 
and AR / VR content, where approaches to T & L may 
differ in different practices. 

The benefits of VR and AR are in changing not only the 
perception of everyday life, but also cognitive ability. 
These are technologies that allow a person to experience 
what is impossible in the real world, and to see objects, 
places and situations that cannot be seen in reality. 
Technology is changing the field of education, including 
both the way of training and gaining knowledge, 
therefore, changes are needed in the technology and 
methods of training students and assessing their 
competencies. The authors of the article [16] believe that 
the use of VR / AR leads to a shift from local learning to 
translocal, because the virtual world gives students the 
opportunity to disconnect from the physical environment. 
VR / AR can be combined with tactile solutions and 
gamification ideas to support training and diverse 
experiences. Both the process of socialization and the 
environment are partially transformed, and virtual 
communities are created, which, in turn, pose new 
challenges in the process of teaching and learning. 

The development of engineering and technology 
inevitably leads to a steady trend in the development of 
educational technologies, characterized by the widespread 
use of VR / AR. According to the authors of [17], the 
main efforts should be aimed at taking full advantage of 
VR / AR, while minimizing its negative impact. 
Therefore, in the future, in order to improve the training 
effect, it is necessary to deeply study the learning rules, 
create a new training mode supported by the technology 
platform using the VR / AR training environment, and 
also to study the integration of the VR / AR training 
environment with learning and teaching. 

The authors of the article [18] believe that gamification 
and multimodal interaction increase the attractiveness of 
online courses compared to current web platforms, as they 
stimulate human feelings by involving users in an 
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environment that provides intuitive and rich interaction 
with other users and virtual content. Training in these 
virtual collaboration environments (CVEs) increases 
motivation and engagement in completing a learning 
assignment. Such an educational approach, according to 
the authors, not only improves student performance, but 
also positively affects their ability to generate ideas. 

According to the authors of [19], the application of new 
technologies is especially relevant in the field of 
engineering, where sophisticated virtual laboratories (VL) 
and special computer applications are used. The use of 
such virtual instruments due to their high efficiency in the 
process of teaching and learning has been proven by 
numerous studies. However, as the authors emphasize, the 
virtual tool should be implemented within the framework 
of appropriate training methods for educational purposes, 
and any improvement should take into account the 
students’ opinion, increasing their motivation. The VL 
described by the authors uses a realistic 3D scenario based 
on a non-immersive virtual reality design simulating the 
step-by-step characteristics of a Rockwell hardness tester. 

Since the ultimate goal of introducing new training 
methods is to increase its quality and effectiveness, the 
authors of the article [20] study the role of the human 
factor in the use of training environments based on virtual 
reality. The authors identified factors affecting the quality 
of training of underground mine rescuers, and then 
conducted a survey before and after training. To study the 
relationships between different variables, the authors used 
the Component Analysis Principle (PCA), which allowed 
us to create 3 new aggregated variables based on hidden 
relationships that affect the quality of training. 

The authors of [21] apply optimization methods, 
including modeling of various objects, to increase realism 
in creating a virtual marine engine room. To increase the 
efficiency of development and modeling, the authors use 
an intelligent human-machine interactive mechanism. To 
ensure the possibility of training and self-study for 
students, the authors developed manuals. This allowed the 
created training platform DMS-VLCC3D to work in three 
modes to achieve different training goals: offline, multi-
user collaborative training and assessment mode. This 
training system is currently being used to educate 
thousands of marine engineering students at 
approximately 20 maritime universities in China. 

As it can be seen from this literature review, virtual 
laboratories and VR technologies are very popular today. 
In our previous works, we also have considered various 
possibilities and features of the augmented and virtual 
reality application in engineers’ training [22, 23, 24, 25]. 
In this article, we are describing further development and 
implementation of our ideas. 

III. CASE STUDY: DEVELOPMENT AND TESTING OF 
VR METHODOLOGY TO TRAIN ENGINEERS FOR 

AUTOMOTIVE INDUSTRY 
To assess the effectiveness of using VR in the process 

of training students of the Department of Service of 
Transport Systems, Kazan Federal University, we selected 
one of the laboratory tasks that students perform in the 

training laboratory, then developed a virtual model of this 
laboratory, compiled a system of indicators to compare the 
quality of the training process according to traditional 
methodology and using BP. After that, the process was 
organized in an experimental group and the results were 
compared with students who studied in the traditional 
way. All of these steps are described in this chapter. 

A. Traditional Traning Method 
At the moment, lecture and demonstration materials are 

focused on developing professional skills in a real 
laboratory, where specialized equipment and cars are 
located, on which repair and service technologies are 
being developed. 

As a training example, we chose the technological 
process of balancing the wheels of a vehicle. During the 
lecture classes, the reasons for the imbalance, its 

 
Figure 1.  Installing the threaded shaft 

 
Figure 2. Installing the wheel on the spindle SB

1 - indicators showing the mass of the correction weight on inner plane of the wheel; 2 
and 3 - line of LEDs, showing installation locations of corrective loads by the inner 
and outer sides of the wheel, respectively; four - indicators showing the mass of the 
corrective load on the outer plane of the wheel; 5 - keyboard; 6 – indicator showing 
that the SPLIT mode (SPLIT) of the mass separation of the corrective weights is 
enabled to be installed behind the rim spokes 8, 9, 10, 11 and 12 - indicators that 
indicate the installation location of corrective weights on the rim. The selected 
location is indicated by a lit indicator. Indicators 8 and 12 mark the locations used in 
standard balancing with corrective weights with springs. Indicators 9, 10 and 11 mark 
the installation locations of sticky weights when using various ALU schemes and 
static balancing. 13 - indicators showing the diameter of the rim, currently entered in 
the computer SAT; 14 - indicators showing the width of the rim, currently entered in 
the computer SAT.  

Figure 3. General view of the front panel 
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consequences in terms of reliability, safety and 
controllability of the vehicle, as well as the purpose of the 
balancing stand, its structure and principle of operation 
were studied. In the laboratory, students must learn to 
correctly and accurately balance the tires of a car. To 
perform this work, specialized equipment is required: 
balancing stand LS11; balancing weights; a hammer with 
a plastic tip. 

The student should study the sequence of operations 
given in the manual. After familiarizing themselves with 
safety when working on equipment, students carry out the 
preparation of a balancing stand, connect it to the 
electrical network. The next step is the preparation of the 
wheel and its installation on the stand Fig. 1, 2. 

After that, it is necessary to specify the geometric 
indicators of the wheel: the diameter and width of the rim 
(indicators d, b), as well as the distance from the body to 
the inside of the rim (indicator A) on the dashboard. 

After completing the entire sequence of actions on the 
stand, provided for by this technological process, students 
draw up a report and give it to the teacher for verification. 

After balancing and installing the wheel back on the 
car, a check is made for the presence of defects according 
to external signs while driving. Students should analyze 
the motion parameters indicated in the manual, and in case 
of failures, describe the possible causes of problems. 

B. Virtual Reality Based Traning Method 
To test the effectiveness of the application for training 

VR car service engineers, the HTC Vive equipment kit 
was used, which consists of two tracking sensors, two 
controllers for both hands and a helmet Fig. 4. All this is 
connected with the computer on which the program 
designed to teach the necessary process is launched. The 
development of educational content was carried out by the 
authors of the article and was a virtual analogue of the 
laboratory equipment used in the traditional training 
method. 

In order for students to take advantage of the proposed 

training method, they must understand the features of the 
virtual reality application system. For safe work, students 
should study safety instructions. 

In addition, during the execution of the activities 
provided by the laboratory task, there should always be a 
person next to the student who, in the event the student is 
out of balance, can prevent injury or damage to the 
equipment. The student must remember that the helmet is 
wired to the computer and it is impossible to go beyond 
the tracking area. 

When starting the program, the instructor explains the 
principle of wheel balancing using a special balancing 
installation. Each step of the process is explained step by 
step with a pop-up text highlighting the areas of 
interaction. 

C. Analysis of the Virtual Training Method’s 
Efficiency 

To analyze efficiency of using VR in the training 
process in comparison with traditional methods, indicators 
were identified in accordance with the competencies that 
students should receive as a result of mastering the 
subject. These are such indicators as Process Studying 
Time, Laboratory Task Execution Time, Number of 
Mistakes, Final Mark. In addition, the use of VR makes 
laboratory classes safer for students, however, we will 
consider this indicator in our further studies. 

The analysis of results was based on experiments 
performed among 2 parallel student groups of “Operation 
of transport-technological machines and complexes”. The 
first group was trained on the base of traditional methods, 
the second group – on the base of VR. Total number of 
students in groups: 20 and 21 people respectively. Since 
these groups have a different number of students, and the 
indicators have different dimensions, they need to be 
normalized for subsequent comparison of training 
outcomes.  

Table 1 presents the average values of every indicator 
for each group, as well as their recommended values. It 

 
Figure 4. HTC Vive 

 
Figure 5. Image of the laboratory area 

 
Figure 6. Image of the laboratory area 

 
Figure 7. Image of the laboratory under development 
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should be kept in mind, that the Process Studying Time 
refers to the time for theoretical study of the process, time 
for practical implementation of laboratory task and time to 
answer to the teacher’s control questions. Table 2 presents 
the normalized indicators’ values. When normalizing, it is 
necessary to take into account that the first three indicators 
refer to the type “the lower the value, the better”, and the 
last one – to the type “the higher the value, the better”. 
Indicators of the first type were normalized according to 
formula (1), and indicators of the second type – according 
to formula (2): 

  
100)2(_ ⋅−⋅=

R
VRgainValue

 (1), 

  
100_ ⋅=

R
VgainValue

  (2), 
where V – indicator’s value; R – recommended value 
The first step to normalize indicators of the first type 

was to calculate the gain of each obtained indicators’ 
values: to subtract the indicators’ values from the 
recommended ones. Then the differences were added to 
the recommended values order to express the gain under 
consideration. Finally, multiplying by 100, we got the 
gain/loss with respect to the recommendations provided. If 
the indicator states that the value is bigger than 100%, 
then the indicator is above norms (better than stated). If 
it’s lower than 100%, then it’s below norms. The third 
indicator also refers to the first type, however, since the 
recommended value is zero (the number of mistakes 
during the assignment should tend to zero), the maximum 
number of possible mistakes that students can make (10 
mistakes) is accepted as 100%. Therefore, in this case, 

normalization was performed according to the formula 
(2): by calculating the ratio of the average number of 
mistakes made by students to the maximum possible 
number of mistakes. The fourth indicator belongs to the 
second group, therefore, it was also calculated by the 
formula (2). 

Fig. 8 presents a comparison of normalized indicators’ 
values of students’ trainings based on both considered 
methods. These results can be explained by the fact that 
the use of VR in the training process increases the interest 
of students as well as the speed and quality of knowledge 
absorption. 

IV. FURTHER DEVELOPMENT 
To increase the motivation of students and the 

efficiency of their training using the developed method, it 
is necessary to develop educational content in all 
disciplines, as well as an application for monitoring the 
training process in order to control the process based on 
feedback. For these purposes, work is currently underway 
to improve the virtual laboratory. In this laboratory, 
students will be able to take practical courses in various 
technical disciplines. Development is underway in the 
Unreal Engine 4 environment for the HTC Vive hardware 
complex, which was mentioned earlier. 

As data are accumulated for different training courses, 
the efficiency of the training process will be compared in 
accordance with different criteria. 

V. CONCLUSION 
The use of VL in the training of engineers becomes 

more and more widespread today. 
The progress level of students that are trained under 

experimental programs, as a rule, surpasses the progress 
level of students that are trained under the traditional 
program. It is associated, in our opinion, with growth of 
motivation to increase professional competence and 
competitiveness. 

In addition, such VR laboratories allow students to 
engage in scientific projects in real project teams to solve 
industry problems. Analysis of students’ performance in 
the main and control groups has indicated an increase in 
the quality indicators of training outcomes. This is caused 
by the growing interest of students, and, in addition, 
reduces the period of their adaptation to the production 
environment. The article discusses the use of VR to train 
engineers on the example of one of the technological 
processes of car service. As the information bases are 

 
Figure 8. Comparison of evaluation parameters for Traditional 

training method and Virtual reality-based training method 

TABLE II.   
INDICATORS’ VALUES 

Indicators Traditional 
training 
method 

Virtual 
reality based 

training 
method 

Recommended 
values 

Process 
Studying Time, 
hours 

3.2 2.9 3 

Laboratory 
Task Execution 
Time, hours 

0.41 0.37 0.25 

Number of 
Mistakes, units 1.4 0.9 0 

Final Mark, 
units 4.3 4.6 5 

TABLE I.   
NORMALIZED INDICATORS’ VALUES 

Indicators Traditional 
training 
method 

Virtual 
reality based 

training 
method 

Recommended 
values 

Process 
Studying Time 93% 103% 3 

Laboratory 
Task Execution 
Time 

36% 52% 0.25 

Number of 
Mistakes 14% 9% 0 

Final Mark 86% 92% 5 
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filled and the existing training methodology is developed, 
an analysis of the efficiency of the proposed solutions and 
their adjustment based on the feedback principle will be 
performed. 
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Abstract—Internet of Things (IoT) is the phenomenon of the
last few years. Many companies spend huge amount of money in
developing the technology for the IoT. The concept of IoT consists
of different industrial technologies. One of them is IoT module
and device development for rapid prototyping and learning. In
our paper, we will describe a platform for rapid prototyping and
learning from ON Semiconductor. The integrated development
kit and its key shields will be presented. The important part
of the IoT is connectivity to the internet and clouds. We will
describe out-of-the-box solutions for particular clouds.

Index Terms—Internet of Things, OnSemi conductor, evalua-
tion board, cloud connectivity

I. INTRODUCTION

Over the last few years Internet of Things (IoT) has become
one of the most popular and the most important technologies
and area of interest. With this technology it is possible to
connect object of every day life to the internet via embedded
devices using Wi-Fi, Bluetooth or many others. The main idea
of IoT is to connect as much devices as possible into the
internet and collect the huge amount of data from sensors
or actuators without requiring human interaction. Each one
of the devices has its unique identifier. The data are stored
in the clouds where are analyzed a processed. Analyzed data
are used to optimized the processes, reduce costs and time,
maximize profits and etc [1]. There are a lot of technologies
witch allowed the growth of IoT. The most notable are:

• Low-cost and low-power sensor technology
• Wireless connectivity
• Cloud computing platforms
• Machine learning and analytic
• Neural network

The IoT has wide usage in personal and also industrial
areas. With the growing market industry analyst estimates
that by 2022 the global Industrial IoT (IIoT) business will
be worth around 195 billions dollars annually. There are
many big companies focusing on IoT products and services
development. As it was mentioned earlier IoT profits from
advance in different technologies [2]. The possible application
areas for IIoT are shown in “Fig. 1”.

In our paper we will describe the products and development
of IIoT devices and systems from a ON Semiconductor. ON
Semiconductor invested a significant amount of money to the
development of their IIoT platform. The objective of their
investment was to provide hardware engineers (who had little

Fig. 1. The possibilities IIoT [3]

knowledge of cloud-based software development) with an out-
of-the-box solution via which they could access cloud based
services, while at the same time giving more experienced
embedded software experts provision to change to another
cloud service provider or to develop their own proprietary
services from the ground up. The result of their work will
be shown in the section 2, where the IoT Development Kit
(IDK) will be introduced. The section 3 will be dedicated to
the IDK extensions or shields. Afterward, cloud services and
cloud connectivity will be discussed. In the end, the summary
and conclusion will be given.

II. IOT DEVELOPMENT KIT

The IDK is a ready-to-use single platform with high degree
flexibility, upon which the demands of both hardware and
software are fully accommodated. The baseboard is based on
the company‘s NCS36510 System On Chip (SoC) with 32-
bit ARM cortex M3 processor core. The NCS36510 offers
advanced power management techniques that allow operation
down to supply voltages as low as 1 V while minimizing
current consumption. It includes 640 kB of embedded FLASH
memory for program storage along with 48 kB of RAM for
data storage [2]. The NCS36510 has all the necessary hard-
ware resources for constructing highly effective IIoT systems,
along with a comprehensive software framework to attend to
interfacing with the cloud [4]. The baseboard can be easily
extended with different daughter cards, sensors and actuator
modules. The baseboard is shown in “Fig. 2”.

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 512



The main power supply for the baseboard is single 12V, 2A
adapter. The shield boards are plugged directly to the base-
board and most of them does not require additional power. The
IDK baseboard is connected to the Personal Computer (PC) via
Universal Serial Bus (USB) cable. The communication with
outside world is secure with communication shields such us
Bluetooth, SigFox or Ethernet. Wi-Fi module from Wiz-net
is included in baseboard, but it can be easily removed and
replaced in the case of need. In next section, the particular
shields will be described.

Fig. 2. The IDK baseboard.

III. EXTENSION BOARDS - SHIELDS

The extension boards or shields can be classified in different
ways. With the respect to the IDK baseboard interfaces, the
shield are classified into two categories:

• Peripheral Module interface (PMOD).
• Arduino interface.

Same shields from the Arduino interface needs an external
power supply (LED ballast shield, motor step control shield)
and are marked as “Powered“, while others are marked as
“Non-input Power“ shields. PMOD shields are plugged into
to baseboard from side while the Arduino-type are connected
from the top of the baseboard. Arduino-type shield could be
layered and more then one Arduino-type shield could be used
in one project.

From the other point of view, the shields can be classified
with the respect of their utilization. Here we have three
categories:

• Sensor shields.
• Actuator shields.
• Communication shields.

A. Ambient Light Sensor - ALS shield

The ambient light sensor shield is shown in “Fig. 3”. The
shield is connected via PMOD Universal Asynchronous Re-
ceiver Transmitter (UART) connector. The shield is based on
the NOA1305 sensor with 16 bit Analog to Digital Converter
(ADC) [5].

Fig. 3. ALS shield.

The main sensor features are:
• Photopic Spectral Response.
• Dynamic Dark Current Compensation.
• Low power consumption.
• Wide Operating Temperature Range (-40°C to 85°C)
As for all other shields, there is demo code included in the

software package which work out-of-the-box. The result value
is in lux.

Fig. 4. PIR shield.

B. Passive InfraRed sensor shield - PIR

The PIR shield is shown in “Fig. 4”. The shield is based
on NCS36000 fully integrated mixed-signal CMOS device
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designed for low-cost passive infrared controlling applications
[6]. The key sensor features are:

• Integrated 2-Stage Amplifier.
• Dynamic Dark Current Compensation.
• Low power consumption.
• Wide Operating Temperature Range (-40°C to 85°C)
Before the first usage, it is necessary to connect J5 jumper

and sent the resistor trimmers into to position according to the
picture “Fig. 4”. The shield is connected via PMOD UART
connector. The main task of this sensor is to detect movement.
Out-of-the-box example is included.

C. Multi sensor shield

The multi sensor shield provides a quick and easy way of
rapid IoT prototyping and it is shown in “Fig. 5”. The shield
includes an ALS sensor, inertial and environmental sensor.
The inertial sensor is based on Bosch‘s BN055. This sensor
implements an intelligent 9-axis absolute orientation sensor,
which integrates a triaxial 14-bit accelerometer, a triaxial 16-
bit gyroscope, a triaxial geomagnetic sensor and a 32-bit
microcontroller. Environmental is based on Bosch‘s BME680.
BME680 was developed for mobile applications and warbles.
It integrates high-linearity and high-accuracy gas, pressure,
humidity and temperature sensors.

Fig. 5. Multi sensor shield.

D. Stepper Motor Shield

The stepper motor shield evaluates the AMIS30543, a
micro-stepping stepper motor driver for bipolar stepper mo-
tors. This shield is shown in “Fig. 6” and it is connected via
top Arduino-type connector to the baseboard. It also require
external power supply with nominal value 12V. It has an on
chip voltage regulator, reset output and watchdog reset able
to supply peripheral devices. AMIS30543 contains a current
translation table and takes the next micro step depending on
the clock signal on the NXT input pin and the status of the
DIR (direction) register or input pin. The chip provides a
speed and load angle output. It is using proprietary Pulse Wave
Modulatiuon (PWM) algorithm for reliable current control. It
has two independent outputs [7].

E. Dual LED Ballast Shield Evaluation Shield

The LED ballast shield is shown in “Fig. 7” and it utilizes
the NCV78763, a single chip, highly efficient smart power

Fig. 6. Stepper motor shield.

ballast and dual LED driver designed for high current LEDs
that provides the complete solution to drive two strings up to
60 V. It is connected via top Arduino-type connector to the
baseboard. It also require external power supply in range from
10-35V [8]. Notable features are:

• Single Chip Boost-Buck Solution.
• High Overall System Efficiency.
• Integrated Boost Current-mode Controller.
• Low EMC Emission for LED switching and dimming.

F. Bluetooth Low Energy Shield

Bluetooth low energy shield is shown in “Fig. 8”. This
shield is based on RSL10 multi-protocol radio System on Chip
with ultra low power Bluetooth low energy. RSL10 enables
advanced wireless features while optimizing system size and
battery life. It supports a voltage supply range between 1.1
and 3.3V. The highly-integrated radio SoC features a dual-
core architecture and a 2.4 GHz transceiver, providing the
flexibility to support Bluetooth Low Energy and 2.4 GHz
custom protocols. The shield is connected via top Arduino-
type connector to the baseboard and it does not need external
power supply. It has wide usage, especially in IoT Edge-Node
Applications, Wearables and Energy Harvesting [9].

IV. OPERATING SOFTWARE AND INSTALLATION STEPS

The Integrated Development Environment (IDE) for pro-
gramming of IDK baseboard and its shields is based on
Eclipse. ON Semiconductor created plugin, which integrate
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Fig. 7. Dual LED Ballast Shield Evaluation shield.

Fig. 8. Bluetooth low energy shield

inevitable components into the Eclipse. Here is the step-by-
step installation instruction:

• Install Java Runtime Environment (JRE) and Java Depart-
ment Kit (JDK) version 8u101 or above.

• Install GNU Tool Chain - cross compiler for the IDK.
• IDK installation.
The IDK baseboard is programmed in C and C++ language.

The straightforward example project is included for every
shield. The project example includes everything necessary to

gain out-of-the-box experience with particular shield. After
the project opening, the Portable Document Format (PDF)
file with manual according to project is shown. There is also
individual Application programming interface (API) for each
and every device with detailed documentation. The IDK IDE
is shown in “Fig. 9”.

Fig. 9. Eclipse based IDK.

IDE uses GNU tool chain cross compiler to compile source
code. Afterwards, the processor program can be easily up-
loaded to do IDK baseboard via one button. The IDE supports
USB debugging with breakpoints. After successful program
uploading, it is necessary to restart the baseboard with reset
button. Afterwards the uploaded program is executed.

V. CLOUD CONNECTIVITY

One of the most crucial thing in the world of IoT is cloud
connectivity. When we are talking about transmitting data over
the internet, the most important thing here is the security. IoT
devices can generate a significant amount of data per second
and cloud computing enables the storage and analysis of data
to be done quickly and in real-time. With cloud computing,
companies do not have to spend money on building their own
cloud infrastructure or configure and manage network. Cloud
computing enables enterprises to scale up the infrastructure,
depending on their needs. IoT devices are connected to the
cloud through many different technologies. These technologies
includes Wi-Fi, Bluetooth, SigFox, wired connection, cellular
network, Long Range (LoRa) and many other. In next section
we will mention same of the well known clouds.

A. Thingworx 8 IoT Platform

Thingworx is one of the leading IoT platforms for industrial
companies, which provides easy connectivity for devices.
Main features are:

• Easy connectivity with electronic devices, like sensors
and RFIDs.

• Pre-built widgets for the dashboard.
• Integrated machine learning.

B. Microsoft Azure IoT Suite

Microsoft Azure IoT suite enable highly secure and reliable
communication between IoT application and the managed
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devices. It enhances your profitability and productivity with
pre-built connected solutions. Main features are:

• Easy device registration.
• Easy integration with different Microsoft products.
• Real-time streaming.

C. Google Cloud’s IoT Platform

Google cloud IoT offers a complete set of tools to connect,
process, store and analyze data both at the edge and in the
cloud. They has an end-to end platform for IoT solution. Main
features are:

• Providing huge storage.
• Big data analysis .
• Easy integration with different Google products like

Google Maps etc.

D. IBM Watson IoT Platform

IBM Watson IoT platform provides a complex solution in
IoT. By providing easy sample apps and interfaces for IoT
services, the IBW Watson is perfect choice for the beginners.
Main features are:

• Secure Communication.
• Real-time data exchange.
• Cognitive systems.

E. Amazon Web Services (AWS) IoT Platform

AWS is the largest Infrastructure-as-a-Service (IaaS)
provider and offering one of the most most comprehensive
set of tools and integration wit third party applications. AWS
has more options than anyone else in the cloud business. The
main features are:

• Authentication and encryption.
• Secure gateway for devices.
• Clear device management.
IDK from ON semiconductor provides out-of-the-box ex-

perience for cloud connecting. They provided examples for
connection to the IBM Watson cloud with two different meth-
ods, Hypertext Transfer Protocol (HTTP) and MQ Telemetry
Transport MQTT. These examples can be used also for the
other clouds, but with these examples, communication between
IoT device and cloud service is not encrypted and secure. To
provide encrypted and secure connection the Transport Layer
Security (TLS) protocol was implemented. They provided out-
of-the-box examples for secure connection to these clouds:

• Amazon Web Services.
• Google Cloud’s.
• Microsoft Azure.
• Default template for MQTT TLS connection.

VI. PRACTICAL EXPERIENCE

In this section, the practical experience and future work will
be presented. As it was mentioned early in the paper, the pro-
posed platform is ideal for real world rapid IoT development.
Because of its simplicity and robustness, the platform could
be also used in learning process in higher education.

A. Internet of Things from Theory to Practice

In our concept, we are working on creation the new studying
subject called Internet of Things. The motivation for this is
the growing potential of IoT in the world and still increasing
demand from the companies for people who are known with
IoT solution. The subject will be strongly focused on practical
examples and learning. We expect to have up to 20 people in
the class and that our students have the basis knowledge of
programming in C or C++ programming language. It is also
welcome, that they have knowledge of internet communication
technologies and experience with java-script, PHP: Hypertext
Preprocessor (PHP) or database models.

The subject will consist of one lecture hour per week and
two hours of practice. We are thinking of two separate blocks
for practice, because the maximum capacity of our laboratory
will be 10 students. Each of the student will have one complete
set of presented platform for its own usage and practice. The
subject outline is divided into two main parts, namely IoT
sensors and actuators and Interacting with cloud. The plan for
the first part are:

• Introduction to the world of IoT.
• Hands on the IDK platform.
• Sensors and actuators presenting.
• Working with IDK, creating local application without

interaction with internet.
The second will be focused on Cloud computing, tech-

nologies needed to ensure secure communication and cloud
programming. Our plan is as follows:

• Introduction to the world of cloud computing.
• Different ways of communication between hardware and

cloud.
• Security and reliability in communication.
• Cloud technologies, programming languages on cloud

sites - Node-RED, Node-JS, MySQL and other.
• Practical examples, IDK interacting with clouds, remote

hardware control and automation.

B. Platform testing and results

As it was described in section cloud connectivity, this
platform provides out-of-the-box experience for this tasks. We
performed tests for these connections and summarized the
results in the term of usability and easy of use for students
and early adopter. Simple IDK project for demonstration
purposes and experiments were created. We used baseboard,
Wi-Fi module for connectivity, multi-sense shield and LED
ballast shield. We evaluated important attributes in IoT rapid
development and for each attribute we rated this attribute from
1 to 5. Where 1 is the best or the simplest solution while 5 is
the most difficult. The results are shown in Table I.

The first examined attribute was cloud creation and system
management. We consider it easy to create and manage
your cloud service with AWS, Google and Azure. On the
other hand, the IoT service activation was done easily on
all platforms. The out-of-the-box code example was ready
to use on all platform expect the IBM watson, where it was

516



TABLE I

Attribute AWS Google Azure IBM
Cloud creation and
management

1 1 2 4

IoT service activation 1 1 2 2
Out-of-the-box code
example

1 2 1 4

IDK example setup 3 5 1 3
Registering new de-
vice on cloud

2 1 3 3

Interacting with de-
vice

1 2 2 1

Total score 10 12 11 18

necessary use default code example for MQTT communication
and adjust this example to the Watsom cloud requirements.
The security is one of the most important aspect with the IoT
world. We examined the provided examples for secure cloud
connections and rate the difficulty to make it worked. The
Azure cloud provides the easiest way to secure communicate
between cloud and device. There was only one string with
necessary information in configuration file which had to be
modified. More effort needs to be done with secure connecting
for IBM Watson and AWS cloud. The most difficult it is for
Google cloud. You had to generate your own Secure Sockets
Layer (SSL) certificate using openssl application. Then it is
necessary to upload one part of the certificate to the device and
the second part into to cloud. On the other hand, registering
new IoT device on cloud is the easiest for Google cloud. For
the all platform, interacting with device was done easily. In
overall, the best and the easiest cloud computing with IDK
platform is with AWS, followed by Azure and Google clouds.
From our experiments, working with the IBM cloud was the
most difficult.

As the prove of concept, easy of use, we used the platform
in one of our project. The main project idea was to evaluate
the sleep quality. We collected the data from the sensors
like temperature, humidity, ambient light intensity, pressure.
Vibration sensor was placed on the bed and the human activity
was measured. We also measured the length of the sleep. All
measured data was send via Wi-Fi to the the Network-attached
storage (NAS) where the custom cloud services were running.
From the collected data we were able to analyzed the sleep
and identify the sleep cycles and tried to create smart alarm
clock. Our work was part of the student work in the IoT IDK
programming Challenge.

VII. CONCLUSION

IoT has become one of the most popular and the most
developing industrial area. Presented paper described the IoT
platform for rapid development and prototyping. Proposed
platform is from ON Semiconductor. They created the base-
board with the company‘s NCS36510 System On Chip (SoC)
with 32-bit ARM cortex M3 processor core. To collect the
data about the baseboard surrounding area, different kind of
sensors in the form of shields, such as temperature, pressure,
humidity etc. Actuator shields were developed for interacting

and controlling lights, motors, shutters an so on. To secure
connectivity, shields like SigFox, Bluetooth low energy etc.
were produced. They provided IDE based on Eclipse with out-
of-the-box experience for all mentioned shields and for secure
connection with cloud services based on TLS. We tested the
platform with different cloud services and the result showed
that the best service to work with IDK platform is AWS.
We also proposed the overview of our prepared subject for
Internet of Things from Theory to Practice. In the end, the
IDK platform is suitable platform for rapid IoT development
and learning on high schools and universities.
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Abstract—This paper focuses on the introduction of 
biometrics and its application in authentication. We will also 
focus on the applications of these biometrics in 
authentication, especially concerning today’s e-learning 
platforms and using of neural networks for modern 
biometrics solutions. We will talk about most of the current 
biometric technologies and systems, regardless of its cost or 
necessary equipment. However, this paper assumes that the 
reader has a basic understanding of neural networks, which 
are the basis for many modern biometric systems. 

I. INTRODUCTION 
In the past few years, there has been a surge of new 

ways of educating students over distance, which is known 
today as e-learning. With the e-learning becoming more 
and more popular, so has the demand, which in turn 
created a new problem for educational institutions. To 
prove the identity of a student during e-learning activities 
such as exams, it was necessary to implement an 
authentication system. A system that would prove that the 
person using the system is who they claim to be. 

 Human proctoring is a cost-ineffective, non-scalable 
approach and requires the same amount of human 
involvement as offline proctoring. [1] Automated 
proctoring solves these issues with the use of biometrics, 
which is the main focus of this paper. 

In the first part of this paper, we will focus on 
biometrics and how we use neural networks for 
authentication using biometric data. 

The second part will be focused on talking about the 
types of proctoring, where we will go over the pros and 
cons of each proctoring type, and the use of biometric 
authentication in these platforms. 

II. SECURITY AND BIOMETRIC SYSTEMS 
Since the dawn of humankind, humans have used 

certain passwords and passphrases as a mean to 
authenticate themselves as whom they claim they are. 
Guards would often ask a person attempting to enter an 
area to provide a password or a passphrase and would 
only permit people to pass if they knew the password. 

Generally, with increasing security more types of 
information are used for user authentication: 

• Something you have: card, token  
• Something you know: password, PIN 
• Something you received now: SMS, email 

from verified device (some devices currently 
use also biometrics to unlock and read the 
received SMS or email) 

• Something you are: biometrics 
• Your position: Geolocation results (it could be 

sensed by the mobile terminal) 
 
For increasing the security level different combinations 

of these parameters could be used, based on user 
convenience and acceptance levels for targeted 
application.  

For e-learning platforms where the user is under 
supervisor control the password could be enough. But for 
e-learning we can expect that the student would like to 
take course assessments from different locations [2]. In 
that case the biometrics with easy implementation and 
cheap devices could be used. The geolocation information 
should be also watched and stored. Another problem is 
that during the assessment a different person could 
continue so the continuous authentication solution and 
behavioral biometric process should be active as keystroke 
dynamics or mouse movements monitoring. 

A. Password Security 
It was during the dawn of the computing era when 

passwords found the most prominent application yet. The 
first computer system that implemented a password login 
was The Compatible Time-Sharing System (CTSS), an 
operating system introduced at MIT in 1961. [3] 

 

 
Figure 1. Fernando Corbató with MIT's IBM 7090  

(Basis of CTSS) 
 
Today, usernames and passwords are used almost 

everywhere to control access to protected data using a log-
in process. This process is used in operating systems, 
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smartphones, ATMs, and emails. This spread can be 
attributed to the rather simple, streamlined, and efficient 
process of application. Today it is simple to implement a 
basic structure of security to any system; therefore, there 
is no doubt about the practicality of passwords. [5] 

However, this practicality and availability produced a 
side effect. Spoofing and security exploits became more 
widespread as technology advanced. Another issue is that 
most of the user needs many passwords for different 
platforms and they usually use the same or very similar 
one. So, if any of the platforms which carry for example 
less sensitive information will be hacked, the password 
and email could lead the attacker to much more sources of 
more secure resources as the user email account, e-
banking account, etc. 

As practical as passwords are, they are not very secure. 
Passwords also carry the demand for the user to memorize 
the said password. This demand often leads to the need of 
resetting a password, or to the user making the password 
too simple, and thus, easily breakable [4]. It is for this 
reason that we use biometrics in today's authentication 
process. 

B. Biometric Security 
Biometrics is a process that allows for automated 

detection and verification of the user's identity utilizing 
physiological or behavioral traits. [6] In recent times, 
biometrics has become more prominent than ever with the 
advancement of speed and reliability of biometric 
scanners, becoming a standard in various prominent 
organizations. 

Nevertheless, just like any lock can be picked and any 
password can be cracked, any biometric scanner can be 
fooled. Researchers have shown that popular fingerprint 
sensors used in smartphones can be fooled by a person’s 
digitized fingerprint data or a lifted print. 

There has also been a recent study that developed a 
machine learning approach for generating artificial 
fingerprints named DeepMasterPrints. Not only can it 
generate a fingerprint that can be used to deceive a 
smartphone sensor, but it can successfully masquerade as 
prints from various people. [7]  

 

 
Figure 2. Real samples. [7] 

 

 
Figure 3. Samples generated by DeepMasterPrints. [7] 

 

III. BIOMETRIC TECHNOLOGIES FOR USER 
AUTHENTIFICATION 

Biometrics can be identified by the biological traits an 
individual has; these are often categorized into 
physiological and behavioral characteristics. [5] 

Behavioral biometrics is a field of study related to the 
measure of uniquely identifying and measurable patterns 
in human activities. These are often gained during one’s 
development and thus are not bound to an individual’s 
physiology.  

These behavioral verification methods include: 
• Keystroke dynamics 
• Mouse characteristics 
• Gait analysis 
• Voice ID 
• Signature characteristics 

 
Physiological biometrics is the exact opposite, it is 

determined by the physical characteristics of an 
individual’s body, and so it varies from person to person. 
These include, but are not limited to: 

• Fingerprint recognition 
• Facial recognition. 
• Hand recognition. 
• Iris recognition. 
• Retina recognition. 
• Vein authentication. 

 
It is worth noting that very often, these verification 

methods get combined, which proves for an even system. 
A perfect example of this would be Iris/Vein recognition 
that uses eye veins in combination with Iris to provide for 
an even more complex and unique identification. 

For example, in their paper [6], Gianni Fenua, Mirko 
Marrasa, and Ludovico Boratto propose a multi-biometric 
system that utilizes various subsystems at once. Its goal is 
to authenticate online students utilizing e-learning 
platforms, continuously and transparently (meaning it 
does not interfere with user experience). It combines 
theses subsystems and uses them according to the type of 
interaction the user performs at a specific moment.   
(Table 1) 
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TABLE I 
THE DIFFERENT BIOMETRICS COMBINATIONS IN THE PROPOSED SYSTEM. [8] 

Interaction Device Biometrics
Face Voice Touch Mouse Keystroke

Speaking Desktop * *  
Mobile * *  

Typing  Desktop * * * 
Mobile * * * 

Selection/Navigation Desktop * *  
Mobile * *  

No Interaction Desktop *  
Mobile *  

  

A. Fingerprint Recognition 
 
Probably the most iconic of all biometric types. The 

pattern of ridges and channels on the tip of a finger is 
referred to as a fingerprint. They help us grip objects by 
improving friction and enhance our ability to sense 
textures of surfaces.  

 The most crucial feature of these ridges is their 
uniqueness. It has been observed that each individual 
possesses different patterns that enable us to use them as a 
mark of identity. It has been perceived that even twins 
pose their own individual sets of fingerprints, distinct 
from each other. 

 Another essential attribute is that when these patterns 
sustain a surface injury such as cuts and abrasions, the 
pattern in the damaged region can fully recover, 
maintaining the finger pattern correctly. This recovery, 
however, is not the case if the wound extends to the basal 
layer of the epidermis. [5] 

 

 
Figure 4. A diagram showing the location of the basal layer. 

 
The discovery of human fingerprints on a vast number 

of archaeological artifacts implies that ancient people 
were aware of the possible uniqueness of fingerprints. But 
it was only in the 19th to early 20th century that the 
regular use of these patterns for individual identification 
was expanded upon. 

 We can further divide this patter into three different 
categories [9] that differ in their complexity of recognition 
and their ability to identify the individual. 

 

 
Figure 5. Picture that illustrates the different feature levels. [10] 

 
The Level-1 represents pattern recognition, in which we 

scan the entire fingerprint. We can usually divide these 
patterns into three main categories (Figure 6). After the 
system scans the entire fingerprint, the search is narrowed 
down to only a few specific patterns, which decreases the 
computation time drastically. [11] 

 

 
Figure 6. Image showcasing the main three types of fingerprint 

categories named starting from left: Whorl, Loop, and Arch. 
 

 
The Level-2 represents the feature extraction, in which 

the system recognizes particular and unique features of the 
fingerprint pattern. After identification, these features are 
then sent to a matching algorithm. Usually, a pair of 
fingerprints is considered a match when the matching 
algorithm finds a sufficient amount matching of Level-2 
features. [10] 

 

 
Figure 7. The Level-2 feature types. [10] 
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The Level-3 represents microscopic features that are 
only used by forensics. These are sweat pores, specific 
geometric data, and other characteristics. However, Layer-
2 where the application of neural networks happens the 
most. They usually are used for Level-2 feature extraction 
or pattern matching. 

As an example of neural network implementation in 
biometrics, we’re going to use a recent study conducted 
by P. Marak and A. Hambalik in which they implement a 
neural network-based algorithm for extraction of Level-2 
features. [10] This neural network helps to increase 
efficiency. Instead of scanning the entire image, the 
algorithm only scans critical areas that have a high 
probability of containing a Level-2 feature. They also used 
another Neural Network to help classify the fingerprint 
into the specific Layer-1 pattern categories. 

The results were tested on two types of databases; the 
first one was the crossmatch verifier 300 database, which 
reached recognition rate value of 92% of correctly 
identified samples. EER (equal error rate) reached 
8%.[10] 

 
Figure 8. FMR/FNMR plot for the crossmatch verifier 300 

database.[10] 
 

The second database was the FVC2002 DB3A 
database, which reached the recognition rate value of only 
67% correctly classified samples with EER being at 33%. 
The authors note, however, that the samples provided by 
the FVC2002 DB3A database were of a lot worse 
quality.[10] 

 
Figure 9. FMR/FNMR plot for the FVC2002 DB3A database.[10] 

 

B. Iris Recognition 
 

Various segments of the eye were recommended as 
biometric identifiers, but the iris was among one of the 

first implemented and most researched ones. Iris is a 
component of the eye that contracts the pupil depending 
on the strength of the ambient light. [5] 

 

 
Figure 10. Distinguishing features of an iris. (Image was processed to 

highlight features) [12] 
 
Iris recognition is possible because each individual 

poses an iris with a texture that unique to them. However, 
what makes it truly special is that each the iris of the left 
eye is not the same as the one on the right. This 
uniqueness is why using double iris scanners is more 
secure than a single iris scanner. [13]  

 The function of an iris recognition software is to locate 
and extract the textures found on the subject’s iris. The 
details of an iris can be captured with any modern, high-
quality camera. In fact, some modern smartphones already 
implement a basic form of iris recognition used for 
unlocking phones. [14] However, many modern 
authentication devices today, use infrared instead of 
visible light to capture details. 

 

 
Figure 11. Flowchart showcasing an iris recognition system.[15] 

 
This recognition process can be divided into a couple of 

specific subsystems. The primary system and one of the 
most critical step is the iris image acquisition itself. This 
process is fundamental because the precision of the whole 
system will vary with the quality of the iris image. That is 
why it is important to remember that the higher the image 
quality, the higher will be the accuracy. 

The second important step is localizing the iris on the 
picture and normalizing it. This step means that the 
algorithm will process the image and keep only the 
essential bits of data, which, in our case, is the iris. 

The third step is enhancing the image itself, usually 
done through image sharpening and cleaning algorithms. 
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The fourth step, similarly to the iris recognition, is 
feature extraction. Here the algorithm, which is often a 
neural network, will locate and extract certain specific 
features in our iris image, as shown in Fig. 10. 

The final step is the comparison, where each extracted 
feature will be compared with the supplied data. This step 
is also often solved through the usage of neural networks. 

 

C. Facial Recognition 
 
Faces have been used as a means of recognition for 

years. Many of the facial features are plainly observable 
by the human eye and can tell us essential pieces of 
information about the subject like gender, race, and age. 

In general, the facial recognition is still not considered 
as reliable for many applications, because the face tends to 
change over time especially the facial expressions, 
different lightning conditions, aging, capturing devices 
(resolution, quality, format, etc.) and other external 
factors. What sets apart facial recognition from other 
biometric types is the surveillance potential. Facial 
recognition is the least invasive of all other categories. 
This feature means that we can take a sample of a face 
from a security camera recording and use it to identify the 
individual, without the need for any physical contact.  

The surveillance cameras are currently used for these 
purposes anyway, when the law-enforcement is trying to 
quickly find the suspect close to the crime scene. The 
neural networks and usage of modern GP-GPU (General 
Purpose Graphical Processing Units) accelerated 
algorithms help to apply this technology on streams of 
public surveillance cameras [16].  

 
Figure 12. Diagram showing a feedforward neural network used in facial 

expression recognition [18] 
 
One of the most common methods used for facial 

recognition is a method called Viola-Jones Algorithm. 
This non-neural network approach allows for fast and 
smooth facial detection, often used in real-time face 
detection in cameras, even to this day [17]. Instead of 
searching for facial features similar to the neural-network 
approach, this algorithm uses a process that detects facial 
features by overlaying and subtracting contrasting features 
of a face. For example, when looking at a grayscale image 
of a face, eyes are often darker than the forehead. The 

algorithm uses these contrasts in order to locate the face 
on a given image (Figure 12).  

The neural network approach instead uses a process in 
which an algorithm detects and extracts facial features on 
a given image. This approach has far greater accuracy 
than the process mentioned above, with the disadvantage 
of requiring more processing time and power. Another 
excellent application of neural networks is facial 
expression recognition.  

Other very interesting area of facial recognition is 3D 
face recognition and using the deep learning techniques 
for this purpose [19]. The development of 3D systems was 
a natural consequence of preventing spoof attack with 
printed faces. The liveness detection solutions 
[20][21][22] lead to different approaches as using the 
depth cameras, stereo vision, thermal cameras, flash, 2D 
video to 3D transformation, etc.  

But if the biometric template comparison system 
contains only 2D faces we need to quickly reconstruct 2D 
images from the 3D streams and using Convolutional 
Neural Network was proposed in [23]. 

 

IV. CONCLUSIONS 
In this paper we summarize the usage of neural 

networks for specific biometric features which could be 
used for authentication purposes for e-learning platforms. 
This material will be used also for educational purposes of 
the new study subject of Biometric Safety Systems which 
will be lectured next year on the author’s department.  

The usage of neural networks is essential for modern 
biometric systems because the amount of data is 
continually growing with usage of surveillance cameras 
on the public spaces, and the current hardware and 
software technologies are optimized for GP-GPU 
hardware architectures. That is the reason why we focus 
our research and teaching subjects to these topics. 
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Abstract—Many topics are being discussed in 
connection with university students these days, one of 
which is the level of competence of presenting and self-
presentation in front of one’s classmates and the 
teacher. For many students, this is a challenging task 
for multiple reasons. 1) They do not have an established 
method of searching for and verifying information. 
Many are convinced that they can understand a topic 
simply by entering a search term into a search engine 
on the Internet, whilst not being able to assert the 
truthfulness and importance of information. 2) The use 
of modern technologies in teaching has a number of 
positive consequences for the effectiveness of learning 
– greater attractiveness, clarity, comprehensibility and 
“pre-processing” of knowledge. However, it also has 
negative effects, e.g. it does not develop the ability of 
students to work only with a text and quickly navigate 
through it, communicate fluently on the given topic and 
express themselves accurately, and manage to perform 
in front of the study group without stress and fear. 
Stage fright and fear of public appearances are strong 
enough for some students that they choose not to attend 
the class when they are supposed to hold a 
presentation. The fact that students are shy to appear 
in front of a study group is not only because of the use 
of modern technologies in the classroom but above all 
because of their excessive use in their free time. 3) 
Students frequently do not understand their feelings. 
Indirect network or mobile communication does not 
give them the ability to check the faces and expressions 
of those they communicate with. Therefore, they have 
not formed the habit of deriving information from the 
non-verbal manifestations of the face and the body of 
their communication partners. They do not hone 
empathy because technology does not require them to 
do it. They do not learn to perceive, name, control and 
use their feelings. Direct communication can thus 
become a demanding, unreadable and unpleasant 
activity, which is better avoided. To what extent 
university students are aware of this, how difficult it is 
for them to present themselves in front of the group 
and how much they are aware of their experiences is 
what we have investigated in our research.  
 

I. INTRODUCTION 
   Higher education institutions are forced to make a 
number of changes in relation to student education, 
which are directly related to the requirements and 
dynamic changes in the labour market. The labour 
market and higher education are closely linked, rapid 
changes are taking place on both sides, and the 

relationship between the two sides is strengthening. 
University graduates are seen as an important factor 
with a decisive impact on economic growth. In 
recent years, this idea has led to the “massification” 
of higher education, which in addition to positives 
brought with it a number of problems and negative 
phenomena. Among other issues, educational 
institutions have seen increased pressure to enrol 
more students and maximise their outcomes, to have 
teachers improve and streamline teaching through 
modern and attractive teaching tools and in addition 
to expert skills also  lead students to acquire and 
improve soft skills. From the few examples of 
requirements for higher education institutions listed 
above, it is clear that not all the requirements can be 
easily met, or met at all. For example, modern 
teaching technologies can simulate real-world 
phenomena and processes that cannot be for various 
reasons experienced directly, and students can 
practise accurate and rapid responses to a situation 
(for example future fire-fighters), and experience 
near-real-life feelings. Students also use 
technologies abundantly in their free time, such as 
those allowing social networking. Paradoxically, 
they can literally become an obstacle to the 
development of students’ communication skills, a 
barrier that prevents them from recognising and 
navigating other people’s emotional expressions, 
which brings many complications in self-
presentation to the study group and the teacher. This 
manifests in the fear of students of public 
appearances, which sometimes borders on social 
anxiety. At the same time, self-presentation, 
communication and the ability to understand oneself 
and others are soft competencies that are required by 
employers in most professions. 
   The aim of our paper is not to find out how much 
time university students spend on social networking 
and writing text messages, but to observe how their 
fear of public speaking manifests itself in their 
behaviour when presenting themselves in front of 
their study group and the teacher. 
 

A. Communication and Social Competence 
   In a closer context, communication is understood 
as an exchange of information between people, and 
its quality depends on both the inherent assumptions 
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and the circumstances of learning. In addition, 
understanding human speech also facilitates 
understanding of the outside world and our own 
heart. The individual’s experiencing and behaviour 
is formed through communication with other people, 
affecting their self-confidence, mood, feelings and 
behaviour. Difficulties in communication tend to be 
due to impaired self-esteem and evaluation of others. 
If an individual cannot respond adequately to others, 
they feel it negatively; both psychologically (fear, 
anxiety, anger, helplessness) and physically (tension, 
headache, palpitations, sweating hands, excessive 
sweating in general, blushing, etc.). It comes without 
surprise that an individual wants to avoid such 
situations [1]. 
   Nowadays, many factors influence the course of 
interpersonal communication; one of it is indirect 
online communication. Students who communicate 
mainly through a social network (e.g. Facebook) 
may have problems communicating interpersonally, 
or they may have underdeveloped skills needed for 
interpersonal communication. This may be because 
these two types of communication represent 
different communication environments and contact 
conditions. When communicating over a social 
network, communicators do not have to reveal their 
true identity and can even present themselves in 
contradiction with reality. This gives them a sense of 
security and sometimes false confidence. When they 
find themselves in a situation where they are 
supposed to communicate face-to-face with other 
people and their true identity and true self-
confidence are revealed to everyone involved, it can 
be an unpleasant experience for them to try to avoid 
next time. Communication feedback also happens 
differently during social networking and 
interpersonal communication. While in the first case 
it may well be missing, in the second case it is 
continuous and the communicator changes their 
behaviour on the basis of it. Petruse, Balon [2] state 
that on the one hand, modern technologies bring us 
closer, the frequency of contacts is increasing… yet 
they are exactly that – merely contacts. A 
paradoxical phenomenon may also be the fact that in 
face-to-face communication, people closely guard 
their privacy, while frequently communicating 
highly personal information on social networks. 
It is clear from these several differences between the 
two types of communication alone that they are 
happening in a completely different way and both 
require different skills. 
   According to Praško, Prašková [1], the meeting of 
another person can be viewed as a three-stage 
process that requires a different set of skills each 
time. The first level of communication concerns 
adequate social perception, which is conditioned by 
the specific situation and indispensable to the 
understanding and appropriate reception of the 
information. The second stage – cognitive 
reconstruction – requires internal processing of the 

social situation so that the right strategy and means 
of communication are selected to express the 
corresponding communication content, and also 
when and how it will be done. The third level of 
communication is the expression, which requires the 
ability to express oneself. It includes verbal content, 
mode of expression, choice of the right words, and 
non-verbal communication. 
   Social proficiency is a complex of individuals’ 
skills that enable them to tell other people how they 
feel, what they experience and what they need from 
others, taking into account their needs [1]. These 
skills in return encourage other people to send 
positive feedback to a socially equipped individual, 
strengthening their self-confidence. Social skills are 
among those valued in both work and personal life, 
are part of soft competences and are taught as a 
subject at universities. 
   Not all people, including university students, 
possess these skills. Many have not learned the 
appropriate skills in the family, instead spending 
time with their computers and mobiles that do not 
express feelings of closeness, trust, anger, or any 
other. They did not need to hone their social skills to 
perfection. If they find themselves in interpersonal 
situations, they are frequently silent, passive, 
establishing contact with strangers is difficult for 
them, they lack self-assertion. The results include 
fear of criticism and ridicule, anxiety, avoidance of 
social activities for fear of possible ensuing 
communication, and anxiety from public speaking. 
 

B. Fear, Anxiety and Public Speaking 
   Fear is an unpleasant emotion that arises as a 
reaction to real or imagined danger. It is 
accompanied by neurovegetative manifestations 
such as growing pale, tremors, rapid breathing, 
palpitations, elevated blood pressure, change of 
GSR, and the motivation to avoid danger or escape. 
Every fear is accompanied by profound chemical 
changes, high concentrations of DIF are regularly 
found in university students before exams [3]. 
Usually, there is a distinction between inborn fear 
(e.g. of a storm) and learned fear (fear of getting old, 
of ridicule, public speaking, etc.). 
   Fear of public performance is well known to some 
students. Usually, they went through a bad 
experience, or worse, panic attacks just before or 
during the performance. This is a type of 
hypersensitivity that makes them tend to react 
excessively to this situation. Once they have adopted 
this pattern of behaviour, responses are 
automatically repeated, more intense and 
magnifying the feeling of loss of control. In the event 
that such a student learns about a planned 
performance in front of an audience, they look for 
ways to escape, avoid it, or at least delay it [4]. This 
process subsequently causes a sense of helplessness, 
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which results in a further intensification of the 
emotion of fear [5]. 
   Anxiety is defined as a complex combination of 
emotions that includes fear, evil premonitions and 
fears. It may also take the character of vague fear. It 
is accompanied by physiological symptoms 
(palpitations, nausea, chest pain, hand tremor, etc.). 
It is a highly unpleasant emotional state, which can 
be acute and last for a short time, or it can be long-
term, with varied intensity [3]. 
   Social anxiety related to examinations does not 
necessarily lead students to systematic evasive 
behaviour. Students with common social anxiety do 
not run away, they can avoid stressful situations in 
the short term, rarely, infrequently. However, when 
their social anxiety exceeds the acceptable limit, it 
limits their learning activities and disrupts their free 
time, it may grow into social phobia. This frequently 
has the character of a panic attack and cannot be 
endured [4]. 
 

C. Relation between Fear of Public Speaking and 
Cognition 

   Student’s emotionality is involved in the types of 
cognitive schemes, scenarios, and stereotypes he/she 
creates. 
   Proponents of the cognitive approach [6] 
emphasise that the development of the emotion of 
fear is significantly affected by expectations. This 
also applies to the effort of avoiding the emotion of 
fear. When one overestimates a threatening event 
and at the same time underestimates their ability to 
cope with the situation and underestimates social 
support, they bring down on themselves the emotion 
of disproportionate fear. Bandura [7] writes that 
people start to fear when they expect terrible 
consequences of a situation. Therefore, if a student 
sees a performance before a study group and a 
teacher as threatening because they lack confidence 
and social skills, we cannot be surprised that they are 
experiencing the emotion of fear and trying to avoid 
or postpone the performance. 
   However, students can learn to manage and 
regulate their fear of public performances. 
Emotional control can take place at the 
physiological, behavioural and cognitive levels, with 
the latter focusing on controlling one’s own 
experiences by modifying the student’s thoughts, 
beliefs, attitudes and view of problems. But an over-
reliance on the cognitive approach alone is wrong. A 
student is a living being that will always express their 
emotions in a variety of ways [8]. 
   The relationship between emotions and rationality 
is a very close one. Practically, this means that 
students should learn to recognise, control and 
regulate their emotions and apply the information in 
interaction with other people. 
 

D. Soft Skills Course at University 
   Soft Skills course was introduced at many 
universities a few years ago. This is a subject in 
which undergraduates should acquire the 
knowledge, skills and expertise that develop their 
interpersonal skills and the knowledge, skills and 
expertise that will enable them to successfully 
communicate with other people, get along with 
others and work well with them. The point is that 
graduates should be active, initiative, flexible, 
creative, able to solve problems, to plan their time 
optimally, be confident in their feelings, be able to 
present themselves and their opinions adequately, 
and cope with stress situations, to be efficient, to 
communicate effectively, to argue, to convince, to 
motivate themselves and others, to lead a team, etc. 
It is clear from the list of requirements that most of 
the abovementioned skills are closely linked to 
social competences, especially communication. But 
how to teach students these skills, when their life of 
technology is so completely different from their 
university teachers? One possibility is to use the 
Sensetio method, which works on the principle of 
biofeedback. 
 

E. Biofeedback  
   Biofeedback is a therapeutic procedure that 
involves measuring an individual’s physiological 
characteristics such as blood pressure, heart rate, 
sweating and muscle tension in real-time and in a 
specific situation. Based on the measured values, the 
measured individual can learn to influence 
physiological values by their will; by processing and 
analysing the situations that induce these variables 
and by gradually coping with them. A follow-up 
measurement will verify to what extent they are 
succeeding. The interest in the use of biofeedback 
has been changing over time. At the turn of the 1960s 
and 1970s, various modalities of peripheral 
biofeedback were known – myographic, thermal and 
skin conductivity. In humans, the skin temperature 
can be measured using a sensor. If they are under 
stress, afraid or anxious, their skin temperature drops 
and they can learn to cope with it using relaxation 
techniques. The method may be effective in treating 
fears, some anxiety and phobias and also be part of 
some psychotherapies. The method should be 
complemented by an interview or a questionnaire 
due to the interconnection of emotional and 
cognitive processes. 
 

F. The Sensetio Method 
   The Sensetio method is a unique psychodiagnostic 
method based on an exact measurement of the 
physiological manifestation of currently experienced 
emotions, namely the measurement of skin 
conductivity and heart rate variability. The method 
is based on the realisation that the intensity of 
physiological expression of emotions changes under 
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the influence of stress, fear and anxiety, which 
allows obtaining objective data about the 
psychological state of an individual. Measurement 
can also be done by recording the emotional 
activation of the student throughout their self-
presentation, and a specialist measuring 
physiological values notes down critical moments 
into the system – the so-called nodal points – a 
description of specific situations during which the 
physiological values of the student changed 
significantly. The measured values are analysed and 
evaluated with the student. With the help of the 
Sensetio method, students can learn to recognise and 
understand their physiological reactions in particular 
social situations and to eventually manage them 
through practice. The method contributes to the 
growth of students’ emotional self-awareness and at 
the same time develops their susceptibility to the 
feelings and experiences of other people – it deepens 
empathy and develops social and communication 
skills. To optimally analyse the curve, the 
measurement is supplemented with an interview or 
questionnaire. 
   In our case, we used the Sensetio method to 
measure the conductivity of the skin and the heart 
rhythm of university students during self-
presentation in front of their study group and the 
teacher. We proceeded from the fact that the emotion 
of fear is characterised by typical reactions that are 
minimally influenced by the effort to manage it – 
skin conductivity and muscle tension increases, skin 
temperature decreases. [9]. 
 

II. MATERIAL AND METHODS 
   The research aim was to use the Sensetio method 
to measure the intensity of the physiological aspect 
of the emotional experience of university students in 
the subject of Soft Skills during self-presentation in 
front of the study group and the teacher. 
Furthermore, to find out through a structured 
interview whether and to what extent the students 
were aware of their experience and physical changes 
and which moment of self-presentation was the most 
difficult for them and why. The intention was to 
propose to the students a method of training to 
acquire social skills and methods to manage their 
fear of public speaking. 

 
A. Respondents 
   The research sample consisted of university 
students of the 2nd year of the VŠB-Technical 
University of Ostrava, who have recently completed 
the Soft Skills course. They were 38 students, of 
whom 7 were women and 31 were men aged 19 to 
21 years. 

B. Sensetio Device 
   The Sensetio device consists of the Analyser, 
Sensetio mouse and Sensetio Wristband. The 
Sensetio Analyser software uses artificial 

intelligence algorithms for GSR curve analysis, the 
Sensetio mouse has been patented by Patent No. 
307554, and the Wireless Sensetio Wristband uses 
some of the Sensetio Mouse technologies. 
By using the method, it is possible to record 
physiological changes in the organism during an 
emotional experience, namely skin conductivity and 
heart rate variability. This objective data is further 
supplemented by a structured diagnostic interview, 
which guides the measured person to gain insight 
into the experience, its causes and provides 
recommendations which should lead to coping with 
the problematic situation. 
 
C. Structured Diagnostic Interview 
   For the purposes of this research, we created a non-
anonymous interview with 7 items to find out how 
university students felt throughout their self-
presentation, at which point in the self-presentation 
they felt worst, which emotion they felt 
predominantly, whether they were aware of the 
reasons why they experienced that emotion, what 
were their expectations and ideas before the self-
presentation, whether they tried to regulate their 
feelings in some way and whether they know a way 
to eliminate unpleasant feelings. We were aware of 
the fact that the experience of college students could 
have been influenced to some extent by our presence 
and the fact that they knew they were being 
measured. 
 
D. Research Method 
   The method was as follows: We gave students 
a task of presenting themselves for 5 minutes before 
the study group and the teacher as if they were 
applying for a job. They were supposed to 
characterise their personality, provide others with 
information about their knowledge, expertise, skills, 
interests, strengths, shortcomings, temperament and 
character traits. We then explained to them what the 
research was all about and how they could use the 
measurement results to their advantage. As students 
went on with their self-presentations, we mounted 
sensors on their fingers for the whole duration of 
their presentation and measured their GSR. 
Immediately after the performance, a structured 
diagnostic interview was conducted with each 
student, analysing the student’s GSR data and also 
the emotions they experienced during the self-
presentation. Together the researcher and the 
student looked for possible cognitive reasons for 
the emotions and reactions. Data and information 
obtained during the GSR measuring and the 
structured interview were further used to find a way 
to help the student manage the unpleasant feelings 
connected with stage fright and social anxiety 
during the self-presentation while also developing 
their social and soft skills. 
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III. RESULTS AND DISCUSSION 

A. Evaluation of GSR measurement data and 
structured interview information  
   Graphs 1–3 show a different type of curve each 
time. In all of the cases, moments, when students 
experienced emotions to a greater extent, can be 
identified. The intensity of the experience is 
individual, i.e. some of the students reacted with 
significant intensity at the beginning of the self-
presentation, some during the presentation and some 
reacted insignificantly during the whole time. The 
GSR values of each student were further compared 
with the information they provided during the 
structured interview. Some of them said that they felt 
very uncomfortable because self-presentation to 
others always caused them difficulties. Each student 
experienced a degree of stage fright, nervousness, 
tension, or anxiety quantitatively and qualitatively 
differently, which is evident in the GSR charts. 
Students were generally well aware of their 
emotions, as well as their quality and intensity, and, 
after clarifying questions, their cognitive causes. 
They predominantly stated that they felt strong 
negative feelings just before and immediately after 
the beginning of the self-presentation; then they 
calmed down somewhat unless some situation 
unsettled them again. Students also tried to regulate 
their feelings and their external manifestations with 
mixed successes. Most students experience stage 
fright, fear, tension and nervousness before a public 
performance. 

 
Figure 1.  Galvanic Skin Response signal of respondent 1  

 
   Respondent 1, a man, reacted most emotionally 
right at the beginning of the self-presentation, so his 
values rose sharply only to quickly drop as he 
quickly calmed down. At the end of the presentation, 
when he could not remember the next lines of his 
presentation and was unable to quickly orientate 
even in the prepared text, he became nervous, and his 
GSR values jumped up again. In an interview, he 
said that in similar situations he experiences great 
stage fright and anxiety, most immediately before 
the activity and then at the beginning. He sees 

himself as very emotional, so if he experiences 
something, it’s always highly intense. Of 
physiological manifestations, he is most affected by 
sweating, trembling of hands and trembling in his 
voice; regarding psychological manifestations, he is 
paralysed by the feeling that he will not remember 
anything at the given moment, or that he will have 
forgotten everything. He revealed that he had 
imagined being embarrassed in front of the audience, 
and while still trying to cope with strong negative 
feelings by rationalizing – “it’s nothing serious, it’s 
not going to cost you your life” it does not help 
much. Of the external disturbing factors, he was 
most nervous about the time limit he had to observe 
during the self-presentation. If we take a look at 
Graph 1, which shows the course of experiencing in 
respondent 1, we find that the curve corresponds to 
his statements presented in the standardised 
interview. 
 

 
Figure 2.  Galvanic Skin Response signal of respondent 2 

 

   Respondent 2, a man, was only slightly excited 
before his self-presentation, but this excitement was, 
in his words, positive because he was quite capable 
of dealing with similar situations. He stated that he 
was not a shy man, but when he was experiencing 
something, then he did it intensely. During the self-
presentation, he was most stressed by the fact that he 
probably underestimated the preparation and what he 
wanted to tell about himself suddenly seemed empty 
and embarrassing. That made him highly nervous at 
some point. Then he tried to calm himself by 
realizing that the situation was “only staged”, so he 
did not have to “be freaked out” and gradually began 
to calm down again. If we compare his testimony to 
the shape of the curve, we can see that after the start 
of the self-presentation the emotional excitement of 
the student began to decrease, then quickly increased 
after some time, and eventually, in line with the 
respondent’s intentionally calming himself down, 
decreased again. Also, in this case, the student was 
fully aware of his experiences, even realising that the 
idea and thought provoked an emotion, and the 
emotion, in return, affected the thought again. We 
proposed to the student to focus more on the 
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preparation of the performance next time and 
practise it on his own first. If he felt certain, he would 
probably experience minimal stage fright. 

 
Figure 3.  Galvanic Skin Response signal of respondent 3 

 
   Respondent 3, a woman, reacted differently from 
the previous two students. It is clear from the curve 
that the emotional excitement had not been intensely 
high before the self-presentation started, but after a 
while, it started to rise and with minor fluctuations 
remained at the same level during the whole time. 
The respondent stated in a standardised interview 
that she had great stage fright, she was highly excited 
throughout the whole self-presentation, but most of 
all at the beginning of it. She also said that she was 
not at all confident when speaking, as she tended to 
speak too fast, which lead to mispronunciations and 
overuse of filler words. She was nervous about the 
self-presentation a day before, trying to reassure 
herself, but unsuccessfully, as always. As for our 
view of her self-presentation, the student was not at 
all as unsuccessful as she had thought of herself. In 
this case, we can see how emotional experience is 
linked to cognitive processes and how automatic 
thought processes affect emotional (non)well-being. 
The example of the last respondent illustrates how 
subjective the matter of experiencing is and how 
important role the feedback of teachers plays in 
training students’ social and soft skills. Nevertheless, 
the GSR curve corresponded to the student’s 
testimony, so she, too, was fully aware of the quality 
and intensity of her experiences and was partly 
aware of their causes. We suggested a less strict view 
of herself and communication skills training. 
 
B. Evaluation of standardized interviews  
   A total of 38 students, 7 women and 31 men aged 
19 to 21, have undergone the standardized interview, 
as well as the GSR measurement. 
   We expected that students would not have a fully 
developed ability to understand their feelings and the 
prowess to link them to the information they carry. 
In some cases, our expectations have been 
confirmed, but far from the majority of them. 
Students frequently gravitated towards an extreme – 

either largely overestimating or underestimating 
themselves. We did not observe a fundamental 
difference between men and women. Among men, 
we found only slightly more extremes than among 
women. Women were more confident in verbal 
communication. Four fifths of the interviewed 
students said they were nervous just before and at the 
beginning of the presentation, and then usually 
calmed down gradually. For most students, speaking 
to other students and educators is a stressful affair, 
some suffer from severe stage fright, which is 
presented at both physiological and psychological 
levels. However, there are also students who are 
absolutely calm during such activities and are not 
stressed by them. 
 

IV. CONCLUSION 

   The aim of our research was to measure by the 
Sensetio method the intensity of the physiological 
aspect of the emotional experience of university 
students in the Soft Skills course during self-
presentation in front of the study group and teacher. 
Through a structured interview, we also wanted to 
find out if and to what extent they were aware of their 
experience and physical changes, which moment of 
the self-presentation was the most challenging for 
them, and why. The intention was to propose to 
students also a method of training to acquire social 
skills and other soft skills, and methods aimed at 
coping with the fear of public performance. 
   By conducting a standardized interview with the 
researcher immediately after the measurement of the 
physiological level of the GSR and by being forced 
to return to the still “fresh” experience of the self-
presentation, the students acquired a wealth of 
information about themselves. Recognising the 
quality and intensity of their feelings, learning at 
what point they were the most intense, being 
encouraged to reflect on the ideas that accompanied 
the feelings, asked on whether they were using 
calming strategies to manage these and similar 
situations, and whether these strategies were 
effective. Each student was consulted on their 
current status in these areas and was recommended 
further steps to improve their social competences. 
   We believe that visible evidence of how the body 
reacts in a challenging situation has opened the way 
for students to get to know themselves, and allowed 
them to understand how emotions affect 
performance. They understood that their 
expectations, as well as the uncertainty of “what 
awaits me”, influence the intensity of the experience, 
and also that the expectation is influenced by the 
cognitive processing of a past experience. All this 
was meant to make it easier for them to identify their 
own emotions and understand why they were 
experiencing them. 
   Measurement of students using the Sensetio 
method during self-presentation in front of the study 
group and the teacher and obtaining their GSR 
curves was also beneficial for researchers. They 
found that this form of biofeedback serves as great 
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feedback for students and, together with a 
standardized questionnaire, is also an effective 
method for learning, processing and constructively 
using emotional experience for their benefit and in 
accordance with cognition. We believe that soft 
competences, which include social skills and the 
removal of fear of public speaking, cannot be 
developed at universities only within the Soft Skills 
and Interpersonal Communication courses. Soft 
competencies should be developed within each 
subject by choosing appropriate teaching methods, 
and modern technologies should be treated with care. 
For human learning, it still rings true that it happens 
most naturally in interpersonal interaction between 
students and educators. We are convinced that it is 
best for students to think aloud, to speak to other 
students, to argue several points of view and that we 
should not provide them with elaborated finished 
teaching materials, examine them not via tests in 
which they merely have to cross out one of the 
suggested options, but orally. Technology provides 
attractive ways for teachers and students to conduct 
higher education, but people are primarily social 
beings, and this should be the basis for learning and 
teaching. 
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Abstract— The article deals with the issues of ensuring the 
quality of engineering education. An analysis of current 
trends in the quality of education through the 
implementation of formal and informal methods of quality 
management is presented. The short positions of application 
of the FMEA-analysis of the life cycle of the educational 
service are given. The analysis of literature and the scientific 
publications devoted to questions of risk management in the 
higher education are presented. Approaches to risk 
management in higher education institution are defined. The 
structural-component model of the process of “the provision 
of educational services” has been developed. The structuring 
of the educational process in accordance with the 
methodology is carried out. 

I. INTRODUCTION 
 The education system is an important component of 
modern society, which directly forms the quality of human 
capital. In addition, the quality of education directly affects 
the competitiveness of countries in the world community. 
The need of society, the economy, the state and employers 
to increase the requirements for the level of intellectual, 
moral and social development, as well as the professional 
training of university graduates, is the main driving force 
behind all innovations in higher education. In such 
conditions, the competitiveness of a university depends on 
the successful application of quality management 
requirements to its processes. The uncertainty factor 
reinforces this circumstance and necessitates the systematic 
management of risks that may arise at various stages of the 
educational process. 
 Today the problem of improving the quality of training 
of engineering personnel is receiving considerable attention 
not only from university leaders, but also from the 
leadership of countries. The main global trends in the field 
of guaranteeing the quality of education are reduced to the 
following provisions: 

� development of common criteria and quality 
standards; 

� creation, development and harmonization of 
national systems for accrediting educational 
programs with the European Community; 

� development and implementation of quality 
management systems based on various models; 

� the transition from external quality control 
procedures of the educational process and its 
results based on national certification and 
accreditation systems to the internal self-
assessment of educational institutions, which, in 
turn, ensures the transfer of responsibility for 
quality directly to the educational institution. 

 Along with this, today there is no clear definition of the 
concept of the quality of engineering education. Each 
category of stakeholders (student, employer, parent, 
teacher) has its own understanding of quality. Thus, in the 
educational institution there is no single system-forming 
factor orienting all elements of the system towards the 
achievement of the main goal - ensuring the quality of 
education. 
 A comparative analysis of theory and practice has 
revealed the main trends in higher education: the transition 
to a knowledge society in new, unknown conditions of the 
digital economy; low competitiveness of the university in 
the world market, due, inter alia, to the mismatch of the 
measured quality indicators; increased pressure from social 
change and from the requirements of modern production 
and innovative processes [1-4].  
 This is relevant for the Russian Federation [5]. Global 
trends are realized in Russia through the modernization of 
Russian education, taking into account the full participation 
of Russia in the Bologna process, the implementation of 
state policy in the field of guaranteeing the quality of higher 
education and the creation of a mechanism for assessing 
education quality systems in universities.  
 The concept of universal quality management (TQM) 
requires a change in approach to the development of new 
products or services, since the question is not just 
maintaining a certain level of quality, but high customer 
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satisfaction [6-7]. In the case of higher education, we are 
talking not only about the quality of the services provided, 
but also about the damage to the state and society caused 
by a graduate who has finished a university but works not 
in the field of training. Therefore currently, there is an 
increasing interest in quality management systems (QMS) 
in all areas of activity, including education. The risk 
management is a special direction in the development of 
the QMS. The International Organization for 
Standardization has proposed an effective approach to risk 
management in the organization based on the 
consideration of the positive and negative consequences of 
risks. The standard provides guidance on the selection and 
application of systematic risk assessment methods. 

II. THEORY AND RESEARCH METHODOLOGY  
 An analysis of the literature and scientific publications 
showed that today special attention is paid to risk 
management in higher education related to the quality 
training of specialists and the formation of relevant 
competencies. This is the study of A.Brochado [8], M. 
Huth, C.Vishik and R.Masucci [9], I.N.Mavrina and A.D. 
ingaleva [10], A.M.M. Mukaddes with colleagues [11] and 
others. There are studies on the use of failure mode and 
effects analysis (FMEA) for university risk studies. So, 
Andan K. Joshi and V.D.Kenchakkanavar from the Indian 
Institute of Management proposed using the FMEA method 
to improve the quality of engineering education. He 
proposed a methodology for determining RPN (priority 
number of risk) based on the probability of occurrence of 
risk, the significance of risk, and the complexity of 
detection using an example from a study at the Faculty of 
Engineering [12]. D.Albertivan with colleagues in their 
study show how failure analysis (FMEA) can be applied to 
education to identify different failure modes and its 
potential failure effect [13]. A group of researchers from 
Iran studied how to use the FMEA method to assess the 
quality of educational services at the University of Val-e-
Asr in Rafsanjan [14]. 
 Russian researchers also pay great attention to 
improving the quality of education. The most relevant for 
our study are the works of the authors on the problems of 
risk management in educational institutions, including 
universities: V.Ya. Dmitriev, T.P. Kostyukova, E.A. Opfer, 
M.A. Belyaeva, VYu.V. asilkov, L.S., Gushchina O.I. 
Chubarova etc. [15-18]. T. P. Kostyukova and I. A.Lysenko 
defined the structure of external and internal risks of the 
educational institution that affect the quality of education, 
described the risk management model, proposed the use of 
the “cost-break-even analysis” method [16]. N.Sh.Nikitin 
and P.E.Scheglov in their work identified potential risks 
that could negatively affect various stakeholders [17]. 
Opfer O. A., summarizing the existing risk classifications, 
identified and described the groups of external, internal and 
border risks of university when interacting with employers, 
the risks of teacher education in the context of the 
unification of universities, described the levels of 
managerial decision-making [18]. 
 The research methodology includes the selection of the 
research object and research methods. 

 The objects of analysis in this study are: the processes 
of the quality management system, university projects, any 
other activity (research, extracurricular, etc.), as well as the 
environment and infrastructure in which this activity is 
carried out. The allocation of these groups of objects is 
made for the purposes of risk management in higher 
education on the basis of universities.  
 The research method is FMEA. The objectives of the 
implementation of FMEA: improving the quality of 
educational activities and increasing the competitiveness of 
the university, as well as increasing customer and 
stakeholder satisfaction. The PMEA method can be used in 
the evaluation of products (educational services, in this 
context) or process (the process of providing educational 
services) [19]. In contrast to the traditional FMEA 
approach, the authors propose conducting the FMEA 
educational services life cycle. This will save time on the 
analysis and help to avoid risks associated with the fact that 
the FMEA study of the service or the FMEA study of the 
process does not cover other phases of the life cycle of the 
educational service. 

To conduct FMEA, a structural-component model of 
the process of “the provision of educational services” was 
developed. This model is a structural analogue of the  
 
 life cycle of educational services. The identification of 
the process structure will allow to determine in detail the 
points of risk, taking into account the implemented 
educational programs and quality management processes. 

Structuring the process allows you to take into account the 
largest number of all elements, as a result of which various 

TABLE I.   
STRUCTURAL-COMPONENT MODEL OF THE PROCESS OF "THE PROVISION 

OF EDUCATIONAL SERVICES"
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inconsistencies and risks may appear. As some authors 
note, the border between the concepts of “inconsistency” 
and “risk” is rather narrow, therefore, conclusions should 
be carefully made when formulating the risk [15]. When 
structuring the main process, subprocesses (total 9) and its 
elements (from 3 to 7) are distinguished. The structural-
component model of the process of “the provision of 
educational services” is presented in Table 1.  
 An analysis of educational activities based on the 
FMEA method was carried out on the basis of the Perm 
National Research Polytechnic University (PNIPU). The 
quality system of the university was identified as the main 
element of the analysis. The quality system of the 
university is certified in accordance with the requirements 
of ISO 9001: 2015. 
 Russian national standards (GOST R) were also used 
as a source of information. They contain about twenty 
documents on risk management, among which it is worth 
noting quite universal, the provisions of which can be 
applied “non-standard”, for example, in the field of 
education [24]. 

III. RESEARCH AND RESULTS 
 At present, advanced universities determine and shape 
modern views on the quality of education. The quality of 
engineering education is a multidimensional concept and 
largely depends on the consumer himself, the direct 
participant in educational activity is the student. It is 
important for national research universities how well its 
graduates are prepared. Current trends dictate the use of 
formal and informal models, methods, means and tools to 
improve the quality of engineering education. Formal 
quality management methods include certification of a 
university's quality management system for compliance 
with the requirements of the international standard ISO 
9001 [3-4]. But no less important is the use of non-
traditional tools, such as lean manufacturing methods, 
strategic cards, Taguchi methods, “simple” quality 
management tools, “complex” quality management tools 
(FMEA analysis), etc. [20]. 
While analyzing the process of "the provision of 
educational services" using the FMEA method, the 
following tasks are solved: 

� obtaining information about the risk of various 
process options 

� identify the “weaknesses” of the process and 
measures to overcome them 

� reducing the volume of experimental-
technological work 

� identify opportunities for improvement; 
� ensuring the visibility (transparency) of the 

actions of specialists in ensuring quality 
� change in the quality content of labor of process 

developers 
� ensuring a favorable environment for cooperation 

in the implementation of the process 
 

The process of applying the FMEA of the life cycle of an 
educational service includes the following steps:  

1. Formation of a team of analysts, which includes 
practical specialists in the stages of the life cycle of 
educational services. 
2. Identification of all processes, subprocesses and 
elements that are entered in a special form for FMEA 
analysis. To do this, an additional column is entered in 
the form, in which the code of the phase of the life cycle 
of the educational service is indicated, for which 
(phase) the FMEA analysis will be carried out. 

 3. Analysis and formulation of conclusions. 
 
The FMEA methodology involves calculating the priority 
risk factor Kr. We made a modification of this indicator 
and offer to calculate Кr as a product of Кp, Ко and Кn, 
where:   

Кp – coefficient taking into account the value of the 
consequences of non-compliance for the consumer (the 
severity of the consequences of manifestation of the 
causes of non-compliance); 
Ко – coefficient taking into account the probability of 
occurrence of discrepancies (causes of discrepancies); 
Кn – coefficient taking into account the probability of 
non-detection of non-compliance or its cause before 
the consequences of non-compliance (failure) directly 
from the consumer. 

The coefficient Kp is calculated based on the results of a 
survey of consumers and other interested parties on the 
questionnaire "Identifying the importance of the 
consequences of risks", i.e. covers the phase of "customer 
satisfaction assessment". 
The coefficient Ко is calculated by the formula, which 
includes quality indicators at the following phases of the 
educational service life cycle: student enrollment; 
preparation of the educational process; planning of the 
educational process; conducting training sessions; 
development of new educational services.  
The coefficient Кn is calculated according to a formula that 
takes into account the control phases of the life cycle: 
certification by disciplines (modules), conducting final 
certification, other types of control for the study period. 
The values of Kp, Ko and Kn vary from 1 to 10. 
 The full FMEA of the life cycle of educational services 
is currently being conducted on the basis of PNIPU and 
covers 9 sub-processes (phases), 46 operations (elements). 
As a result of risk analysis and assessment, it will be 
possible to identify the most dangerous risks and the 
consequences of their impact, and the developed measures 
to reduce the level of danger will significantly reduce the 
value of the priority risk coefficient [21]. 
 Risks may affect a separate process, subprocesses and 
elements of a subprocess, as well as other activities at the 
university. Different types of risks can be interconnected 
with each other. In this case, a situation may arise that the 
occurrence of one risk will increase the likelihood of other 
risks. When the process is divided into components, the 
task of assessing the need for FMEA for individual 
elements arises. This problem is solved on the basis of 
ranking the criteria for conducting FMEA. Table 2 shows 
an example of such a ranking based on an analysis of the 
training of engineers in PNIPU. To this end, an expert 
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commission was set up at the university (a group of experts 
for conducting FMEA), whose members rated the criteria 
for each subprocess. The selection of ratings is as follows: 

� if the characteristic of the criterion is found 
especially often, then put a rating of 2 

� the characteristic is infrequent - rating 1 
� characteristic not found - score 0 

 
The sequence of analysis is identified according to the 

results of work on the estimates. Based on the results of 
the study and expert assessment, the following analysis 
procedure was determined Fig.1 

 As can be seen from Fig. 1, in our example, the analysis 
should begin with subprocess 1.4 (“conducting training 
sessions”), then proceed to assess subprocess 1.7 
(“conducting state final certification”), etc. The analysis 
ends with the evaluation of subprocess 1.9 - “customer 
satisfaction assessment” [22]. 
A special list of criteria for evaluating the process of 
“providing educational services” has been developed. 
These are the following criteria. 

1. Requirements of the FMEA analysis - during the 
FMEA analysis, the characteristics of the process are 
taken into account. 
2. Consumer requirements - the degree of influence of 
consumer requirements in the process under 
consideration is assessed. 
3. GEF requirements - takes into account the degree of 
influence established by the GEF requirements in the 
process under consideration. 
4. Requirements of interested parties (state, employer) 
- the degree of influence of the requirements of 
interested parties in the process under consideration is 
assessed. 
5. Requirements for the use of modern technologies - 
the degree of acceptability of the applied modern 
technologies in the process under study is assessed. 

6. Requirements for research and development work 
and management - assesses the degree of influence of 
the quality of work in the study process. 
7. Requirements for the use of modern equipment - the 
degree of acceptability of the use of new equipment in 
the process under study is assessed. 
8. Requirements for the safety of the environment for 
the functioning of processes - the degree of influence 
of existing conditions and infrastructure on the 
implementation of the process under study is 
evaluated. 
9. The presence of critical indicators - if critical 
indicators exist in the subprocess, this can lead to 
disruption of the functioning of the whole process. 

Also, risk management principles were developed at each 
level of the “educational services” process.  The main 
principles include the following. 

 1. Value-targeted principle. Identification and 
assessment of risks with a view to their relevance to the 
university’s target indicators will help to prevent / 
minimize strategic risks in time (for example, risks 
affecting quality goals). 
2. Sufficiency principle. It is necessary to ensure the 
sufficiency of resources at the university to ensure the 
normal process of risk management in the field of 
education, research, extracurricular, experimental 
design and other activities. This principle also 
manifests itself in the fact that risk managers have been 
appointed. 
3. The principle of performance. It means the need for 
a systematic collection and analysis of information on 
the effectiveness of risk management. 

As a result of the systematic conduct of the FMEA, 
corrective measures are developed, and the effectiveness 
of measures related to risks and their consequences is 
analyzed directly by the person responsible for quality. 
Continuous FMEA and monitoring of the quality of 
education system allow us to accumulate data for a number 
of years and provide a more reliable analysis of the quality 
of training of specialist engineers in accordance with 
modern economic requirements [23]. 

IV. CONCLUSIONS 
 A comparative analysis of theory and practice has 
revealed the main trends in higher education: the transition 
to a knowledge society in new, unknown conditions of the 
digital economy; low competitiveness of the university in 
the world market, due, inter alia, to the mismatch of the 
measured quality indicators; increased pressure from 
social change. The revealed contradiction allows us to 
formulate an urgent task, which consists in the scientific 
justification and development of a methodology for 
analyzing and assessing the risks of the life cycle of 
educational activity by implementing a management 
mechanism based on FMEA analysis. 
 The paper presents a structural-component model of the 
process of "the provision of educational services", which is 
a structural analogue of the life cycle of educational 
services. The identification of the process structure will 
allow to determine in detail the points of risk, taking into 

TABLE II.   
DETERMINING THE SEQUENCE OF ANALYSIS OF SUBPROCESSES 

Figure 1. The sequence of FMEA on the main subprocesses of the 
process of “providing educational services” 

1.4 1.7 1.6 1.2 1.8 1.5

1.11.31.9
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account the implemented educational programs and quality 
management processes. 
 Serious work is needed to increase the importance of the 
profession of an engineer, his business culture, and 
professional competencies for a general improvement in the 
quality of educational services in engineering universities. 
The use of special technologies for the development and 
analysis of risks in the field of education allows us to 
ensure a high degree of taking into account the 
requirements of employers and other interested parties as 
a training for modern engineers. 
 In the course of the study, it was proved that the 
application adapted to Russian conditions 
 Firstly, it is the possibility of proactively identifying 
the “weaknesses” of the current educational process at 
each phase of the life cycle of the educational service and 
developing measures to prevent or overcome them. 
 Secondly, it is obtaining information about the risk of 
alternative options for the provision of educational 
services. 
 Thirdly, this is the identification of opportunities to 
improve the quality of educational activities; increasing 
the responsibility of developers for the quality of their 
activities, preparing an empirical base for the application 
of analytical and statistical methods for managing the 
quality of educational processes. 
 Fourth, this is a reduction in the number of experiments 
on the introduction of new educational programs and 
services, the identification of shortcomings in new 
developments. 
 Thus, the application of the analysis will be continued 
and supplemented by further studies of risks in the field of 
education, primarily while working in the international 
market for educational services and expanding work with 
foreign students. 

ACKNOWLEDGMENT 
This article was made umder the support of APVV 

project - APVV-16-0283. Project title:  Research and 
development of multi-criteria diagnosis of production 
machinery and equipment based on the implementation of 
artificial intelligence methods. 

REFERENCES 
 
[1] Danilina, E.I., Mingaleva, Z.A., Malikova, Y.I.: Strategic personnel 

management within innovational development of companies, 
Journal of Advanced Research in Law and Economics, Vol. VII, 
Issue 5 (19), Jarle - Asers, pp.1004–1013, 2016. DOI: 
10.14505/jarle.v7.5(19).0 6. 

[2] Ko, D.-G., Kirsch, L.J.: The hybrid IT project manager: One foot 
each in the IT and business domains, International Journal of 
Project Management, 35 (3), pp. 307-319, 2017. 

[3] Mavrina, I., Mingaleva A.: The Digitization of the Russian Higher 
Education. Digital Science. T. Antipova and A. Rocha (Eds.): DSIC 
2018, AISC 850, pp 134-142, 2019.   

[4] Torabi, S.A., Giahi, R., Sahebjamnia, N.: An enhanced risk 
assessment framework for business continuity management 
systems, Safety Science, 89, pp. 201-218, 2016. 

[5] Mingaleva Zh., Mirskikh I.: On innovation and knowledge 
economy in Russia, World Academy of Science, Engineering and 
Technology, 42, pp. 1018-1027, 2010. 

[6] Weimerskirch, G.S.: Total Quality Management: strategies and 
Techniques Proven at today's most Successful companies, 2nd., 
2002. 

[7] Lapidus V.A.: Total Quality (TQM) in Russian companies,  State 
University of Management; National Fund for Training Financial 
and Management Personnel. Moscow: News, 2002.  

[8] Brochado, A.: Comparing alternative instruments to measure 
service quality in higher education, Quality Assurance in 
Education, 17 (2), pp. 174-190, 2009. 

[9] Huth, M., Vishik, C., Masucci, R.: From Risk Management to Risk 
Engineering: Challenges in Future ICT, Systems Handbook of 
System Safety and Security: Cyber Risk and Risk Management, 
Cyber Security, Threat Analysis, Functional Safety, Software 
Systems, and Cyber Physical Systems, pp. 131-174, 2017. 

[10] Mavrina, I., Mingaleva A.: Formation of entrepreneurial 
competencies in the different programs of entrepreneurial education 
and training, Education for Entrepreneurial Business and 
Employment, Compass Publishing, Newton Abbot, UK, pр.45-59, 
2017.  

[11] Mukaddes, A.M.M., Bagum, N., Islam, M.A., Khan, M.M.A.: The 
application of quality function deployment to improve the teaching 
techniques in higher education, International Journal of Industrial 
and Systems Engineering, 11 (1-2), pp. 97-109, 2012. 

[12] Kenchakkanavar, V. D., Joshi, A.K.: Failure Mode and Effect 
Analysis: A Tool to Enhance Quality in Engineering Education, 
International Journal of Engineering, Vol.4, Issue (1), 52-59, 2010. 

[13] Albertivan, D., Limantara, H., Rachmadiati, R.A., Pamungkas, 
A.W., Surantha, N.: IT risk identification and evaluation: A case 
study on XYZ University, International Journal on Advanced 
Science, Engineering and Information Technology, Vol.9, Issue 1, 
pp. 250-257, 2019. 

[14] Takalo, S.K., Sadr Abadi, A.R.N., Vesal, S.M., Mirzaei, A., 
Nawaser, K.: Fuzzy failure analysis: A new approach 
to service quality analysis in higher education institutions (Case 
study: Vali-e-asr University of Rafsanjan-Iran), International 
Education Studies, Vol.6, Issue 9, pp. 93-106, 2013. 

[15] Dmitriev, V.Ya., Borisova, T.A.: Features of the application of the 
GOST R ISO standard for building quality management systems for 
educational services, Economics and Management, No. 6, (140), 
pp. 47-54, 2017.   

[16] Kostyukova, T.P., Lysenko, I.A.: Educational institution as an 
object of management in conditions of risk, Bulletin of USATU, 
series "Management in socio-economic systems", V. 15, No. 5 (45), 
pp. 208-215, 2011. 

[17] Nikitin, N.Sh., Scheglov, P.E.: Quality of higher education. Risks 
in training specialists, University education: practice and analysis, 
No. 1 (24), pp. 46-59, 2003. 

[18] Opfer, O.A.: University risk management when interacting with 
employers, Electronic scientific and educational journal of VGSPU 
"Faces of knowledge", No. 7 (41), pp. 179 – 182, 2015.  

[19] Lurie, A.I.: Analysis methods to improve the quality of design and 
technological solutions: Textbook. Allowance. Perm. state tech. un-
t, Perm, 2005. 

[20] Ivanov, V.A., Selezneva, A.V.: Features of the application of ISO 
standards in higher education, Higher education today, No. 8, 
pp.34-38, 2013. 

[21] Sapietová, A.,  Sága, M, Kuric, I.,  et al., Application of 
optimization algorithms for robot systems designing. International 
Journal of Advanced Robotic Systems, 2018, ISSN: 1729-8814 

[22] Kuric, I.: New methods and trends in product development and 
planning. 1st International Conference on Quality and Innovation 
in Engineering and Management (QIEM). Cluj Napoca, 17.3.-19.3. 
pages: 453-456, published: 2011, ISBN:978-973-662-614-2 

[23] Tlach, V., Cisar, M., Kuric, I., Zajacko, I., Determination of the 
Industrial Robot Positioning Performance, Modern Technologies in 
Manufacturing (MTEM 2017 – AMATUC), Cluj Napoca, 12.10 – 
13.10.2017, Article number: UNSP 01004 

[24] Dodok, T., Cubonova, N., Cisar, M., Kuric, I., Zajacko, I., 
Utilization of strategies to generate and optimize machining 
sequences in CAD/CAM, 12th International Scientific Conference 
of Young Scientists on Sustainable, Modern and Safe Transport, 
Slovakia, 31.05-02.06.2017, vol. 192, pp. 113 - 118 

 

535



Virtual Mine – successful story of education in 
raw materials 

 

M. Molokáč*, D. Tometzová, G. Alexandrová**, M. Kobylanska*** and Z. Babicová**** 
* Technical University of Košice/Department of Earth Resources, Košice, Slovakia 

** Technical University of Košice/Recrorate, Košice, Slovakia 
*** KGHM CUPRUM sp. z o.o. Centrum Badawczo-Rozwojowe, Wroclaw, Poland 
****Technical University of Košice/Department of Geosciences, Košice, Slovakia 

 
mario.molokac@tuke.sk, dana.tometzova@tuke.sk, gabriela.alexandrova@tuke.sk, mkobylanska@cuprum.wroc.pl, 

zdenka.babicova@tuke.sk  
 

Abstract— Education is a powerful tool not only for 
obtaining information and knowledge, but it is a powerful 
tool for creating opinions and decision making as well. 
Education is capable of changing views and stereotypes 
associated with various industrial sectors. Therefore, it was 
chosen as a tool to change opinions about the mining 
industry as an outdated sector, which is not able to keep 
pace with the modern sectors of economy. This article shows 
the possibilities of using modern presentation methods to 
highlight the importance of raw materials and the 
attractiveness of mining as a sector which uses the most up-
to-date technical tools. 

I. INTRODUCTION 
At present, human society is beginning to address 

global issues. This issue has also affected the younger 
generation, who feels personal responsibility for their 
future. Ecology and sustainable development are 
becoming a key issue across all ages. On the one hand, it 
is astonishing that people can join in the fight to save the 
planet, but on the other hand it also brings with it the 
risks of what can be felt in some industries. This trend is 
noticeable mainly in heavy industry, such as mining of 
raw materials [1].  

The younger generation can prove enthusiastic about 
one thing, but it is necessary to see the consequences and 
impact on all other components of life. Therefore, it is 
essential to demonstrate that the extractive industry is an 
important and safe sector and must be done in general 
and not only marginally. In order for the young 
generation to have all the necessary information, it is 
necessary to educate them in all areas. Modern trends and 
recommendations in education should be taken into 
account [2].  

Success can be started by following educational trends 
in European schools [3], [4]. 

A key role in educating young people should be borne 
by educational authorities as technical universities 
focused on mineral resources [5]. 

Museums should be an important platform for 
introducing changes and modernizing the history of 
mining education [6] in particular specialized mining 
museums [7]. 

 

 
 

II. VIRTUAL MINE PROJECT 
6 European countries have decided to show the general 

public and young people in the particular the needs for 
raw materials in a way other than classical education.  

The main goal is to increase the awareness among 
local community about the importance of raw materials 
and its possible use for better development of the 
European regions. Furthermore, the project is to 
popularize mining among the general public, especially 
children and students who start to develop their path 
career, as well as to show the importance of the minerals 
in our modern world. The main stress should be put on 
creating conditions to convey knowledge on raw material 
as key to the development of the circular knowledge-
based economy in the most effective way. Specific 
objectives are: showing attractiveness and diversity of 
mining through the use of customized, innovative 
teaching methods, strengthening the key competencies in 
children and students, such as practical use of obtained 
knowledge in the field of mining, creativity and 
entrepreneurship, as the skills necessary in further 
professional life and showing to the project participants 
the usefulness of education in sciences and their use in 
today’s labor market in the context of planning an 
attractive career, breaking stereotypes about mining, 
generally applicable in the society, including use of raw 
materials. Showing social utility and application of 
mining in everyday life as the model of sustainable 
development, establishing cooperation between scientific 
and informal educational public entities to improve the 
attractiveness of vocational education in the faculties. 

The solution 
The project combines the development of educational 

models with the knowledge-based economy of RM. 
Planned activities under the project will contribute to the 
rise of the creativity level and practical application of 
scientific and technical knowledge. The project will show 
that specialization in raw materials industrial applications 
can be “trendy” and, choosing the experimental science 
as a field of study gives a chance for an attractive career, 
not only in scientific units but in enterprises operating on 
the basis of intelligent specializations. The VirtualMine 
educational program is developing the methods to 
encourage young people to choose a career in mining 
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faculties. Implementation of the project will strengthen 
the further development of increasing the involvement of 
informal education in attitudes [8]. 

The project focused mainly on children and students - 
people who have a very little knowledge about mining, 
despite using modern information technologies and 
channels. It is an abundant group of people, which can 
extend over time into all of the previously mentioned 
target groups. Therefore, this target group is the most 
significant in terms of long-term planning and requires 
sufficient attention and information about mining and its 
connection to human civilization and the impact on 
nature as well. Children need to be attracted by teaching 
the regional history at the basic level of education [8], 
and thus gradually brought closer to the history of mining 
itself [9]. 

 
 
 

III. UNTRADIONAL EDUCATION 

A. Educational Mining Offer For Childer and Youth 
The VirtualMine partners produced short films and 

presentations advertising the educational offer regarding 
mining, intended for children and youth for each of the 
participating countries. The aim is to promote the various 
educational activities available, such as educational 
programs and exhibitions, in an effort to widely 
popularize the knowledge on mining in participating 
European countries and increase the number of people 
visiting the promoted activities. 

B. The comic book 
The comic book “Kobold the Treasurer and a history 

of raw materials in a nutshell" was created in the 
framework of the VirtualMine Project. Kobold the 
Treasurer is a creature who, for ages, has been guarding 
treasures hiddden under the ground. Wondering with him, 
you will know the history of man and the raw materials 
he used. The comic book is available in 9 different 
languages.  

C. Roboblocks 
The children were familiarized with mining through 

playing Lego Education blocks. Within the VirtualMine 
project a series of workshops were created during which 
the children's task is to build robots that can be found in 
underground mines every day. The combined efforts of 
the design teams of KGHM Cuprum and Roboklocki led 
to the preparation and development of outlines that form 
the base on which children can build different robots. 
During the workshops, children constructed robots: the 
searching robot (exploration), the drilling robot 
(exploitation), the crushing robot (transport of rocks) and 
the conveyor robot that separates the ore from the waste 
(processing). 

D. The museum educational program 
The educational program “Copper. A history of the 

extraordinary metal” was developed as a basic 

educational tool about mining and the use of copper as 
one of the raw materials that were the basis for the 
development of our civilization, technology and culture. 
The program was created by Copper Museum in Legnica 
and KGHM CUPRUM Ltd. Research and Development 
Centre in Wroclaw, Poland. The main goal of the 
program is to increase the awareness among local 
community about the importance of raw materials and its 
possible use, to popularize mining among the general 
public, especially children and students, to show the 
importance of the minerals in our contemporary world, as 
well as to create conditions to convey knowledge on raw 
material in modern and the most effective way. The aim 
of the educational program is also to introduce children 
and youth to the issues related to the use of copper by 
humans, to present its characteristic features, the 
production technology and fields in which the metal is 
irreplaceable. 

The program has been divided into four main 
sections: 
    copper as an element and as a metal and its occurrence 
in nature 
    copper’s properties 
    mining and copper metallurgy 
    ways of using copper by a man 
Each program section is divided into subsections and 
includes rich graphic material. 

E. Social events, festivals, workshops 
Engagement of as much senses as possible during the 

learning process (sight, hearing, touch, active 
participation) in an effective way [10]. 
Activity/movement – certain forms of education directly 
engage movement into the learning process e.g. the 
Montessori education. Movement is closely related to any 
learning. Our brains are evolving in a world in which we 
move and are active, and not in the world where we 
passively sit on the bench and think abstractly. 
Contemporary neurological research leads to the same 
conclusion, that the education to promote effective 
learning should largely involve movement [11].  Children 
are able to learn about mining technologies directly 
through activities, which are authentic, and have an 
authentic product as well – a little gold flake, which 
becomes their property. The children got to know through 
educational activities which were realized through social 
events, festivals and workshops. Over the course of the 
project, a large number of them have been realized and 
several thousand children have been drawn into the 
educational process. Several of them were realized during 
university days, where children could see not only the 
importance of raw materials, but also the latest research 
and students. It was a good experience not only for 
obtaining information, but also showing the possibility of 
their career growth. 
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Figure 1.  Lecture during the workshop (author) 

 
 

IV. MODERN EDUCATIONAL  
As the most important target group, which can be found 

in more of the Virtual Mine objectives, children are the 
center of attention in education. If we want to educate 
children, we need to meet one of the basic goals in 
education, which is to attract, or rather to preoccupy the 
child´s mind with the subject for its entire life. To achieve 
this we need to create a strong emotion. It is commonly 
known that strong emotions are those which come 
together with something new in an unusual or a shocking 
way. Nowadays, children are accommodating to the age 
full of modern technology, but on the other hand they still 
remain to be children to which sitting without moving and 
learning for a long time is boring. Therefore, three basic 
conditions must be met for an interesting form of 
education: 

A. Educational Apps in RM 
The educational program "From exploration to 

exploitation: A minerals adventure" was developed as a 
two-to-three-hour workshop in the form of an 
entrepreneurship game, aiming at familiarizing 
undergraduate students with the concepts of Mineral 
Research and the Exploitation of a given ore deposit. The 
operational environment is developed in a network 
application, where the participants, through their 
computer, are invited to play the geoscientist’s role and 
direct mineral research activities from the preliminary 
research phase to the possible exploitation of the ore 
body. 
 

B. 3D hologram 
The 3D image is presented in the form of a hologram 

using Dreamoc. The hologram rotates 360 degrees. The 
hologram presents the miner in the complete working 
clothes with the personal protective equipment: hard hat, 
gas dust mask, safety goggles, lamp, reflection elements, 
self rescuer, safety shoes, gas detector. Each element of 
the miner's equipment/garment is highlighted turning on 
the hologram and its name is given. 
On the touch screen next to the hologram the user can 
read a short description of individual elements and find 

out what they are for and why they are important in the 
context of mining works safety. The participant is able to 
stop the hologram, rotate it on his own and indicate the 
elements about which he wants to learn more. 

C. Game “Life without raw materials” 
During playing the game two visitors have to 

cooperate to help the boy find proper deposits and 
produce semi-finished products to make the selected 
device at the final stage.        

The following objects/devices have been selected for 
reproduction: house, media, computer, smartphone and 
car. For each mission - the reproduction of each device, 
the player must provide four most important raw 
materials for their production. 

To build each object or device, the child has to use the 
raw materials that will have to be found, exploited, 
extracted and processed. It is assumed that the player has 
to obtain four key raw materials for the construction 
(creation) of each object/device. 

The first couple starts from building the house, the 
second is to provide the electricity, water, light, the next 
have to create the car, phone and computer. 
The participants determine between themselves what kind 
of raw material they are looking for. They cannot look for 
the same raw material and they must cooperate with each 
other. 

 
Figure 2.  An example of using of 3D holohram [8]. 

D. The 3D virtual mine 
In the first stage of creating 3D models [12], they 

were displayed on 2D devices, but nowadays 3D devices 
are used increasingly. The 3D virtual mine is application 
called “Mining over centuries”. The main purpose of 3D 
visualization of the underground copper mine is to show 
changes taking places in mining over the centuries. 
Thanks to wearing HTC Vive goggles the user will be 
transferred to virtual world of ancient (former) mine.  

The journey (trip) begins in an old narrow 
underground excavation and finishes in a modern mine - 
user gets into mining elevator. During the travelling the 
spectator takes parts in three-four scenes representing 
mining at a different stage of development. 

The participant travelling through adits is able to see 
how the mining techniques, the exploitation methods, the 
lighting systems, the size of the passage and the mining 
tools (equipment) have changed. 
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The transition (teleportation) between "scenes" takes 
place through a symbolic "Gate of Time". The “Gate of 
Time” is hidden in the mine's wall. The player has to 
perform different tasks in order to discover and open the 
"Gate of Time" and move to the next part of virtual mine. 
The tasks concern helping the miner to mine the rocks - 
exploitation of the copper ore: 
    manual digging the rock using primitive tools in the 
first scene, 
    manually breaking rocks with a hand hammer, 
    using explosives to break up rocks in modern mine: 
selecting drillholes on the drill point grid on the 
operational face, loading the explosives to holes, 
connection of wires, detonation from the level of mining 
machine. 
 

V. MODEL OF EDUCATION IN MINING – THE VIRTUAL 
MINE 

Qn the start of the project was created a model of 
education which includes all conditions - interactivity, 
activity/movement and modern technologies in order to 
achieve the most efficient educational process [9]. 

 

 
Figure 3.  Educational process with modern presentation technology 

[9]. 

The assumption was that we give the children something 
more to the educational process - fun, interesting things, 
unusual stories, interactivity, various activities what 
education make memorable and interesting. 
The aim of all was to awaken the interest of children in 
education and to show the importance of raw materials. 
After three years of all projects activities it is possible to 
claim that the goal has been achieved. 
What's more, the interest of children is still after the 
project ending. Not only new children come but the 

children who have already done it, also return to the 
excursions and workshops. At the present time when 
children are still focusing on something new, we consider 
it as a great success. 
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Abstract—This paper deals with Voice over Internet Protocol
(VoIP) in the environment of University of Žilina. There was
VoIP solution based on SIP proxy Kamailio in addition with
FreeSWITCH and RTPProxy. This solution was qite hard to
maintain and administer. After longer discussion we choose
Asterisk PBX as replacement for all three softwares. We will
show current state and our path to new solution.
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I. INTRODUCTION

Voice over Internet Protocol (VoIP) is technology of trans-
porting voice in environment of data network. In the past,
there were separate networks for each service. PSTN (Public
switched telephone network) was for voice transport, Cable
television (CATV) for video distribution and Internet for data
transport. Nowadays, more and more often, all three services
(voice, video and data) are using one data network, which
is called converged network. In our department, Department
of information networks, we also use VoIP technology for our
needs. We run our own VoIP Private Branch Exchange (PBX),
which is connected to university’s PBX and then connected to
PSTN.

In our department, we have been studying VoIP systems
for longer time. It was also a reason, why we set up VoIP
PBX, primarily for scientific reason. Therefore, we changed
analog and digital telephones from university for our own
VoIP ones. But nowadays, we are leaving VoIP technology.
We have used to our telephones and we would like to retain
them. As we mentioned above, we have been studying VoIP, so
our VoIP topology was quite difficult. We decided to simplify
our topology for easier management of PBX and telephones.

A. Analysis of current state in the world universities

In Slovakia, all universities are connected to network called
Sanet (Slovak Academic NETwork). And five universities also
have VoIP system connected to same network - University
of Žilina, Slovak technical university, Comenius university,
Technical university of Košice and University of Matej Bel.
Current topology and dialplan is available in [1].

Another example is at Tokyo University of Information Sci-
ences, where administrators developed voice system based on
IMS (IP Multimedia Subsystem) with usage of Asterisk PBX
[2]. IMS is VoIP system based on SIP signalization protocol
and is part of Next Generation Architecture (NGN), which was

standardized by ETSI (European Telecommunications Stan-
dards Institute) and ITU-T (International Telecommunications
Union – Telecommunications Sector) [3] [4].

At National Defence University of Sri Lanka, administrators
used AsteriskNow as central PBX for their VoIP system. They
have been using analog system, which was very expensive
to extend. AsteriskNow is VoIP solution based on Asterisk,
but it is whole operating system with utilities and web GUI.
For interconnection between new Asterisk and existing analog
PBX and phones, they used analog card connected directly to
Asterisk [5].

University of Colima in Mexico did not used SIP signal-
ization protocol for their VoIP system, bud they decided to
use H.323 protocol family, which is standardized in ITU-
T recommendations. As main switch they used Alcatel M3,
which is connected to either analog endpoints and H.323
gatekeeper. As gatekeeper they used open source project
AudioCodes MP108 [6].

II. CURRENT STATE OF VOIP IN OUR DEPARTMENT

All entities are installed on one physical server based on
Debian 6 Squeeze. The topology consist of five main entities:

• Kamailio SIP proxy
• MySQL database
• Siremis web dashboard
• RTPProxy
• FreeSWITCH PBX
First, and main element is Kamailio SIP proxy server, which

is responsible for routing of SIP messages. It is installed in
version 4.4.6, which is quite outdated. Nowadays (September
2019), the last stable version of Kamailio SIP proxy is 5.2.0.
Kamailio is based on modules. You can install modules to it
and add more functionalities, such as connection to MySQL
database, LDAP directories, add ability to use encrypted calls
via TLS, or use and see presence status.

Our university has deployed phone system in all it’s build-
ings. There are analog, digital and also VoIP phones. Because
there are more buildings, we have one PBX for each building.
In central, there is one PBX based on Cisco Call Manager,
which is also connected to public telephone network. This Call
Manager makes extensions delegation to branch PBXes. Our
department has its own PBX and it is integrated to dialplan.
University delegated us ten extensions and we made our own
dialplan. When there is a call to one of our extensions, it is
routed to our Kamailio SIP Proxy. Same on opposite direction,
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when there is a call placed from our phones, it is routed to
University Call Manager via Kamailio. There is connection
called SIP Trunk between our Kamailio and Call Manager,
which is trusted connection between two SIP Proxies.

The Kamailio works as main SIP router. When there is
a request for phone call, Kamailio in it’s dialplan searches
for extension to dial. If it is not local extension, it sends
call request via SIP trunk to University PBX. If it is local
extension, it searches database for contact information. In SIP
terminology, it acts as registrar and location server. It means,
that clients registers to the Kamailio and it saves their names
and addresses to database. When there is placed call to some
extension, the proxy searches database with registered clients.
If there is no record of called client, it replies with error. When
there is a record of registered client, the proxy sends invite SIP
message to address, from where is the client registered. In our
installation, we use MySQL as backend database for Kamailio.

Kamailio can be managed by command line, or by graphical
user interface (GUI). GUI is not part of Kamailio, but it is
separate software, called Siremis. It is web portal written in
PHP and modifies database tables of Kamailio. It has support
for MySQL and PostgreSQL.

If there is a client, that is registered from network behind the
NAT (Network Address Translation), Kamailio uses RTPProxy
as helper for media handling. We use RTPProxy in version
1.2.1.

The last element in our VoIP infrastructure is FreeSWITCH.
This is softswitch PBX, which can serve as PBX, but we use it
solely for services. Main service is voicemail. When somebody
have missed cal, there is option to leave him message stored
on the PBX. He can listen it later, or, if there is mail server
installed, the message can be send as attachment to mail box
of the recipient.

Second service that is managed by FreeSWITCH is con-
ference. Conference is call between more than two person.
When there is request for conference call, Kamailio routes
request to FreeSWITCH, which is mixing audio streams.
Every participant receive all audio streams except his own.
Therefore all participants can hear each other.

All components can be installed via packages from repos-
itories, or by compiling from source code. FreeSWITCH as
well as RTPProxy have very old versions in Debian repository
packages. So we compiled them from source code. Packages
are simpler to install, uninstall and upgrade. We tried to create
packages from these softwares. With FreeSWITCH we was not
successful to create a package at all, and RTPProxy was not
compatible with our libraries and environment. This was also
a reason to redesign our VoIP topology. Physical topology is
shown on figure 1. The lines between components just show
their logical connection. As we mentioned earlier, all logical
components are located on one physical server.

III. PROPOSAL OF NEW VOIP CONCEPT

As you can see, the topology and the concept is quite
complicated. Because of difficulty of management we decided
to simplify the concept and reduce the number of components.

Fig. 1. Current logical topology

Because we wanted to have a continuous VoIP service, we
created a new topology on another server called Pollux, which
run newest Linux Debian 10 Buster. We are also teaching and
doing research in administration of servers, so we also used
virtualization approaches.

There were several options for Linux server virtualization
- container (docker, LXC/LXD) and full virtual machines
(KVM). We choose LXC, because it is easy to manage and
migrate containers, and it is more lightweight than KVM.
The difference between LXC and KVM is, that in LXC you
have common Linux kernel for all containers, and in KVM
every Virtual machine has it’s own kernel. This can be either
advantage or disadvantage. By using LXC you do not have to
patch and upgrade kernel of all virtual machines, it is done
only once. On the other hand, by using LXC you can not
install Windows server into Linux.

We were choosing between three SIP proxies - Kamailio,
FreeSWITCH and Asterisk. We have excluded Kamailio from
the selection, because it was only SIP proxy and did not
offer advanced services, such as voicemail and conference.
FreeSWITCH, as well as Asterisk are PBXes, so they offer
such services. We choose Asterisk, because it has great doc-
umentation and there is no problem with new packages in
several Linux distributions. Last but not least, we have more
experiences with Asterisk, because we are teaching students
how to administer own PBX based on Asterisk [7] [8] [9] [10]
[11].

In the figure 2 you can see logical topology of new VoIP
system. There are two LXC containers - for VoIP system and
database system. On the Pollux server, there are several more
LXC containers, but for simplicity we are showing only two.
The database container is also used by another services, an is
our main database. So we did not install separate database for
VoIP components, but we used existing one.

As you can see in the figure, there are two internal networks.
First, there is internal network, that is not connected to outside
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Fig. 2. New logical topology

of the server. There is internal bridge, that connects LXC
containers between each other. The database container is
connected to internal network only. This network has private
IP addresses, and if there is need to communicate to public
Internet, there is Network Address Translation (NAT). This is
mainly for security reasons. The VoIP container is connected
to either internal and external network. Via internal network,
it communicates with database. External network is connected
via bridge to physical interface of the server. There is no
address translation, so the container is connected directly to
the Internet with public IP address.

A. Asterisk PBX

Asterisk is a software implementation of a private branch
exchange (PBX). Asterisk is used to make and manage phone
calls. It is used for communication between VoIP clients, but
also for connection to a classic PSTN network. Created by
Mark Spencer in 1999 at Digium. Preferably, it is designed
for Linux-based operating systems. But it is also developed
for other operating systems such as MacOS, Solaris, FreeBSD,
etc. It is licensed under the GNU General Public License.
Software released under a license can be studied, edited,
altered, and further published. Since Asterisk is written in C
programming language, its hardware requirements are minimal
[12]. We choosed aster

Asterisk can operate several signalization protocols, such
as SIP, SCCP, MGCP, Megaco, H.323 and so on. In our
department, we used only protocol SIP, which has two modules
able to work with. The chan sip module is a channel controller
used to operate the SIP protocol on Asterisk. It was developed
at the beginning of SIP. This means that this module is stable
and time tested and supports all functions for basic SIP com-
munication. However, this module cannot be easily modified.

PJSIP is the library that is the basis for the chan pjsip channel
controller. This module is flexible and easy to add additional
functionality [13].

1) Users definition: Configuration file to PJSIP module
is called pjsip.conf. There is all configuration about users,
their transport (UDP/TCP/TLS, IPv4/IPv6, . . . ), passwords,
permissions where they can call, and so on. In the example
below, there is configuration of one user in pjsip.conf file.
Semicolon indicates comment.

[7761]
type=endpoint
context=mimokis ;context for user
disallow=all ;disallow all codecs
allow=ulaw ;alloved codecs
transport=transport-tcp ;reference to transport section
auth=7761 ;reference to auth section
aors=7761 ;reference to aors section

[7761]
type=auth
auth type=userpass ;authentication type
password=pass ;plaintext password
username=name

[7761]
type=aor
max contacts=1 ;number of maximum

simultaneous registrations

As you can see on sixth line above, there is a reference to
transport section. There can be several transport sections. In
our environment, we have four: two for IPv4 and two for IPv6,
each separately for TCP and udp, respectively. In example
below, there is section for IPv4 with TCP transport protocol.

transport=transport-tcp ;reference to transport section
type=transport
protocol=tcp ;transport protocol
bind=0.0.0.0 ;IPv4 to bind Asterisk

Last important thing in pjsip.conf is definition of SIP trunk.
SIP trunk is channel, that is used for interconnection of two
PBX-es. In our case it is connection to university’s PBX and it
is used for all outgoing and incoming calls. In example below,
there is our configuration.

542



[uikt-trunk]
type=identify
endpoint=uikt-trunk
match=phone.uniza.sk

[uikt-trunk]
type=endpoint
context=kis ;context for user
disallow=all ;disallow all codecs
allow=ulaw ;alloved codecs
transport=transport-tcp ;reference to transport section
from domain=kis.fri.uniza.sk ;domain to call from
direct media=yes ;enable B2BUA
aors=uikt-trunk ;reference to aors section

[uikt-trunk]
type=aor
contact=sip:phone.uniza.sk:5060

2) Dialplan: The dialplan is main logic of the PBX. There
is defined, what will happen after someone dials a number.
Configuration file is called extensions.conf and is located as
every Asterisk configuration file in /etc/asterisk.

In this section, we will show three basic examples, by which
you can construct all your dialplan. When you would like to
deploy your own public PBX, you should have assigned some
numbers. Each number is usually assigned to one user. You can
explicitly define every number that may be dialed, but you can
use regular expression to define more extensions in one line.
Our department have assigned twenty numbers: 1760 - 1769
and 7760 - 7769. As you can see, they differ only in first digit.
At regular expressions, you can use square brackets to define
set of available characters. Specially in Asterisk, you can use
special characters as replacement for set of number. Capital
X is replacement to single digit: 0-9. Therefore in Asterisk,
our twenty numbers can be represented as single “number”
[17]76X. This is four digit number, on first digit can be either
one or seven, and on last digit can be any digit. We used it in
example below. University of Žilina, uses seven digit number
with prefix 513. And we are part of Žilina region in Slovakia,
which have it’s own prefix 041. So in Slovakia, our whole
number is 041513[17]76X.

The first function NoOp does not do anything, only prints
it’s arguments to CLI. In Asterisk configuration, when using
regular expression, the extension must start with underscore.
On second line of our example, there is the dial command.
As parameter to this function we passed only last four digits
of whole national number. The ${EXTEN} is variable that
contains called extension. Last line is Hangup command,
which terminates the call.

exten => 041513[17]76X,1,NoOp(Call to: ${EXTEN})
same =>n,Dial(PJSIP/${EXTEN:-4},30)
same =>n,Hangup()

If your PBX is connected to either campus PBX or any
telco operator, you will use trunk. Trunk is interconnection
of two PBXes. In our case, we are connected to central
university’s PBX via trunk. Whole university have four digit

dialplan, do when you dial any four digit number, you will call
only to university phones. In example below, there is regular
expression (four X) that represents all four digit numbers. Then
there is dial command, that sends request via trunk.

exten => XXXX,1,NoOp(Call to extension: ${EXTEN})
same =>n,Dial(PJSIP/uikt-trunk/sip:${EXTEN}

@phone.uniza.sk:5060,30)
same =>n,Hangup()

Two examples above showed only extensions with numbers.
But in SIP environment, you can dial URI numbers as well. In
example below, we used only one dot in regular expression.
Dot in regular expressions means any character, so it can be
anything. As you can see there, SIP URI consists of three
parts: name or number, “at” sign and domain. In Asterisk’s
dialplan, variable ${EXTEN} contains only name before “at”
sign. When you would like to manipulate with the domain,
you need to use variable ${SIPDOMAIN}.

exten => .,1,NoOp(Call to SIP address: ${EXTEN}
@${SIPDOMAIN})

same =>n,Dial(PJSIP/uikt-trunk/sip:${EXTEN}
@${SIPDOMAIN})

same =>n,Hangup()

The three examples in this section are basic stones for
creating your own dialplan. There are many more function
that can be useful. Complete documentation is very extensive
and can be found online at [14].

a) Voicemail: One of services we wanted to implement
was voicemail. When someone does not answer call in some
period of time, caller can leave him a message. The message
is saved and then send as an attachment to defined email.
To make this work, you need mail server, which is able
to send mails to recipients. In our case, we used Postfix
MTA (Mail Transfer Agent). First file you need to edit is
voicemail.conf. There you need to set proper timezone in
[zonemessages] block. Then each participant needs to have
defined own mailbox. in our case it is in [default] block. First
parameter is password, then name and surname, followed by
e-mail, where to send file. Next parameter (pager number) is
not set, and very last parameter is timezone defined above.
Below is simple example of voicemail.conf file.

[zonemessages]
slovakia=Europe/Bratislava
[default]
1234 =>0000,Name,name@gmail.com,,tz=slovakia

Next file, where is configuration needed is extensions.conf.
In example below, there is very simple example. In first line,
the very last parameter is number defined in seconds. This
is time after which will ringing stops and continue to next
command. There is test, if extension was 1234, then open
voicemail service with number 1234. As you can see above, we
have set voicemail box for number 1234 in file voicemail.conf.

exten =>1234,1,Dial(PJSIP/1234/b1234,20))
same =>n,ExecIf($[”${ARG1}”=”1234”]?VoiceMail(1234))

543



b) Conference: Another service was conference. Con-
ference is call (either voice or video) between more than
two participants. PBX is collecting all streams, mixing it and
sends mixed streams to all participants. Naturally, final mixed
stream does not contain partial stream of participant, which is
recipient of mixed steam. In example below, there is the most
basic configuration of conference. When someone dials 9999,
it creates conference room number 1234. The configuration is
done in file extensions.conf.

exten =>9999,1,Answer
same =>n,ConfBridge(1234) ;creates room number 1234

B. VoIP security

Security was one of the goals of the deployment. There are
many threads on VoIP infrastructure. It can be attacks specific
to VoIP, such as VOIP packets to intercept someone, service
stealing, or, on the other hand, it can be attacks suitable on
any IP infrastructure, such as DoS/DDoS, Man in the Middle,
eavesdropping and so on [15]. One of available protection is
to use TLS (Transport layer security) encryption for signal-
ization, and SRTP (Secure Realtime Transport Protocol) for
multimedia transport. [16]. In our case, we use only plaintext
signalization and multimedia. Our security goal was defense
between DoS/DDoS attacks.

Our network has public IP addresses and is permanently
under attack, and after few hours after installation of Asterisk,
there was about five hundred SIP attacks. Since our PBX is
running on debian, we decided to use the built-in security
mechanisms of the system - IPtables. There are more tools
that can cooperate with IPtables.

1) Fail2ban: First tool we tried to use was fail2ban [17].
This is Intrusion prevention system that can cooperate with
many other softwares - web servers, mail servers, SSH servers,
PBXes and others. Mainly it protects system from brute-force
attack. One of disadvantages of fail2ban was, that it could only
read logs from asterisk. Configuration was to force asterisk to
write logs to special file, then configure filters on fail2ban and
set triggers. When triggers are active, they add filter rule to
IPtables. While IP address is blocked, asterisk does not create
logs even when th IP still attacks. Fai2ban, similarly as other
security tool removes blocked IP address from IPtables. Then
the IP address may be blocked again, if it attacks asterisk and
it creates log about the attack.

2) SecAst: We find fail2ban quite difficult to administer, so
we used SecAst [18] . SecAst is product of Telium company,
and is offered for free. It is available only for Linux operating
system. It is daemon especially created for securing asterisk
PBX and acts as intrusion detection and intrusion prevention
system. SecAst uses a variety of techniques and proprietary
databases to detect intrusion attempts, halt ongoing attacks,
and prevent future attacks. According to [19], SecAst offers
the industry’s largest databases of fraudulent phone numbers
and hacker IP addresses, available to both carriers and end-
users.

SecAst offers a proprietary geographic IP address database
(geofencing) allowing the administrator to create complex
firewall rules. Usage of geofencing dramatically reduces the
number of, and risk from, attacks allowing administrators
to quickly eliminate continents, countries, regions or cities
where their users would never be located. SecAst is a solution
communicating with a number of Asterisk, network, and Linux
subsystems. The data from these sources allows SecAst to
monitor connection and dial attempts with invalid credentials,
the rate at which users are dialing, the number of channels
in use by user across all protocols, the source IP of remote
users. By combining this data with Fraud and GeoIP databases
SecAst can effectively stop attacks in its tracks, and alert the
administrator with details of each attack.

When interconnecting with Asterisk, basic settings, user-
name and password must be set in file manager.conf. In
example below, there is our configuration.

[general]
enabled = yes
port = 5038
bindaddr = 127.0.0.1
[secast] ; username
secret = SecastPass ; secret to SecAst
read = all ; allow read to all
write = all ; allow write to all

Same username and password must be set in SecAst con-
figuration file /etc/xdg/telium/secast.conf.

IV. CONCLUSION

In this paper, we would like to present VoIP usage on
Department of informational networks, University of Žilina.
We would like to show, that it does not have to be difficult
to run own PBX. The advantage of using VoIP systems such
as Asterisk is support of several standardized protocols, such
as SIP, H.323, SCCP and others. So users can work from
anywhere, they are not tied to their hardware phones and
can be accessed for example via soft phones in their mobile
phones.

We presented simple PBX setup in environment of small
office with basic services. We hope, that this paper can be an
inspiration to another departments or universities to run their
own VoIP PBX, or to migrate from legacy analog or digital
phone systems to converged voice architecture.
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Abstract—This paper contains a description of EKV transis-
tor model properties and its application in ultra low-voltage
and/or low-power integrated circuit design. We also discuss and
investigate the suitability of the model for rather unconventional
bulk-driven approach to circuit design. Moreover, a modified
EKV model v2.6 parameter extraction sequence is proposed,
where deeper understanding of the model itself and better
overall correlation between the measured data and simulation
results is introduced. The obtained knowledge about the extended
extraction procedure has been directly incorporated into the
curriculum of IC design-related classes and student projects,
since modeling and simulation belong to the key education
activities in microelectronics field.

Index Terms—EKV Transistor Model, Bulk-Driven Circuits,
Ultra Low-Voltage Design

I. INTRODUCTION

The current trend of scaling MOS transistors is governed
by very well-known Moore’s law [1]. The emerging FinFET
and GAAFET technologies are exceptional in terms of power
efficiency per area, the scale of integration and the maximum
operating frequency [2]. However, they also introduce several
issues for the designers and process engineers. First of all, the
process variations and aging effects are becoming substantial
and in the current technology node (7 nm FinFET), the
behavior of transistors is becoming stochastic rather than deter-
ministic. This undesired effect will be even more pronounced
in the following process nodes, such as 5 nm and 3 nm.
Furthermore, the ESD issues, worsened thermal conductance
in combination with lowered maximum current densities create
problems with electro-migration, etc. These are just several
issues and challenges the engineers are facing today. From
the designer’s point of view, transistors in the cutting-edge
technologies are fine-tuned for switching purposes and are
therefore, predestined mainly for high-performance (but ex-
pensive) digital designs.
Analog and mixed signal circuits and systems are still designed
in rather mature bulk CMOS processes, such as 65 nm and
(much) higher. This is caused by significantly lower cost,
better fabrication process stability, and the transistor properties
in general. Moreover, the mature process nodes provide high
quality circuit components vital for analog design, such as
resistors, capacitors, varactors, inductors, etc.
The current trend of employing very low power supply volt-

ages and lowering the overall power consumption is also
supported by the recent demand for battery-powered electronic
devices on the market. Furthermore, the requirements for
minimized power consumption is more pronounced by the
onset of IoT technology [3].
Any electronic circuit, analog or digital, working with low-
ered power supply voltage or working in low-current regime,
cannot be designed without accurate device models needed
for simulation. There have been developed numerous compact
MOS transistor models describing the properties and behavior
using different description approaches. The model with most
impact and success in the industry can be divided into three
basic groups.
The industry standard Berkeley Short Insulated-Gate Model
(BSIM) model that has been used by the foundries for decades,
is based on the threshold voltage definition (up to BSIM4
version) and has been primarily developed for strong inver-
sion description (so-called Quadratic model) [4]. In order
to accurately model the behavior of transistors realized in
modern deep sub-micron processes, the model contains many
smoothing and fitting parameters and therefore, does not really
provide an insight into the operational physics anymore.
The second group is comprised of so-called surface potential
transistor models, which describe the behavior based on the
potential present on the Si-SiO2 interface. Models like SP, PSP
or MM belong into this family [5].
The third model group is based on the inversion sheet charge
present in the device’s channel. The best known MOS tran-
sistor models falling into this category are BSIM5 and higher,
ACM and EKV [6]–[10]. Since the second and third model
groups are newer, they are also more appropriate for nanoscale
transistor modeling, which requires the description of rather
complicated quantum effects, non-quasi static behavior, layout
related effects, and so on. Their main advantage, however, lies
in continuous modeling across the whole range of the input /
output voltages and currents, as well as providing continuous
derivatives of mentioned parameters. Thanks to this property,
these models accurately describe the transistor behavior not
only in the strong inversion but also in the sub-threshold
region (weak inversion). Furthermore, it also provides an
accurate description of the smooth transition between these
two regimes.
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The already mentioned low-power and low-voltage circuits are
usually designed in weak or moderate inversion because the
threshold voltage scaling does not follow the pace of geometry
and supply voltage scaling. In other words, the finer CMOS
technology node, the lower voltage difference between the
nominal power supply voltage and the threshold voltage - the
voltage head-room. This is also one of many reasons why
circuit designers, in some cases, employ rather unconventional
design approaches or circuit topologies such as bulk-driving,
dynamic threshold mode, and so on [11], [12]. In summary, we
can easily see the motivation for additional scientific research
in the area of nanoscale MOS transistor modeling oriented
at low-voltage / low-power circuit design with emphasis on
correct bulk-driving description. A correct understanding and
modeling the physics in the MOS transistor structure is the
key piece of microeletronics industry as well as the university
study programs.

II. FUNDAMENTALS OF EKV MOS TRANSISTOR MODEL

The EKV MOS transistor model v2.6 contains only 30 core
parameters which represents, by far, the lowest number of
all industry standard transistor models used today [13]. It is
based on work published during the 80’s and 90’s in [14].
The EKV model takes the bulk terminal as a reference node,
as opposed to BSIM model, which relates every potential to
the source terminal. The graphical interpretation of referencing
in EKV model is shown in Fig. 1. One can also observe the
fundamental approach of the EKV model to description of
intrinsic long-channel MOS device.
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Fig. 1. Fundamental concept of EKV transistor model.

The current flow is calculated based on the inversion charge
QINV normalized by the gate oxide capacitance COX (also
called inversion sheet charge). The value of the inversion sheet
charge is primarily determined by the gate voltage. The second
parameter of EKV model is the voltage across the channel
itself (VCH ), defined by drain and source terminal voltages.
Eq. 1 defines the drain current as an integral of sheet charge
across the channel, which actually consists of the forward

and reverse current components. The symbol β denotes the
transconductance parameter. The channel description based
on normalized sheet charge can be simply transformed into
the surface potential model employing the inset differential
equation also depicted in Fig. 1.

ID = β

∫ VD

VS

−QINV

COX
dVCH

= β

∫ ∞

VS

−QINV

COX
dVCH − β

∫ ∞

VD

−QINV

COX
dVCH

= IFORWARD − IREV ERSE

(1)

The crucial variable, as one can observe, is so-called pinch-off
voltage (VP ) or sometimes called pinch-off surface potential.
It denotes the channel potential at which the inversion sheet
charge becomes zero at non-equilibrium conditions. On the
other hand, the threshold voltage is defined as a channel
potential at which the inversion sheet charge becomes zero at
equilibrium state. Using a known value of VP , the drain current
can be approximated by Eq. 2, describing the forward and
reverse drain current components. The normalization factor,
in this case, is so-called specific current - ISP , n denotes
a slope factor, μ is effective charge-carrier mobility and UT

represents Boltzmann’s thermal voltage.

IF,R = ISP .ln
2

[
1 + exp

(
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2.UT

)]

= ITECH .

(
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)
.ln2

[
1 + exp
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2.UT

)]

= 2.n.μ.COX .U2
T .

(
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L

)
.ln2
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1 + exp

(
VP − VS,D

2.UT

)] (2)

The specific current value can be scaled further by W/L shape
ratio into approximately a constant technology current for
given fabrication process. The value of specific current also
defines the point, where drift and diffusion components are
equally contributing to the drain current. Moreover, it also
defines the very center of inversion range, the point where
inversion coefficient (IC) is unity. Mathematical definition of
IC is expressed in Eq. 3.

IC =
ID
ISP

=
ID

ITECH .
(
W
L

)
= ln2

[
1 + exp

(
VG − VTH

2.n.UT

)] (3)

The main feature of EKV model is a continuous description
of the inversion sheet charge (or inversion level) within the
MOS structure. This means that the EKV model will inher-
ently describe the drain current with great accuracy across
the whole voltage range. Especially, with the input voltage
ranging between the sub-threshold regime (or weak inversion
- WI) and strong inversion - SI. This transition region of
inversion range is often called medium inversion - MI and
is well-known for its difficult analytical description. Fig. 2
depicts the trademark and benchmark curve of EKV transistor
model. One can observe a smooth transition of gm/ID ratio
(transconductance efficiency factor) between the weak and
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strong inversion. BSIM model v3.3 (provided by the foundry)
delivers inferior and unsatisfactory results of gm/ID in weak
and medium inversion areas due to its original focus on the
input voltage above the threshold voltage level. Eq. 4 defines
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Fig. 2. Continuous transition of gms/ID across the inversion range

the interpolation used by EKV transistor model to describe
the transition region (medium inversion). The first part of
the equation is slightly less accurate but avails easy hand-
calculation during the circuit design. The second interpolation
exhibits tighter interpolation with the measured data but on the
other hand, double square root in the denominator introduces
a more difficult hand-calculations.
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1
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√
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Both interpolations, however, can be easily implemented into
a spreadsheet which will introduce an automated calculations
and transistor sizing [15]. This step represents a simple, yet
very powerful tool for analog / mixed-signal circuit designers.
Furthermore, the automation of transistor sizing proves to be
very beneficial for the students working on their semester
projects involving an analog circuit design in CMOS tech-
nologies.

III. PARAMETER EXTRACTION FOR ULTRA-LOW
VOLTAGE BULK-DRIVEN CIRCUITS DESIGN

A. EKV Model Parameters

The list of main EKV v2.6 transistor model parameters
sorted by their purpose is shown in Tab. I. EKV model also
contains parameters responsible for describing the voltage-
dependent parasitic capacitances and many more. However, the
main asset of EKV transistor model lies in already mentioned
continuous description of drain current and its derivatives
across the input voltage range.
The first part consists of so-called process parameters, which
are considered constant and fixed for a specific fabrication

TABLE I
LIST OF EKV V2.63 MODEL PARAMETERS

Purpose Name Description Unit

Process
Parameters

COX Gate Oxide Capacitance F / m2

XJ Metallurgical Junction Depth m
DW Channel Width Correction m
DL Channel Length Correction m
RD Drain Resistance Ω.m
RS Source Resistance Ω.m
RSH Active Area Sheet Resistance Ω/�

Intrisic
Channel

Parameters

VTO Long-Channel Threshold Voltage V
GAMMA Body Effect Parameter

√
V

PHI Bulk Fermi Potential V
KP Transconductance Parameter A / V2

EO Vert. Field Mobility Reduction V / m
UCRIT Longitudal Critical Field V / m

Short/Narrow
Channel

Parameters

LAMBDA Channel Length Modulation -
WETA Narrow Channel Coefficient -
LETA Short Channel Coefficient -
QO RSCE Peak Charge Density A.s / m2

LK RSCE Characteristic Length m
Impact

Ionization
Parameters

IBA 1st Ionization Coefficient 1 / m
IBB 2nd Ionization Coefficient V / m
IBN Saturation Voltage Factor -

Temperature
Parameters

TCV VTO Temperature Coefficient V / K
BEX EO Temperature Coefficient -
UCEX UCRIT Temperature Coefficient -
IBBT IBB Temperature Coefficient 1 / K

Matching
Parameters

AVTO VTO Mismatch Coefficient V.m
AKP KP Mismatch Coefficient m
AGAMMA GAMMA Mismatch Coefficient

√
V .m

Noise
Parameters

KF Flicker Noise Coefficient V.m
AF Flicker Noise Exponent m

process. The second part contains parameters modeling a long-
channel device, where we can neglect the fringe effects and
fabrication process imperfections. The following parameter
group introduces short and narrow channel effects such as
reverse short-channel effect (RSCE). The impact ionization
parameters are required for modeling the behavior at higher
drain voltage and its effect on the output conductance. How-
ever, with ultra low supply voltage values, the effect of impact
ionization will not occur and therefore, the extraction of
discussed parameters can be omitted for our purposes. The
temperature parameters require measurements to be repeated
for at least specified corner temperatures, but the most com-
monly used values are -40, -20, 0, 25, 85 and 150 ◦C. As
a rough estimation, these parameters can be extracted by
running several simulations using already provided models,
which would most likely be industry standard BSIM model
[16]. The matching parameters are usually provided by the
foundry but can be essentially determined by extracting the
statistical dispersion of given parameters using Pelgrom’s plots
for example [17]. The group of noise parameters, as they name
suggests, are responsible for modeling the small-signal noise
properties of the MOS transistor device.
There have been published numerous works on EKV parame-
ter extraction each with its own contribution to the field [18]–
[20]. Although, we could not find an article discussing the
application of EKV transistor models in bulk-driven circuit
design. Hence, we propose a novel extraction flow focused on
the devices, which would be employed in ultra low-voltage
and/or bulk-driven circuits. The flow chart of the proposed
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extraction sequence is depicted in Fig. 3. Since the ultra
low-voltage circuit design employs, almost exclusively, large
devices with either very low or very high W/L ratio, we can
straightforwardly omit the extractions on Narrow/Short device
geometry. Second simplification is represented by neglecting
the impact ionization in the bulk current.
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Fig. 3. The proposed extraction sequence for ultra low-voltage EKV transistor
model.

At drain voltage levels lower than the diode threshold, the im-
pact ionization causes current fluctuation below the resolution
of our semiconductor parameter analyzer, which is in order
of fA. Hence, we can neglect the effects and leave the model
parameters at their default values.
We also suggest to measure additional characteristics, which
are not required for the extraction itself but can be used for
the accuracy verification, which is strongly suggested. The
discussed measurements for given transistor geometries are
marked by asterisk in Fig. 3. Some of the original measure-
ment scenarios have been altered, in order to fine-tune the
extraction or verification for ultra low-voltage and bulk-driven
applications.

B. Process Parameters

The extraction of parameters COX, XJ, DL, DW, RD,
RS and RSH is performed on MOS transistors with various
physical dimensions ranging from the minimum channel width
and length up to 10 μm for both geometrical parameters.
The methods for extracting mentioned model parameters are
still evolving as are the CMOS fabrication processes. The
traditional techniques introduced in [21]–[23] are challenged
and improved by the recent ones [24].
Usually, three values for channel width is sufficient and in
our case study, the devices with Wmin, 2.Wmin and W = 10
μm have been chosen for the experiment. On the other hand,
the channel length is much more important parameter, which
affects the device performance significantly. Therefore, the
values of Lmin: 150 nm, 240 nm, 500 nm, 1 μm, and finally L

= 10 μm have been chosen for the prototype manufacturing. In
total, we have 7 device geometries of both channel types that
will undergo the experimental measurements and parameter
extractions.

C. Specific Current Extraction - SETUP1

The specific current extraction is the first experimental
measurement to be performed on each transistor geometry.
It is based on approximation of drain current dependency on
pinch-off voltage described by Eq. 2. The definition of specific
current is shown in Eq. 5 [6].

ISP =

[
2.UT .

(
∂
√
ID

∂VS

)
max

]2
= ITECH .

(
W

L

)
(5)

The extraction is carried out as follows. We sweep voltage
VS from zero to the nominal VDD for a given technology
with VD equal to VDD. We repeat this step with stepped VG

(refer to Fig. 1). The bench data then, undergo post-processing
in order to extract the specific current for given transistor.
The measured and simulated results of described analysis are
shown in Fig. 4
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Fig. 4. Extracted technology current over the gate voltage.

We observe a tighter agreement between measured values
and simulations using developed EKV model, rather then
BSIM model provided by the foundry. The specific current of
investigated transistor is equal to the maximum extracted value
(in our case, ISP = 590 nA). The discussed analysis is also a
great verification of the accuracy for the next experiment.

D. Pinch-off Voltage Measurement - SETUP2

The threshold voltage in EKV model is defined by Eq. 2 or
Eq. 3 as a condition when the argument in exponential function
is zero. The forward drain current at these voltage conditions
is equal to ISP .ln

2(2) = 0.48ISP , which is often rounded to
ID = ISP /2.
Before we continue, we need to define several so-called
adjusted voltage levels used by the EKV model. The gate
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voltage applied to a long-channel taking into account the body
effect and Fermi’s potential defined by Eq. 6.

V ′
G = VG −VTO+PHI+GAMMA.

√
PHI (6)

The value of GAMMA adjusted for narrow or short channel
known as γ′ is expressed in Eq. 7, which also takes into
account the input voltage conditions. For a wide/long device,
the adjusted γ′ becomes the original GAMMA because the
second part of the equation becomes virtually zero.

γ′ = GAMMA− εSi

COX
.

.

[
LETA

L+DL

(√
PHI+ VD +

√
PHI+ VS

)
− 3.WETA

W +DW

√
PHI+ VS

] (7)

The pinch-off voltage and its derivative, the slope factor, are
defined by Eq. 8 and Eq. 9, respectively. Based on their mathe-
matical definitions, we can extract parameters VTO, PHI and
GAMMA from a wide/long device. Parameters WETA and
LETA can be extracted by fitting the bench data acquired
from narrow/long and wide/short devices, respectively.

VP = V ′
G −PHI− γ′.

⎡
⎣
√
V ′
G +

(
γ′

2

)2

− γ′

2

⎤
⎦ (8)

n =

(
∂VP

∂VG

)−1

= 1 +
GAMMA

2.
√
PHI+ VP

(9)

As the theoretical background stated earlier suggests, the ex-
traction of threshold voltage is derived from constant current-
based measurement methods. The schematic diagram of the
discussed measurement setup can be observed in inset of Fig.
5. One can also observe the results of the experimental bench
data and simulation performed with developed EKV model
and original BSIM model.
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Fig. 5. Extraction of intrinsic long channel parameters - VTO, GAMMA,
PHI.

Both models fit the measured voltage correctly. The difference,
however, lies in the derivative of discussed curve - the slope
factor n. Both models fit the measured data above the threshold
level quite reasonably but BSIM model accuracy plummets
below this value. The sudden change could be explained by the
referencing to bulk node in EKV model and source terminal
in BSIM model [25].

E. Transfer Characteristics - SETUP3

The transfer characteristics for EKV parameter extraction
are performed in linear regime (also called triode or conduc-
tion regime). Hence, the drain voltage is set low to VD = 20
mV. The gate voltage is then swept from zero to a desired
value. In our case, the nominal power supply voltage for our
projects is set to 0.4 V. We repeat this measurement for various
non-zero VB voltages. Unlike the original setup, we will step
the bulk voltage from -0.4 V to +0.4 V. The latch-up effect
will not occur with such a low forward voltage level, even at
the highest ambient temperatures. The measured and simulated
drain currents are depicted in Fig. 6.
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Fig. 6. Transfer characteristics curves for various bulk voltages.

As one can observe, provided BSIM model fits the measured
data with inferior accuracy than the developed EKV model.
The drain current predicted by BSIM model is lower in weak
and medium inversion with positive bulk bias. Such a dis-
crepancy could cause a malfunction of already manufactured
circuit.

F. Output Characteristics - SETUP4

The last measurement setup is focused on output character-
istics of the investigates devices. Again, the maximum voltage
level for already explained reasons was set to 0.4 V. The
gate voltage was stepped by 50 mV from zero to 0.4 V. The
measured and simulated data are displayed in Fig. 7. Both
models fit the measured values of the drain current quite well.
Thanks to large device geometries and low levels of applied
voltage, the effects such as channel length modulation and
charge-carrier velocity saturation should not affect the output
characteristics and their derivatives significantly. This fact also
helps slightly with the design itself too.

IV. CONCLUSION

We discussed the extraction procedure of EKV model
parameters and also proposed a novel extraction flow, which
is focused on application of developed models in ultra low-
voltage and bulk-driven circuits. The experimental data ac-
quired from the fabricated samples are used by for the
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Fig. 7. Output characteristics and output conductance curves for various gate
voltages.

extraction of the EKV model parameters. The comparison
between measured data and simulations using the developed
EKV model and foundry-issued BSIM model confirm the
theoretical background of both transistor models. We can state
that the EKV model exhibits superior accuracy in low-voltage
and/or low-current operation. The obtained knowledge, exper-
tise and fundamental description of MOS devices using EKV
model have been directly incorporated into the curriculum for
students of microelectronics program with major in analog
and mixed-signal integrated circuit design, which is based on
modeling and simulation.
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Abstract— Computer networks are supposed to meet 
predefined security levels. Both the definition and the 
measurement of such security levels are usually based on 
subjective methods. Currently, there are no such methods 
based on objective parameters, which can be used to 
algorithmically calculate the reliability of computer 
networks. Reliability is often determined by the experience 
of IT engineers. In this paper we propose a new method that 
is independent of subjective criteria. Administrators and 
architects can measure or improve the security level of their 
computer networks based on objective parameters. A 
decision support system has been developed by us to design 
computer networks to maximize reliability and robustness 
based on the current architecture. This method is based on 
the theory of P-graphs. The topology given by the operator 
or architect can be modelled by P-graphs, and by 
performing optimization on this P-graph robustness can be 
measured. The result will be reflected back to the original 
topology, therefore we can make recommendations on the 
enhancement of the network’s robustness. The algorithm in 
this paper is compared to an already published case study. 

I. INTRODUCTION 

Nowadays, information security problems, various 
incidents, attacks against IT systems and computer 
networks are occurring more and more every day, and 
significant financial and human resources are used to 
identify, manage and mitigate the damage caused. Most 
network environments have no clear boundaries. Reducing 
the vulnerability of the network and increasing its level of 
reliability is part of the day-to-day work of operators, a 
task that can never be considered accomplished. 
Alongside computers, intelligent devices and the Internet 
of Things appear in computer networks. The age of the 
Internet of Things (IoT) is already here. By now, the 
number of devices connected to the Internet has increased 
in a fast pace. The IoT connects a large number of devices 
and gadgets to the global network, in a different way than 
in the former architecture [4]. The large number and 
different types of access introduce some unforeseen 
dangers and vulnerabilities, threatening the connected 
world more and more. According to the statistics [8] the 
lifetime of most computer viruses is between 6 and 14 
months, meaning that even after one year from their 
occurrences they are infectious, even though defensive 
software updates are provided a few days after the first 
occurrence of the infection. The case is similar with the 
known program vulnerabilities. Even if the developers 
provide corrections for the vulnerabilities, one can find 
many unpatched versions in the network even after a long 
time. Human negligence is also a part of the root cause. 

In recent days, the number of web malware has 
considerably been increased, due to automatic malware 
tools and exploit kits. Hackers use a number of hostile 
software that spread malicious software using automatic 
attacks, infecting computers. New attack methods and 
threats (e.g. cryptojacking, ransomware) require new 
defensive methods. Due to the evolution of various types 
of cyber-attacks, designing an adaptive defense becomes 
challenging. 

To measure the security of an IT system and computer 
network against threats, we need to consider a number of 
related parameters, vulnerabilities and errors in the 
required hardware and software components, and the 
required user activity. A metric can be used to determine 
the vulnerability and robustness of a given infrastructure 
using a mathematical model. This indicator refers to the 
likelihood that devices and software running on them will 
be exploited by an attacker in the event of an attack. 

In our research the two fundamental elements of the 
security of computer networks are robustness and the 
number of known vulnerabilities in the system. Computer 
security and robustness are inseparable from each other. 
While examining a reliable operation of either bare 
hardware or cloud-based systems, the robustness 
originates practically from structure, bounded by 
topological and physical dependencies. The primary focus 
of our current research is robustness. The definition of 
robustness in this research is the ability of a computer 
system to cope with errors during execution and cope with 
erroneous input. 

Computer networks are supposed to meet predefined 
security levels. Although there are some existing 
categorization techniques, they are usually based on 
subjective measurements. For instance in the research 
carried out by Kresimir Solic and others [7], network 
admins, normal users and security experts were asked to 
evaluate their systems in terms of security. This solution 
obviously depends on the competence of the participants 
of the survey. Similar solutions can be found, for example, 
in Hungary under the Information Security Act for 
Electronic Security of State, Government and Municipal 
Institutions, which defines five levels of security available 
and categorizes it using pre-made complex tables. So the 
determination and measurement of security levels are 
generally based on questionnaire methods. It would be 
useful to develop a method that can be automated. 

II. OUR TASKS 

 Our goal is to design an objective definition for 
security level that is based on the topology provided by 
the operators. We provide an algorithmic method to 
calculate this value. This gives the optimization of the 
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current architecture. This method can be used for 
measuring the robustness and vulnerability of computer 
systems. The mathematical background of our method is 
based on the P-graph methodology, which has been used 
for modelling various engineering systems, as well as 
business processes and supply-chains.  

The methodology of P-graph was developed by 
Professor Fan and Friedler to examine special 
optimization problems in 1970s [5]. In this model, there 
are different raw materials and operating units. Operating 
units can create other materials from raw materials or 
other intermediate materials. The goal is to produce the 
product materials by connecting the operating units 
appropriately. The mathematical representation is a 
directed bipartite graph. The first vertices set represents 
the materials, the other represents the operating units. 
There is an arc from a material to an operating unit, if the 
material is processed by the operating unit. There is an arc 
from an operating unit to a material, if the operating unit 
produces that material. Using this model it is possible to 
exploit combinatorial properties of solution structures, 
thus optimizing large combinatorial problems [3]. In our 
research, the vertices set may represent used IT tools and 
used software. While edges can represent communication, 
data and information flow. 

Mathematical definition of P-graph is the following: 
Let M be a non-empty finite set of objects. 
O P(M) × P(M), where P(M) denotes the power set of 

M. 
(M,O) pair is called P-graph, where the set of vertices: 
V = M O, 
the set of edges: 
A = A1 A2, 
where 
A1 = {(x,Y) : Y = (α,β) O,x  α} A2 = {(Y,z) : Y = (α,β) 
O,z  β} 
If (α,β) O, then α is an input, β is an output material 

set. 
There are three cornerstones of the P-graph framework: 
• Structural representation: P-graph 
• Axioms of the combinatorically feasible process 

networks 
• Algorithms for 

– Generating the rigorous superstructure 
– Generating the combinatorically 

feasible process structures 
– Generating optimal or n-best networks 

The optimal solution structure generated by process-
network synthesis must have several basic features that 
are taken for granted as axioms, and the introduction of 
which improves the efficiency of the combinatorial search 
during the process 

[6]. 
Three different algorithms can be selected in the P-

graph methodology to calculate optimal solutions: MSG 
algorithm, SSG algorithm, ABB algorithm. 

The MSG algorithm generates the maximal structure in 
polynomial time. The maximal structure contains all 
combinatorically possible solutions, thus the optimal one 
too. 

The SSG algorithm enumerates all possible solutions 
exactly once, including the optimal one. 

The ABB algorithm generates the optimal and near-
optimal solutions. It is based on the SSG algorithm, and 
tries to find the optimal solution based on a cost function, 
using branch and bound method. 

P-graphs have already been applied in methodology for 
optimization tasks in different areas: 

• Multi-processor systems 
• Security systems 
• Financial processes 
• Logistic systems 
• Optimization of infrastructure services 
• Supplier scheduling 
• Pipe systems 
• Transport optimization 
• Financial transactions 
We think that the P-graph based method can provide an 

effective methodology for computer networks so that 
administrators and network designers can measure and 
improve the security of their computer networks based on 
comparable parameters. This method can help optimize 
reliability based on a particular architecture. 

Our method consists of the following steps: 
First, we formalize the mathematical description of a 

network topology. Elements of the directed graph 
representation of the given topology consists of nodes, 
which can be represented by clients, servers, network 
elements (routers, switches, multilayer switches), and 
edges, which are the connections. We have used two new 
extensions: Robustness metrics and CVSS scores [1] for 
further development. 

We developed a method to represent the topology given 
by the operator or architect as P-graphs. By performing 
optimization on this P-graph, robustness can be measured. 

The input provided by the operator is a directed graph 
D = (V,A). V represents the nodes: 

V = Vnh Vsp Vdp Vc 
Where 
• Vnh denotes the network hardware: routers, 

switches, multilayer switches 
• Vsp denotes the service providers: web servers, 

mail servers 
• Vdp denotes the data providers: databases  
• Vc denotes the clients 
• and A denotes the arcs of the graph: network 

connections. 
To integrate the robustness and vulnerability of each 

device and software used into the methodology there are 
two node maps: 

 
This graph needs to be represented as a P-graph. 
We consider the following thesis: each entity (vertices) 

in the original topology can be represented as a service. A 
client is an operating unit that generates a request from a 
user event. Thus, in the input graph we replace all clients 
with an operating unit, and add a new node for every user 
event as a raw material, and a new arc is added from the 
user event to the operating unit. The same thesis is applied 
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to data providers. Data providers (e.g. databases) are 
considered as an operating unit that constantly provides 
input for other network elements. Thus, we replace the 
data provider with an operating unit and attach a new raw 
material to it as an input, similarly to the clients. For 
service providers and network hardware, we apply the 
following thesis: all such equipment provides some 
service (e.g. login user) that is triggered from some 
request and using some data provider information. Thus, 
these nodes are replaced by an operating unit. We add a 
new node as an intermediate product to every arc of the 
original graph. The nodes on an outgoing arc will be the 
service provided, created by the operating unit. The nodes 
on the incoming arcs will be the trigger events or data that 
is provided by some other operating units. Those servers 
that do not have outgoing arcs are considered to produce 
product-material. 

The transformation is illustrated by the following small 
example: 

This network contains one client, which wants to 
connect to a web server. The web server uses a database to 
serve the request of the client (Figure 1). This example is 
transformed according to the following rules: 

• First, we replace the client by an operating unit. 
• Then we attach a raw material to it. Then we do 

the same with the database, which is a data 
provider in our model. The database vertex is 
replaced by an operating unit, and a new raw 
material is attached to it. 

• Then we process the other vertices, which is only 
the web server in this small example. The web 
server is replaced by an operating unit, and the 
two arcs of the original graph are split, and a new 
node is added in the middle: the nodes with IP 
labels. 

• Finally, we add a new product material for the 
web server as an out arc. 

 

 
Figure 1.  Small example for the algorithm 

Our goal is to develop an automatic system that 
optimizes this P-graph by changing topology, network 
elements or software using reliability and vulnerability 
score. 

We define the vulnerability score using the official 
CVSS scores [1], which is publicly available in the NVD 
database [9]. We consider the set of security issues 
happened in the past, and thus we estimate the probability 
of issues in the future. This means this method has a 
statistical approach, which is based on the already known 
vulnerabilities. We developed a script tool that is able to 
parse and merge many NVD database snapshots, thus 

collect the vulnerability data. We developed a graphical 
frontend as well to select the software used and to 
calculate the accumulated CVSS score, from which we 
calculate the vulnerability score. 

For implementation purposes we specified an XML 
schema, which can represent the given topologies for 
further processing. The XML schema will contain nodes, 
which can be either hosts, servers or network devices, and 
the connections between them. The XML file will contain 
the reliability metrics of the nodes. We have developed a 
method that generates a valid XML file from a given 
network topology. After optimization, the result will be 
reflected back to the original topology. Therefore, we can 
make recommendations on the enhancement of the 
network’s robustness. 

We have been developing a software solution: 
• There is a graphic interface for operators to 

provide their network topology 
• The topology is stored in XML format 
• The represented graph is transformed into a P-

graph, and saved into another XML file, that is 
compatible with P-Graph Studio 

• P-Graph Studio runs the SSG algorithm, and 
provides a maximal solution 

• The optimal solution is determined, and the 
corresponding robustness score is calculated 
using a Python script 

• The solution is transformed back to the original 
network topology 

For each node, a robustness score can be determined 
from the specified data for the components. We calculate 
the robustness score of the current node in the following 
way: 

The output robustness of logical OR connection: 
p1 + p2− p1p2 
The output robustness of logical AND connection: 
p1p2 

III. CASE STUDY 

To test our method we have chosen a network topology 
of an enterprise accounting company to compare the 
robustness values using two different methods. The first 
method is a method based on interrogating the 
administrator and two employers about the network. We 
used the technique described in the paper of Kresimir 
Solic and others [7]. After the query was performed, the 
specified calculations of the tested IT system resulted in a 
robustness score of 0.87. Using our method, the 
robustness score was 0.71. Comparing the two values, the 
robustness score was roughly similar. We think, the 
difference between the two measurements is due to the 
fact that the operators gave an optimistic estimate about 
the state of their system. 
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Figure 2.  The given topology of the case study 

 

 
Figure 3.  The calculation with P-graph 

IV. CONCLUSION 

We tried to give a measurable definition for security 
and reliability of computer networks, both bare metal and 
cloud-based systems. We have been developing a complex 
tool which calculates the actual robustness, security and 
reliability level of computer networks from a given 
topology and software set. A network administrator 
should be able to have a visual overview of different 
setups and would be able to see how the reliability level 
changes. This way, one can optimize their systems, and 
improve the reliability level, which can result in a cost-

efficient system setup as well. We would like to develop 
an automated method for the process. The necessary 
mathematical models are developed, the transformation 
from network topology to P-graph is formalized. We 
compared our method to a relatively simple network with 
a previously published method, although further practical 
tests are still needed. 
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Abstract—The article deals with the training methodology of 
the air traffic controllers, especially of the student air traffic 
controllers. The article is based on my research regarding to 
The effect of the individual circadian rhythm on the 
cognitive and work performance of the air traffic 
controllers. The main aim of the research is to show that 
every person has his own individual daily rhythm, which 
affects his work and cognitive performance, reaction time 
and psychomotorics skills. The main aim of the article is to 
suggest innovations, corrections and new procedures 
regarding the training methods of the ATCO students. The 
article analyzes, characterizes and shows the suggested 
methods. These methods help make more efficient the 
training. The result of the article is to show the possible 
proposed methods for increasing the efficiency of the ATCO 
student training.   

I. INTRODUCTION 
In the 21st-century air transport is one of the fastest, 

safest and most comfortable transport of passengers, posts 
and goods. It has undergone rapid development and 
currently, his progress is rapidly growing due to greater 
demand, which leads to the denser air traffic and 
consequently to the need to ensure a higher level of safety 
and security of techniques, systems and air traffic control 
service. Firstly the air traffic controller is responsible for 
the ensuring of air traffic flow management. Given that 
rapid development of air traffic, the ATCO´s ability, skills 
and performance requirements are greater. The ability, 
skills and performance of the air traffic controllers depend 
on his cognitive capability, training quality and level of 
education. This article deals with the methods used for the 
student-air traffic controllers training and proposes 
possible innovation given their circadian rhythm and 
capability. The main aim of the paper is to analyze the 
educational and training methods of air traffic controllers 
in the faculty, characterize the usability of these methods 
and make a conclusion and evaluation of the gained and 
examined information. The contribution of work is to 
propose possible innovations in the methodology of 
ATCO training. Similar studies regarding the air traffic 
controllers’ ability were made in the Netherlands, but not 
for the students. They studied, that the shift work and 
night shifts how can impact air traffic controllers’ 
physiology, health condition and psychology. My study 
explores the level and usability of used training and 
educational methods for ATCO student training on the 
faculties. The capability skills of air traffic controllers are 
closely related to their educational and training level. 

II. THE AIR TRAFFIC CONTROLLERS 
Air traffic controllers in the air transport are the key 

elements of the whole system.  
The main roles of the ATS are: 

- to avoid collision between aircraft each other in the air 
and between aircraft and other traffic on the ground 
- to keep the organized, effective and quick air traffic 
flow management 
- to provide air traffic services for aircraft in the 
controlled airspaces, flight information services and 
advice for avoidance in the uncontrolled airspace 
- to provide search and rescue service for aircraft in an 
emergency.  

During the air traffic control from the time when the 
ATCO started his work shift, the passive and active phase 
of control is in progress.  
The passive phase is the phase of preparation for taking 
the work shift, in which time the controllers analyze the 
actual and planned air traffic situation and operation, 
meteorological maps, NOTAMs, restrictions. 
Consequently, they specify possible solutions for safe, 
economical and fluent air traffic flow management. This 
phase consists of the documentation filling and it is called 
briefing.   
The active phase is the actual air traffic control itself 
with adherence to minimum safety altitudes, safety 
minimas, sector altitudes and radar procedures, 
coordination and corresponding regulations.  
The last phase is a debriefing, where the air traffic 
controllers evaluate the daily traffic situation, the number 
of arrivals and departures, emergencies and the process of 
the work shift. [1] 
The theoretical and practical knowledge and training are 
required for air traffic flow management ensuring. 

The ATCO education differs in countries, and it 
depends on training and qualification in the school and 
also from the student's individual circadian rhythm.   

The next chapters discuss the circadian rhythm and 
educational methodology of the ATCO, applied in the 
chosen institution. 
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III. THE CHRONOBIOLOGY IN THE PRAXIS OF ATCO 
Chronobiology is a field of biology that deals and 

examines periodic phenomena in a living organism, their 
adaptation to external factors.  
Chronophysiology is closely related to chronobiology, 
which examines the temporal manifestations of 
physiological processes. [2] 

Biological rhythms can be divided into two basic 
rhythms:   
-  exogenous - they depend on stimuli from the external 
environment (day and night variation, yearly periods, 
meteorology and weather, social factors and others). They 
arise as a direct reaction to environmental changes after 
the end of the periodic changes that caused them. 
- endogenous - they are genetically contingent. They 
don´t depend on the external environment, but they are 
synced with them. They arise within the body as a result 
of the activity of endogenous oscillator - pacemaker. 
They are sync to the dominant, rhythmically changing the 
variant of environment, called synchronizer or zeitgeber. 
Zeitgeber means time indicator and expresses knowledge 
of time, light and dark, social relationship).   

To the basic variables, which characterize the 
biological rhythm belong - period, frequency, amplitude 
and phase.  
The period (�) expresses the time interval of one 
complete cycle in rhythmic variation. 
Frequency (f) indicates the number of cycles per time 

unit  .  
The amplitude (A) is a value that represents the range of 
rhythm from its mean value to maximum (the maximum 
value of a periodically changing quantity from its mean 
value). Double amplitude (2A) is the difference between 
the maximum and minimum rhythm. 
The phase represents the distance of a selected point of 
rhythmic function from the reference point. This is the 
immediate state of the period. 
The other important variables in characterizing the 
biological rhythms are acrophase and mesor. 
The acrophase expresses a point when the rhythm 
reaches its maximum.  
Mesor indicates the value between the highest and lowest 
value of a function interpolated with the measured values.    

The synchronization means a condition of a biological 
system in which two or more variables show rhythms 
with the same period, stable acrophases and phase 
relationships. It is the adaptation of endogenous rhythms 
to external factors. [2,3] 

The desynchronization is the state of two or more 
originally synchronized rhythmic biological events that 
have stopped oscillating at the same frequency. They 
indicate changes in each other phase relationship. The 
rhythm desynchronization can be caused by external 
factors, like light contamination of the environment, work 
shift, jet legs or the modern style of life, which leads to 
an inferior psychological and physical condition, 
adaptation problems, work and cognitive performances.  

The high quality of work and cognitive performance 
can be reached if the circadian rhythm is in symbiosis 
with the lifestyle and education is at a high level. 
The practical part of the education of the ATCO is 
possible to adjust to the individual circadian rhythm 
(which I will explain in the next chapter). 

IV. THE PROPOSED EDUCATION PROCESS OF THE 
ATCO 

Considering the above facts (the educational and 
biological rhythm connection), I decided to create a 
suggestion of training procedure. 
The educations should start with the theoretical part, 
which includes the following subjects: 
- mathematics and physics 
- air meteorology and aviation requirements 
- aviation legislation and air communication 
- cartography 
- air traffic control regulations 
- air navigation 
- avionics systems and aviation electronic security 
- automatization in air traffic management 
- aeroplanes and airports 
- professional environment 
- operational procedures 
- human factors in aviation 
- safety and management systems 
- economy of air transport 
- theoretical part of the procedural and radar control 
- practical training in procedural and radar control.  

During the theoretical part, the students need to learn 
regulations, laws and procedures, what consequently they 
will need to applicate in the practical training and follow 
these regulations.    
The most important part of education is the practical 
training of students, which shows the real ability and 
skills of the students to apply in the praxis of air traffic 
control. It is the reason why the article deals with this 
practical part of the training. 
The training should start with the briefing. During the 
briefing, the students should analyze the air situation, the 
number of departures and arrivals, aircraft types - wake 
turbulence, air ways. They should prepare for the control 
of simulated flights and preparing the strips. 

The students before and after the simulation should 
take part a psychomotorics test for the determination of 
their reaction time before and after the simulation. 
The reaction time and psychomotor capability would be 
monitored on the device developed by the faculty. The 
equipment is consists of two leg switches, hand panel 
with numbers (numerical keyboard) from 0 to 9, and hand 
panel with three letters - L as left, C as central and R as 
right. The system is necessary to connect to the computer, 
where to appear three windows (left, central and right) on 
the monitor. The letters on the hand panel correspond to 
the appropriate windows on the monitor - the left button 
for the left window, the central button for the central 
window, and so on. In the windows are small pairs of 
squares in different colours - blue, green, yellow and red 
colour separately. The principle of action is based on 
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visual and auditory perceptions. The system does not 
allow the continuation to the next task until the student 
solves right the task. 
The tasks during the test are the following: 
- the main task is to find the red cube and record the 
audio voices (the number of beeps). If the red cube 
appears in the right window, it is necessary to press the 
left leg-switch. In the case, if the red cube appears in the 
central window, it is necessary to press the proper 
number (the number of beeps what the student heard) on 
the hand-button.  The secondary tasks are: 
- to find fastest the pairs of coloured cubes. The task of 
the tested person is to press the correct button with letters 
(R, C and L) on the hand-panel. If the pair of coloured 
cubes appear closest to each other on the left window, for 
the correct solution is considered to press the left hand-
button with the letter L. The window with the coloured 
cubes is illustrated in Figure 1.   

 
 

 
Figure 1.  The system for the cognitive performance monitoring 

[own photo] 

Before the whole training (briefing, psychomotorics 
test, air traffic controlling, debriefing) should be 
measured the temperature and density of air in the 
laboratory where the training is, the student's 
temperature, pulse and blood pressure. 

The important part before the training, and after the 
measuring, would be a quick survey with a focus on the 
student psychological and physical state.  
This survey would be telling about the current mental 
state of the student, whether she/he can train in the 
current given time and consequently whether the training 
will be successful. The survey is illustrated in TABLE I. 
 
 
 
 
 
 
 
 
 
 
 

TABLE I.   
THE SURVEY BEFORE THE TRAINING [OWN SOURCE] 

 
 

The questionnaire would determine the current 
psychological status of the individual - if he/she can pay 
attention.  It is really important because of the training 
would be useless in case of the adept wouldn't be able to 
pay attention to the tasks and instructions. It would be 
lead to the fact that the training would be unsuccessful 
and the adept it wouldn't learn. The similar situation can 
occur when the adept is sick or has personal problems 
and is unable to pay adequate attention to the tasks. The 
main task of the questionnaire would be to prevent the 
stated situation. Consequently, the psychomotorics test 
would be confirmed or refuted the values in the 
questionnaire. 

The training of air traffic control takes place on the 
simulator, namely LETVIS. The Figure 2 shows the main 
window of the simulator, where the simulation is 
progress. 
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Figure 2.  The main window of the simulator [own photo - LETVIS] 

Before the whole training cycle, it is recommended to 
make a physiological test to determine a student´s daily 
biological rhythm (circadian rhythm). The physiological 
rhythms like daily body temperature, blood pressure and 
pulse affect the individual cognitive and work 
performance in different hours by day. Based on the 
results of physiological measurements, the instructor 
could set up an individual effective training schedule for 
students. 

The subject´s body temperature exhibits a daily rhythm 
with an oscillation of about 0.9 °C between the minimum 
and maximum. The experts and specialists report that the 
minimum of the daily body temperature is achieved in the 
morning between 3 and 5 hours, respectively 2 hours 
before wake up. After wake up, it is slowly increasing, 
and a little decrease it reaches in 12-hour intervals (from 
the minimum value). Every person has his own individual 
rhythm. Nervous activity and degree of nerve 
conductivity as body temperature rise, it improves. It 
means that cognitive and work performance increases 
with body temperature (is understood a body temperature 
in normal value). [3] 

The values of the body temperature, blood pressure 
and pulse would be measured and recorded every hour 
from morning (7 am) to afternoon (5 pm). The training 
schedule would be set up based on the physiological 
values recorded in the formula. It means, at what time the 
physiological values would be the best, then it would be 
best to do the challenging and difficult training.  
The template for recording the physiological values is 
shown in Figure 3.  
 

 
Figure 3.  The form for evaluation of circadian rhythm of physiological 

parameters [own source] 

From the records and graph of physiological 
parameters would be clear what is the amplitude, the 
phase, and where is the acrophase of the values. These 
values would define and show the best values of the 
physiological parameters by a day, the best cognitive and 
work performance based on the physiology of adepts and 
the best time for the difficult tasks solving.    

Data necessary for evaluation during the training on 
the LETVIS are given in the table (TABLE II.). 
The rating is consists of four main items: 

- separation ensuring 
- air traffic control activities 
- radiotelephone corresponding 
- activity on the workplace.  

The main parts contain several subparts, which are rated. 
Based on the measured and reached values (in the 

Form for evaluation of circadian rhythm of physiological 
parameters) should be established the time (what is in 
Table II - the Training evaluation formula), when the 
student has the most effective performance during a day. 
At that time, he/she should be made his training for 
reaching the best effect of training and learning. 
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TABLE II.   
TRAINING EVALUATION FORMULA [OWN SOURCE] 

During the training, the following tasks are evaluated 
(as shown in the TABLE II):  

- separation ensuring between the aircrafts   
- correct identification of the aircrafts 
- quick detection of the possible collisions 
- air traffic flow management ensuring, 

monitoring and actualization  
- regulations, laws and diresctives adhering 
- arrival and take-off aircrafts controlling and 

monitoring 
- the fluent, economy and safe air traffic flow 

management ensuring, monitoring and 
actualization 

- quick and correct decision making, 
corresponding and phraseology using 

- quick and correct reaction and information 
giving to the aircraft 

- prioritization of communication, information 
giving and air traffic control 

- quick and correct solution of the emergency 
situations.  

The mentioned tasks are rated in % in every exercise 
and consequently compared for the analyzation of the 
student´s training quality and development. 
The rating percentage for one task is from 0 % to 100 %. 
The higher the rating, the better. The air traffic controllers 
in training should have percentages in each task above 75 
%. The value A is equivalent to the rate from 100 % to 91 
%. B = from 90 % to 81 %, C = from 80 % to 71%, D = 
from 70 % to 61 %, E = from 60 % to 51 %, value 
beneath 51 % is unacceptable. In the overall rating, the 
value beneath 75 % is unacceptable. 

At the end of the training, students would fill a short 
questionnaire focusing on their self-evaluation. 
It would be an indicator for the instructor that, how the 
student is satisfied with his performance, how he/she 
evaluates himself, and what performance he/she expects 
from himself.  
The example questions are shown in the template 
(TABLE III.). 
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TABLE III.   
THE SELF-ASSESSMENT SURVEY AFTER TRAINING [OWN SOURCE] 

 
 
The self-assessment survey contains 8 questions. The first 
6 questions are related to self-rating on the scale, and the 
next three questions to express and define their 
difficulties with the exercises and training.   

The survey of student satisfaction would be the 
culminating part of the whole training. It would be more 
important in terms of management for the next innovation 
in training (especially for effective and satisfying 
training).  The questionnaire contains 5 questions focused 
on rating and expression of their satisfaction with their 
word. The header of the survey differs from the previous 
in that it doesn´t contain or require the name of the adept. 
It is anonymous, so the students can freely express their 
satisfaction or dissatisfaction with the training and 
methods.       
The model of a student satisfaction survey is shown in 
TABLE IV.   
 
 
 
 
 
 
 
 
 
 
 
 

TABLE IV.   
THE SATISFACTION SURVEY [OWN SOURCE] 

   

The theoretical and practical training should be in a 
cohesive unit, which complements each other. Though, 
the most important part of the training is the practical 
section. Therefore it is really important the correct and 
effective training methodology. The training 
methodology should be following the daily biorhythm of 
the person. This article shows the created suggested 
methods.   

The procedure of the practical training can be 
described in Figure 4. 

 
Figure 4.  The proposed procedure of the practical training 

[own source] 
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The training should be consisting of the following 
procedures illustrated in Figure 4:  

1. Physiological test for determining the individual 
circadian rhythm – an example of the template 
is illustrated in Figure 3 (Form for evaluation of 
circadian rhythm of physiological parameters) 

2. Survey for the mental state, which is important 
to specify the current psychological capability 
of the adept (if he/she is not under the mental 
pressure or he is not surviving a difficult mental 
period and would be unable concentrate for the 
training). The example of the template is 
illustrated in Table I (Survey before the 
training) 

3. The third step is a reaction time testing. The test 
for the reaction and psychomotorics skills is 
illustrated in Figure 1.  

4. After the tests and surveys follow the training 
itself (the training period). 

5. The penultimate step of the training is a self-
assessment survey, which is illustrated in Table 
III (Survey of self-assessment by students). 

6. The last point of the training procedure method 
is a satisfaction survey filled by students. The 
survey of evaluation of the students satisfaction 
is illustrated in Table IV (The satisfaction 
survey). 

The survey for the mental state and the reaction time and 
psychomotorics testing would be before every training 
(every day). The physiological test, self-assessment 
survey and student satisfaction survey would be only 
before (in the beginning) and after (in the end) of the 
whole training procedure.  

The air traffic is developing very fast and quickly, and 
the requirements for the air traffic controllers are more 
demanding. This is the reason why the training 
methodology of ATCO needs to be innovated and 
updated.  

This article defines one of the suggested training 
methods for ATCO students.   

CONCLUSION 
The air traffic controllers skills, ability and quality 

depend on their cognitive performance, mental, physical 
and physiological ability and training. The quality 
training can increase the air traffic controllers ability, 
skills, reaction time and psychomotorics performance, 
which leads to safe and effective air traffic flow 
management control.   

The main aim of the described and characterized form 
of the training method would be to contribute to the 
effective and quality of the training procedure. In doing 
so, it is important to take into account the individual 
circadian rhythm and physiology of the air traffic 
controllers.  

The following articles and works are dealing with a 
topic related to the circadian rhythm:   

- my current research 

- articles like [4-21] 
The air traffic controllers decision making (also in 

different meteorological conditions) affect the economy 
and fuel consumption of the aircraft. With the topics, 
related to aircraft´s fuel consumption in different 
meteorological condition, landing distance in various 
weather, temperature and wind condition and with the 
aircraft´s available landing distance, I deal in my 
following articles: 

- The impact of temperature changes on the air 
traffic flow management effectiveness [22] 

- The influence of global climate change on the 
European aviation [23] 

- The C560 XLS+ aircraft landing distance 
variability according to temperature and wind 
component effect [24] 

The main aim of this article is to characterize and show 
the suggested methods for training.  

The conclusion of the work is to present the 
innovations and gap corrections in the training 
methodology. The second aim and conclusion of the work 
are to achieve better training with innovations, which 
affects the safety and effectiveness of the air traffic flow 
control.        
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Abstract—We describe a variant of the well-known 
educational card game “Set”. A web-based interface is 
introduced for real-time evaluation of the game. We discuss 
the advantages of this approach, which may be used for 
various other games.  

I. INTRODUCTION 
Computer games are a great tool to draw students’ 

attention to subjects that may not be widely considered 
attractive, such as mathematics [1]. When using such a tool, 
the educator must face several problems: 

� When the students are focused on the computer 
screen, they may less likely to interact with 
each other and/or with the educator [2]. 

� Too great games, while improving student’s 
abilities in a field, may lead to addiction. 

� Spending too much time sitting at the computer 
may cause health problems [3]. 

� When the tool is not fully controlled by the 
educator (e.g., publicly available web-based 
tool), it may be difficult to track students’ 
progress. 

To avoid these issues, we propose to transfer the playing 
field from the virtual to the physical space and use the 
computers only for real-time evaluation. We demonstrate 
this approach on a specific game.  

II. RULES OF THE GAME 

A. Original Game 
The game “Set” [4] is a popular card game invented by 

Marsha Falco in 1974. The card deck consists of 81 cards. 
On each card, there is a picture uniquely determined by four 
features: color, count, filling, and shape. There are three 
possible values for each feature1. We use the following 
values: 

Color: red, green, blue 
Count: 1, 2, 3 
Filling: empty, striped, solid 
Shape: triangle, square, circle   

Fig. 1 shows an example of three cards from the deck, 
with all possible values of features present. 

The basic rule is that three different cards form a set if 
and only if for each of the four features the three values are 
either all the same or all different. For example, the upper 
three cards in Fig. 2 form a set, since they are all red, each 
contains three shapes, and each uses a different filling and 
a different shape. On the other hand, the lower three cards 

                                                           
1 The total number of cards can be calculated as 

number of valuesnumber of features = 34 = 81. 

do not form a set: they all use the same shape (circle), each 
uses a different count and a different filling, but two of them 
are blue and one is green. If we will replace the last card 
with the second card from the upper three cards, they will 
form a set. 

When playing the game, we deal twelve cards from the 
shuffled deck. Then the first player who spots a set among 
the dealt cards removes the corresponding three cards and 
new three cards are dealt. This process is repeated, and the 
winner is the player spotting the most sets. 

Some sets are easier to spot than others. This is mostly 
related to the number of features in which the three cards of 
a set differ. In the following, we will call a set f-hard if its 
three cards differ in f features, where f is a number from {1, 
2, 3, 4}. With respect to this notation, the set in Fig. 1 is 4-
hard (the cards differ in all four features) and the upper 
three cards in Fig. 2 form a 2-hard set (the cards differ only 
in the shape and the filling). 

 
Figure 1. Three cards from the deck 

 
Figure 2. Upper three cards form a set, lower three cards do not 
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Although it is a card game, there are many 
implementations that make it possible to play it on a 
computer or a smartphone. 

The ability to spot a set is closely related to the general 
ability to understand and recognize patterns, which is 
crucial for learning mathematics [5]. Also, the game itself 
is attractive from the mathematical point of view, since it 
opens many interesting questions related to 
combinatorics [4]. This makes the game an ideal candidate 
for the educational game – after playing it, the students are 
likely to be interested in mathematics beyond it.   

B. Modified Game 
Instead of repeatedly dealing twelve cards close to each 

other on the table, we may spread all the 81 cards in a larger 
area (e.g., we can stick them on the walls in a building or 
on the trees in a park or a forest). The players then walk in 
this area, search for the cards and try to spot sets. Instead of 
removing the cards when they locate a set, they only need 
to report which set they found. For this purpose, each card 
is labeled with a syllable consisting of two letters. To report 
a set, the player needs to memorize the three syllables on 
the respective cards, create a single 6-letter word from them 
and enter it for the evaluation. For example, if the player 
finds the set formed by the three cards as in Fig. 3, he/she 
may report it using the word KAZULI. This word is not 
unique, there are six possible permutations of the three 
syllables,  

KAZULI, KALIZU, ZUKALI, 
ZULIKA, LIKAZU, LIZUKA, 

all reporting the same set. 
Since the cards are not removed during the game, each 

card may be used in multiple set reports. Each player may 
theoretically find all possible sets2. In practical 
implementation, we set a deadline when the game ends and 
no more reports are accepted afterward. 

The players should not use any device other than their 
brain for storing the information about the cards and 
syllables. Smartphones, notebooks, and writing tools 
should be explicitly forbidden.  

It is very likely that players will report some incorrect 
words during the game. To avoid collecting points by 
random guessing of words, we propose the following 
scoring metric: 

� 2 points for a word representing a set which was 
not reported before by the same player; 

� 0 points for a correct set which was already 
reported by the same player (in any of the six 
possible forms); 

� 0 points for a word containing a repeated 
instance of a syllable (e.g., KAZUKA); 

� 0 points for a word with more or less than six 
letters; 

� 0 points for a word containing a syllable which 
is not present on any card; 

� −1 point for a word representing three different 
cards that do not form a set. 

                                                           
2 There are  unique sets. 

Note that a player may earn points for reporting a set that 
was already reported by another player. The winner is the 
player earning the most points. 

The game may be organized also as a contest between 
teams, with members of the same team collecting points 
into the same account. In that case, all the words reported 
by the members of the same team are treated as submitted 
by the same player. 

III. STRATEGY 
Before we decide to use a game in the educational 

process, we should consider what are the possible 
strategies which the players may use to maximize their 
chances to win the game. 

In case the players compete in teams, we should reserve 
extra time before the start of the game to allow the teams 
to discuss their strategies. 

We discuss here the possible strategies for the modified 
game introduced in the previous section. 

A. Individual Strategy 
The basic strategy when searching for the sets is 

inherited from the original game: The player may focus on 
some subset of the cards which are either visible from a 
single viewpoint or are still accessible in his/her short-term 
memory and try to spot a set among them. The difficulty 
of this approach depends on how close to each other are 
the cards distributed in the playing area. Not all the sets 
can be discovered this way if there is no place from where 
all the cards are visible at once and there is no player with 
so brilliant memory that he/she can remember all the 81 
cards with their syllables. Therefore, to find also other sets, 
a different strategy must be involved. 

One of the beautiful properties of the game is that if we 
select any two cards from the deck, there is always exactly 
one card that forms a set with them. Indeed, if we consider 
any of the four features, the values of the two selected 
cards either differ – and then the value of the third card 
must also differ from both – or are equal – and then the 
value of the third card must be the same (see Fig. 4). This 
property is obvious, but not every player will figure it out. 
From the educational point of view, it is very valuable if a 
student can discover it without any hints. It follows that 
one may use the advanced strategy: First memorize any 
two cards with their syllables (e.g., the first ones found in 
the playing area) and then search for the third card which 

 

 
Figure 3. Example of labeled cards 
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completes them to the set; after reporting the set, repeat the 
same with different initial pair of cards. The disadvantage 
of this approach is that the area may be too large or some 
of the cards may be hidden from the direct view, so 
searching for the third card may be lengthy. 

If one can memorize nine cards, even more effective 
strategy is possible – in the following we refer to it as the 
expert strategy: We choose fixed values of two selected 
features and search for all the nine cards with these values. 
E.g., if we choose “red” for the color and “1” for the count, 
the respective nine cards are shown in Fig. 5, forming a 3 
by 3 grid. Since the cards in each row of this grid are of the 
same filling and different shape and the opposite is true for 
the columns, any collection of three cards which are 

� either each from the same row, 
� or each from the same column, 
� or each from different row and column 

form a set. Together, twelve sets can be formed this 
way – it is like playing tic-tac-toe (reading the words in 

rows, columns, and diagonals) and adding four additional 
words (COBEME, MATIME, HEBEKA, and PATIKA 
when the situation is as in Fig. 5). 

The expert strategy is clearly superior to the advanced 
strategy in terms of efficiency since we only need to find 
nine cards to create twelve sets, while with the advanced 
strategy we need to find up to three cards to get a single 
set. After reporting the twelve sets, we can even use three 
of the cards in another 3 by 3 grid, forget the remaining six 
and search for another six cards (see Fig. 6), thus receiving 
eleven new sets for only six new cards (one set is mutual 
to the previous grid).  

With the request to find all the nine cards, the probability 
that we will not be able to find all of them because of 
difficult conditions (playing area too large, cards hidden 
too well, …) is bigger than before with a single requested 
card (recall that with the advanced strategy, the first two 
cards were selected arbitrarily). If we miss to find a single 
card from the 3 by 3 grid, we will be able to form only 
eight out of the twelve sets. If we miss two cards, we will 
be able to form only five sets. This, together with the fact 
that memorizing so many syllables is error-prone, is the 
drawback of the expert strategy. Also note that when using 
this approach, we deliberately omit all the 3-hard and 
4-hard sets. 

B. Team Strategy 
When playing in teams, each member can use one of the 

individual strategies discussed above and ignore any 
interaction with the other teammates. But that way, the 
team may end up reporting redundantly the same sets. 

 
Figure 4. Given any two cards, there is one card that forms a set 

with them 

 
Figure 5. Example of the cards with fixed two features (color and 

count) 

 
Figure 6. Different 3 by 3 grid with the same first row 
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If the team is using the basic strategy, to avoid the 
redundancy, they may divide the playing area into the 
sectors with each member trying to spot the sets in a 
different sector. 

When using the advanced strategy, a possible approach 
is to determine what kind of initial two cards will be 
handled by which teammate. E.g., if there are three 
members, each may search for sets of a single color. If 
there are more than three members, another three may look 
for sets with mixed colors and with fixed shape (each one 
for a different shape). Since there are four different 
features, there are many other options on how to split the 
work. 

In the case of the expert strategy, the workload is even 
easier to parallelize among multiple players. For each pair 
of fixed features, there are nine different 3 by 3 grids. For 
example, if we take color and count (like in Fig. 5), we can 
form the grids with the fixed values 

(red, 1), (red, 2), (red, 3), 
(green, 1), (green, 2), (green, 3), 

 (blue, 1), (blue, 2), (blue, 3). 

The respective nine grids form a complete 
decomposition of all the 81 cards. Each member can take 
care of a different grid. After completing it, one can 
proceed with a different pair of fixed features, possibly in 
such a way that the next grid will have a common row or 
column with the just-completed grid (as in Fig. 5 and 
Fig. 6). 

If the teammates consider it too difficult to memorize 
nine cards, a single 3 by 3 grid may be processed by two or 
three players, but then the problem with the 
synchronization occurs. 

A combination of different strategies is also possible. The 
ones who dare to memorize nine cards shall use the expert 
strategy and the others the advanced strategy with 
searching only for 3-hard and 4-hard sets omitted by the 
former ones. 

We see that when it comes to the strategy, there are 
plenty of different ideas, and still many were not discussed 
here. This is yet another reason why this is a perfect choice 
for an educational game. 

IV. EVALUATION INTERFACE 
The players report the sets to the game organizer who 

must be able to check the correctness and uniqueness of the 
words in real-time and reply response to the reporter. It is 
impossible to do it manually. We have developed a 
web-based interface that automates this process and is 
freely available online at https://skmo.sk/apps/set/. 

In 2005 when we first tested the game, we had used an 
offline utility developed in C++ for the evaluation. Back 
then, this was preferred, since the internet connection was 
not so easily accessible. The main weakness of the offline 
version was that only one input device could be used for 
reporting the sets. This resulted in a long queue of reporters 
at the input device when played with a group of 20 or more 
players. 

Nowadays, the internet is so easily accessible even in the 
exterior areas that we may almost always use the online 
version, with many features that the offline version lacks by 
nature. 

For the reader to get an idea of how the interface works 
and what are all its features, we outline here the typical 
steps which the educator should take when organizing the 
game. 

First, an administrator account should be created by 
filling a login name and a password and answering a simple 
security question. For simplicity, we do not store any 
personal info about the educator, so there is no need to fill 
the e-mail nor the name. This also implies there is no 
password recovery service available. 

The second step is setting up a game in “Game agenda”, 
where the exact time of the game end can be set as well as 
the list of 81 syllables that should be used on the cards. 
These syllables can either be entered manually or generated 
automatically from the provided list of consonants and 
vowels. After creating the game, one can print the cards – 
PDF file with nine pages, each containing nine cards, is 
available for download. 

The next step is creating the teams in “Team agenda”. 
There is no restriction on the number of teams. The 
educator may choose to create a team for every single 
player if he/she aims to organize a game for individuals. 
Each team will be able to log in using a name and a 
password, so the educator should fill these values and then 
provide it to the teams.  

At this stage, the system is ready to accept set reports. 
The educator only needs to prepare the playing area are 
announce the start of the game. There are two possible 
modes for entering the reports: 

a) The words are entered by the educator after the 
players dictate it. 

b) The words are entered by the players. 
The educator must consider which option works better 

for him/her. 
Option a) should be preferred when there are only a few 

players or there are multiple persons helping to organize the 
game so that more input devices can be used for entering 
the reports. In this case, the educator does not need to tell 
the names and passwords to the teams. 

Option b) is possible when there are enough input 
devices so that each team can access at least one. It is even 
possible to allow the players to use their own smartphones 
or tablets for reporting the sets. In that case, the educator 
should trust the players that they will not use these devices 
for storing any information about the cards. 

During the game, the system displays real-time ranking 
and provides feedback on each entered word. The graph 
showing the evolution of the team scores against the time 
is displayed as well (Fig. 7). Whenever a word was entered 
incorrectly due to an imperfect dictation, it can be removed 
by the educator and the score is recalculated. 

It is possible to set up multiple games. We can use the 
same teams for the new games or add new teams. The list 
of syllables can be specified individually for each game. 
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After the game is over, the educator can analyze 
interesting statistics which the system outputs for a single 
game (Fig. 8) or for multiple games (Fig. 9).  

V. REALIZATION EXPERIENCE 
We organized the game five times during the past 

fifteen years in math camps for the participants of 
correspondence seminars [6]. It was a group of talented 
pupils of age 12 to 15 years who attended elementary 
school. Twice we organized it also for a similar group of 
high school students of age 15 to 18 years. The original 
game is well known among the participants of these 
camps, so there was no need to introduce it. 

The number of players varied from 30 to 45. They were 
split into four teams with one exception when we used six 
teams. The game duration varied between 30 and 60 
minutes. 

Most of the time, the playing area was the interior of the 
accommodation facility where the camp was held 
(Fig. 10). Only once we did this in the exterior area. We 
spotted the following benefits of using the interior: 

� it is easy to stick the cards to the walls; 
� the game can be organized independently of 

the weather conditions; 
� usually, the facilities provide the internet 

connection, so there is no need to use the 
mobile data, 

� when the game is over, it is easier to collect 
the cards for future use and they use to be less 
damaged when compared to the exterior play.  

But there are also some major disadvantages: The 
corridors of the facilities are usually quite narrow with 
many dead ends, so it is not easy to move smoothly in the 
area when there are many players. The low light in the 
interior makes it hard to distinguish the colors of the cards. 
If the weather and internet connection conditions are fair 
enough, we recommend using an exterior area. 

The teams usually did not discuss the strategy very 
extensively and ended up using only the individual or the 
basic team strategy. We propose to emphasize to the 
players the importance of the strategy.  

We did not observe the elementary school group to use 
the expert strategy and only a few were able to discover 
the advanced strategy. The usage of the expert strategy was 
observed among the high school students when one of 
them started to report twelve sets in a row and the others 
who were staying in the queue were very surprised how he 
was able to memorize so many cards, not realizing that 
only nine cards were used to report those sets. It is not a 
coincidence that this gifted student also won a gold medal 
at International Mathematical Olympiad. 

A. Error Analysis 
We have collected statistics about the reported sets from 

the last five games. Together, there were 1830 evaluated 
reports. In 18% of these, the players reported incorrect 
words resulting in the point deduction. When a reported 
word is incorrect, the error is caused by at least one of the 
four features. In 55% of the errors, it was exactly one 
feature, followed by 24%, 14%, and 8% of errors with two, 
three and four incorrect features.  

The following list shows how often a specific feature 
was involved in an error. 

 Shape: 54% 
 Color: 43% 
 Filling: 42% 
 Count: 36% 

The statistically significant differences between the 
features may serve as an initial impulse for further 
research. 

 
 

Figure 7. Evolution of the scores in a game 

Time 

Scores 

 
Figure 8. Screenshot of a single game statistics 

 
Figure 9. Screenshot of multiple games statistics 

 
Figure 10. Picture from the game played in August 2017 
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B. Correct Report Analysis 
There are 1080 unique sets, but no team ever found more 

than 100 of them. It is not surprising that reports of 4-hard 
sets were less frequent than reports of 1-hard sets, even 
though there are more unique 4-hard sets than 1-hard sets. 
More precise record follows:  

  Among All        Among Reported 
1-hard:      10%  38%   (31%) 
2-hard:      30%  33%   (31%)  
3-hard:      40%  21%   (25%) 
4-hard:        20%   8%    (13%) 

 
It is interesting that if we pick only the high school 
students' records (typed in parentheses), we get a slightly 
different result. It may be explained by the fact that high 
school students used the advanced strategy more often. 
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Abstract— Metadata files are more and more important 
data which are mainly the part of information system on 
local hard drives. Computer applications have often created 
this type of information without user knowledge. Some 
companies all over the world visualize metadata from 
various types and create relations through maps/graphs of 
presented information. This paper presents the background 
of metadata associations with relationship to real data 
stored or erased from local hard drives. Each of the files has 
got a piece of specific information, which could be used to 
identify some relationship between interconnected files. 
Some research studies showed the possibility to create 
interconnection of erased data file set. Defined the suitable 
names of relationships and created experiment are the main 
goal of this paper.   

I. INTRODUCTION 

Due to the fast development of information and 
communication technologies in every area of human being 
there has been found out increase amount of information 
especially in the fields of financial services, computer 
science, government, healthcare sector, and especially in 
the IoT (Internet of Things) applications [1, 2, 3, 4, 5]. 
Most information stored on local hard drives in the form 
of files/folders has their information such as metadata. 
With the increasing amount of specific files comes 
difficult to store, collect, manage, hide or even to secure 
erase this information. Many studies in recent years show 
that 80% of all stored files have an unstructured hierarchy. 
These kinds of data may be collect, manage or store 
within a non-relational database. Fig. 1 show compare of 
structured and unstructured data. [6] 

 

Figure 1.  Unstructured and structured data [7] 

The Massachusetts Institute of Technology's (MIT) 
Media Lab created the tool – Immersion that visualizes all 
information metadata in google mail. It builds a visual 
map with the interconnection between information on the 
account (Fig. 2, Fig. 3). 

  
Figure 2.  MIT Media Lab's Immersion – nodes and interconnections 

between every information [8] 

 
Figure 3.  MIT Media Lab's Immersion – demonstration user – email 

sent, received, emails [8] 
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From the pictures above, we find out that the metadata 
presents almost every information about our life. Because, 
but not only on websites there are web robots for 
collecting and storing every information. This application 
(Immersion) also predicted the number of new 
collaborators, new messages which will be receiving and 
will be sent in the next year by demo user. In writing this 
paper Immersive tool is no longer supported and 
Openteams tool is instead of it. (fig. 4) 

 
Figure 4.  Openteams tool – nodes and interconnections between every 

information [9] 

Not only email metadata, but every metadata which 
were created are easy to access but difficult to secure-
erase. There exist a lot of online tools and software 
applications to extract useful information from real data 
on local hard drives. 

II. RELATED WORKS 

Software applications based on the extraction of 
metadata have a long history of development. Metadata 
extraction methods/tools have many different purposes 
depends on specific metadata standards (Fig. 5) [10]. 

 
Figure 5.  Part of the file metadata standards [10] 

The digital forensics process consists of four phases: 
� identification - identification of relevant sources of 

digital evidence and complete documentation of 
evidence; 

� collection - important phase of digital 
investigation, to ensure no modification of 
evidence and the verification process consist of 
validation information by MD5/SHA-1 hash 
values;  

� analysis - identify tools and techniques to use and 
this process depends on the requirements of the 
investigation; 

� presentation - report and present the evidence 
findings in various ways (written report, graphical 
presentation, testimony). 

Analysis of data/metadata is one of the most important 
phases of digital forensics process (Fig. 6). The analysis is 
the 3rd phase and the main purpose is to find out suitable 
methods and tools which is needed by specific 
requirements of forensic analysis. 

 
Figure 6.  Digital forensic process [11] 

Our recent research activities were concerned on to find 
out appropriate dataset of information; there would be 
files/metadata analyses by wiping hard drives. We didn't 
focus only on the metadata but also the data which could 
be recovered from wiping data methods on hard drive by 
Autopsy tool. 

Autopsy® is a digital forensics platform and graphical 
interface to The Sleuth Kit® and other digital forensics 
tools. (Brian Carrier) This software has a lot of useful 
functions (timeline analysis, keyword searching, web 
artefacts, email analysis …), is free and have feature when 
different modules run in parallel mode to take advantages 
of multi-core systems.  

In the beginning, is important to define requirements of 
the investigation. We need to find all relations and 
metadata associations with the specified email address. 
Then necessary plugins were started and the results are 
shown in fig. 7 and fig. 8. 
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Figure 7.  Visualization of the extraction of data by Autopsy tool 

 

Figure 8.  The timeline in Autopsy tool 

In recent years, numerous studies have been published 
on the subject of wiping data or secure file erasing from 
different types of storage devices [12, 13, 14]. Casey [15] 
defines forensic analysis phase as the process of extracting 
information from digital evidence and making it available 
for analysis. In some cases, the analysis of the digital 
evidence may reveal some hidden or otherwise not 
explicit unstructured information which needs another tool 
to be extracted and subsequently analyzed. The rapid 
growth of information and stored files on local hard drives 
cause that many investigators required to analyze 
enormous volumes of data and there is often need 
automation process of analyzing this information. 
Garfinkel [16], Raghavan [11] and others [17, 18, 19] 
state the continuous growth of data as the hard drive 
volume problem. They suggested having efficient 
computing system to run specialized forensic tools with a 
multi-threaded solution to data extraction process. Modern 
tools (EnCase, Forensic Toolkit, Sleuthkit Autopsy) often 
use effective methods to capture and extract appropriate 
file data from specific local hard drives (Table 1). 

Metadata extraction is a more difficult process because 
of wide broad different standards and data structure. In 
this stage of the digital forensics process is important to 
get appropriate rules and condition, because of visualizing 
the information, creation of nodes and interconnection 
between every point of data (Fig. 7). 

III. METADATA ASSOCIATIONS AND RELATIONSHIPS 

In previous work, we created sample dataset with 
specific format files (zip, iso, SQL, doc, pdf, jpg, png, ppt, 
ris, asm, PHP, mp3, xls, mp4, txt, HTML, CSS, log files). 
The main goal of this work was to create useful metadata 
according to standardize for each file. The metadata of the 
specific file is a part of the file system data (information 
about information). These files have often the basic 
structure, which may contain sensitive information about 
the author of the file, date of creation and modification, 
type of the file, and other information [20]. 

Raghavan [11] mentioned that every type of metadata 
contains information describing aspects pertaining to the 
type they are attributed to. Metadata then provides certain 
context information that enables easy handling and 
management of the data contained and is hence very 
informative [11]. 

In this context is important to define the relationship 
between real data on local hard drive and metadata 
associations. For the created case of an investigation, 
establishing these relationships between created files and 
information about them can help identify any other 
consequences (fig. 9) 

 
Figure 9.  Metadata associations in the process of identification [21] 

There are exist 4 types of metadata associations to real 
data stored on local hard drives: 

1. Exact association – particular metadata value in 
one digital artefact matches exactly with the 
corresponding metadata on another artifact. 

2. Partial association – particular metadata value in 
one digital artifact matches partially with the 
corresponding metadata on another artifact. It is 
related to data type STRING. 

TABLE I.   
FORENSICS TOOLS AND FRAMEWORKS 

Forensic tool File system 
interpretation 

Log analysis Text search Metadata extraction 

Sleuthkit Autopsy YES NO YES YES 
Forensic Toolkit YES NO YES YES 
EnCase YES NO YES YES 
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3.     Threshold association - particular metadata value 
in one digital artefact differs with the 
corresponding metadata on another artifact. It is 
related to data type Numeric.  

4. Date association - particular metadata value in 
one digital artifact. It is related to data type Date. 
[21, 22] 

The Dublin Core Metadata Element Set [23] is a 
vocabulary of fifteen properties for use in resource 
description (Fig. 10): 

1. Contributor - an entity responsible for making 
contributions to the resource. 

2. Coverage - the spatial or temporal topic of the 
resource, the spatial applicability of the resource, 
or the jurisdiction under which the resource is 
relevant. 

3. Creator - an entity primarily responsible for 
making the resource. 

4. Date - a point or period associated with an event 
in the lifecycle of the resource. 

5. Description - An account of the resource. 
6. Format - the file format, physical medium, or 

dimensions of the resource. 
7. Identifier - an unambiguous reference to the 

resource within a given context. 
8. Language - a language of the resource. 
9. Publisher - an entity responsible for making the 

resource available. 
10. Relation - a related resource. 
11. Rights - information about rights held in and over 

the resource. 
12. Source - a related resource from which the 

described resource is derived. 
13. Subject - the topic of the resource. 
14. Title - a name given to the resource. 
15. Type - The nature or genre of the resource [23]. 

 

Figure 10.  File metadata extraction 

Information stored on local hard drives can come in 
various forms such as files, pictures, database; document 
files, spreadsheet files, media files, chat files, email, as 
well as temporary internet files (from browsers). Garfinkel 
[16] developed a tool to automatically determine files in a 
big amount of files by analyzing the directory metadata of 
files. This experiment was shown on an amount of 1467 
drive images with 8673012 files. Next recommended 
metadata extraction tools in Windows-based environments 
are FTK (Fig. 10), Metadata Assistant, Metagoofil. 

 

Figure 11.  File metadata extraction on FTK 

Nowadays are these tools mostly automated, and do an 
effective job of producing precise metadata extraction 
results. 

For example, the next case could be selected: 
Digital evidence materials were stored by the user on 

the local hard drive in July 2017. 
This case predicates some questions as listed below: 

1. user was logged into the operating system in this 
time; (log files) 

2. it takes any time to store the files on the local 
hard drive, but we don’t know the amount of 
data; 

3. the file could exist or could be deleted from the 
local hard drive. 

In this case process of metadata, extraction is very 
useful to identify any consequences between these kinds 
of information. We provide such a research activity to 
recover lost files from the local hard drive (fig. 12). With 
the Autopsy tool, appropriate files were selected. The 
metadata information of these files could help in the 
process of investigation.  

 

 

Figure 12.  Metadata extraction deleted files on Autopsy tool 

IV. CONCLUSION 

The main goal of this paper was to define metadata 
associations and relationship with real data stored on the 
local hard drive. Research activity was analysed on a live 
system of metadata with Autopsy tool. Related works and 
our analysis confirmed that the metadata are very 
important regarding the possibilities of sensitive 
information recovery. In this paper, we have focused on 
the analysis of metadata and its role in the stage of the 
forensics process. If we ask some questions who did what, 
when, where, how and why, we could answer from the 
information stored on local hard drives often in hidden 
areas – metadata. We presented that this information is 
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often created automation by the operating system or by 
each use of application software. Is not so easy to obtained 
specific metadata information of the file, therefore exists 
automated metadata extraction tools. Algorithms often use 
in machine learning are implemented also in methods of 
extraction metadata.  

Future work could be in testing modern algorithms 
concept in the extraction of different types of metadata 
that are available with the digital files such as images, 
documents, archives, scripts, audio and video files. 

ACKNOWLEDGMENT 

 The work was funded by the grant KEGA 011UCM-
4/2018 The impact of serious games on the cognitive 
process. 

REFERENCES 
[1] Valentová M, Brečka P. 2019. Implementation of the critical 

thinking strategies in the school subject technology: A preliminary 
study. TEM J 2019;8(3):998-1004. 

[2] I. Dirgová, Luptáková & Pospíchal, Jiří. 2015. How Random Is 
Spatiotemporal Chaos of Langton's Ant? 1. Journal of Applied 
Mathematics, Statistics and Informatics. 11. 10.1515/jamsi-2015-
0008. 

[3] Šimon, M., Huraj, L., & Čerňanský, M. 2015. Performance 
evaluations of IPTables firewall solutions under DDoS attacks. 
Journal of Applied Mathematics, Statistics and Informatics, 11(2), 
35-45. 

[4] Hostovecky, M., Misut, M., & Pribilova, K. 2015. Web based 
testing in science education doi:10.1007/978-3-319-06773-5_33 

[5] Bánesz, G., Lukáčová, D., Depešová, J., & Vaněk, L. 2017. The 
possibilities of using experiments in education of special technical 
subjects. Paper presented at the Application of Information and 
Communication Technologies, AICT 2016 - Conference 
Proceedings, doi:10.1109/ICAICT.2016.7991808 

[6] C. White. 2005. “Consolidating, Accessing, and Analysing 
Unstructured Data.” J. Dec. Business Intelligence Network 
article. Powell Media. LLC 

[7] Structured vs. Unstructured Data, 2019. Available at: 
https://www.thesisscientist.com/blog/what-is-data-science 

[8] Immersion, 2019. Available at: https://immersion.media.mit. 
edu/demo# 

[9] Openteams. 2019. Available at: https://openteam.info/demo/team1 
[10] W. Warren, John. 2015. Zen and the Art of Metadata 

Maintenance. The Journal of Electronic Publishing. 18. 
10.3998/3336451.0018.305. 

[11] Raghavan, Sriram. 2012. Digital forensic research: Current state 
of the art. CSI Transactions on ICT. 1. 10.1007/s40012-012-0008-
7. 

[12] Jin Kwon, Se & Ranjitkar, Arun & Ko, Young-Bae & Chung, Tae-
Sun. 2011. FTL algorithms for NAND-type flash memories. 
Design Autom. for Emb. Sys.. 15. 191-224. 10.1007/s10617-011-
9071-9. 

[13] Howie Huang, H & Li, Shan & Szalay, Alexander & Terzis, 
Andreas. 2011. Performance modeling and analysis of flash-based 
storage devices. 2011 IEEE 7th International Workshop on 
Storage Network Architecture and Parallel I/Os, SNAPI 2011. 1 - 
11. 10.1109/MSST.2011.5937213. 

[14] Cachin, Christian & Haralambiev, Kristiyan & Hsiao, Hsu-Chun 
& Sorniotti, Alessandro. 2013. Policy-based secure deletion. 
Proceedings of the ACM Conference on Computer and 
Communications Security. 259-270. 10.1145/2508859.2516690.  

[15] Casey E. 2011. Digital Evidence and Computer Crime: Forensic 
Science, Computers and the Internet, Academy Press Publications 
3/e, ISBN 978-0-12-374268. 

[16] Garfinkel S L. 2010. Digital Forensic Research: The next 10 
years, Digital Investigations, In Proceedings of the 10th Annual 

Conference on Digital Forensic Research Workshop (DFRWS 
’10), Vol. 7 (2010), pp. S64-S73. 

[17] Marziale L, Richard III GG, Roussev V. 2006. Massive threading: 
using GPUs to increase performance of digital forensic tools. 
Paper presented at the 6th annual digital forensics research 
workshop (DFRWS’06). Digit Investig 4:73–81 

[18] Schatz B, Mohay G, Clark A. 2006. A correlation method for 
establishing provenance of timestamps in digital evidence. In: The 
proceedings of the 6th annual digital forensic research workshop 
(DFRWS’06). Digit Investig 3(Supplement 1):98–107  

[19] Turner P. 2005. Unification of digital evidence from disparate 
sources (digital evidence bags). Digit Investig 2(3):223–228  

[20] Yinghua Guo, Jill Slay. 2010. Data Recovery Function Testing for 
Digital Forensic Tools. Kam-Pui Chow; Sujeet Shenoi. 6th IFIP 
WG 11.9 International Conference on Digital Forensics (DF), Jan 
2010, Hong Kong, China. Springer, AICT-337, pp.297-311, 2010, 
Advances in Digital Forensics VI. Springer, Berlin, Heidelberg, 
ISBN: 978-3-642-15505-5 

[21] Raghavan, S., & Raghavan, S.V. 2013. Determining the Origin of 
Downloaded Files Using Metadata Associations. JCM, 8, 902-910. 

[22] Raghavan, S., & Raghavan, S.V. 2016. Reconstructing Tabbed 
Browser Sessions Using Metadata Associations. IFIP Int. Conf. 
Digital Forensics. 

[23] The Dublin Core Metadata. 2019. Available at: 
http://www.dublincore.org/specifications/dublin-core/dces/  

574



How chatbots can be involved in the education 
process 

 

Stanislav Ondáš*, Matúš Pleva* and Daniel Hládek* 
* Department of Electronics and Multimedia Communications, Faculty of Electrical Engineering and Informatics, 

Technical university of Kosice, Letna 9, 04120 Kosice 
(stanislav.ondas, matus.pleva, daniel.hladek)@tuke.sk 

 
 

Abstract—Chatbots become more and more popular in the 
human-machine interactions, because they enable to 
communicate with the system by the human language, 
which is a very intuitive and user-friendly. Moreover, 
chatbots can provide information without time-demanding 
searching and hide its complexity. Three chatbots were 
developed for supporting education on the Department of 
electronics and multimedia telecommunications. First one is 
the KEMTbot, which is a bot located on the department web 
page. It provides information from the web and about 
department staff. The second chatbot is a bot that supports 
students during the exercises from the subject “Databases”. 
The last one is a chatbot-like Amazon Alexa skill, which 
answers questions about the department on Amazon Echo 
devices.   

I. INTRODUCTION 
Britz defined chatbots as computer programs capable of 

conducting conversations similar to those between people 
[1]. They become very popular and they look promising to 
support business and industry. They aspire to be an 
alternative to human support on the web. They can 
provide useful information and in the case of more 
complicated requests they can move the interaction to the 
human expert. Surprisingly they occur after the success 
story of the virtual assistants as are Siri or Alexa, while 
the reverse order was commonly expected. Virtual 
assistants popularized human-machine language 
interaction and shows the direction of effective 
information providing.  Virtual assistants, chatbots and 
other language-based HMI provide information without 
time-demanding searching. Moreover, they hide 
complexity and size of information behind.  

Kayla Matthews in [2] writes: “No matter what chatbot 
is used in the classroom, it’s obvious that integrating them 
in educational environments is a must.” The importance of 
the topic illustrates more than 3800 topics since 2015 on 
Google Scholar [3]. Authors in [1] concludes that “These 
programs (Chatbots) already offer a native communication 
channel for the Z generation. Kim et al. in [4] introduced 
the chatbot in a role of foreign language teacher. In [5] 
COLA (a COntent-based Learning Assistant) chatbot was 
introduced to suggest optimal educational paths, along 
with a persuasive and empathic coaching.  

The work presented in the paper focus on initial 
integration of a set of chatbot-like tools to support 
information sharing and learning of students. Our 
motivation was to bring most modern technology that can 
help students easily to find information and to create more 
attractive learning-supporting tools for them.   

II. KEMT CHATBOTS 

A. KEMTbot 
KEMTbot is a chatbot system, which provides 

information about the department, its staff and their 
offices. We decided to integrate the chatbot, which is an 
expert on the locations (offices) of the department 
employees, because such information was not available on 
the web. Then, we gradually added other information 
about department, fields of study etc.   

KEMTbot is located on the main page of the 
department (http://kemt.fei.tuke.sk/) and it is a result of 
the student project (see [6]). It communicates in Slovak 
language, but can easily be extending to communicate also 
in English. 

 

 
Figure 1. KEMTbot on the main webpage of KEMT 
department 

 
To create a chatbot, Google DialogFlow technology 

was used. We use functionalities, which are provided for 
free (standard edition).  

At the beginning, user intents, which will chatbot be 
able to understand, need to be prepared. Training phrases 
need to be written, which relate to the particular intent. 
The developer writes few utterances, which can serve as 
patterns for the particular intent. These utterances are used 
by machine learning techniques to enable similar phrases 
to be written by the user. In our chatbot, 13 intents were 
included. Main intents are: welcome, search, thanks, 
fields_of_study, jokes.   

The system can automatically detect entities in the 
training phrases, if they were defined earlier. Entities can 
be seen as parameters, which can be extracted from user 
utterance with an appropriate value. Each entity is defined 
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by its name, reference value and its synonyms. Main 
entities in our chatbot are: @name, @surname and 
@contact, @field_of_study.  

After definition of intents and entities, the system is 
able to recognize goals of the user, but he don’t know how 
to react. The simplest way, how to set the answer on 
intents is not suitable for our application, because it forces 
data to be directly included in the chatbot flow definition. 
To keep data up to date, we decided to put them into the 
database, where can be modified. Dialogflow supports 
such solution by the “Fulfillment” functionality. This tool 
enables to run the code in one of the supported languages 
and implement more sophisticated NLG – Natural 
Language Generation algorithms [7]. To access database, 
we use JavaScript language and the Firestore database 
solution.  

The block diagram on Fig. 2. shows the process of the 
main flow in the interaction.  

 
Figure 2. Chatbot processing flow 

  
Firestore is a NoSQL database, which is based on 
documents and collections. As is shown in Fig. 3, we 
created a Firestore database, where “zamestnanci” 
(employees) are the main collection. Each employee is 
represented as a document with several fields.   

B. Department information skill for Amazon Alexa 
The idea to prepare a special skill about our department 

was to increase visibility of the department and to show 
the direction towards most modern technologies. Designed 
skill can imagine a very effective and easy for use tool, 
which can deliver information about the department by 
voice service through various Amazon Echo devices.   

The mechanism of providing extra voice services 
through Alexa Skills is shown in Fig. 2. The new Alexa 
skill can be developed using Amazon Developer Portal, 
and needs to be hosted on web service as AWS. The skill 
is basically a JSON script which helps to identify the 
request and checks the actual information on the 
department website. After successful certification of the 
skill, it could be publicly available for all Amazon Echo 
devices, but the certification process failed because of not 
adequate department website load balance for required 
traffic. 
 

 
Figure 4. Data in the Firestore database 

  
Designed skill enables users of Amazon Echo device to 

ask Alexa questions in English language about KEMT 
department and to deliver information from the English 
version of the department web page. Designed service 

Figure 3. The mechanism of Alexa skills deployment 
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enables interaction in English in a question-answer 
manner.  

Designed skill is a result of the student project and it is 
still in development to have it more useful and reliable and 
certified for public usage (see [8]). 

C. The concept of the chatbot as a teacher  
Educational materials have often large size, which can 

demotivate students to start learning. In range of the 
subject “Database systems”, we were usually using a set 
of tutorials for exercises, which contain explanations, 
examples and set of tasks.  

Tutorials for exercises can look, for the first sight, as 
too long and to difficult to perform. We believe that, we 
can increase the motivation of the student to start to 
perform exercise, when we will able to provide him 
knowledge and tasks sequentially.   

We believe that using the chatbot as a teacher can 
decrease the cognitive load of the student, because they do 
not need to track large amount of content. The concept 
“chatbot as a teacher” enables easily to search, to jump 
back or forward, to interrupt the process of learning or to 
have fun during the learning (which can positively 
influence memorability). Another advantage of the 
“chatbot as teacher” concept is that chatbots can be 
accessible through several ways. They can be 
implemented on web pages, on Skype, on social networks 
(e.g. in Facebook Messenger) or on the modern devices 
with virtual assistants (e.g. Amazon Echo or Google 
Home).  

We decided to use Dialogflow platform for creating 
chatbot in a role of the teacher. To store the data, which 
chatbot use, Heroku platform were used, where 
PostgreSQL database were prepared.  

 
Figure 5. Chatbot as a teacher for Databases subject 

 
Intents and entities were designed in a similar way as in 

case of KEMTbot. For each exercise a separate intent was 
defined, which can start the exercise. An example of the 
interaction is shown in Fig. 5. Described chatbot is a result 
of the student work (see [9]). 
 

III. RESULTS  
Two of designed services (KEMTbot and Amazon 

skill) were evaluated by measurement statistics or using 
subjective evaluation methods.  

A. KEMTbot 
Statistics on Dialogflow platform are available only for 

last 30 days. Extracted statistics from September 22. to  
October 21. 2019 can be found in Appendix 1. 64 sessions 
were performed by the chatbot, where the average number 
of queries was 3.97 per session. Chatbot runs since April 
2018. During 18 months he performed approximately 
1200 interactions.    

The Appendix II. shows the session flow diagram of the 
same period of the last month. Session flow diagram 
provides a view of the common paths taken by users 
during the interaction with the chatbot.  We can observe 
that after proposing of the default Welcome intent by the 
chatbot, in 59% of interactions users leave the interaction 
with chatbot. The most probable reason is that they were 
only trying, whether chatbot really works, but they didn’t 
need any information.  

The next most often category was selection of the 
“hladaj” (search) intent, which serve for searching 
employee's workplace (office) at the department according 
their name and surname. 18% of users selected as a next 
step mentioned intent. Approximately 45% of them 
obtained required information.  

“No match” was the second most often category 
(13.1%) after default Welcome intent. “No match” means 
that the system was not able to understand the particular 
user utterance. Misunderstandings were caused mainly 
because users type words and phrases that are not covered 
by any intent. E.g. user type “rytmus” instead of the name 
of the department member.  

There were also interactions, where “no match” was 
thrown due to the incompleteness of intent definitions, 
what is the case of example in Fig. 3.   

 
Figure 6. Interaction with unmatched intent 

 
In the situation from Fig. 3, the user ask for the location 

of “sekretariát“ (secretariat), but required phrase is not 
covered in search intent. Therefore, the system was not 
able to answer.  

The next example shows a successful interaction, where 
the search intent was invoked by typing the surname of 
the department employee Dr. Hládek. The input was 
recognized and the user obtained required information.  
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Figure 7. Example of the successful interaction 

 

B. Amazon skill 
Designed skill with information about department was 

evaluated using subjective evaluation method in a form of 
fulfillment of questionnaires after the interaction.  

Evaluation questionnaire consists of 8 questions and 
was prepared using Google Forms web service. Three 
questions required to choose one of the options. Written 
answer was required in case of other five questions. The 
questionnaire focuses on the user opinion about usefulness 
of the service and the perceived quality. 

Nine users tested designed skill on the real devices.  
 

 
Figure 8. Questionary results 

 
Next questions requested textual answer and were 

focused on the perceived quality of the service.  
 
Question 3.: Could you describe the situation when 

the application could be helpful? 
 The most often answers were that the Amazon skill 

give them an advantage that they do not have to search for 
the information on the web. They referred that this 
application saves their time. Application was helpful in 
searching the actual information about the department.  

 
Question 4.:  How the app helped you? 
Answers were similar as in case of question 3. 

Moreover, there were few interesting answers:  
“I learned a lot of information that I did not have time 

to read on the webpage.” 
“When I was tired at evening, and I didn't want to sit 

behind the computer, I liked to hear over Alexa about the 
department.” 

From the obtained answers we can conclude that 
providing information through Alexa make obtaining 
information or learning more comfortable and enable to 
learn also in situation, when we are too tired to use 
computer or other devices (e.g. smartphone). 

 
Question 5.: Are there any features you'd like to add? 
We obtained answers with following features:  

• instructions on how to use the Skill 
• information about subjects taught at the 

department 
• more information, e.g. when are the consultation 

hours or the latest updates of the department, 
grants, etc. 

• information about other departments. 
 

The next question was: “Would you recommend this 
app to your friends?” Figure 4. shows obtained results. 

 

 
Figure 9 Results 

 

IV. CONCLUSIONS 
The proposed paper presents a modern approach, in a 

form of dialog-like interaction, for accessing information 
implemented to support education. Spoken/written 
dialogue imagine very intuitive interface, where human 
language serves for information exchange. Chatbot-like 
services become more and more popular. Their main 
advantage is that they provide information without time-
demanding searching.  

Three services were developed for supporting education 
on the Department of electronics and multimedia 
telecommunications. KEMTbot is a chatbot located on the 
department web page. It provides information from the 
web and about department staff. The second chatbot is a 
concept that will support students during the exercises 
from the subject “Databases”. The last one is a chatbot-
like Amazon Alexa skill, which answers questions about 
the Department on Amazon Echo device.  

Obtained results shows, that students consider such 
services as attractive and helpful. The main reasons are 
that this form of obtaining information saves their time, 
enables them to find information without searching the 
web and makes obtaining of information more 
comfortable. We believe that this is the way how to bring 
more attractiveness into the education and increase 
motivation of students.  

In the future, we plan to consider emotion analysis to 
enhance the interaction and learning. In case of the chatbot 
for exercises sentiment analysis from text similar to 
technique proposed in [10] can be implemented.  

In case of Amazon skill, which is available only in 
English, first, we plan to integrate Slovak interaction using 
speech synthesis (see [11]), speech recognition [12] and 
other technologies as emotion and speaker recognition 
(e.g. [13]).     
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Abstract—Artificial intelligence (AI) is now one of the most
popular areas of Information technology (IT). While “a classical”
problem solving is based on algorithm approach, AI offers
systems which simulate human intelligence. Along with IT, AI
has experienced extremely rapid development of tools, methods
and applications.

Nowadays AI is a buzz word, for some people a hope to solve
their problems, for others a danger with negative impact on their
life. AI, despite its current popularity, is nothing new. It has a
long and rich history and a rich structure as well. In our paper
we will show “what is behind” popularity of AI by bibliometric
analysis of publications presented in SCOPUS up to the year
2019. We will show an evolution of structure of AI in particular
periods of time, number of publications, the most active countries
and research disciplines. We will present the results of keyword
analysis using thematic maps to visualize main trends and topics
of AI for each particular time period.

I. INTRODUCTION

Artificial intelligence (AI) is now one of the most pop-
ular areas of Information technology (IT). AI is inherently
connected with a computer which was originally developed
and used for computation. Counter partner for computer in
computation is algorithm but computer was very soon used
also to solve problems for which

• there was no known algorithm,
• algorithm was too complex,

AI offers systems which simulate human intelligence. To
solve problem AI is able to utilize partial knowledge - heuris-
tics

• about given problem,
• about problem solving,
• about problem solver.

AI system used to search for a solution of a given problem.
AI systems give up some basic properties of algorithm but
offer solutions which are acceptable for a problem solver.

Nowadays AI is a buzz word, for some people as a hope
to solve their problems, for others a danger with a negative
impact on their life. AI, despite its current popularity, is
nothing new. It has long and a rich history and a rich structure
as well. We will show “what is behind” a popularity of AI by
bibliometric analysis publications presented in the SCOPUS
up to year 2019. We will show an evolution of structure of
AI in particular periods of time, the number of publications,
the most active countries and their collaboration. We will
present the results of keyword analysis using thematic maps
to visualize main trends and topics of AI for each particular
period of time.

II. AI PUBLICATIONS

The power of the first AI systems was not too great
but they showed a high potential right from the start [1].
Using AI systems to solve real, practical problems required
research of all aspects of AI systems. Who, what, where and
when did in this area is best seen from the results published
in scientific journals or proceedings presented at scientific
conferences. We therefore performed bibliometric analysis of
publications indexed in the SCOPUS up to year 2019. The
term “Artificial intelligence” has been searched in the fields
article title, abstract and keywords of bibliographic records
of indexed publications. We retrieved (in September 2019)
324472 publications published within years 1960 – 2019.
For further comparison, we divided the time span into three
periods: 1960-1979; 1980-1999 and 2000-2019.
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A. Number of publications

John McCarthy is usually considered as the author of the
term artificial intelligence and the year 1956, when he invited
a group of researchers from a variety of disciplines includ-
ing language simulation, neuron nets, complexity theory and
more to a summer workshop called the Dartmouth Summer
Research Project on Artificial Intelligence, as its beginning
[2]. The oldest document in SCOPUS is Bibliography on
Simulation, Gaming, Artificial Intelligence and Allied Topic
[3] written by Martin Shubik in 1960.

Interest began to grow from the mid-1980s and was more
or less stable until the end of 1990s with a small decline
in the early 1990s. Since 2000, there has been a steady and
very sharp increase in the interest in artificial intelligence. It
reached its maximum in 2018 when 28156 publications were
recorded. Figure 1 gives more details.

B. Distribution of publications over the countries

Next, we performed analysis of participation of countries on
AI research and publications and studied contribution to the
field of particular countries as well as shift in the worldwide
distribution over time. Results of the top 10 most active
countries in 20-year intervals are in figure 2.

The USA is the most productive in terms of publication
though we see a gradual drop in their contribution over the
time. In the years 1960-1979, the US scientists published up
to 41% of all AI publications which decreased to 29% in years
1980-1999 and in the last twenty years, their publications
accounted only for 20%. The United Kingdom, Germany,
France and Canada have consistently contributed in all time
periods with around 7%, 6%, 4% and 3%, respectively, of all
publications.

In the first time period in 1960-1979, we can see Poland,
Israel and Belgium within the 10 most active countries but
they were replaced by China, Australia and Netherlands in
1980-1999. Spain appeared in the list in 2000-2019 just like
India that even placed as the fourth most productive country
in AI publishing in this time period. China has dramatically
increased its research output in last twenty years, producing
17% of all the publications in 2000-2019.

C. Countries collaboration

From the publications we can see not only participation
of countries on AI research but through co-authorship of
publications we can track scientific collaboration of countries
as well [4]. Our analysis of co-authorship network confirmed
quantitative and structural changes over the time (figure 3).
At the beginning of AI research in the years 1960-1979
the number of participated countries was quite small and
collaboration was weak. Later on, together with rise of power
and importance of AI systems, their applicability to solve
real problems, the number of publications and the number of
participated countries, cooperation of countries also increases.

The USA is the most important node in the network of
international collaboration in all three periods. The structure of
network has changed in the period 2000 – 2019 when besides

TABLE I
THE NUMBER OF PUBLICATIONS ANALYZED IN 10 YEAR INTERVALS

The time period The number of
publications

The number of publications
analyzed

1960 - 1969 93 93
1970 - 1979 814 814
1980- 1984 2166 2000 most cited
1985 - 1989 14392 2000 most cited
1990- 1994 12229 2000 most cited
1995 - 1999 16040 2000 most cited
2000 - 2004 26696 2000 most cited
2005 - 2009 55486 2000 most cited
2010 - 2014 83207 2000 most cited
2015 - 2019 132598 2000 most cited

the USA other countries like United Kingdom, Germany,
China, Hong Kong, Singapore and Switzerland have strong
positions with high centrality degree.

III. THE THEMATIC STRUCTURE OF AI

We used co-occurrence analysis of keywords to identify
evolution of topics that were characteristic for different time
periods. For the analysis, we chose all publications from time
intervals 1960-1969 and 1970-1979. As the number of records
increased rapidly after 1980, we divided the time span into
5-year long periods to better represent the trends. The top
2000 most cited publications were taken to analysis from each
interval. The selection is overviewed in table I.

These publications we analyzed in the same three periods
(1960-1979; 1980-1999 and 2000-2019) as previous data and
for each period we created a keywords co-occurrence map with
clusters representing characteristic sub-topics [5]. VOSviewer
and Gephi were used for keywords cleaning, analysis and
visualization. The size of the label and the circle of a keyword
is determined by the weight of the item. For some items
the label may not be displayed. This is done in order to
avoid overlapping labels. A link is a connection or a relation
between two items. Connected keywords occurred together
in the publications. The distance between two keywords in
the visualization indicates approximate relatedness of the
keywords in terms of co-occurrence links [6]. We also present
maps with time changes distinguished by colors of keywords
from blue to yellow according to average publication year. We
identified top ten keywords according their number of links
(degree) for each period.

A. 1960 – 1979

Thematic visualization of AI publications from the period
1960 – 1979 is in figure 4. As shown before, in the period
1960-1979, in the early days of AI research, the number
of publications devoted to AI is quite low. The number of
interconnections with other key words (the node degree) shows
a relation between the keywords as well as interest and hence
importance of given topics in given period of time. The first
10 keywords with the highest degree in 1960 – 1979 are
following:
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Fig. 1. The number of publications from AI in SCOPUS.

Fig. 2. Distribution of publications over the countries.

Label Degree
artificial intelligence 112
computers 72
systems science and cybernetics 61
pattern recognition 51
problem solving 48
computer analysis 47
automata theory 45
methodology 35
intelligence 34
man 32

As we can see the, highest degree belongs the keyword

“artificial intelligence” while the lowest degree to “man”.
Both topics are very general. The highest degree of the topic
artificial intelligence points out to its general meaning. There
is a big difference – 80 – between the two topics what points
out to their importance in given period of time. The topics and
their degrees are dynamic entities within the given period of
time. We distinguished it on the right map in figure 4.

From the left map in the figure 4 we can also see that its
structure is not homogenous, topics are represented by color of
clusters. Central theme of green cluster is artificial intelligence
in conjunction with computers, computer science, problem
solving and pattern matching. Red cluster represents topic
of brain simulation by the terms human, brain, intelligence
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Fig. 3. Cooperation of countries.

and cognition which are associated with computer assisted
diagnosis and nonbiological model. The most important terms
of blue cluster are systems science and cybernetics, computer
graphics, image processing and industrial robots. Next big
topic is computational linguistics and use of computers in
information retrieval represented by yellow cluster.

B. 1980 – 1999

Visualizations of AI publications in this period of time is
at the figure 5.

It is easy to recognize that changes between periods 1960
– 1979 and 1980 – 1999 are not only in the number of AI
publications but also in topics space and its structure. The
first 10 keywords with the highest degree are following:

Label Degree
decision theory and analysis 109
knowledge based systems 109
artificial intelligence 108
machine learning 108
algorithms 108
expert systems 108
computer simulation 105
neural networks 105
computer programming 101
database systems 100

When looking at the degrees, we can notice generally higher
degrees than in previous time period as well as lower variety
in degrees’ values within 1980 – 1999. This reflects higher
number of published articles and stronger connections between
topics.

The only keyword that remains in the first 10 keywords
when comparing to 1960-1979 is artificial intelligence. All
the others are new in the ranking.

Central topic (red cluster) is represented by eight of top ten
keywords (artificial intelligence, decision theory and analysis,
knowledge based systems, database systems, algorithms and
computer programming). Green cluster includes terms ma-
chine learning, computer analysis, information systems, com-
puter assisted diagnosis, information processing and biomed-

ical engineering. Blue cluster consists of keywords neural
networks, expert systems, mobile robots and process control.
Yellow cluster represents theoretical aspects of computer sci-
ence by terms computer science, computation theory, computer
metatheory and cryptography.

C. 2000 – 2019

Visualization of AI publications in this period of time is at
the Figure 6.

We can see further increase in number publications, topic
space and degrees of topic nodes. On the other side, degrees
of topic nodes are more or less the same for all topics nodes
from this period. The first 10 keywords/topics with the highest
degree are following:

Label Degree
classification 150
machine learning 150
neural network 150
pattern recognition 150
algorithm 150
human 149
information and storage retrieval 149
database systems 149
models 148
artificial intelligence 148

We can see a further increase of topics degree which points
out to a higher interest on the given topic and higher relations
to other topics of given topics space. The degree of the
keyword artificial intelligence increased from 108 to 148,
nevertheless it dropped to the 10th position. Increase of degree
can be found also in topics machine learning, algorithms and
database systems.

What is interesting is that topic human which occurred in
the period 1960 – 1979, but dropped out in the period 1980 –
1999, appears in the ranking again after year 2000.

All these changes point out to an application power of
current AI systems. While in first period “human” and “brain”
were used in connection to simulation of human thinking, in
the last period, “human” acts as a central term in application of
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Fig. 4. Thematic visualization of AI publications 1960 – 1979.

Fig. 5. Thematic visualization of AI publications 1980 – 1999.

Fig. 6. Thematic visualization of AI publications 2000 – 2019.
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AI in molecular biology, medicine and genetics. The top key
words/topics also reveal “what is behind” current AI systems.

Red cluster represents topic of image processing by key-
words image processing, human, face recognition, models,
pattern recognition, physiology and biometry. Green cluster
includes keywords artificial intelligence, machine learning,
neural networks, data mining, optimization, computer science,
intelligent agents and swarm intelligence. Blue cluster repre-
sents application of AI in biology and genetics by terms com-
putational biology, bioinformatics, sequence analysis, classi-
fication and database systems. Central keyword of yellow
cluster is brain in context of magnetic resonance imaging and
pathology.

CONCLUSION

AI systems are for society a “hope” and a “danger”. Tech-
nology and intelligence of AI systems can bring an innovation
to all problem solving processes and increase their effectivity.
Bibliometric analyses of publication devoted to AI systems
showed main topics of AI structure in particular time periods,
how they were scientifically managed, which countries partic-
ipated on a research, how they collaborated, how development
of AI systems proceeded. It has directly derived influence
on society, responsibility of society and educational systems.
Bibliometric analyses of publication devoted to AI systems
showed that a top level of key words/topics degree point out
to “what is behind” current AI systems, where is power and
weakness of them.

In the first time period 1960 – 1979 at top of interest was
topic “artificial intelligence” in a very general sense, with
degree more than twice higher than an average of other top
ten topics and topics like computers, systems science and
cybernetics and problem prevailed. In period 1980 – 1999
difference within topics degrees was considerable reduce and
topics like knowledge based systems, machine learning, expert
systems and neural networks prevail. Decrease of difference
within topics degrees continued also in further period 2000 –
2019 and at top of interest are topics machine learning, neural
network and topic human occurred once more what reflects
requirements of AI systems applications.

An impact of AI system comes from its internal structural
units, their cooperation and integration. Nowadays AI systems
can act intelligently and are powerful enough to solve real
problems. Application of AI systems with their technological
power and intelligence use to bring innovation to all processes
associated with a solving of given problem. This has of course
consequences not only on an effectivity of problem solving
processes but on people behind them as well. Our analysis
shows that AI has strong theoretical background documented
by thousands of publications. Users welcome innovation with
higher effectivity as it brings also higher profit. On the other
side, use of AI systems requires new knowledge and abilities
from the people participated on given problem solving pro-
cesses. Even more. Many human being positions are replaced
by AI systems and people lose their jobs. May be it is better to
say that AI systems and innovation connected with them bring

new requirements on knowledge and abilities of people behind
them: those who are responsible for AI system construction
and application, as well as those who are responsible for AI
system use. This is a challenge for all society. Labor market
will be dynamic. Job positions will be dynamic. Many job
positions will end, while many new job positions will arise.
New job positions of course would require new knowledge and
abilities. People should be aware of the above consequences
of AI systems use. This concerns also education. A short tech-
nological innovation cycle, requirements of a new knowledge
and abilities leads “automatically” to a lifelong education and
in education, learning is more and more important.
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Abstract— In the last twenty years there has been a huge 
emphasis placed on the road safety due to an increasing 
number of drivers on the roads. Safety is and will remain the 
number one priority, and for this reason, any positive changes 
or technological changes will be welcomed by governments 
and vehicle manufacturers. People spend more and more 
hours driving and it causes not only more chaos but it also 
pollutes the environment. The development of new smart 
technology has therefore become an important focus for 
many companies, institutions and researchers. Smart cities 
are demanding a smarter traffic light system. In this work we 
will briefly mention the beginnings of traffic lights as well as 
the gradual progress we have made so far with this new 
technology. We will also look at the current traffic lights and 
analyze the advantages and disadvantages of such smart 
innovation and in the last chapters of the work the focus will 
be on different types of algorithms and sensors used in smart 
technology.  

Keywords: road safety, smart technology, smart cities, smart 
traffic lights.  

I. INTRODUCTION 

What is a smart city one should ask first. A smart city uses 
information and communication technology which is 
connected to devices that are connected to the Internet or 
the Internet of things (IoT) as it is known. “Internet of 
Things (IoT) is a highly discussed paradigm aimed at 
connecting every day devices to the Internet. It empowers 
the systems with the ability to sense and control the 
environment around us.” [33]. This helps to increase the 
efficiency of cities, operations and services and greatly 
benefits communities. Despite this, the term "Smart City" 
itself remains unclear and is forever changing as 
technology develops. 
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According to a report by the Texas Transportation Institute, 
drivers in the United States, spend around 42 h a year in 
traffic and waste more than 3 billion gallons of fuel per year 
[1]. According to United Nations Population Fund [2], and 
the Population Reference Bureau [3], such problems will 
get even worse in the future for two primary reasons. The 
population is growing with each year more and more and 
there is an increasing migration to urban areas in many 
countries. Thus, the need to improve the safety and 
efficiency of transportation has never been stronger.  
 
Smart cities are demanding a smarter traffic light system 
which luckily go hand-in-hand with today's technology 
advances and to be more specific thanks to "wireless 
technology." An example of this is a system used 
throughout Europe, where Traffic Information Centres can  
be accessed at any time to simulate future events. Also, 
being considered is using this network to pass active 
information to drivers and in some cases, to vehicles itself 
about traffic conditions, preventing congested streets and 
weather conditions. In doing so, these systems will reduce 
congestion, reduce pollution, decrease time spend on the 
road, and even prevent traffic accidents. I also believe that 
this will help pedestrian and cycle traffic in doing so, which 
means a city working in sink and the benefits will be 
unimaginable considering the world's current use of the 
traffic light systems. Considering these advantages, one 
can only imagine the benefits to a city's economy, 
improvement in traffic safety, and the benefits to the user, 
which are millions of people worldwide.  

 
II. HISTORY OF TRAFFIC LIGHT 

“In 1912, an American policeman, Lester Wire, who was 
concerned with the increasing traffic, came up with the 
idea of the first electric traffic light. Based on Wire’s 
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design, the lights were first installed in Cleveland, Ohio, 
on August 5, 1914, at the corner of 105th and Euclid 
Avenue.” [4]. 

Why would this event be important, it only took some 
metal, electricity and some colored plastic. The reason is 
that it was the first electric traffic signal that is seen all over 
the world today. It was not automatic, and it was operated 
by a police officer in a booth. More interesting is that there 
were only red and green lights. Other attempts to control 
traffic via light signals included a gas-powered traffic 
signal installed in London in the 1860s, but this exploded, 
and one in Lester Wire in Salt Lake City in 1912 was 
considered temporary, so the beginning of traffic lights was 
the one installed in Cleveland two years later as it was a 
patented design. 
 

III. WHERE WE ARE NOW 
 
Automated (not computerized) traffic signals were a big 
success, and they operated by changing their lights at fixed 
periods. This caused unnecessary waiting as the light 
would be red even when there were no vehicles on the 
opposite side. This eventually helped people to invent 
better traffic light systems that allowed for better traffic 
flow. With the invention of the computer in the 1960s, 
traffic lights became computerized. Overtime computers 
improved and the traffic lights improved by monitoring 
traffic and changing lights accordingly. The computer 
software could now be predicted and accordingly 
controlled.  
Wireless technologies have allowed communication 
systems where vehicles communicate. An example of this 
is the Vehicular Ad Hoc Networks (VANETs) system. 
“Vehicular ad-hoc networks (VANETs) technology has 
emerged as an important research area over the last few  
years. Being ad-hoc in nature, VANET is a type of networks 
that is created from the concept of establishing a network 
of cars for a speci�c need or situation. VA NETs have now 
been established as reliable networks that vehicles use for 
communication purpose on highways or urban 
environments.” [5]. 
 
At the moment traffic all over the world can be monitored 
which helps to identify the traffic at a specific time, can tell 
us which streets or even cities have the most traffic and 
when the peak hours for traffic will be.      
Computers even monitor the weather, and they can change 
depending on the weather to assist traffic flow. The lights 
can also be controlled in case of emergencies. So currently 
computers have dramatically improved the handling of 
traffic and increased road safety, saving many lives. 
  
The overhead countdown timer was introduced in the 
1990s, and it helps pedestrians know whether they have 
enough time to cross the road. The City of Rotterdam in the 
Netherlands has introduced bicycle traffic lights that can 
detect rain. The lights will then give bicycles higher 
priority at an intersection as they are not protected from 
rain and cannot see as well as a motorist. Every year the 

number of vehicles increases dramatically, and it will 
continue to increase as we become developed and move to 
cities. Traffic signals must continue to improve to help 
these higher amounts of traffic. Vehicle traffic is increasing 
by the day, and there is a strong need for maximum use of 
existing infrastructure in and between cities. Smart 
technology offers many new possibilities for a safe and 
efficient flow of traffic while minimizing CO2 emissions 
and improving air quality. Smart traffic systems connect 
road users to the infrastructure and information systems, 
which will help road users to make better decisions and in 
turn, road users' location and driving characteristics, helps 
traffic applications to manage traffic more efficiently. 
 

IV. CURRENT TRAFFIC LIGHTS 
  
Most current traffic lights systems use a loop of wire buried 
beneath the road. This wire carries a an electric current thus 
creating a magnetic field when a vehicle drives over it and 
then activates accordingly by sending the signal to a 
roadside computer. This prevents unnecessary delays, 
especially when there is very little traffic on the road. 
Vehicles connected "to the internet of things" will be able 
to “communicate with traffic signals and other vehicles. As 
the cars would be able to communicate with traffic signals, 
this would allow them to know whether they can make it in 
time” [6] or not or prevent a collision with a vehicle that 
skipped a red traffic light.  
 
“Traffic lights will sync with your phone or even talk to 
your car.” [7]. A Korean firm is designing a light to display 
news headlines to keep drivers from looking at their 
phones. In England's Newcastle University, they are testing 
a traffic light system that will "talk" to your car's navigation 
system to prevent you from driving through a red light. 
There is even an App from EnLighten systems “that 
coordinates with a city's traffic management system to let 
drivers know the status of nearby lights.” [7]. It is already 
integrated with BMW's navigation system. “A time will 
come when signals will ask the cars where they are going 
and change traffic plans accordingly” [6] and in doing so, 
control traffic citywide as one. 
  

V. ADVANTAGES AND DISADVANTAGES OF SMART 
TRAFFIC LIGHTS 

 
“To discover the traffic situation, the system will be  
developed utilizing the CCTV cameras at intersections.” 
[8]. Smart traffic lights can be also combined to work with 
GPS, laser radars, sensors to either increase the safety of 
pedestrians or to warn against potential vehicle traffic 
threats like irregular traffic flow, e.g., a vehicle swerving 
or standing still. This technology is already used in Tesla 
vehicles, and nothing stops traffic lights from sharing this 
information to assist or prevent potential accidents. Should 
an accident occur, the smart traffic light systems will 
automatically notify emergency services of the accident. 
There are also vehicles already making use of this 
technology. In doing so, the golden hour [9], as referred to 
in the medical fraternity to help people survive and the 
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collision can be cleared sooner. Traffic lights are part of a 
cities infrastructure and therefore present a perfect 
opportunity to assist in creating a "Smart City." 
Information is essential to any network, and as smart traffic 
lights gather more information through monitoring traffic 
flow and using artificial intelligence (AI), they will be able 
to share information citywide and work out the best options 
for traffic citywide.  
  
Smart or intelligent traffic lights, whichever way we prefer 
to call them, also offer great value for money as only one 
traffic light at any intersection has to be fitted with smart 
technology. This is because cities mostly design 
intersections the same, e.g., 4 street intersection with 
paving and buildings next to it. The computer systems in 
these smart traffic lights only get better as technology 
improves approximately every 18 months and, therefore, 
can make use of more sensors and process more data. The 
problem is that the system will work at its best if the 
vehicles are also using smart technology like GPS, driver 
assistance systems monitoring traffic, speed, and 
pedestrians and if they make use of map navigation 
systems in the vehicle, on their GPS device like TomTom 
or their smart phones. 
  
Vehicles with smart technology can work together and 
send information to the smart traffic lights, which will give 
it more information to work with and therefore be a better 
system as it has more information available to make smart 
decisions. Vehicles can send information as often as it is 
programmed to which can be hundreds of times per second 
thanks to smart technology. The Tesla self-driving 
technology is witness to this. When the smart traffic light 
receives the information, not only will it be able to make 
instant and clever decisions, it will also be able to send this 
information back to the smart vehicles and in doing so, 
control the vehicles throughout the city. This is also made 
possible because the smart traffic lights can communicate 
with one another to find the best solution for any incidents 
like an accident or during adverse weather conditions. “Top 
automakers including Volkswagen, Honda (HMC), Ford 
(F) and BMW (BMWYY) are experimenting with 
technology that allows cars and traffic lights to 
communicate and work together to ease congestion, cut 
emissions and increase safety.” [10]  
 
Smart technologies of the future will also be able to give 
emergency services green light. It will be an innovation 
that prevents accidents and casualties. This is already 
happening in Helmond, a city in southern Netherlands. [11] 
In June 2019 Dynniq and its partner KPN announced at the 
ITS European Congress in Eindhoven that “Dynniq’s 
innovative ‘GreenFlow for BlueLights’ invention 
automatically switches traffic lights to green for 
emergency service vehicles” [11] There are more and more 
accidents involving emergency vehicles and most such 
accidents “occur at junctions featuring traffic lights within 
built-up areas, after emergency vehicles have encountered 
a red light and other motorists have encountered a green 
light. Quite a few risks are encountered when driving an 

emergency vehicle. Because normal traffic rules are not 
followed, it is more difficult for other road users to predict 
at how emergency service vehicles will behave, which can 
result in accidents and casualties.” [11] Therefore, it is 
crucial that traffic safety, flow and traffic efficiency is 
improved by developing innovative smart technologies.  
Advancements in technology also mean that not only do 
we have to rely on placing and relying on smart systems in 
actual cities, but we can test, analyze, improve and predict 
cities traffic condition by using different scenarios without 
leaving a room by using computer model simulation. [12] 
This works by putting information already gathered by 
smart traffic lights for example amount of vehicles, 
weather conditions, periods of heavy traffic or peak hour 
as it is known, speed of vehicles and then use computer 
programs to identify areas causing problems and how to 
not only resolve the problems but recommend the changes 
one can make to improve traffic flow. [12]. For example, 
changing the signal time of a traffic light or placing a traffic 
island in the middle of the road. This will help to direct 
traffic flow as well as to provide safety for pedestrians. 
  
These network simulators are like the ones used when 
training pilots called flight simulators, and there are even 
simulators that can give one the best design for a traffic 
light considering the location: height and visibility. There 
are faults with this current and future design as the smart 
traffic lights make use of wireless (Wi-Fi) connection, [13] 
unlike the wired connection in the old days. If there is a 
building between two Wi-Fi signal areas, this may block 
the signal, but by using more Wi-Fi receivers in the streets, 
smart vehicles Wi-Fi signals or by using satellite 
communication this can be overcome.  
  
To appreciate the real value of smart traffic lights one can 
make use of a simple example where the smart traffic light 
will notice a vehicle driving too slowly or stopping a few 
seconds longer than is necessary and immediately not only 
identify this but make a decision to overcome this situation 
and prevent an accident. I think this is where one can 
appreciate and understand the use of smart traffic lights or 
the use of smart technology in them. Future use will 
possibly include the smart traffic light applying the breaks 
in a vehicle or group of vehicles to prevent a traffic 
accident or to improve traffic flow.  
  
With the speed of technology advancement, one can only 
imagine how cleaver and helpful these systems will 
become. “Scalable network-wide traffic classification 
(TC), combined with knowledge of endpoint identities, will 
enable the next wave of innovation in networking, by 
exposing a valuable layer of TC-enriched flow context 
information for applications to consume.” [34]. 
Not only does it improve road safety, but the drivers' 
quality of life, which all drivers will welcome.  
  
The use of smart technology also raises the question of 
security as these systems can be hacked, and governments 
are aware of this and working hard to protect their 
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infrastructure from these risks, which can bring a city to a 
standstill. 
  
Although smart technology will assist in helping the daily 
travel of millions of people, it does raise the issue of 
privacy as people may feel that they are being watched or 
monitored wherever they go as the traffic lights may be 
able to identify vehicles, mobile signals, and make use of 
CCTV. “Traffic light systems in practice have multiple 
vulnerabilities that can be exploited. Since the attackers 
can see the service set identifier (SSID) of the network, they 
may just need to acquire the radio of the same model as the 
controllers, which can be done through social engineering 
the manufacturer to sell one.” [14] 
 
Already in London, “The High Court dismissed the case 
brought by Ed Bridges, a resident of Cardiff, Wales, who 
said his rights were violated by the use of facial recognition 
technology.” [15]. Mr. Bridges claimed [15] that he had 
been recorded without his permission by the Police using 
systems that scan human faces in real-time.  
 
Already companies, including Apple, Facebook, and 
Google, use the technology to identify people in pictures.  
So one can argue that smart or intelligent traffic lights can 
be a blessing and a curse. [35] However, we are not able to 
stop technology and must adapt to the changes as it does 
improve our daily lives and road safety. Considering the 
impact vehicles have on the environment, smart traffic 
lights will even get a higher priority as it not only reduce 
CO2 emissions but can encourage people to make use of 
buses by giving them priority and therefore reduce the 
number of vehicles on the road.  
  
The problem is also the older generation versus the next 
generation. Will the older generation accept the 
technological changes like smart traffic lights or delay it, 
and will the next generation appreciate the older 
generations' value in implementing these technologies, 
considering that they hold a lot of knowledge. Chris Rand, 
an established campaigner, believes that the key factor in 
making a change is to listen to the young people for they 
“seem to understand – perhaps better than the transport 
and planning authorities – the need for proactive policies.“ 
[16] However, I believe that the best way to overcome this 
barrier is to learn from past successes and failures. This 
will help us understand our shortcomings and help us find 
new solutions. That is to say, if artificial intelligence does 
not do so for us.  
 
Also, smart traffic lights technology will not be able to be 
implemented overnight, so the sooner it gets implemented 
and supported by governments and cities, the better. The 
reason for this is because it will require lengthy 
consultations, possible land purchases, or access 
agreements and will have to be a rolling program over 
several years. Disrupting traffic will be part of the program 
for future smart cities, but the benefits in doing so will 
make up for this. 

VI. HOW WE TURN REGULAR TRAFFIC LIGHTS INTO 
SMART TRAFFIC LIGHTS USING SMART 

TECHNOLOGY: 

As we already discussed, laboratory environments are used 
by taking computer network simulators to simulate traffic 
flow, weather conditions, accidents, traffic speed, 
communication between smart traffic lights and smart 
vehicles to name a few and in doing so, find the ultimate 
way for identifying and suggesting solutions to overcome 
issues and to make the system as dynamic as possible. 
 
 Multi-Interface Mobile nodes are used to create a 
configuration of Intelligent Traffic Lights (ITLs). [17].   
“A mobile node is an Internet-connected device whose 
location and point of attachment to the Internet may 
frequently be changed. This kind of node is often a cellular 
telephone or handheld or laptop computer, although a 
mobile node can also be a router.” [18]  
 
These mobile nodes make use of substations as there is a 
distance or range limitation, and only two nodes get 
attached to a system. One to communicate with the field 
vehicles it is covering and one that can communicate with 
other smart traffic lights systems or the city control 
network. ITLs can be programmed to broadcast thousands 
of bytes per second but usually around 250 to 300 bytes for 
every 0.3 seconds with information relating to traffic 
conditions, weather conditions, and accident warnings. 
[17] The speed of communication usually relates to the 
speed of the vehicles and the number of vehicles per unit. 
Note that it is only possible to communicate with vehicles 
that use smart technology. Also, the success of these 
systems depends on the drivers' reaction time, weather 
conditions, and the reaction of other drivers in the area. 
Things can even get more complicated if people do not use 
the correct following distance or disobey the traffic rules. 
On the positive side, the ITLs can collect thousands of data 
bits and share this within a second with other ITLs, the city 
emergency services, or smart vehicles. 
  
The nodes respond to the computer input or algorithm they 
were programmed to receive. 
The sensors used in collaboration with nodes include 
CCTV, motion sensors, rain detectors, fiber optic video 
receivers, to name a few. [17] Smart sensors have 
intelligent capabilities like “wireless communication and 
being an on-board microcontroller. It is used for analog to 
digital conversion, digital processing, decision making, 
and two-way communications. Smart sensors have various 
advantages in comparison to conventional sensors such as 
smaller size, minimal power consumption, and high 
performance.” [19] 
 
In summary, Smart sensors allow the detection of data and 
key performance metrics that can be examined to improve 
the efficiency 
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VII. ALGORITHMS 
 

There are several types of algorithms that are used in smart 
technology, but the main ones are: Recursive, Dynamic 
programming, Backtracking, Divide and conquer, Greedy, 
Brute Force, Randomized algorithms. [21] For intelligent 
traffic systems, the majority of the world use SCATS 
(Sydney Coordinated Adaptive Traffic System). [22]. They 
are multiple algorithms used to decide cycle times, aka 
traffic light timing. This include: 
 
1. A voting system based on traffic volumes at and near the 
intersection. 
2. Algorithms in case of faulty detectors and other needs of 
traffic optimizers. 
 
AKA Advanced Technologies uses mechanical, electronic, 
optical, machine to machine, and machine to web 
technologies to develop software and hardware. [22]. 
Less advanced traffic systems generally use fixed time - so 
no algorithms. 
 

VIII. DIFFERENT KIDS OF SENSORS 

 Sensor technology has become omnipresent over the last 
decade. It has been used in many areas such as healthcare 
[23,24], agriculture [25,26], and forest [27,28], vehicle and 
marine [29,30] monitoring. As far as transportation is 
concerned, it has also been supporting the development of 
traffic control applications as well as the safety and 
entertainment. [31]. “In recent years, sensors, and 
actuators such as tire pressure sensor and rear-view 
visibility systems have become mandatory (due to federal 
regulation in the United States) in the manufacturing of 
vehicles and the implementation of intelligent 
transportation systems, aimed at providing services to 
increase drivers’ and passengers’ satisfaction, improve 
road safety and reduce traffic congestion.” [31].  

There are sensors, which are installed in order to monitor 
the performance of the vehicle or for the purpose of 
providing better assistance to drivers. There are currently 
around 60–100 sensors in a vehicle, but this number grows 
as vehicles become smarter and it may even reach up to 
200 sensors. [31]. 

Despite the fact that a lot of money has been invested into 
in-vehicle sensors such as fuel sensor, radar sensor, 
pressure sensor, infrared sensor etc. [31], the ultimate 
priority has become “traffic data collection using 
mechanisms located along the roadside.” [31] Based on 
their location, sensors are classified into intrusive and non-
intrusive sensors. Intrusive sensors are classified into 
passive magnetic sensors, pneumatic tube sensors and 
inductive loops. “Intrusive sensors are installed on 
pavement surfaces. They have high accuracy, but they also 
have high installation and maintenance costs.“ [31]. Such 
sensors are most widely used in traffic control systems. 
[32].  

The biggest advantage of road sensors in that they are 
highly accurate in detecting vehicles. On the other hand, 
However, the main disadvantage is that the cost of 
installation is high, the maintenance and also regular 
repairs. “One solution that has been implemented to 
address the aforementioned drawback is the introduction 
of wireless battery-powered sensor nodes which replace 
the intrusive sensors and are installed over the pavement.” 
[31]. This is expected to improve the quality and accuracy 
of the collected data as well as to lower the cost.  

The second category, as we mentioned above, the non-
intrusive sensors are installed at different places on the 
road and can be very effective at detecting vehicle’s transit, 
the speed of the vehicle as well as the lane coverage. [31]. 
However, as in the first case, it is pricy. “Normally, non-
intrusive sensors are used to develop applications that 
provide information on a selected location, such as queue 
detection at a traffic light, traffic conditions, weather 
conditions of the road and the pavement.” [31].  

Sensors, as we can see, play an important role in 
development of smart technology and in improving the 
traffic safety and traffic control. It will be of vital 
importance for the ITS in the future. “Sensors provide the 
mechanism to data acquisition related to the vehicular 
context (such as road conditions, traffic conditions, vehicle 
conditions) that can be integrated with the current 
transportation systems to mitigate some of the problems 
that past and current transportation systems have been 
facing.“ [31]. I believe that there is a real potential in the 
further research area and that the development of the smart 
applications and integrating sensors with ITS will improve 
the safety and traffic control of transportation systems. 

IX. CONCLUSION: 
  
 Technology is advancing very fast and will only become 
more advanced in a shorter space of time. This raises the 
following questions – can we keep up with the ever-faster 
pace of technology, and even if we can do so, what about 
flying vehicles. Will we even need traffic lights in the near 
future? It is unbelievable how important smart traffic lights 
have become, and we must acknowledge the fact that it 
saves lives and improve lives. Cities of the future can only 
be smart if smart traffic light systems are used. 
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Abstract —When a routing protocol detects a link or 

node failure, a network convergence process starts in the 
network. This process may take from a few hundred ms to 
tens of seconds. During this process, the data affected by 
specific failure is permanently lost. For these reasons, Fast 
ReRoute (FRR) has been developed. FRR is a technology, 
that minimizes network repair time after a link or node 
failure, mainly in the ISP networks. The FRR mechanisms 
calculate alternative backup path before the failure in the 
network may occur. 

The key factor of network recovery time after link or 
node failure is failure detection. One of common fast failure 
detection technique used in the FRR area is Bidirectional 
Forwarding Detection (BFD) mechanism.  

In this paper we present a new implementation of fast 
failure detection mechanism BFD in discrete event 
simulator OMNeT++. We describe implementation of 
individual modules in simulator, testing topology and 
testing scenarios for proper validation. 

Keywords—Fast Reroute; FRR; BFD; OMNeT++; OSPF;  

I. INTRODUCTION 
Classical IP networks were developed for traffic, 

where data transfer delay was not a monitored parameter. 
However, these networks are non-compliant for VoIP for 
real-time speech, IPTV, 3G and 4G mobile networks, 
because they do not meet their basic Quality of Service 
(QoS) requirements [1][2][3]. 

When network traffic is transmitted, it is necessary to 
guarantee that no link or node failures occur. When 
communicating over a network, communicating nodes are 
often located in different locations and are therefore 
forced to communicate through networks of ISP. These 
networks may be so overloaded in some segments, that at 
some point, if the primary path for a particular data flow is 
routed through this part, the connection between the 
communicating nodes may be lost. However, the concept 
of conventional IP networks does not natively support any 
fast failure-repair mechanisms. 

FRR mechanisms [1] are being deployed in current IP 
networks to address loss of connectivity, mainly because 
of the introduction of real-time services such as VoIP, 
IPTV, and other mission critical services. 

The common FRR mechanisms according our analysis 
([4][5]) are: Loop Free Alternates (LFA) [6][7][8], 
Remote LFA [7][9][10] and Directed LFA [11], MRC 
[2][12][2][13], Multicast Repair (M-REP) [14][15] and 
other redundant tree based approaches ([30][31][32]). 

In the case of a link or network node failure, a network 
convergence process occurs. During this process, the 
connection between the source and the destination of the 
communication is temporarily interrupted.  

The convergence time of network is an important 
parameter that depends on two key factors, namely the 
size of the network and the routing protocol used. Some 
protocols converge relatively slowly even in smaller 
networks, e.g. RIP routing protocol, others converge 
faster, e.g. OSPF or EIGRP [1].  

The average network repair time of current FRR 
mechanisms is up to 50 ms [1][16]. The principle of the 
FRR technology can be divided into three basic stages, 
which follow in sequence: 

• Failure detection - The physical layer detects the 
failure relatively quickly, in the order of ms. However, 
routing protocols can detect this failure within a few 
tens of seconds, depending on which routing protocol 
is used and what the timer settings are. FRR 
technology uses special fast failure detection provided 
by Bidirectional Forwarding Detection (BFD) 
[17][18][19][20][21]. 

• Installing new/temporary routes to routing tables - The 
mechanism that takes care of this may be proactive or 
reactive. With a proactive mechanism, backup paths 
are calculated in advance, but as the network grows, 
the number of failures may increase. Therefore, in 
some cases it is appropriate to use a reactive 
mechanism. It reacts only after the failure detection, 
but the repair time in the case of link or node failure is 
more time consuming. 

• Restoring the original routing entries - After the end of 
network convergence (respectively used routing 
protocol), when the nodes in the network have 
interchanged routing information, these information 
are installed in the routing tables, replacing the 
temporary records recalculated by the FRR 
mechanisms. The routing protocol takes over routing 
layer again, and the FRR mechanism is disabled. 
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After convergence in the network, all routers must 
have the same topology information. Therefore, it is 
essential that routing information on a specific router does 
not conflict with routing information of other routers. All 
IGP protocols such as RIP, OSPF, and ISIS rely on 
converged network status. 

R1 S E D

N1

Primary route
Secondary route  

Figure 1 The principle of IPFRR 

Figure 1 illustrates the basic principle of FRR 
technology. Router S is a node that detects a link failure 
between it and the primary Next-hop (E) router. The 
destination of the original network traffic is represented 
by the D (Destination) router, that is redirected through 
the Next-hop Alternative (Ni) [1][22] [23]. In the next 
chapter we will focus on specialized fast failure detection 
protocol - BFD. 

II. OVERVIEW OF DETECTION PROTOCOL BFD 
Fast failure detection is the first and time critical stage 

of FRR mechanisms. It is necessary to minimize the 
detection time of the link or node failure in the network.  

The BFD mechanism provides fast failure detection 
mechanism for various types of links. BFD mechanism 
works in networks with point-to-point links and with any 
data protocol, either over the network or link layer. This 
mechanism is typically used in networks with high 
bandwidth and need for fast failure detection. The reason 
why network connectivity is interrupted may be failure on 
physical layer or network congestion [17]. 

The BFD process operates independently of the 
routing protocol on linecards, which means, that it does 
not require the router's CPU for calculations (Figure 2). 

Route processor

Linecard

Linecard

Linecard

BFD MasterTelnet SSHBGP

SNMPIGP

BFD Agent

FIB Downloader

BFD Agent

FIB Downloader

BFD Agent

FIB Downloader

 
Figure 2 The example of BFD architecture 

The primary benefit of BFD mechanism is detection 
time 30 ms (hello interval is set to 10 ms). The BFD 
session can operate even when two BFD enabled devices 
have different configuration settings of BFD session. 

R1 R2

Hello packets

Control packets

OSPFOSPF

BFD BFD  
Figure 3 OSPF with BFD technology 

The BFD enabled device can operate in two operation 
modes – passive and active. In active mode BFD sends 
control packets periodically. This is also happening in the 
case, where no control packets have been sent by the 
neighboring BFD enabled device. 

In the passive BFD mode, the BFD process does not 
send any control packets until the neighboring BFD 
process sends the first BFD control packet. In order to 
establish a session in passive mode, at least one of the 
processes must be in active mode. Our implementation of 
BFD mechanism uses active mode on both sides of BFD 
processes. 

A. Session states and BFD state machine 
A BFD session can have 4 basic states: Admin Down, 

Down, Init and Up.  

• BFD Admin Down - is the state, that a session gets, 
when the administrator usually manually disables the 
interface, which means, that the interface does not 
respond to or send any control packets. 

• BFD Down - is the initialization state of the BFD 
process. Upon receiving a BFD message from a 
neighboring BFD process, it goes to the next state. If a 
remote BFD process indicates the same state of the 
session, both processes go into the Init state. If the 
neighboring process indicates the Init state, the local 
process goes to the Up state. 

• BFD Init state – in this state is the BFD process, when 
it has received at least one control packet. When a 
local BFD process receives a message from an 
adjacent BFD process with an Up state, the local 
process goes to the UP state. If the local process 
expires the detection time or the neighboring BFD 
process goes to Admin Down state, the local process 
goes to Down state. 

• BFD Up state - is the state in which the BFD protocol 
is converged, as long as both communicating 
processes are in Up state. To this state BFD interface 
can get after indication of Init state and current state is 
Down or after indication of Init state and Up state from 
neighboring process. 

The mechanism of transition between states is shown 
in the state machine in Figure 4. 
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Figure 4 A state machine describing a BFD session 

B. BFD operation modes 
The BFD protocol has the ability to operate in 

asynchronous mode and on-demand mode. The 
implementation of the mechanism described in this work 
is designed so that the initial mode of both communicating 
BFD processes are asynchronous [17]. 

The neighboring BFD process has the right to request 
a change of mode only, when the local and neighboring 
processes are in the Up state. 

• Asynchronous Mode - In this mode, the local BFD 
process periodically receives control packets from the 
neighboring BFD process. In the case, that the local 
BFD process does not receive any control packet from 
the neighboring BFD process, it goes to Down state. 

• On-demand mode - In this mode, the local BFD 
process requests the neighboring BFD process to 
temporary stop sending BFD control packets. Link 
connectivity verification works based on an explicitly 
generated request. Subsequently, a Poll sequence is 
performed during which several control packets are 
exchanged. This mode is mainly used on links with 
high bandwidth and additional BFD control packets 
could cause link congestion. 

C. Poll sequence 
The poll sequence in BFD is a short mechanism for 

exchanging control BFD packets. This sequence is used 
when changing BFD session parameters, changing 
operating mode (asynchronous or on-demand), explicitly 
verifying connectivity or changing timers. 

If the BFD process wants to change the 
communication parameters, the BFD sends a control 
packet with the Poll bit set. The neighboring BFD process 
stores the requirements of the BFD process and responds 
with a BFD packet with the Final bit set 

Changes in communication will take effect only after 
receiving the BFD packet with the Final bit. See Figure 5 
for Poll sequence example. 

 R1 R2

Asynchronous
mode

On-demand
mode

Poll bit packet

Final bit packet

 
Figure 5 Poll sequence 

III. OMNET++ SIMULATOR DESCRIPTION 
The OMNeT++ is an common open source, object-

oriented environment based on C++ for advanced 
simulation models. When working with a simulation, it 
provides a clear graphical environment that makes it 
easier to evaluate simulation results. It consists of modular 
and easily extensible libraries designed for various 
network simulation [24][25]. 

A. ANSA-INET Library 
In this paper we use ANSA library called ANSA-

INET [26]. The name comes from the collaboration 
between Automated Network Simulation and Analysis 
(ANSA) and the IP network framework (INET) [27].  

The library makes possible the development and 
implementation of simulation modules representing 
communication protocols from layers according to 
TCP/IP model from application to physical layer. This 
helps to identify any weaknesses in the implementation 
process of the protocol or configuration errors before 
deploying it to the actual network. 

B. Simulation language NED 
NED is the OMNeT++ language for creating 

simulation topologies. Networks in this language are 
defined modularly, which means, that the main module 
can contain internal modules that may contain others, etc 
[24].  

Internal modules can be interconnected with each 
other via communication channels. Created network 
description files have the .ned extension and can be 
translated into C++ in OMNeT++ and compiled into an 
executable file. 

C. IMPLEMENTATION OF BFD MECHANISM 
In this paper we describe implementation of BFD 

protocol for a synchronized cooperation with dynamic 
routing protocol OSPF version 2 [28]. The protocol is 
designed as an independent process executable separately 
or in parallel with the mentioned routing protocol at the 
beginning of the simulation. Thus, each interface sends 
appropriate OSPF packets as well as BFD control packets. 
This implementation of BFD protocol is applicable in 
network with point-to-point connections between adjacent 
routers.  

For process communication, a process-level link is 
implemented in terms of both the router and its interfaces. 
After detecting a link failure by the BFD on the specific 
interface, it applies the interface state change from the 
OSPF routing protocol module perspective.  
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In the next chapter we describe the BFD module's 
source files, classes and functions, as well as the classes 
that had to be modified to communicate with the OSPFv2 
routing protocol module. 

D. Structure of the implemented mechanism 
The BFD mechanism library implemented in the 

OMNeT++ simulation environment is represented by the 
BFDMechanism module.  

The module is implemented in the INET Framework, 
allowing simulation of the BFD protocol. The library 
source files are included within the ANSA-INET library 
and are located   at: ../ansainet/src/inet/transportlayer/bfd.  

Because the implementation of the mechanism is more 
extensive, the source files are organized into several 
logical folders relative to the functions implemented in 
them (Figure 6).  

 
Figure 6 The layout of OSPF and BFD classes after implementation 

IV. VERIFICATION OF IMPLEMENTATION 
This chapter describes the simulation of BFD 

functionality testing in collaboration with the OSPF 
routing protocol.  

In [29] we have tested implementation in various 
topologies, but in this paper we describe only specific 
scenario. 

A test topology was created for this purpose (Figure 
10). The test topology is implemented in the simulation 
environment in the form of projects in subfolders in the 
location ../ansainet/examples. 

The tested topology folder contains several files, the 
most important of them are: 

• .ned - defining the hierarchical network model, which 
consists of the main module and submodules. There 
are also defined devices and their interconnection.  

• .xml - files containing partial configurations, in our 
case basic configuration of address range, 
configuration of BFD module and OSPF module in 
separate files. In addition, this file type is used in 
defining scenario scripts for simulations. 

• The omnetpp.ini file, which represents the trigger file 
for the entire simulation. It contains basic simulation 
settings such as simulation time and link to the above 
mentioned .xml files. 

Both OSPF and BFD modules are active on all routers 
in topology. The router is represented in the simulation in 
the OMNeT++ environment by the Router object.  

The submodules of BFD and OSPF define the 
different network layer protocols supported by the router, 
the parameters indicating which of the defined protocols 
is activated, and the connections_allowunconnected 
section, which defines which network protocol it uses 
immediately.  

A BFD submodule was added to the object. Due to the 
size of the file, Figure 7 shows just a preview of the 
extension of the module to implement the BFD protocol.  

 
Figure 7 Interpretation of Router module enhanced by BFD protocol 

The graphic interpretation of the whole Router object 
is shown in Figure 8. 

 
Figure 8 Graphical interpretation of the Router module 

However, during the simulation itself, it is necessary 
to activate the respective module, i.e. BFD separately or 
together with OSPF. The OSPF_BFDRouter object is 
based on the Router object.  

The corresponding activation is done by setting the 
hasOSPF and hasBFD parameters to true as shown in 
Figure 9. 
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Figure 9 Interpretation of the extended module OSPF_BFDRouter 

A. Topology 
The topology consisting of a total of seven routers and 

two end stations divided into two areas. The topology is 
located in the ospfv2-bfd-Network-seven-routers-in-two-
areas folder. It is organized by the main module named 
Areas_topmodule.ned.  

It includes the Area1.ned and Area2.ned modules 
representing areas 1 and 2 connected by a single line 
representing the backbone area 0.  

The Area1 module includes four routers and one 
headend, the Area2 three routers and one headend as 
shown in Figure 10. 

 
Figure 10 Testing topology 

Router names have the form RX_Y, where X represents 
the area in which the router is located and Y represents 
particular router number in that area. 

Two top stations H1_3 and H22 are also part of this 
topology. Their names were chosen based on the routers 
to which they join.  

The station H1_3 at time t=30s starts to transmit a 
periodic UDP packet flow every second, the destination of 
the stream is station H2_2. The flow is realized by the 
built-in udpApp application.  

The packet flow definition is included in the 
omnetpp.ini file, which is illustrated in Figure 11. Based 
on this flow, it will be possible to test correctness of our 
implementation of BFD module. 

 
Figure 11 Flows definition of routed packets using udpApp 

Network configuration is handled as follows: basic IP 
addressing in config.xml file, OSPF module configuration 
in ASConfig.xml file and BFD configuration in 
BFDConfig.xml file. 

B. BFD session recovery test 
When testing link failure, a scenario called 

dropoutLines.xml was used. In this scenario, the link 
failure between the routers is set at t=4s and lasts until 
t=10s when the connectivity is restored. See Figure 12 for 
failure scenario example. 

 

 
Figure 12 Link failure scenario 

The goal of this scenario after a link failure is to test 
whether the BFD interface goes Down (value 1). After the 
detection time has elapsed, state of the interface returns to 
Init (value 2) and then state turn to Up (value 3) after the 
connectivity is restored. Demonstration of BFD status on 
ethg.interfaces[0] shortly before planned failure (Figure 
13 and Figure 14): 

 
Figure 13 The router interface R1 is in the Up state before the link fails 
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Figure 14 The router interface R2 is in the Up state before the link fails 

Subsequently, a link failure occurred in the simulation. 
This can be recognized by the fact that the link between 
the routers is not visible in the simulation (Figure 15). 

 

 
Figure 15 Network_two_routers topology simulation status during 

failure 

After a failure and the detection time has elapsed, the 
BFD status of the interfaces changes to Down and the 
Diagnostic field is set to 1 to indicate that the interface 
detection time has expired. An example is the Router 
interface R2 (Figure 16). 

 

 
Figure 16 The interface status on the R2 router is Down, the Diagnostic 

field is set to 1 

Router interface R1 processes the received packet and 
sets its interface status to Init (Figure 17). 

 

 
Figure 17 Router interface state R1 already in Init state 

Then the interface of router R2 responds with a packet, 
indicating the state of the interface to Up (Figure 18), 
which indicates correct behavior of proposed BFD 
implementation. 

 

 
Figure 18 Router interface state R2 already in Up state 

The implementation of BFD protocol has been 
repeatedly tested on various simulation topologies in [29] 
with a successful result. 

V. CONCLUSION 
In this paper we presented the implementation of fast 

failure detection mechanism - BFD in the simulation 
environment OMNeT++. The implementation of BFD 
mechanism consists of many classes divided into several 
logical structures together forming a self-functioning 
module in the OMNeT ++ simulation environment. We 
designed a module that presents interface features from 
the viewpoint of the detection protocol, its attributes 
defining the session state on the interface, additional 
information, operating modes and the interface behavior 
based on the current state.  

A separately created message manager is responsible 
for its transition between states and events in which the 
interface performs an action. In addition, it manages the 
necessary timers and handles the sending, receiving and 
processing of BFD control packets. The interface also 
knows the area and router under which it belongs, as well 
as its index, according to which it can be referred to in the 
interface table. 

Since the implementation of the BFD mechanism in 
the network was to be independently interconnected with 
the OSPF routing protocol modules, it was necessary to 
make modifications in the OSPFv2 library. To 
communicate with the modules on the interface, we used 
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their common feature, which is the knowledge of the 
index in the interface table. Initially, it was big challenge 
to set up the necessary timers for the BFD protocol, and 
later its interconnection with the OSPF routing protocol 
module. In the future we want to focus on implementation 
of another common Fast Reroute solution. 
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Abstract—This article presents a contribution to the general 
public education about the risks which people are facing on 
the web and how to prevent them. We first briefly 
characterize and present a typology of antisocial behavior 
on the web, analyze and compare some of the existing tools. 
Next, we present the design and implementation of a website 
to inform internet users about the possibilities of detecting 
antisocial behavior. A user study showed that the web 
application fulfills its purpose and is well accepted by the 
users.   

I. INTRODUCTION AND STATE-OF-THE-ART 
Antisocial behavior is disturbed behavior characterized 

by covert, visibly hostile and intentional aggression 
towards others. This includes repeated violations of ethical 
and social rules, no matter what the consequences might 
be. The consequences and extent of antisocial behavior in 
digital space are not negligible, on the contrary, in some 
areas they are even alarming. This greatly affects the basic 
aspects on which the Internet was founded and may 
significantly affect even the functioning of society as a 
whole. Some of these problems can cause the online 
community to split into two competing parties such as 
before elections. Governments need to react adequately. 
E.g. European Commission put forward an action plan and 
self-regulatory tools to tackle the spread and impact of 
online disinformation in Europe and ensure the protection 
of European values and democratic systems1.  

Antisocial behavior is studied in a wide range of online 
communities [1], and in particular social networks, news 
portals, online games, online encyclopedias and 
discussion forums. The basic symptoms of antisocial 
behavior include e.g. non-compliance with company law; 
violation of others' physical and emotional rights; 
irritability and aggression; recklessness and 
impulsiveness; viciousness; personality disorder. 

For the detection of antisocial behavior in social 
networks or in discussion forums, moderators are usually 
used. A moderator is employed by the company at its own 
expense to review posts and to prevent the content of the 
discussion from changing or to prevent inappropriate 
behavior. Such manual review encounters a problem with 
the moderator's subjectivity. A Case Study on the CQA 
Yahoo! System Answer [2] showed that only 50% of 
users reported by the community were eventually 
removed. Up to 40% of excluded users were not reported 
by the community at all. This way of detecting antisocial 
behavior is a financial burden on the company and 

                                                           
1 https://ec.europa.eu/digital-single-market/en/news/factsheet-

tackling-online-disinformation 

therefore most companies do not use this form of 
detection.  

Therefore, there is a strong need for new tools for 
efficient detection of antisocial behavior. One direction of 
research is focused on automatic methods for detection of 
various aspects of antisocial behavior e.g. by acquisition 
and modelling of short-term user behavior on the Web [3], 
by sentiment and authority analysis in conversational 
content [4], or by analysis of user behavior when reading 
the fake news including eye-tracking [5].  

Automatic tools are necessary and further research and 
improvements are definitely needed. An important step 
towards this direction is project Rebelion2 lead by Faculty 
of Informatics and Information Technologies, Slovak 
University of Technology in Bratislava, where a platform 
called Monant [9] is being developed. Two cooperating 
teams are from Faculty of Electrical Engineering and 
Informatics of the Technical University of Košice and 
from Faculty of Arts, Comenius University in Bratislava.  

But we would like to focus in this article on the other 
side of the problem, people. It is at least equally important 
to raise awareness in the general public about manifold 
threats they are facing on the web and methods and tools 
how to protect from them. For this purpose, there was an 
analysis of existing tools made and following the results 
of this analysis a new web application has been designed 
and implemented.  

The rest of this article is organized as follows. In the 
next section II the typology of antisocial behaviour on the 
web is presented and particular types of such behaviour 
are briefly characterized. Existing tools to prevent 
particular types of antisocial behaviour are presented and 
compared in section III. As a result of this analysis we 
decided to design and implement a web application for 
general public as described in section IV. Evaluation of 
this application has been performed with a moderate 
group of users and is presented in section V.  

II. TYPOLOGY OF ANTISOCIAL BEHAVIOUR 
At the highest level of this typology one can distinguish 

two basic types of antisocial behavior in the online 
environment [7]: 

1. Spreading of disinformation 
2. Antisocial user reactions 

A. Spreading of disinformation 
Disinformation (or misinformation) is a fake message 

that was created and expanded by users to influence public 
opinion or hide the truth from other Internet users. 

                                                           
2 https://rebelion.fiit.stuba.sk 

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 600



Misinformation does not include journalistic errors, satire 
or parody. We currently distinguish three basic types of 
misinformation: fake news, fake reviews and hoaxes. 

Fake news1 are false information, which in most cases 
are intended to change the attitude or opinion of a person 
to a certain situation, resp. theme. Such disinformation has 
a significant impact on the real world, because high 
percentage of people in the world regard the Internet as 
the primary source of information. E.g. according to 
a 2015 article [8], up to 61% of people between 20 and 38 
considered Facebook to be the main source of political 
news, 17% more than another, CNN source. In case of US 
Presidential elections in 2016 based on BuzzFeed.news 
fake news portals on Facebook produced more misleading 
news than the 19 major news sites (New York Times, 
Washington Post, NBC News) etc.)3.  

Fake reviews are created to influence people's decisions 
and can take two forms, positive or negative. A positive 
false review aims to promote goods or services and are 
written to force consumers to act i.e. buy a product or 
service. This review is mostly funded and made by 
a brand or retailer. On the other hand, negative false 
reviews are made up by competitors because of damaging 
a competitor's reputation. They are most often found on 
sites dedicated to tourism and hotel business, because 
reviews on these sites are important criteria for 
consumers.  

Hoaxes are chain messages that contain alarming and 
dangerous content that draw attention to an unrealistic or 
fictitious situation. In most cases, hoax can be identified 
by several characteristics in the text, e.g. that author of 
this paper relies on important institutions of the world 
such as FBI, NASA, etc. while trying to convince the 
community of the truth and the continued dissemination of 
the message.  

B. Antisocial reactions 
These are disproportionate responses of people to 

certain information they have received from the online 
environment. They usually respond to online discussion 
forums or comment on other people's and organizations' 
contributions. According to a 2014 Pew Research Center 
survey4, up to 73% of users over the age of 18 have seen 
online harassment and 40% have even experienced it. In 
most cases young people are harassed. This survey 
focused on 6 elements of online harassment: called 
offensive names; purposefully embarrassed; stalked; 
sexually harassed; physically threatened; sustained 
harassment. 

The following types of antisocial reactions may be 
observed: spam; trolling; hating; cyberbullying; 
manipulating discussions; community abuse; malicious 
behavior of online gamblers; vandalism. 

III. ANALYSIS OF AVAILABLE TOOLS 

A. Tools for detection of disinformation spreading 
These tools can take the form of a web browser 

extension, of a web application, or a webpage where the 
user can enter the URL of the page or the text of the page 

                                                           
3 https://www.buzzfeednews.com/article/craigsilverman/viral-

fake-election-news-outperformed-real-news-on-facebook 
4 https://www.pewinternet.org/2014/10/22/online-harassment/ 

she wants to verify. It may take the form of a 
disinformation detection application that user downloads 
to her computer. Tools that detect fake and distorted 
messages or hoaxes have multiple web forms for using 
them, while fake reviews are mostly detected through 
online sites that are applied by entering a URL. 

B.S. Detector is a web browser extension that alerts 
users to untrusted articles on the Internet. The tool 
supports Google Chrome, Opera, Mozilla Firefox, Safari 
and Microsoft Edge. BS Detector [31] looks at links on a 
web site and looks for unreliable sources checking them 
with the OpenSources. 

Checkbot5 is the first Facebook chatbot to help users 
recognize fake messages on the Internet. This program 
was created by Slovaks and uses a database from the page 
konspiratori.sk. The tool does not work 100%, but gives 
instructions on how the user can recognize if a particular 
post is a fake or not (see Fig. 1).  

Official Media Bias Fact Check Icon is a free browser 
extension that displays the political bias of the page the 
user is currently viewing. The categorization of sites is 
taken from the database compiled by Media Bias6 
according to the policy the site supports.  

Fake News Detector7 allows to detect false and 
deceptive articles or Click Baits. The detector works 
through a Robinho robot, which contains its own database 
by which it detects fake online sites and posts. The robot 
is still learning and therefore the user has the possibility to 
mark posts and send them to the database. Fake News 
Detector provides three ways of using a web page, 
browser extension and talking to Robinho via telegram. 

Devpost Fib8 is software that checks the authenticity of 
Facebook posts. This software works in two ways. The 
first follows posts, images, and links to look for and verify 
facts. Than it assigns confidence scores to posts. The 
second approach is supporting creation of a new post, 
where it notifies the user if their post has characters of 
false information. Thus, the user can decide whether or 
not to publish such a contribution. The software was 
created using JavaScript, Python, and uses the API to 
search. 

Hoaxy9 is a web-based tool that captures and visualizes 
the spread of articles online among users. It has two 
search alternatives, Hoaxy and Twitter. The first option 
focuses on spreading articles from untrusted sites. Hoaxy 
has a limited database of such pages. Twitter shows the 
distribution of posts from Twitter users. The tool can 
display up to 1000 accounts. Hoaxy only collects public 

                                                           
5 https://www.checkbot.sk/ 

6 https://mediabiasfactcheck.com/ 
7 https://fakenewsdetector.org 

8 https://devpost.com/software/fib 
9 https://hoaxy.iuni.iu.edu/faq.php 

Figure 1.   An example of two different Checkbot answers.  
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tweets that contains links to existing articles. If a user 
searches for this article in the database, then the tool will 
show them all the latest tweets that are related to this post 
and will display their distribution. This project was 
created and co-managed by the Indiana University 
Network Science Institute and the Center for Complex 
Networks and Systems Research. 

FakeSpot10 is a tool to detect fake reviews. The user can 
download FakeSpot as a browser extension, an application 
for android or iOS. Sites that are supported are: Amazon, 
Yelp, Tripadvisor, Apple, Applestore. User need to copy 
the URL of the product she wants to verify. After user 
clicks the Analyze button, the system will show 
information, including an overview, summary, and review 
mark. The mark tells the user about the authenticity of the 
review and on the scale from A to F. 

ReviewMeta11 serves to assist the user in making 
decisions. ReviewMeta only works with Amazon and 
Bodybuilding e-shops. The data available to this tool 
comes from a freely available review website. 
ReviewMeta works on the same principle as FakeSpot. 
The main difference between them is the visual 
representation of the result. The software shows the 
original rating on the product page and the self-rating. The 
user can see the difference to make better decisions when 
buying the product. ReviewMeta provides the ability to 
verify products through a website, but also provides 
a browser extension. 

The Reviewindex12 program deals with fake reviews 
found on Amazon and Stream. It uses a free database of 
reviews to collect multiple product data. Similarly, as in 
previous tools, the user enters URL in the input field. 
Once verified, the system displays: Total number of 
Reviews; Number of old reviews; Number of untrusted 
reviews. Moreover, the reviews are categorized into 
several categories and the user sees the percentage of 
positive and negative reviews in each category. The user 
has the option to open these items and read individual 
reviews, see Fig. 3.  

B. Tools for Detection of Antisocial Behavior 
 Antisocial responses from users can take many 

                                                           
10 https://www.fakespot.com 

11 https://reviewmeta.com 
12 https://thereviewindex.com 

different forms, difficult to create a tool to detect all these 
types. Another problem is that existing models cannot 
100% determine whether a user’s response is an offensive 
text or a joke among friends, and therefore they are 
largely used only as an aid to moderators of the site. 

SpamAssassin is a system is used to filter spam in the 
mailbox. The tool uses an extensive system of evaluation 
of statistical analysis of text and subject of email for 
better recognition of spam. It also uses the Bayesian 
filtering system, and a list of spam databases to assist in 
filtering. The software uses a well-designed API, so it is 
very flexible and can be used anywhere during email. 

SpamTitan is a spam and malware detection software. 
It can block 99.9% of spam, viruses or malware. Is was 
the winner of the 2016 Best IT Security System Award. 

Hate speech detection system called Futurice13 is 
a project to detect hate speech during the municipal 
elections in Finland. The main objective of this project 
was to develop a tool that could detect hate content. 
Developers were able to create a tool that is freely 
available on GitHub. 

Perspective API14 is a free API that uses machine 
learning models to facilitate discussion forum 
moderators. Jigsaw and the Microsoft team work on this 
system. But everyone who cares about better quality 
online discussions can get involved. 

C. Comparison of Analysed Tools 
For better understanding and categorization of tools, we 

have created a table that shows for each of the analyzed 
tools, on detection of which types of antisocial behavior it 
focuses (see Table I). 

                                                           
13 https://www.futurice.com/blog/hate-speech-detection 

14 https://www.perspectiveapi.com/#/ 

Figure 3.  The Reviewindex user interface8  

TABLE I.  
SUMMARY OF ANALYZED TOOLS WITH RESPECT TO TYPOLOGY OF ANTISOCIAL BEHAVIOR 
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We decided to compare selected subgroup of the tools 
listed in Table I by means of a few attributes. We 
compared three tools for detection of fake review 
described above. We did a small experiment and 
compared the tools used to detect fake reviews. We have 
chosen five different products on Amazon and we tested 
for them selected tools (see Table II). It is clear from the 
table that these tools work differently. The main criterion 
was the number of reviews that the tool was able to 
remove. 

 
In addition, we have followed the following 

information. FakeSpot displays two kinds of stamps: 1) 
product rating according to reviews 0 – 5, and 2) the 
authenticity of the review on the scale from A to F. 
ReviewMeta assigns a product rating of 0 to 5. The 
Reviewindex selects the last 1000 from the total number of 
reviews and uses them to score a product from 0 to 10. 
The reviews are further categorized into individual groups 
according to their common features. E.g. The reviews of a 
speaker can be grouped by its design and its sound. The 
Reviewindex does not take into account older reviews, 
which may distort the final rating result. 
  

Based on our experimental evaluation ReviewMeta 
performed best. It lists how many percent of reviews have 
been deleted and shows why they were deleted. The 
program works very well and, with the slightest suspicion 
that it is a fake review, removes the review to avoid 
misrepresenting the evaluation results (see Table II). The 
web app also provides a view of two reviewers. The first 
one can be 100% trusted by the user and the other not. 
The tool is trying to limit the manipulation of untrusted 
reviewers. For both, there is a reason why the program 
evaluated them in this way. 

IV. DESIGN AND IMPLEMENTATION OF AN 
EDUCATIONAL WEB APPLICATION 

At the beginning it was necessary to choose the right 
life cycle for the web application design and development 
project. We chose the agile SCRUM method. Thanks to 
SCRUM, the work on the website was smoothly 
implemented and often checked with users. It was always 
possible to clearly determine what we have done and what 
still needs to be done. 

A. User Requirements  
We started the design with asking a group of potential 

users to find out their opinions and requirements, so we 
created a questionnaire. The aim of the questionnaire was 
to improve the design and to determine the users' 
experience with this type of website. It also included an 
analysis of respondents' ideas and expectations, which 
focused on the content of the website. 42 respondents 
participated in this survey and answered the questions as 
follows. 

In the first question we asked the respondents whether 
they had previously experience with a website of this type. 
The majority (90%) said they had no experience with this 
site. This was a first strong indication, that such kind of 
educational web sites are needed. In the second (open) 
question, we asked what website it was, if the answer to 
the first question was Yes. The most common answer in 
this question was konspiratori.sk.  

In the next question, we looked at whether the 
respondents would consider this type of website a useful 
source of information. The respondents answered on 
a scale of 1-5 where the value of 1 was definitely no and 
the value of 5 was definitely yes. The results of 
summarizing the answers to this question can be seen in 
Fig. 4. 

The following part of our questionnaire consisted of 
seven questions presented different types of information 
which may be provided on the website. The aim was to 
determine what should be included and what need not to 
be a part of the website. Respondents were asked to assign 
a level of importance to seven sorts of information using 
the Likert scale (very important, important, I do not know, 
less important, not important). 

Among answers on the first question (about importance 
of information related to characteristics of the antisocial 
behavior on the web) dominated very important (20) and 
important (20) answers. Therefore, we decided to 
incorporate detailed characteristics of each type of 
antisocial behavior into a website. This was the most 
wanted kind of information among all seven suggested.  

From the other types of information to be included on 
the web site, the opinion about their importance as 
expressed by our respondents has been as follows (in 
parentheses the numbers represent frequency of answers 
in order as presented above, from very important up to 
unimportant): 
• List of detection tools and programs (15, 21, 4, 2, 0) 
• Characteristics of presented tools (13, 18, 5, 5, 1) 

TABLE II. 
COMPARISON OF THREE TOOLS FOR FAKE REVIEWS DETECTION 

 
Figure 4.  Reponses of potential users to given question.  
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• Comparison of presented tools (6, 16, 9, 10, 1) 
• Web links on presented tools (14, 18, 4, 5, 1) 
• Similar projects in Slovakia (7, 15, 8, 8, 4) 
• Similar projects abroad (5, 14, 8, 10, 5) 

In the last question was open and enabled respondents 
to write down, what other type of information would they 
like to see on this type of website. The most common 
answer was the information about how we can protect 
ourselves from cyberbullying and trustworthy sources of 
information. Based on this we have decided to extend the 
designed content also with information about prevention 
of cyberbullying (see Fig. 5).  

B. Web Application design 
Using the Balsamiq internet program, which is freely 

available on www.balsamiq.com, we have created a basic 
sketch of what our website should look like (see Fig. 6). 

The information included on the cards in the left side 
of the image should include interestingness that the 
website provides. At the top there is a navigation bar that 
should include a 2-fold drop-down menu. The first will 
contain the types of antisocial behavior on the web and 
the second will contain the names of presented tools for 
detection of antisocial behavior online. At the center of 
the website will be a short summary, what is antisocial 
behavior and why it is needed to detect it. 

C. Implementation of the Web Application  
 At the beginning of the implementation it was 

necessary to choose the right development environment. 
We decided to use Visual Studio Code and Angular 
platform. After installing the software, we created 

imports that helped us use the necessary tools from 
PrimeNG15. 

The navigation menu we designed was the basis for the 
correct operation of the web site (see Fig. 7). During the 
implementation, we made sure that all created files were 
properly linked and the user could find everything the 
website offers. We tried to make the menu work as 
intuitive and simple as possible. Using the created menu, 
the user can navigate through the entire website where he 
can find individual types of antisocial behavior in the 
digital space and their brief explanations, as well as tools 
for their detection.  

Tools provide explanations of how the tool works and 
where the user can find it. After programming the entire 
website, we uploaded it to the server. We first installed 
apache tomcat on the server, which supports Angular 
technology. Then we created a directory where we 
inserted the necessary files. 

V. TESTING AND EVALUATION 
One of the key activities when creating a web page or 

web application is to test it. There may be errors in this 
process that we have not encountered during the 
implementation, so we acted wisely to find what we 
missed. We decided to do two types of testing.  

A. Initial Testing  
This testing was done immediately after uploading to 

the server and we did it. We clicked through the entire 
website and watched if it works properly. We 
encountered two errors in this phase. The first error was 
in the wrong path of the files and the second was more 
serious and threatened the correct operation of the 
website. Thanks to this testing we were able to solve and 
remedy these two shortcomings. 

B. User Testing and their Feedback via Questionnaire 
The website was tested by 33 users who were asked to 

view its content, test how it works, and then complete the 
questionnaire. The questionnaire was created using 
Google Forms and implemented on the page using the 
iframe command. It consisted of 7 questions, 2 of which 
were open. The analyzed results of respondents' answers 
to individual questions follow. 

The first question was about website clarity. On this 
question, users were asked to select an option from 
a number scale from 1 to 5, where 1 was confusing and 5 
was very clear. As can be seen in Fig. 8, most frequently 

                                                           
15 https://www.primefaces.org/ 

 
Figure 6.  Mock-up of the main page and the first Tab.  

 
Figure 7.  Home page of the web application.  Figure 5.  Information about how to protect children against 

cyberbullying.  
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respondents gave option 5 (20 respondents), which 
represents 60% of the total number of respondents. Based 
on this information, we can conclude that the website is 
transparent. 

The second question was: “To what extent are you 
satisfied with the website design?” Respondents chose 
one of the following five options: 100%, 80%, 60%, 40% 
and 20%. By evaluating the results, we found that users 
are satisfied with the design of the website because 85% 
of respondents answered 100% or 80%.  

Next question was about readability of the website 
content. We considered this question very important, as 
providing information is the main task of our website. 
Respondents had a choice of five options. The percentage 
of respondents who chose particular alternative answer is 
provided in parenthesis.   

1. The text is clear and well structured. (46%) 
2. The text shall be clear and legible. (42%) 
3. The text is legible. (12%) 
4. The text is not clear and poorly structured. (0%) 
5. The text is not legible. (0%) 
For us, the first 3 options were considered acceptable. 

All 33 respondents chose one from the first 3 options and 
therefore we can state that the text on the website is well 
structured, clear and readable. 

Next question was about usefulness of the information 
provided on the website. 55% of respondents valued it as 
high and 36% as satisfactory. The last (open) question 
was optional in the questionnaire and we received 12 
answers about possible extensions of this website. Users 
would appreciate more interesting information on the 
topic, as well as new tools to detect antisocial behavior. 
Two users wrote they would like mobile compatibility in 
the future. After the analysis, it is clear that the website 
has interest of the users and has a perspective. In the 
future, it could be expanded to include new tools as well 
as mobile compatibility.  

VI. CONCLUSION 
The aim of this work was to design and implement 

an educational website to inform general public users 
about the possibilities of detecting antisocial behavior in 
the digital space. This website is fully functional and 

provides information on tools to detect various types of 
antisocial behavior as well as brief characteristics of each 
type. During the testing, the user-friendliness of the 
website as well as the points of interest were very 
positively evaluated by the users. Initial analysis of the 
tools has shown that most of them are in form of 
extension to a browser or a program that a user can 
download to a PC or laptop. Therefore, our website only 
works properly on these devices. Testing, however, has 
shown that some users would welcome compatibility with 
a mobile phone or tablet. In the future, this website could 
be expanded to include the possibility to 
programmatically modify the current code. 

The website proved to be functional and sufficient in 
the testing phase and valued as useful by the users. The 
first suggestion questionnaire found that most of them 
had no experience with such a website that would provide 
information of this kind. We therefore believe that we 
have fully met the awareness target. In addition to the 
information website created, it educates people in the 
field of media literacy through an online game, which 
was put on the site just for this purpose. 
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Abstract—This paper deals with short-time sun intensity pre-
diction. The power of the solar panel correlates closely with
the amount of electromagnetic radiation in the visible light and
near-infrared radiation band. We measure the radiation of a
visible and infrared wave, in short intervals using SparkFun
spectral sensors. Data are preprocessed to clusters and prepared
for prediction by the artificial neural networks. The experiment
uses two variations of time clusters one-hour and quarter-hour.
The networks were trained by different algorithms to compare
the results. Further, it analyzes measured data and makes a short-
time prediction of solar irradiance. This work aims to predict
the amount of power delivered by the solar panel.

Keywords—Artificial Neural Network; irradiance prediction;
renewal energy; Scaled Conjugant Gradient; Bayesian Regular-
ization; Levenberg-Marquardt algorithm; linear regression;

I. INTRODUCTION

The sunlight is a cheap and environmentally friendly source
of energy. The problem of this resource is instability due
to various Earth climate influences. Solar power production
depends on geographical location, the season of the year,
daily hour, current weather conditions, cloud movements, air
pollution, and many other influences. One additional problem
is solar panel degradation over time. The regulation of the
grid has a challenging problem due to the unstable nature
of solar energy. Sun [22] develops a forecasting model for
the trend of energy demand in the fifteen European Union
countries for the year 2010 to be 420 Mtoe. By Simon [21]
statistics for the year 2017, it is 1,222 Mtoe, and it is growing
by 1% by the year. Meng [15] is modeling the energy demands
in China in different regions for appropriate improving the
national infrastructure.

There are two major problems with solar energy production.
First, there is a lack of energy in the time of increased
demands. The second, the excess of produced energy, we
do not need at the time. Predicting the amount of power
supplied to the grid is essential for grid regulation. Also, the
supplier’s need time to respond to electricity trading and grid
supply. Sun [22] tries to predict the future demands in the
fifteen European Union countries. Patterson [19] deals with the
advantages of the modern power structure, where the power
supply uses a microgrid instead of large power grids.

Carrasco and his team [3] surveys about the integration
of renewable sources into the grid. Lean [9] discusses the
properties of the solar spectrum and its fluctuations over time.
Mellit [16] deals with short-term power forecasting in a large-
scale photovoltaic plant. He collected meteorological data

from southern Italy for one year, with the prediction system
based on ANN. The models of three types of weather were
used-sunny, partly cloudy, and overcast. Elsheikh [5] made
further detail reviews of the use of ANN for the weather
forecasting. Yadav [24] deals with parameter selection to use
with ANN.

For power grid regulation, it is advantageous to know in
advance the amount of energy that can supply to the grid.
Liu [11] predicts the amount of energy delivered 24 hours
in advance using the back-propagation algorithm and artificial
neural networks. He estimates the power output of the system
based on a prediction from previous measurements. He collects
the solar radiation data from the National Aeronautics and
Space Administration (NASA) in hourly intervals. The benefit
of his work is the empirical determination of coefficients
in the relation between solar radiation and the amount of
energy produced. Those coefficients are for each season of
the year. However, from the results of this work, we can
see the influence of the actual weather conditions. They can
significantly disrupt the linear correlation of solar radiation and
the amount of energy produced. Kandil [8] used the artificial
neural network (ANN) to predict the short-term load of a
hydroelectric power station. It depends on temperature daytime
and day of the week.

There are several approaches to meteorological data pre-
diction. Hammer [7] analyzed satellite images with statistical
methods to detect cloud motion. The calculated motion vector
fields were used to forecast solar radiation. Mathiesen [14]
used numerical weather prediction for intra-day solar forecast-
ing. Other use machine learning with artificial neural networks
or support vector machine SVM [18]. Another approach uses
Wavelet Neural Network [25]. Wan [23] provides a com-
prehensive review of theoretical forecasting methodologies.
Further, he investigated a smart grid in detail.

Dai [4] used back-propagation (BP) algorithm and distance
analysis to investigate the correlation between solar energy
generation and several meteorological elements. His prediction
input parameters were ambient temperature and humidity.

Behera [1] simulates the maximum power point tracking
(MPTT) using Simulink. He implements an extreme learning
machine (ELM) algorithm to train a single feed-forwarded
network (SLFN). The particle swarm optimization (PSO)
updates ELM weights. He compared it with a model based on
the back-propagation forecasting model. The Rumelhart’s [20]
BP algorithm has issues on large-scale problems since its
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success depends on the initial parameter’s learning rate and
momentum constant.

In our work, we are collecting the sun radiation data in
the visible and near-infrared spectrum. We study the influ-
ence of more frequent data measurement improvement of
the prediction ability of the ANN. We assume that more
frequent measurements will better reflect the effect of clouds
moving over the photovoltaic panels. In the experimental part,
we tested the training of the Neural Network using various
algorithms, namely Levenberg-Marquardt, Scaled Conjugate
Gradient, and Bayesian regularization. Each of these algo-
rithms has its advantages and drawbacks. We also tried to
variate the number of neurons in the hidden layer.

In the following sections, we will describe the preparation of
the measured data, the neural network modeling method, and
evaluate the results of the experiments using various training
algorithms and ANN configurations.

II. DATA PREPARATION

We measure sun radiation with two SparkFun spectral
sensors modules AS7262 for visible and AS7263 for the near
infra-red band. Fig. 1 shows example of SparkFun spectral
module. Raspberry Pi computer controls these modules. The
single module measures the radiation spectrum in 6 subbands.

Fig. 2, shows an example of a single raw measurement at
12 subbands. Solar radiation intensity Iλ measures in units
W / m2 on each subband with the proprietary wavelength
λ. The overall intensity of solar radiation I computes as the
average of the individual subband values:

I =
1

N

810∑
λ=450

Iλ, (1)

where N = 12 is a total number of subbands, λ is wavelength
in nanometers, and Iλ is an intensity in the single subband.

Fig. 1. Example of AS726x series sensor.
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Fig. 2. Single measurement by AS726x series sensors at its subbands.

The sun radiation measurements are performed and collected
every 20 seconds. We used only data from 7:00 to 20:00 for
the experiment. Data outside this range were predominantly
zero or of negligibly low intensities to be relevant for energy
production.

We integrated data into two clusters. First, it contains daily
measurements averaged per hour. Second, averages measure-
ments per quarter-hours. Fig. 3, shows an example of measured
data and its day clusters. We can see on the original data shows
some fluctuations in radiation intensity as a consequence of
moving clouds across the sky.

In the case of a one-hour cluster, the day vector represents
13 values of radiation intensity during the day. The first
element represents an average intensity between 7:00 and 8:00.
The quarter-hour cluster has a day vector of 52 values. The first
element represents an average intensity between 7:00-7:15. So
far, we have only a small amount of data collected during the
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Fig. 3. The original measurements and their clustered means vectors.
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summer season 2019 in the city of Žilina.
We use three consecutive clustered past days as input data

for artificial neural network training. The next day represents
true-ground data that we want to predict. We proceeded the
training window by moving in each iteration one day forward.
Such data blocks divided into three separate groups. The first
group of 70% of the data is for the training set. The remaining
data was for the test set 15%, and the validation set 15%.

III. MODEL DESCRIPTION

In our model, we have several measurements from previous
days. From these measurements, we want to predict the
intensity of radiation in the next day. We assume that there are
certain dependencies and inertia of the weather. This is also
reflected in the amount of solar radiation falling on the Earth’s
surface. This is a problem when a certain number of N input
parameters generates of M outputs. The relationship between
these vectors is expressed by a set of nonlinear functions. The
problem is to solve a set of nonlinear functions to predict
values with least-squares minimization. The function to be
minimized is:

f(x) =
1

2

m∑
j=1

r2j (x), (2)

where x = (x1, x2, . . . , xn) is an input vector and rj is a
function from �n to �. The rj are referred to as residuals.
We assume that m ≤ n. The function f is represented as a
residual vector r : �n → �m defined by:

r(x) = (r1(x), r2(x), . . . , rm(x)). (3)

One of the best-known algorithms is the Levenberg-
Marquardt Algorithm (LM). LM is widely used optimization
algorithm [10], [6], [13]. It solves nonlinear least squares
problems.

The second approach is a Scaled Conjugate Gradient (SCG)
algorithm. SCG is an iterative algorithm for the numerical
solution of the linear equation system [17]. It is a supervised
learning algorithm for feedforward artificial neural networks.
The advantage of this system is a quick minimum search. The
standard problem of gradient algorithms is the scaling of the
iteration step. Compared to standard conjugation algorithms,
it tries to minimize the problem with the gradient step setting.
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Fig. 4. The architecture of the proposed neural network model.

TABLE I. THE NEURAL NETWORK CONFIGURATIONS.

Cluster Input vector Hidden Layer Outut vector
Type N HL M

1 hour 39 5 13
1 hour 39 10 13
1 hour 39 20 13

1/4 hour 156 5 52
1/4 hour 156 10 52
1/4 hour 156 20 52

The third method, Bayesian regularization (BR) algorithm,
uses a ridge regression [2], to prevent the algorithm from
finishing at a local minimum. It looks at the nonlinear re-
gression task as a statistical problem solution. The advantage
over gradient methods is that the algorithm does not get stuck
in the local minimum. We have tried these three mentioned
algorithms for neural network training.

The proposed prediction model consists of an artificial neu-
ral network. Its basic schema is depicted in Fig. 4. We variated
several configurations as shown in Table I. At the input, there
is one hidden layer with nonlinear sigmoid functions and one
output layer with linear functions.

The input data for the training, there was used the data
from 3 consequently days. The next day in the sequence is the
output. The measured output values represent the true-ground
for the predicted values. The size of the output vector is equal
to the daily cluster size. The input vector size is cluster size
multiplied by the number of days, as was already declared in
Table I. The hourly cluster uses a vector of 13 intensity values
per day. The quarter-hour cluster uses a vector of 52 values per
day. Also, the input length of this cluster was 156 elements.
The number of days was chosen empirically because using a
lower or higher number of days increased the mean square
error.

Fig. 5–6, displays an example of the training progress of
the ANN using the SCG and BR algorithm. From the picture,
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Fig. 5. The training and validation of the SGC algorithm.
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Fig. 6. The validation performance when training by the BR algorithm.

it is evident that the SCG algorithm iterated very quickly to
its optimum. This benefit is essential when training models on
large data sets. Fig. 6, for comparison shows the validation
performance of the BR algorithm. Its MSE is one order of
magnitude lower than SCG, but the number of iterations
needed is approximately ten times to the SCG.

The evaluation of the quality of such a network is realized
using a linear regression curve. Fig. 7, shows deviations of
the prediction from the actual state. The linear regression (R)
displays the network outputs and relation between training,
validation, and test sets. For the Optimal fit, the data should
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Fig. 7. Linear regression of predicted and measured values.

fall along a 45-degree line. Predicted points lying on this line
are the points that fit perfectly to true-ground values. The fit
is reasonably good R values in each case of 0.94 or above.

We use regression analysis to evaluate the experiment.
Fig. 7, shows example results of linear regression. This linear
regression expresses the relation between predicting and true-
ground values. The evaluation curves are for the training,
test, and validation set. In the case of, Bayes Regularization
algorithm, evaluate only the test set. The overall regression is
concerning all data sets. Fig. 8, shows an example where the
LM algorithm failed to train the model. The regression curve
deviates from the optimal curve. The predicted points scatter
away from the optimum curve.

Linear regression is used to predict the value of an outcome
variable Y , based on one or more input predictor variables X .
The regression parameter known as R-squared tells us is the
proportion of variation in the dependent variable that has been
explained by this model:

R2 = 1− SSE

SST
, (4)

where the sum of squared errors SSE is given by

SSE =

n∑
i

(yi − ŷi)
2, (5)

and the sum of squared total SST is:

SST =

n∑
i

(yi − ȳi)
2, (6)

where ŷi is the fitted value for observation i and ȳ is mean
of Y . R squared will naturally grow as the data set grows.
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Fig. 8. Linear regression of predicted and measured values.
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Adjusted R-squared penalizes total value for the number of
terms in the model. The solution is to use adjusted R-squared,
computed as follows:

R2
adj = 1− MSE

MST
. (7)

where the mean squared error MSE is given by

MSE =
SSE

n− q
, (8)

where n is the number of observations and q is the number
of coefficients in the model. The mean squared total (MST) is
given by

MST =
SST

n− 1
, (9)

where n is the number of observations.

IV. RESULTS

We use only radiation data comparing to other approaches.
We collected a database of measurement to have more frequent
data. Experimentally, we found that the best results in terms of
minimalization of the mean square error were using training
data from the last three days.

In our experiment, we were testing the performance of three
different training algorithms for artificial neural networks,
namely Levenberg-Marquardt, Scaled Conjugate Gradient, and
Bayesian Regularization. In advance, we examined ANN with
a different number of neurons in a hidden layer. We tried
different daily clusters using a different number of inputs and
outputs.

The experiment aims to verify the different methods and
their suitability concerning their specific properties. We tried
combinations with 5, 10, and 20 neurons. A further increase
in the number of neurons did not significantly improve the
results. We expect this result because of the relatively small
set of input data were measured. For example, using a high
number of HL = 100 neurons, a linear regression of the train-
ing layer Rtrain = 1 can be achieved, but without improving
the validation results that are relevant to the evaluation.

Table II refers to the results of the analysis using one-hour
clusters. In this case, a vector with 39 values as input and
a value vector was output 13. Table III refers to the results
for a quarter-hour cluster where the input vector is 156 and
the output 52. To easier identification of the experiment and
its configuration, we will use this notation key: Algorithm

TABLE II. RESULTS FOR HOUR CLUSTERS.

Alg. HL Rtest Rval Rall MSEtest MSEval

LM 5 0.9928 0.9965 0.9971 95.9e3 64.9e3
SCG 5 0.9891 0.9972 0.9963 209.6e3 60.5e3
BR 5 0.9897 – 0.9977 189e3 –
LM 10 0.9989 0.9929 0.9985 18.1e3 139.6e3
SCG 10 0.9943 0.9928 0.9966 87.7e3 97.5e3
BR 10 0.9963 – 0.9999 7.16e3 –
LM 20 0.9965 0.9963 0.9982 66.3e3 66.7e3
SCG 20 0.9903 0.9937 0.9961 162.3e3 96.1e3
BR 20 0.9990 – 0.9999 16.7e3 –

TABLE III. RESULTS FOR QUARTER-HOUR CLUSTERS.

Alg. HL Rtest Rval Rall MSEtest MSEval

LM 5 0.9906 0.9915 0.9919 173.1e3 153.2e3
SCG 5 0.9841 0.9863 0.9817 285.2e3 236.2e3
BR 10 0.9870 – 0.9919 229.4e3 –
LM 10 0.9958 0.9968 0.9973 70.2e3 87.2e3
SCG 10 0.9851 0.9747 0.9846 309.6e3 542.7e3
BR 10 0.9991 – 0.9993 20.6e3 –
LM 20 0.9454 0.9272 0.9490 1129e3 1623.7e3
SCG 20 0.9979 0.9978 0.9986 46.2e3 44.4e3
BR 20 0.9989 0.9929 0.9989 9.2e3 –

abbreviation (N = num. of inputs, HL = num. of neurons
in the hidden layer, M = num. of outputs).

Overall, the results achieved a very good level with all
the training algorithms used. Linear regression ranged above
Rval > 0.97 for both test and validation samples. Most
of the experiments resulted in a regression curve similar to
that shown in Fig. 7. With the except of configuration, LM
(N = 156, HL = 20, M = 52), where the validation finished
with linear regression Rval = 0.92. We can say from the
regression analysis that the proposed artificial neural network
very well predicts the intensity of solar radiation. Fig. 8 shows
the failure of the training process. Given that similar results
were achieved with repeated training, it can be said that for
this particular configuration of the artificial neural network is
not the LM algorithm suitable for training a good model.

In this experiment, there was no significant effect of the
number of neurons in the hidden layer. It is necessary to
take the results with caution, as we had relatively only a
few measurements from the 2019 summer season, where there
were no major weather fluctuations. For more reliable results,
we would need measurements from all seasons, ideally from
at least several years. It can be assumed that a larger database
would have more impact on the number of hidden layer
neurons.

The Levenberg-Marquardt LM algorithm overperformed
both the SCG and BR algorithms only at configurations LM
(N = 39, HL = 5, M = 13) and LM (N = 156, HL = 5,
M = 52). However, the configuration LM (N = 156,
HL = 20, M = 52) had the worst results.

The best results were achieved by the BR method in the
BR configuration (N = 39, HL = 10, M = 13) for one-hour
clusters. Quarter-hour clusters had the best configuration BR
(N = 156, HL = 20, M = 52).

V. CONCLUSION

This paper compared the results of artificial neural network
training to predict the power delivered by a solar panel. The
systems compared differed in the accuracy of the input data
concerning the time at which the measurement was made.
Input data were obtained by measuring the intensity of solar
radiation at the wavelengths of visible light and near-infrared
radiation. Outputs were predicted values for the following day,
where each value represented a specific time. In the case of
one-hour clusters, the output was the prediction of 13 predicted
solar radiation intensities between 7:00 and 20:00. In the case
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of quarter-hour clusters, the system predicted 52 values. After
several modeling, we selected the best results for both types
of models.

As a result of the experiment, the model with BRalghorithm
has the least mean quadratic error. The SGC algorithm has the
fastest performance. The LM algorithm overperforms only in
configuration with a small number of neurons. However, more
layers and increasing size of the input vector input makes this
algorithm tp fail. With a large data set, the use of the BR
method can be problematic for system requirements. Since
only data from one season was available, we will have to
repeat and model the experiment for all seasons. In the future,
we would also like to use additional meteorological data to
see how they influence the accuracy of the predictions.
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Abstract—One of the challenges in a modern IoT 
infrastructure is to support the communication model with 
the ability to adapt to the situation (e.g. congestion) in a 
transport environment. Within this paper, the overview of 
communication protocols to support the QoS needs in IoT 
infrastructures is presented. IPFIX protocol, its 
architecture, protocol messages, headers, and 
communication model has been outlined. The mechanism of 
the TinyIPFIX transformation using mediation, template 
management processes and scenarios of its application is 
described and the architecture for the monitoring of the IoT 
infrastructure based on TinyIPFIX implementation has 
been proposed. Since there is no universal protocol defined 
in IoT, the paper is providing also an insight into the 
communication protocols from the point of view of their 
classification based on the OSI layer they are working on 
and on the transmission range. Presented mechanisms allow 
the existing infrastructure to be easily extended by the IoT 
environment protocols where the guarantee for the quality 
of transmission is crucial. 
 
Keywords— communication protocols, IoT environment, 
TinyIPFIX 

I. INTRODUCTION 
The Internet of Things phenomena brings new 

opportunities to connect the things which were previously 
not connected to the Internet with several options for 
connectivity, collection of data and their transmission 
using multiple communication protocols. Different 
sensors, metering devices, including wearable 
technologies belong to the IoT category once connected 
on-line and communicate over the network [11]. The IoT 
devices are of different types. Devices often have limited 
options. These limitations are due to the size of the 
device, the power consumption, its computing and 
memory resources, and the network infrastructure that it 
uses to communicate with the surrounding devices. When 
choosing the communication protocols that are 
implemented in IoT devices, all the above-mentioned 
limitations must be considered. The choice of the 
protocol is also limited by the diversity of individual 
devices, where it is necessary to take into account the 
mutual compatibility of used hardware and implemented 
architectures. The goal is to create an infrastructure and 
environment that is easily scalable, secure, and easy to 
manage and monitor while supporting educational 
opportunities and R&D potential. 

II. EVALUATION OF THE QUALITY OF SERVICE IN IOT 
INFRASTRUCTURES 

Transmission over the shared infrastructure is 
nowadays closely related to the mechanisms for effective 
collection, pre-processing and transmission with the 
guarantee of the qualitative parameters within the 
transport environment of the different technologies. The 
most popular IoT technologies are WiFi, Ethernet, 
GSM/3G/4G/LTE, NB-IoT, Sigfox, and LoRa [7]. There 
are multiple data sources and several application domains 
in which the data are collected and transmitted over the 
network infrastructure. In publications [5] and [6] authors 
developed the prototype solution to collect the data about 
the electrical power consumption which is considered an 
IoT component transmitting the collected data using WiFi 
and LoRa technology. There is a high data granularity 
following two goals: 

• Data analysis on the energy dataset from the 
single-point measurement in real-time to identify 
characteristics of the equipment running on the 
shared infrastructure for the predictive 
maintenance purposes. 

• Forming an environment with the capability to 
implement the protocols that provide data about 
the flows in IoT infrastructure so it would be 
possible to analyze qualitative parameters of the 
delivered service. This is also applicable to 
multiple other domains, e.g. for the IP telephony 
[10] or in [18] for grid systems. 
 

Challenge is to develop a solution that is capable to 
implement the QoS parameters monitoring and reporting 
them in parallel to data transmission. In order to design 
such an solution, we decided to start with reviewing the 
protocols supporting the QoS measurements. 

III. TINYIPFIX PROTOCOL CHARACTERISTICS 
    Tiny IPFIX is a protocol running on the seventh layer 
of the OSI model. It was developed from the IPFIX 
protocol by simplifying headers, message format, and 
optimizing communication mechanisms. The protocol is 
suitable for transferring information between devices 
with limited computing power, memory capacity, and 
environments with limited bandwidth. As the RFC5982 
[1] states, due to the "IPFIX mediation" mechanism used 
at the boundary of a constrained and normal network [9], 
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it is possible to cooperate TinyIPFIX with its predecessor 
IPFIX protocol. This mechanism allows the existing 
infrastructure to be easily extended by the IoT 
environment protocols. In RFC 7011 [2], the authors 
define terms used in the IPFIX protocol that have a 
similar meaning in the TinyIPFIX protocol. The most 
important terms are TinyIPFIX Exporting Process, 
TinyIPFIX Exporter, TinyIPFIX Collecting Process, 
TinyIPFIX Collector, TinyIPFIX Collecting Process, 
TinyIPFIX Device. Other terms also defined in RFC 7011 
[2] are related to transmitted data: Data Record, Template 
Record, Set (group of data records or template record), 
Data Set (contains data record), Template Set (contains 
template record), TinyIPFIX Transport Session 
(communication between Exporter and collector). 

A. TinyIPFIX architecture 
The principle of communication in TinyIPFIX is to create 
a message on the device side. The content of the report is 
most commonly sensor data. This data is then 
encapsulated in TinyIPFIX format and forwarded to the 
"exporting" process that sends the created message to the 
receiving device. The receiving device intercepts the 
message using a "collecting" process that de-encapsulate 
the message and passes it to the application. This 
architecture can be seed in Fig. 1. 
 

 
 

Figure 1. Communication between device and application [3] 
 
    In the case of more extensive topologies, it is advisable 
to collect and aggregate the transmitted data from parts of 
the network in one place called a concentrator. This 
device is running a receive process and a send process. 
The collected data is then forwarded to a target device 
called a collector. 
 

 
 

Figure 2. Architecture with concentrator [3] 
 

In Fig. 2, the architecture of TinyIPFIX protocol with 
Concentrator device is presented. The concentrator can 
also act as a mediator, where the message format from 
TinyIPFIX is changed to IPFIX and the data obtained 
from the IoT environment can become part of an existing 
IPFIX environment. This mechanism and the 
compatibility of these protocols make it possible to create 
a scalable infrastructure and easily interconnect the IoT 
environment with a common infrastructure. 

B. TinyIPFIX messages format 
Messages in the TinyIPFIX protocol consist of a header 
field and one or more Set fields. The Set field can be a 
Data set or a Template set. However, it must be the same 
type within a single message. Fig. 3 depicts message 
format of TinyIPFIX protocol.  

 
Figure 3. Message format [3] 

 
The TinyIPFIX header was created by optimizing and 
simplifying the IPFIX header. Figure 4 shows the IPFIX 
protocol header and Figure 5 shows the TinyIPFIX 
protocol header. 
 

 
 

Figure 4. IPFIX message header [2] 
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Figure 5. TinyIPFIX message header [3] 

 
Fields E1 and E2 determine the presence of Ext fields. 
SetID and Ext. Sequence number. Ext. Sequence number 
is important if several records per packet are needed. 
 

TABLE 1. SETID LOOKUP FIELD DESCRIPTION [3] 
Value SetID Meaning 
0 - Look up extended SetID 
1 2 Template definition 
2 128 -  Data record  
3-14 - Reserved 
15 - Look up extended SetID 
 
TinyIPFIX Set consists of a Set Header followed by one 
or more records (Template or Data). Fig. 6 shows 
TinyIPFIX Set header. 

 
Figure 6. Set Header [3] 

 
TinyIPFIX Template Record consist of Template record 
header and field Specifier. Field Specifier has similar 
meaning as is defined in RFC 7011 [2]. Template record 
heads is shown in Figure 7.  

 
Figure 7. Template Record Header [3] 

 
Template ID has to be unique number between 128 
and255 for the Transport session. Field count represent 
number of fields in TinyIPFIX Template Record.  
    In Field Specifier is encoded the type and length of the 
transmitted data as we can see in Figure 8. 

 
Figure 8. Data Field Specifier [2] 

 
The field E represents the Enterprise bit. If its value is 0 
then the IEI value identifies the IETF element and the 
Enterprise Number field cannot be in the message. If E is 
1, then the IEI identifies the enterprise specific element 
and the Enterprise field must be present. The IEI field 
represents the type of information. Enterprise Number 
field is used to define the data model. Manufacturers can 
easily define their data model by registering the 
Enterprise ID with IANA. 

TinyIPFIX Data Record consists of one or more Field 
Value fields.  

C. TinyIPFIX Mediation 
Extending TinyIPFIX to an existing infrastructure can be 
accomplished in two ways. The first method is to replace 
the L3 and L4 protocols at the boundary between the 
constraints and normal networks. Most often is 
6LoWPAN replaced by IP and UDP by UDP / SCTP / 
TCP. Figure 9 shows the first type of mediation.  

 
Figure 9. Translating transmission of TinyIPFIX in constrain and 

normal network [3] 
 

The second way is to change TinyIPFIX messages format 
to the IPFIX messages format as is depicted in Figure 10. 

 
Figure 10. Translating TinyIPFIX to IPFIX [3] 

 
Changing messages from TinyIPFIX to IPFIX requires 
changing the Message header, Set header, and Template 
Record header to the corresponding IPFIX format. 

D. TinyIPFIX Template management 
Template management depends on the L4 OSI protocol 
used. For communication, it is necessary to send a 
Template Record from the exporter to the collector, 
followed by one or more Data Record. The Template 
Record does not change over time. When protocols such 
as TCP or SCTP are used, reliable delivery is ensured by 
the protocol itself. If UDP is used, reliable data delivery 
is not ensured. Therefore, it is necessary to send a 
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Template Record at regular intervals defined by the 
programmer. By default, the Template Record is sent 
after the boot process is completed. There is no need to 
send a Template Record if it is pre-shared between the 
collector and the exporter. 

E. Application Scenarios 
TinyIPFIX is most commonly used in networks using the 
6LoWPAN protocol, which is based on the IEEE 
802.15.4 standard. If there is a mediator in the network, it 
is possible to use the protocol also in networks using 
another L3 OSI protocols. As the source [3] states, the 
protocols can be used to transmit sensor data through IoT 
environments. Communication takes place from the 
exporter to the collector. It's a push protocol. If necessary, 
it is also possible to modify source code to enable pull 
protocol functionality, but it is not recommended [3]. 
     The protocol can also be used to transmit quality 
parameters of network infrastructure and device status. 
As a push protocol, it significantly saves power and 
bandwidth. The device will only connect to the network if 
it has something to send. 

 
Figure 11.Example of Template and Data Set [4] 

 
Fig. 11 shows an example of the implementation of the 
Template Set and Data Set formats. 

IV. ARCHITECTURE FOR THE IOT INFRASTRUCTURE 
MONITORING 

Monitoring of the IoT infrastructure has a significant 
role in the design, management and optimization of 
present networks. In order to achieve the full-featured 
operation of the network it is essential to measure and 
evaluate various characteristics of the traffic. Nowadays, 
the most commonly used data measurement methods are 
based on collecting information about the network and its 
traffic at the level of flows in an IP network which limits 
some of the other modern IoT technologies. 

Flow-level information has a wide range of use from 
analyzing the traffic of the network through anomaly 
detection up to ensuring QoS. Collecting flow-level 
information can provide meaningful information about 
the dynamics of network traffic as well. Further, it is also 
used for a variety of network monitoring tasks such as 
user and application monitoring, traffic engineering, 
capacity planning, accounting, security applications 
(IDSes and IPSes), abnormal activity detection like in 
[12] and performance analysis. Despite its popularity, 
flow-level measurement is still surrounded by several 

issues as the infrastructures constantly grow in size, 
connected devices and the volume of transmitted data. 

Over the past decades many approaches were taken to 
create a unified standard for monitoring the traffic which 
flows through the network. In consequence, various 
techniques and methods were proposed. All of these 
methods have their advantages and disadvantages. Some 
of them may excel in data reduction, but, on the other 
hand, the obtained information may be less detailed and 
have coarse granularity. On the contrary, other techniques 
may provide fine granularity, but data reduction may not 
be sufficient enough. Generally, most of the techniques 
have been incorporated into unified standards for 
retrieving network device- and traffic-specific 
information. 

Similarly like with the approach to programmable 
networks in Software Defined Networking (SDN) [8] 
there is an idea to allow developers to rely on network 
resources in the same easy manner as they do on 
computing or storage resources. This is reached by 
decoupling the control and data planes of the network, 
i.e., the network intelligence is logically centralized in 
software-based controllers (or control plane), and 
network devices become simple packet forwarding 
devices (or data plane) that can be programmed. This 
approach is also becoming very popular in IoT 
infrastructures. 

 

 
 

Figure 12.General architecture for the IPFIX exporter 
 
IoT device can become the exporter from the 

perspective of IPFIX architecture (fig. 12) and it will 
basically hosts two processes: the metering and the 
exporting. Each of these processes can have one or more 
instances. In general, each exporter sends flow records to 
one or more collectors. The flow records are generated by 
the metering process(es). 

How the flow records are exported to the collector(s) is 
defined by the IPFIX protocol. Actually, they are 
transmitted by two kinds of information: templates and 
data. In simple terms, flow records are carried in data 
records and the structure of these data records is defined 
by the templates. 
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Figure 13. Monitoring architecture 

 
The proposed monitoring architecture is similar to one 

designed in [17] and is shown on Fig. 13 and is based on 
the following modules: 

• Exporter, that monitors the infrastructure and 
exports IPFIX messages 

• Collector, for collecting IPFIX messages in a 
database; 

• Database, for persisting collected data; 
• Evaluator, that evaluates the data, either 

persisted or collected in real-time through 
Analyzer-Collector Protocol. 

• Web application, that provides a user 
interface for the reporting 

 
We can find numerous flow data analysis applications 

that use web application as their user interface, both 
commercial and open-source. Some of the important 
features were covered in [13][14]. Flow data analysis 
applications rely heavily on data visualizations. These 
have either textual form of tables or graphical form of 
various types of charts. Often there is a way to alter 
displayed visualizations, either by changing the 
visualization form (e.g., from textual to graphical), or by 
adjusting data selection used for visualization (e.g., 
filtering). In the modern web interfaces this implies the 
use of client-side scripting for interactive behavior, at 
least for in-background retrieval of pre-rendered content. 

V. OVERVIEW OF COMMUNICATION PROTOCOLS IN 
IOT ENVIRONMENT 

Many protocols can be implemented in the IoT 
environment. Protocols can be divided according to the 
OSI layer on which they work. Tab. 1 lists the protocols, 
the layer on which they work and the standard in which 
they are defined. 

 
TABLE 2COMMUNICATION PROTOCOLS (LAYER) 

Protocol OSI Layer Standard 
Wi-Fi 

Data Link 

802.11 
LR-WPANs 802.15.4 
Bluetooth 802.15.1 
Ethernet 802.3 
IPv6 

Network 

RFC 8200 

6LoWPAN 802.15.4, RFC 6282, 
RFC 6775 

RPL RFC 6550 
TCP Transport RFC 791 
UDP RFC 768 
CoAP 

Application 
RFC 7252 

MQTT ISO/IEC PRF 20922 
HTTP/HTTPS RFC 7231 
Another way to divide communication protocols is 
according to their transmission range. It is divided into 
short-range and long-range protocols.  
 

Table 3 COMMUNICATION PROTOCOLS (RATE) 
Protocol Range Standard 

RFID 

Short 

ISO 20909 
ISO 28560 
ISO/IEC 18000 

NFC ISO/IEC 14443 
BLE 802.15.1 
ZigBee 802.15.4 
6LoWPAN 802.15.4, RFC 

6282, RFC 6775 
Wi-Fi 802.11 
LoRaWAN Long 802.11 ah 
SIGFOX  
 
Table 3 shows the distribution of protocols according to 
their transmission range. There might be multiple areas 
where similar approach as designed in chapter IV is 
usable. E.g. within [15] and [16] the authors designed 
some of the features with the guarantee for the quality of 
service within the video streaming technologies. 

VI. CONCLUSION 
As it was covered in chapter V, there are many 
communication protocols available that can be used in 
IoT environments. The challenge is to find those where it 
might be possible to evaluate the quality of the delivered 
service and potentially to adjust the device operation 
based on the actual situation in the network infrastructure. 
One of the protocols where we want to put the effort into 
enhancing it is the TinyIPFIX protocol, which works on 
the application layer of the OSI model. This protocol is 
appropriate to use in IoT infrastructure due to its 
simplicity and possibilities of optimizations for the 
transmission of information in constraint networks. 
Another advantage is the possibility of backward 
compatibility with the IPFIX protocol, which allows easy 
scaling of the existing infrastructure and simplifies the 
expansion of the IoT environment. TinyIPFIX should 
also be suitable for transmitting control and quality 
parameters in the Internet of Things environment. Our 
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future work will be devoted to the development of the 
communication architecture where the IoT components 
will reflect the situation in network infrastructure and 
would be able to adapt to the granularity of data that they 
are sending or the intensity of data exporting. 
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Abstract— This paper presents the results of a qualitative 
research study on the topic of how teachers can integrate 
digital games into the educational process. This study 
devotes a significant problem, which accompanies this 
engagement but also the benefits that teachers see in using 
digital games. The attention is focused on the real use of 
digital games in the educational reality of Czech schools. Six 
teachers with different lengths of practice and teachers of 
different subjects took part in the research. Data were 
collected using interviews and subsequent transcription 
analysis. The study confirmed the significant impact of 
leadership and colleagues support on the further 
development of digital games education. In the teacher's 
opinion, games support pupil cooperation, communication 
skills, and this medium is so close to pupils that the use of 
games in the educational process itself is a motivating 
element for pupils. 

I. INTRODUCTION 

In recent years, digital games in education have 
experienced a significant boom in international studies 
and among teachers in schools [1-3]. While in the USA, 
Great Britain or Asia this topic is relatively widely 
discussed in the academic media, in the Czech Republic, 
such research attention has not been wished. Recently, 
however, this topic has started to be discussed in the 
Czech Republic [4-6], but they are often more focused on 
the psychological effects of computer games [6]. 

However, this does not mean that computer or video 
game teachers are not involved in their teaching. This is 
also confirmed by recent research from the Czech 
Republic. In previous quantitative research [5], we found 
that 49% of respondents (603 pupils in the second stage of 
primary school) encountered video games in the school 
environment. Similar results are found in the research of 
Basler and Mrázek (2018) [7], where the proportion is 
even slightly higher - 54%. The results are somewhat 
distorted by the fact that respondents also mention 
applications such as Kahoot or Duolingo, which are not 
classic digital games, but rather didactic applications with 
a certain game potential. Though, this happens practically 

without institutional support and, to a certain extent, is 
related to the problems teachers face. 

The concept of game-based learning (GBL) or digital 
game-based learning (DGBL) has been established for the 
use of digital games in education. DBGL can be defined 
as an environment where gaming content and gaming 
mechanics support the acquisition of knowledge or skills, 
and where gaming activities involve problem-solving and 
allow players to experience a sense of success through 
these challenges [8, 9]. In the foreign literature, we can 
observe the use of DGBL in various subjects and branches 
of education such as mathematics [10], physics [11], 
history [12], language education, technology studies at 
higher education levels [13] or lower school age [14]. We 
do not find such specific research in the field of digital 
games in the Czech Republic, although there are student 
theses that deal with this topic in the context of specific 
educational areas such as chemistry, social sciences or 
technical education. This representation of student work is 
relatively expected, as research studies conducted among 
students of education in the last decade indicate a great 
interest of future and today's young teachers in the use of 
digital games in their practice [15, 16]. Similarly, we can 
observe the involvement of both games directly created 
for educational purposes [17] or the use of purely 
commercial games (COTS) in education [18]. 

However, a large number of proponents and promoters 
of the use of games in education agree that their use varies 
considerably depending on the field and its saturation with 
quality available titles, which would have a significant 
impact on shaping positive learning outcomes through 
digital games [19].  

Teachers' attitudes to the use of games in education are 
quite specific research intentions, but they are beginning 
to appear in the world. The topic is quite new, so in some 
studies we may also ask questions about whether teachers 
understand (and how) the concept of DGBL and how 
games are used in education, which is not usually 
a problem. The Turkish study of 2016 [20] concludes that, 
according to the teachers, those games constitute an 
important link between teaching and the social reality of 
pupils, encourages continual learning in pupils, and 
respondents feel that pupils feel happier in lessons by 
being active in the game. In addition, teachers who have 
been included in the socio-economic middle class (or their 
pupils) are equally remarked that they use games because 
they encourage pupils to be more motivated to subject 
themes and subjects as such. 

The work presented in this paper has been supported by The European 
Structural and Investment Funds (project CZ.02.3.68/0.0/0.0/16_036/ 
0005322, Support for development of computational thinking, PRIM), by 
VEPPP2018 Project (MUNI/A/1186/2017) and by the Cultural and 
Educational Grant Agency of the Ministry of Education, Science, 
Research and Sport of the Slovak Republic (KEGA 026STU-4/2019). 
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Similarly, positive attitudes can be seen in the Swedish 
study of 2017 [21] where teachers see games as an 
excellent complementary medium in history teaching 
(similar to video or visiting exhibitions/museums). 
However, they remind that games should not be expensive 
for schools to buy. It is interesting how they approach 
historical anachronisms in the games. The addressed 
teachers perceive them as something that can stimulate 
a quality debate and can be analyzed during a lesson. 

The aim of this paper is to present the results of 
qualitative research, in which it was ascertained how 
Czech teachers who involve digital games in their 
teaching proceed in their involvement what significant 
problems accompany this involvement and what benefits 
they see in the use of digital games. 

II. THE METHODOLOGY OF QUALITATIVE RESEARCH 

Previous quantitative research into the use of digital 
games by Czech teachers [4] has opened up a number of 
topics that have not been adequately answered by this 
method. Due to the nature of the research, it was not 
possible to ascertain in depth what influence and context 
teachers see in their teaching when using digital games. 
Similarly, it did not reveal in-depth what problems 
teachers face and how exactly they have an impact on 
their involvement in their practice. The general aim of our 
study was, therefore to describe in more detail the context 
of using games as a teaching method. 

Based on an analysis of a previous quantitative research 
survey [4], research questions have been chosen that seek 
to gain a broader understanding of some phenomena 
associated with the use of digital games in educational 
practice. 

1. What games do teachers choose to teach? 
2. How they choose a game? 
3. How do teachers use games in the classroom? 
4. What problems do teachers face when using digital 

games? 
5. What benefits do teachers see in involving games in 

their practice? 
To answer the research questions, a qualitative survey 

using a semi-structured interview as a data collection 
technique was carried out. As already mentioned, the 
creation of the interview structure was conditioned by an 
earlier quantitative survey so that the current qualitative 
study will help contextualise and deepen the results of the 
quantitative study. 

Teachers who are already used games in their lessons 
have been addressed in order to ascertain specific 
experience with this method. The interviews ran from 
June 2018 to January 2019. All interviews were conducted 
in person and lasted from 25 to 40 minutes. Interviews 
were recorded on a recording device and transcribed in the 
form of literal transcription using Listen N Write program 
and then analysed using ATLAS.ti. 

At the beginning of the research work, the main topics 
were selected according to the research questions 
(thematic analysis), which was based on a previously 
carried out quantitative research [4]. In the ATLAS.ti 
program, each transcribed interview was subjected to open 
coding and the codes were assigned to the categories 
resulting from the thematic analysis. Due to the low 
frequency of some codes and the relatively higher number 
of individual codes, the codes were merged into 
subcategories within each category by axial coding. 
Spiderscribe.net was used as a visual aid in axial coding. 

The length of their practice ranged from 2.5 to 14 years 
of practice and taught various subjects. For reasons of 
privacy and research ethics, their names are anonymized 
and appear only under fictional pseudonyms. Table I. 
summarises the basic data on respondents. 

III. ANALYSIS OF RESPONDENT RESULTS 

Respondents' testimonies were coded in open coding 
from the transcription of the recording and then, using 
axial coding, merged into categories that represent larger 
units of codes and are elaborated below. 

A. Barriers 
Complications or barriers that teachers perceived as 

limiting the use of digital games in their practice were one 
of the fundamental topics that had to be described in order 
to understand this phenomenon in school practice. Since 
the use of digital games is in principle the use of ICT 
elements in education, it would be expected that the most 
significant problems are with the quality or performance 
of technology available in schools. The biggest problem, 
however, was the personal relations in the workplace and 
the relationship and perspective of other school staff with 
respect to this method. Interestingly, studies covering 
similar topics from other countries do not perceive this 
barrier as significant. Teachers here [20] complain about 
less support for the involvement of games in education, 
but the disagreement of colleagues or management is not 
noticeable. 

It's definitely a problem at our school because I think 
a lot of people don't even admit that the game could 
educate. I think that it is probably a major problem. So I 
see more problems in those people than in the games 
itself. They're kind of set up and it's just fun for them, not 
learning. For them, education and entertainment are 
strictly separated. It just can't be together yeah. It seems 
to me that some of them have this mindset, unfortunately. 

(Martin, 13 years of practice). 
This disapproval of colleagues is, of course, very 

demotivating for teachers trying to involve games in their 
lessons. They are afraid of ostracisation in the teaching 
team or of sanction by management and of inconvenience 
at the workplace. This fear, of course, discourages them 
from engaging in digital games even if they would like to 
and see potential in them. 

TABLE I.   
BASIC DATA ON RESPONDENTS 

Name 
Practice 
length 

Subjects taught 

Martin 13 years  chemistry, biology 

Zdenek 8 years  mathematics, civics 

Lenka 5 years  
primary school teaching, computer 

science 

Kamil 2.5 years  history, English language 

Jana 15 years  Mathematics, physics, informatics 

Petra 14 years  Czech language and English language 
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This year … I don't know if I dare, because my 
colleagues are even more sceptical. 

(Petra, 14 years of practice). 
On the other hand, if this barrier is not here and there 

are no obstacles on the part of school management, the 
teacher dares to think more about the topic and involve it 
more effectively. 

With one colleague, we play Democracy in lessons. 
Well, leadership gives us freedom. Here it is really nice 
for me that I can do almost anything and nobody tells me 
that I am doing something wrong. So far there has been 
no complaint. If there is any complaint I do not know, but 
here we have quite a freedom. 

(Zdenek, 8 years of practice). 
In this example, the teacher has been involved in games 

both in civic education lessons (teaching about political 
systems, financial literacy) and in mathematics teaching, 
in the long term and with good results. He plans to use 
digital games in the future and has the opportunity to think 
about the method more broadly and evaluate its impacts. 

Paradoxically, the school management is less 
problematic even though there is a problem, though often 
rather than a real conflict, teachers fear that the problem 
might arise, mostly after a disagreement with colleagues. 

That if the director learned in some way, he could look 
after it, that children are playing computer games and so 
on, and that they should be devoted to teaching. 

(Martin K., 13 years of practice). 
The technical background of schools is an expected 

barrier to the use of digital games. This is a general 
problem of ICT in schools and of any complex demand 
for its use. This is not a problem that only the Czech 
Republic would fight, and similar conclusions can be 
found in research, for example, in Turkey [20] or, to a 
lesser extent, in the USA [2]. Schools have different ICT 
equipment, which is influenced by the financial capacity 
of the school (and willingness to invest in ICT equipment) 
or the founder, but also by the abilities and possibilities of 
IT staff of schools (ICT methodist). 

Now I don't know how many of them are functional, and 
they aren't all really working computers. And as I told 
you, I'm not the person who is responsible for the 
classroom, I'm not even the network administrator, which 
is the school director. So it's not in excellent order, well. 
The pupils work together on the computer and help each 
other and actually solve the tasks together. 

(Lenka, 5 years of practice). 
Non-functional technology is a clear limitation on any 

use, but a specific problem for digital games is the 
performance of computers. New commercial games 
generally have high computer requirements that are hard 
to meet with school computers, so this can become a 
limiting factor for their use at school. 

So it was really just gameplay footage, I can't say that 
we really played that game, our school computers would 
not manage to play that game. 

(Kamil, 2,5 years of practice). 
Teaching plans that the school creates for the subject 

may also be an organizational problem, and teachers who 
teach the subject at school must be as consistent as 
possible and, if possible, proceed at the same speed in the 
plan as their colleagues in the same year. In such an 

environment it is, of course, difficult to change teaching 
methods and adapt them to their preferences or original 
ideas, which includes the use of digital games, that can be 
more time-consuming. Time-consuming problems occur, 
among other things, in Singapore research among teachers 
[22], but there is no mention of a strict curriculum, only 
general time-consuming problems are mentioned.  

The first problem is that we have thematic plans that we 
have to strictly follow and basically what I did (using the 
games) could result in problems, theoretically …yeah. 

(Martin, 13 years of practice). 

B. Use 
The use of games category is understood here as a 

possibility of use in teaching from the perspective of 
teachers. How did they find the right digital game to use in 
their context and in which context they were involved? 

According to all respondents, the most prominent 
element of utilisation seems to be a great illustration of 
digital games during the presentation of the topics 
discussed. The representation of the process, visualization 
of the subject matter while maintaining complexity is 
evident, whether it be mathematics, other natural sciences 
or social sciences. 

The other games, like for math use, are such aids that 
we can use them to illustrate some procedure. They even 
played Geometry Dash. There, we solved what geometric 
shapes are, what shapes they are, so we used it differently 
whether they were identical or not. If they're axially 
symmetrical ... that could be used when they saw it there. 

(Zdenek, 8 years of practice). 
This respondent engages games in mathematics often, 

for short sections to explain mathematical problems and 
visualisation and to illustrate and demonstrate these 
mathematical phenomena. However, the same respondent 
also uses the game to illustrate the complex reality of 
political systems through the game Democracy. 

... yeah, and here you might see you being supported by 
socialists, liberals, the unemployed, the poor, the farmers 
... and every step you make always has a consequence on 
them. So if you don't know ... you raise the tax on 
gasoline, so you will anger conservatives and patriots 
because they use these, but again you climb in popularity 
among the liberals for example. So you have to watch this 
and then see how successful you are with each group. 
There is also a question of how much equality is in 
society, some of the groups address equality of justice, 
and it always has some impact on them. 

(Zdenek, 8 years of practice). 
In other subjects, respondents mentioned the benefits of 

illustrativeness of games, for example, in the case of 
chemistry teaching or programming. 

Humanities-oriented subjects (civics, history) also 
described a positive aspect, which is related to the 
illustrativeness, namely teaching in context. Because the 
game can interactively (responding to the actions of the 
player) visualize and present different outcomes 
depending on what the player is doing, the pupils can 
understand a relatively complex and intricately connected 
principle, whether historical or current political. As a 
result, political simulation games are beginning to appear 
on the market, and thus in schools – in the Czech 
Republic, a multiplayer game Europe 2045 was created, 
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which simulated the activities of the European Parliament 
using an online environment In Germany, for example, 
Der Kanzlersimulator [23] went to schools where pupils 
can try the work of the German Chancellor. Our 
respondent successfully uses Democracy 3, which allows 
to simulate social phenomena related to activity and 
politics and its efforts to elect or re-elect. 

That was what we were dealing with before November 
17th. They the pupils say..oh they could not travel, could 
not read the books they wanted, but again had a job and if 
they did not care about things around them they could be 
happy. So a better grasp of the complexity of that political 
life or the world. 

(Zdenek, 8 years of practice). 
A possible motivation for using games in their practice 

is also the non-stereotypical teaching mentioned by the 
respondents. That is, games are still somewhat new in the 
education system that interest and motivate pupils to 
work. The alternation of teaching methods can be 
considered as generally good practice [24], interactivity of 
digital games In addition, according to some respondents, 
also contributes to pupil activation in the lesson. 

Generally, I think that when used reasonably they can 
certainly support teaching. It's some other method, which 
means the kids still don't have the stereotype. I am in 
favour of alternating those teaching methods, the frontal 
teaching is still as depressing for those pupils. Still only 
chalk and blackboard or now felt-tip pens. Well, it's like 
that ... hmmm ... I think these kids need to be activated 
with something. 

(Jana, 15 years of practice). 

C. Resources 
The resource part is intended for the context of how 

teachers get information about how digital games can be 
involved in teaching. However, it answers the question of 
how teachers choose digital games for their lessons. This 
area is not particularly reflected in the teaching materials 
and does not appear at all in the professional-pedagogical 
literature, so the partial aim was to find out how teachers 
learn about these possibilities. 

For example, teachers draw inspiration directly from 
their children - they watch what they like to play, what 
they work within their free time, and wonder how it could 
be implemented in their practice. For example, one of the 
respondents saw her son playing Minecraft, which she 
subsequently used successfully in her teaching. They draw 
this inspiration either with a discussion with children in 
class or see them directly with their own children. 

Definitely my son, because he played a lot of Minecraft 
and sometimes we play it together so I learned to move 
around and I saw what he could do there. That you can 
have all those different modes and either just build or play 
the survival mode when one has to survive. Or the various 
minigames where they give each other what they want to 
build. I found it amazing because they learned a lot of 
things. For example, when they connect to Skype or 
directly in the game and have to talk to each other what 
and how to build something, it has seemed to me many 
times more important than what we teach in class 
(laughs). Yeah, those skills would be ideal to transfer to 
those lessons. 

(Petra, 14 years of practice). 

Foreign teachers or foreign events in which teachers 
participate are important sources of inspiration. In the 
countries of Western Europe or the USA, games in the 
educational process have been in existence since the late 
1970s, so they are much more represented. Thanks to the 
Internet, Czech teachers can then get to cases of 
interesting practice, including the use of digital games in 
education.  

Well on the Internet, on YouTube. I saw what it could 
do so it immediately caught my attention. That there was 
some simulation, I mean, a nuclear bomb or something 
like that. It was pretty wicked. 

(Martin, 13 years of practice). 
Of course, I was looking for foreign teachers if they 

used it, so I went through their lessons to see what and 
how. 
(Petra, 14 years of practice). 

Foreign events for teachers are, of course, a very 
valuable source of inspiration, of course, it is complicated 
for a Czech teacher to get to such an event. 

I learned about it at the global forum in Seattle right in 
the Microsoft centre where I was invited. There we were 
invited with the fact that there were various workshops, so 
I say I'm going to apply there and really for me the first 
idea was - Minecraft? In the classroom? How can they do 
that? 

And by that time it had been used by about 4,000 
teachers around the world - that old version. So for us, it 
was like ... well, that we actually brought it here from 
Seattle and we started using it and trying what it can do 
because it motivated me there. I saw it really works when i 
was there. 

(Jana, 15 years of practice). 
Although games in education in the Czech Republic are 

a neglected phenomenon by the professional public, there 
are also titles created specifically for schools and 
emerging in our country. These, of course, have the 
potential to be brought to the attention of the teachers of 
the subjects concerned. One such game is the title 
Assassination 1942, which deals with the time after the 
assassination of the Reich Protector in Prague in 1942. 
Charles University also participated in the creation of this 
game. 

I saw it perhaps by chance when I was at home on 
Steam and it came out there as some advertising 
(recommendation), so I clicked that, and as a historian, I 
see something historic so I go after it. Well, so I opened it 
up and found out that people from Charles University 
from the Institute for Modern History were also involved. 
Well, so I looked at it. It was also at such a low price, I 
guess 10 euros so that the teacher could afford it (laughs) 
and so I looked at it and I think it looks really good, so I 
bought it then I had to do it with the kids. And I was very 
pleased that it had virtually no hardware requirements, 
because here on those computers ... well you know it. 
Which was pretty important, it wasn't cut, it went 
smoothly, it didn't collapse anywhere ... 
(Kamil, 2.5 years of practice). 

D. Learning 
One of the observed effects when using any teaching 

method is to find out what effect it has on the learning 
process, in what way and how it influences the learning 
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process and what are its specifics in this respect, or the 
added value specific to the involvement of digital games 
as a teaching form. 

According to the respondents, the influence of digital 
games on pupil's cooperation during teaching was 
a significant element affecting both learning and teaching. 
Certainly this is not the only teaching method that 
encourages this behaviour, but it is so prominent in the 
games being watched that respondents often mention it, 
albeit in different contexts. One of the respondents, who 
used games primarily at the first level, emphasised the 
spontaneous assistance of pupils in solving more 
complicated tasks. 

There were some pupils who actually helped and loved 
(emphasis) to help. Then when we were for the second 
time for the third time, in fact, some of the games are 
repeated. For example in the logical ones, escape games 
and stuff, they were consulting each other. And it wasn't 
like"I don't knooooow" style, but rather "You finished it, 
come help me". 

(Lenka, 5 years of practice). 
From another point of view, the pupil's cooperation is 

seen by another respondent, who draws attention primarily 
to cooperation across the country in more complex 
projects implemented through digital games. This is also 
associated with the joint creation of a work plan and 
subsequent implementation in cooperation. 

Then there are a lot of skills that are neglected here in 
education as a stratégy thinking or cooperation in 
generall. Collaboration across the republic practically, 
the ability to communicate. Thinking ahead of schedule to 
make sense. 

(Petra, 14 years of practice). 
This is also related to another skill that helps develop 

one's own learning - communication and communication 
skills. Of course, this skill is developed already within the 
cooperation itself (otherwise cooperation would be hardly 
possible), but especially in remote negotiations on more 
complex matters, accurate and effective communication is 
an important factor supporting success in the problem. 
This advantage also appears to be significant in some 
foreign studies [1]. 

Yeah, even if he connects to Skype or directly in the 
game and just has to talk to each other what and how, so 
it seemed to me how many times more important than 
what we teach in the class (laughs). Yeah, those skills 
would be ideal for transferring to those lessons to learn 
that. 

(Petra, 14 years of practice). 
A great benefit for the whole learning process is the 

type of medium chosen so that pupils are interested in 
learning both in terms of content (which is determined by 
school documents and influenced by personal preferences) 
and in terms of form. Respondents mention that this one 
of the advantages of digital games. The fact that it is a 
medium close to the pupils - it is their "communication 
channel", it is natural to them, which in their way remove 
their „shyness“ from more demanding topics and their 
reactions were generally positive. 

Yeah, so they didn't take it as anything outlandish, it 
was pretty close to them. So they responded positively, 
especially in the lower grades. 

(Jana, 15 years of practice). 

Spíš je to o těch pozitivech no, ten efekt na ty děti tam je 
to zajímavý, protože to znají, hrajou hry dneska všichni 
prakticky v téhle generaci. Takže je to pro ně komunikační 
cesta. Oni v tom vyrůstají v tom médiu. To jim asi 
neseberem. 

(Zdenek, 8 let praxe). 

E. Motivation 
A big and essential topic in connecting digital games in 

teaching is the motivating factor of games. Although some 
teachers perceive it as motivation by reward [4], 
respondents in this research understand the motivation to 
involve games quite comprehensively. They see pupils' 
motivation to learn, enthusiasm, immersion in learning, 
but also the motivation of the teachers themselves. If there 
are no negative external influences (ostracization from the 
part of colleagues, disagreement of management, 
catastrophic technical equipment,…) these are also more 
motivated to involve new methods in teaching. Finally, it 
is quite logical that the positive response and positive 
acceptance of pupils is also pleasant for teachers. The 
motivation of pupils to learn was one of the most 
substantial factors mentioned by respondents in the 
research. 

Like yeah, it motivates them. Not only does it motivate 
them for the topic, but I can say that we are going to do it 
now and then do it again, so it is a tool to start another 
activity. So it is also motivating for them to do other 
activities. 

(Jana, 15 years of practice). 
Thus, teachers perceive motivation to learn through a 

suitably chosen form as something that is a great 
advantage for digital games over other media commonly 
used in the learning environment. 

Well, I think in general there is a basic advantage of 
that they learn and at the same time it is really enjoyable. 
So I think computer games have huge potential. 

(Martin, 13 years of practice). 
Moreover, according to one of the respondents, this is 

not only motivation to the topic or subject, but also to the 
person of the teacher. This is, of course, pleasant for 
teachers, but it is also essential for pupils and their 
learning process. If they have a teacher they naturally 
respect, they will trust them and the whole learning 
process will be more enjoyable for them. 

To the question: "And do you perceive any increase or 
decrease in motivation when using the game for that topic 
or subject?" 

Respondent Kamil, 2.5 years of practice noted: 
Definitely an increase! Not directly to the subject, but to 
the subject. But also to the teacher, because it does its 
own. 

The topic that appeared in all respondents reactions was 
the enthusiasm of pupils from using games as a method of 
teaching one of the topics. For pupils, games are of course 
a motivational element in principle - it is something they 
know from their private life, what they enjoy in their free 
time, they take it more like fun and relaxation, so it is 
interesting for them when something like this appears at 
school. 

They were so excited. Just the word Minecraft drew 
them. 

(Petra, 14 years of practice). 
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Of course, that alone is not enough. Enthusiasm in class 
is a great starting point for any lesson, but it is important 
that pupils take something beyond enthusiasm. According 
to respondents, this is successful, and moreover, games 
allow pupils to relax more and, for example, not to be 
afraid of some topics. 

Well, the result, is that "Mrs. teacher, will we do it 
again today?". They were happy with it, they said that it 
certainly showed them the way to the problems and that in 
the programming they then coped with it much better than 
in the classic text form. They could just imagine it in the 
head! And it also helped me, because I could say, you did 
it in Minecraft remember how it was. 

(Jana, 15 years of practice). 
This implies that pupils get enthusiastic about the topic 

presented in this form, work harder and call for much 
greater involvement. Of course, this is not always 
possible. The games do not yet cover all the topics that are 
in school documents and, like any other method, are not 
suitable for everything. However, there is a great interest 
in the topic and method from the perspective of pupils and 
students. 

And the responses were pretty positive and it was 
obvious that some of them were very enthusiastic about it 
that they enjoyed it a lot and they would appreciate it if we 
spent much more hours, but unfortunately, it is absolutely 
unrealistic to do so. 

(Martin, 13 years of practice) 
Expanding the interest in the subject discussed may, in 

some cases, also have a secondary impact on the 
development of a certain type of thinking or 
representation of social issues. One of the respondents 
states that using Democracy 3 in civic education leads to 
an increase in pupils' interest in politics, as well as a 
greater understanding of topics such as populism, political 
marketing, or the general desire to ingratiate to part of the 
electorate.  

Very good, they really liked it. And maybe it was 
because we were in a class with talented pupils, where 
they watched politics very much and they enjoyed it. 

(Zdenek, 8 years of practice). 
However, all respondents agree that the enthusiasm in 

children was great, motivating for teaching. 
I asked them if they liked it, what they thought about it 

if it was bullshit and we wouldn't do it anymore. And they 
said no, it was absolutely fantastic, that they liked it very 
much, that they didn't do anything like that in their lives, 
that they didn't expect it after all. For me, it just has a 
positive response here. 

(Kamil, 2.5 years of practice). 

F. Support from LeaderShip and Team as a Key Factor 
in Engaging Digital Games   

One of the factors associated with the motivation to use 
digital games as a teaching method is the level of teacher 
support from school management and a team of other 
teachers. For some respondents, fear of possible 
management problems is a very limiting factor in their use 
of digital games in their practice, although the rest of the 
interview shows that the method seems meaningful, 
illustrative or motivating. They want to use digital games, 
but fear of leadership is demotivating for them until they 
prefer to abandon or minimize the use of digital games. 

But there are several problems. The first problem is 
that we have thematic plans, which we must quite strictly 
adhere to and basically what I did so I could have 
theoretically a problem yeah. What if the director learned 
in some way, he could look after it, that children are 
playing computer games and so on, and that they should 
be devoted to teaching. 

(Martin, 13 years of practice). 
Even if leadership is not openly opposed to the use of 

digital games, they lack the support of such a teacher in 
relation to criticism from more conservative colleagues 
who in some way struggles with the negative reaction of 
other colleagues. 

They're kind of ... like, they're rather in the background 
(the management), they know what I'm doing. I don't know 
if they completely tolerate it, I think they would expect me 
to be more penetrating and to show the world what I do. 
That they might stand up for me then. But they don't show 
other teachers that I do such things and that they 
appreciate it. And maybe if there was a problem, I'm not 
sure they would stand up for me. That they don't know 
how to deal with it. 

(Petra, 14 years of practice). 
Both respondents emphasize the benefits of games and 

their positive experiences of engaging in other places of 
the interview. 

Definitely motivation. Then there are a lot of skills that 
are neglected here in education as a strategy or 
cooperation. Cooperation across the Republic practically, 
the ability to communicate. Thinking ahead of schedule to 
make sense. Surely we could find more. 

(Petra, 14 years of practice). 
The associated problem is the support or opposition of 

colleagues to teaching practice of a teacher who uses 
digital games in his lessons. These attitudes of colleagues 
are very influential in the way of teaching the teacher 
chooses. 

G. Relationship of Motivation and Use 
A relatively common connecting motive was linking 

codes from the category of motivation and the category of 
use. Interviews show either a direct overlap or a thematic 
follow-up in another part of the interview.  

Teachers' motivation, ie enthusiasm of the method as 
such, is connected by respondents from the illustrations of 
digital games or, for example, by the originality of the 
method as such. As mentioned above, thanks to the 
illustration of programming in the computer game 
Minecraft, pupils were able to better understand the 
principles of programming and also in the longer term, 
when they were working in the classical textual 
programming language it helped them to visualize 
programming concepts. The originality of the method 
motivates the teacher by the approach of children in the 
lesson, or just in connection with the illustration when the 
teacher sees how skillfully the pupils work with the 
instrument. For example, a respondent who teaches 
chemistry sees the originality and thus attractiveness for 
pupils, or a respondent who uses Minecraft in English 
teaching points out that just mentioning such teaching has 
inspired and motivated pupils. In addition, according to 
the respondents, games make less education stereotyped. 
Respondent Martin stated in the interview that the 
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teaching was original or non-stereotypical thanks to the 
games and that the children were enthusiastic and enjoyed 
it much more and were more motivated. The beginning 
teacher Kamil or the respondent who teaches 
programming using Minecraft sees it almost identically. In 
addition, she states that the pupils lost their shyness on 
challenging topics and were more motivated to learn. 

An important element is also teaching in the context 
that teachers see in games, especially in complex-
simulation games. This is also associated with the 
motivation of pupils to learn because by seeing more 
context in the subject matter currently being taught, 
learning is more comprehensible and realistic. 

For example, a respondent who uses Democracy game 
in civics states, that pupils are more motivated, come up 
with concepts and critical reflections themselves, because 
of the complexity of the game, which illustrates the world 
in context. 

Well, they knew that the thing is more complicated and 
can not completely describe the fact that they need to read 
something about it, read the newspaper and perhaps do 
not see the links there. And they told me that – „oh, maybe 
this does not have to be as it is written there". 

(Zdenek, 8 years of practice). 
These connections also include the outputs of the 

previous chapter, where there is a positive (or at least non-
negative) response to the involvement of digital games in 
education, respondents plan to continue their active 
participation in their future practice. Given that, despite 
the generally positive engagement experience of all 
respondents, there is a clear plan for engagement in the 
future only for those who do not face downright negative 
responses from colleagues and management, it can be said 
that the teacher with the experience of engaging games in 
the future depends directly on this factor. 

IV. CONCLUSION 

The benefits of digital games in primary and lower 
secondary education classes are noticeable in several 
areas. Our study reveals the current situation of Czech 
teachers who decided to use digital games in their 
practice. We point out the need to investigate this 
phenomenon in the Czech education system, which is 
likely to become more prominent with the entry of young 
teachers into schools. A key finding in this study is the 
significant impact of school leadership and colleagues 
support on the further development of digital games 
education. As can be seen from all interviews conducted, 
in schools where support from colleagues and school 
management is present the teachers engage in digital 
games and further develop this phenomenon and plan it in 
their future practice. On the contrary, where support is not 
possible or the opinion is negative despite the fact that 
respondents perceive the use of games in teaching very 
positively. 

On the other hand, all respondents perceive the game as 
a medium that excels in its illustration and motivates 
pupils to both topics, subject and teacher. Games support 
pupil cooperation, communication skills and this media is 
so close to them that the use of games in the educational 
process is a motivating element for pupils. However, it is 
also important to recall that the motivational factor of 
digital games may be related to a certain extent to their 
relative "novelty" in the didactic process and thus unusual 

and attractive to pupils because of this extraordinary 
nature [25]. 

Teachers approach the choice of the game quite 
differently – some try to inspire directly from the pupils 
themselves, some draw on the experience of foreign 
colleagues, or are inspired at teacher conferences either in 
the Czech Republic or abroad. This corresponds to a 
relatively varied range of games used. While some 
respondents choose commercial games, often known to 
pupils (Minecraft, Kingdom Come, Democracy 3 and 
others), others choose subject-specific learning titles (eg, 
Powder Toy or various math learning games for example). 
The way of use could be described as an illustrative 
presentation of the topics taught. Whether it is a 
simulation of complex political reality, chemical 
experiments or programming, illustration is a widely used 
element of modern digital games. 

In addition to the problems caused by the negative 
responses of colleagues, teachers are faced with 
predictable problems with funding, obsolete or non-
functional technology at schools. Teachers do not record 
disciplinary problems very much, and when they appear, 
they are related, according to respondents, to hardly 
manageable enthusiasm among younger children. This 
differs from foreign studies, which often cite disciplinary 
problems as a more prominent problem in the involvement 
of digital games in schools [26]. 

In terms of the real use of digital games in the teaching 
reality of Czech schools, it is necessary to further explore, 
especially in the area of didactic and institutional 
assistance to teachers to apply new trends and 
opportunities in their teaching that are not yet sufficient 
and can lead to the barriers described in this study. 
However, it is apparent that emerging titles for education, 
wholly or at least partially, but also for commercial 
purposes, reflect this educational level of their media and 
will make it easier for teachers to integrate them without 
institutional or professional support. However, this 
support, both didactic and academic, could greatly help to 
make the games used in education as efficiently as 
possible and for the best benefit of both teachers and, 
above all, the pupils themselves. 
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Abstract—This article deals with the analysis of user 
experience on the web education portal by using designed 
web module. The main aim of the analysis is to become more 
familiar with concrete domain and to create own universal 
solution in form of web module for analysis of problematic 
parts in user experience in any website, in this case in 
education portal. This module is designed to identify 
problems and limitations in usability and provide possible 
improvements to the design or processes of users according 
to the prior findings. The analysis part of the web module 
focuses mainly on collecting and displaying data from 
visitors' interactions on a website, such as clicks, panning, 
and overall cursor movement, or using input fields. This data 
is then represented by different colors according to their 
values in heatmaps. This will greatly help in the test phase, 
when the portal will be used by selected test users, students 
and teachers to improve the user experience of the web 
education portal. 

 

I. INTRODUCTION 
Recently, due to competition in the market, the issue of 

user-centered design has come to the forefront. Nowadays, 
it is not enough to just make an application, product, or 
service. They must be customized for ease of use. If a 
prospective customer wants to use our service or product, 
but does not find the information they need, or is confused 
and lost in a step, they leave the page and no longer return 
to it and will use a more understandable product. 

During the development the educational portal [1], it is 
equally important to know whether the graphic design will 
allow its users to use it effectively. Therefore, at the stage 
when the portal is ready for test operation, there is a need 
to create a module that will be used to evaluate the user 
experience. User Experience (UX) is a very broad term that 
conceals the impression, emotions, feelings, trends or 
social value of using an object or service. 

This term is difficult to define because it involves many 
aspects. It has several definitions that differ. For example, 
according to ISO standard 9241-210: 2010, a user 
experience is defined as "Person's perceptions and 
responses resulting from the use and / or anticipated use of 
a product, system or service". [2]. Another well-known 
definition is from Peter Morville, who focused on facts and 
divided them into seven groups. These groups are shown in 
Figure 1, that depicts UX Honeycomb.  

As the definitions show, the concept of UX is very broad 
and complex. Therefore, it is possible to decompose the UX 
on several components such as visual design, typography, 
information architecture, interactive design, user interface, 
design and content strategy, which are shown in Figure 2. 

 
Figure 1.  UX Honeycomb [3] 

Analysis is often a neglected area of user experience. The 
aim of the analysis is not to replace the traditional methods 
for creating a quality UX, but rather to improve these 
principles. The combination of analysis and traditional 
procedures allows developers to create an accurate UX. 

A good UX results from the obtained evidence, mostly 
qualitative evidence One such evidence is usability 
monitoring. Tracking only qualitative data often causes 
viewing of quantitative data that can be collected. 
Quantitative data is mainly numerical, can be measured and 
at the same time offers a more complete view of the use of 
the website than qualitative data. It is not a good idea to 
focus on just one type of analysis.  

 

 
 

Figure 2.  Components of UX [4] 

Quantitative analysis reveals what a user is doing in our 
application, and qualitative analysis helps to understand 
why is he doing such acts. The examination of qualitative 

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 626



and quantitative analysis is complementary and creates an 
overall and comprehensive view of the UX. Figure 3 shows 
how quantitative and qualitative studies complement the 
UX process. Both approaches are key parts of UX web 
analysis, offering a different perspective on the problem 
and thus creating a perfect idea about UX. 

 

 
Figure 3.  Analysis and possibilities of complementing other research 

methods [5] 

 

II. UX ANALYSIS AND ITS PROPERTIES 

A. Advantages and disadvantages of UX analysis 
Web analysis of the UX process has its advantages and 

disadvantages. There are several reasons why it is useful to 
use a web analysis. 

The analysis shows facts that are difficult to deny. 
Obtained information from web analysis is not subjective 
as it is in case of qualitative research. These facts are perfect 
for measuring the effect of changes in application design. 
After applying a change, it is possible to measure and 
analyze changes in user behavior before and after the 
change.  

The analysis gives quick results. Analysis gives 
immediate results as opposed to user survey that takes days 
and weeks to produce desired results.  

The analysis offers a unique perspective. Web analytics 
tools include a large number of different reports on users, 
webpages, devices, and more. These reports can be used to 
get an idea of how the application is used, or how users are 
engaged on specific pages during certain periods. 

The analysis can be very well combined with other 
methods. The collected data is a stepping stone for 
identifying problem areas. Subsequently, other methods 
can be applied to problematic parts. For example, 
demographic data can be used to better description of 
persons. Device analysis can be used to customize its 
interface. User movements on the website can be used to 
find issues in website architecture.  

The analysis offers an effective presentation of the 
results. The data collected from the web analysis can be 
easily used to the results presentation. Those results show 
the facts and impacts of the changes that have been made. 
However, to make a UX analysis is not enough to create a 
quality UX. Therefore, there are some disadvantages of the 
UX analysis.  

The analysis depreciates the work of UX designers. 
Some people think that using quantitative analysis may be 
misleading in case of the goal of the UX. Quantitative 
analysis only shows what is happening on the page. 
Therefore, it is for information only, and it cannot reveal 
the reasons why it is happening.  

Quantitative analysis is evaluated in a selected way. 
Therefore, it is important to analyze the data correctly and 
identify problematic parts. Also, it is important to correctly 
interpret the problems. 

It is important to perform analysis correctly, which can 
be difficult. Learning the basic principles of analysis is a 
long process and it is important to properly understand used 
analytical tools.  

Sometimes, it takes a lot of time to initialize web 
analytics because it is needed to add the tracking code to 
analyzed website. Another important thing is to correctly 
set up reports in order to point to a selected goal. It is also 
necessary to think about their maintenance. 

In data collection for UX analysis, some useful data 
about users will not be collected. For example, web 
analytics tools are not able to collect data about all users or 
they cannot find information about potential users. 

 

B. Quantitative and qualitative data 
In the UX analysis, it is possible to obtain two types of 

data - qualitative and quantitative, which is shown in 
Table1. 

Quantitative data represents everything that can be 
quantified. They are presented in numerical form and focus 
on discovering facts. Examples of quantitative data are the 
number of visitors to a page, the duration of a visit, the total 
time spent in application, on each page, etc.  

Qualitative data cannot be represented in numerical 
values. In the field of UX, this term is associated with 
behavior. They have an open interpretation. Other forms of 
qualitative analysis include interviews, research, and 
heuristic assessments. Qualitative data helps to discover 
why something happened. 

Web analysis

Daily 
studies

Users
interviews

Usability 
tests

Persona 
(UX)

Users
surveys

Focus on 
groups

TABLE I.   
COMPARISON OF THE USE OF QUANTITATIVE AND QUALITATIVE DATA 

Quantitative Qualitative 

Aim They discover the 
facts 

They help to understand 
behavior 

Analysis Numerical comparison User-identified topics 

View 
How much behavior is 

in the presented 
group 

What factors determine 
the group's behavior 

Reporting Statistical conclusions Users language 

Example Web analysis Usability tests 
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Both types of data can be used during the UX creation 
process. The UX designer is expected to know when it is 
right to prioritize qualitative and quantitative data to 
achieve his goal. 

 

III. EXISTING SOLUTIONS TO OPTIMIZE USABILITY 
There are currently several comprehensive tools on the 

market that focus on tracking user activity in a web app. 
They offer the ability to automatically test user experience, 
analyze and evaluate user behavior. These tools can be 
divided into three groups or the areas they focus on. 

The first type of tools is focused on analyzing website 
usage in terms of traffic. These tools are useful when 
looking at key metrics such as overall site traffic, most 
visited pages, time spent on your site, bounce rate, or 
demographics. Moreover, these applications offer an 
overview of user device analysis. Here is an opportunity to 
better understand the end devices on which our app is used. 
This analysis includes detailed device information, whether 
it is a mobile, desktop, or tablet device. Even often hides 
the name of the apparatus and its designation. Other reports 
include data about types of web browsers, operating 
systems and versions, and overall distribution across usage. 

Another type is tools that focus on monitoring and 
evaluating the user experience in terms of overall end user 
interaction with the components of the deployed 
application. These tools record clicks, double clicks, page 
scrolling, and overall cursor movement on the page when 
the user is on a desktop device. These data are then used to 
create heat maps that show the most exploited areas. This 
visualization helps us identify bottlenecks in the design. 
What's more, they also record forms usage reports that 
reveal problematic, misunderstood inputs, or hard-to-find 
site data. 

The last group of tools are solutions oriented to A / B 
testing. In these applications there is the possibility of more 
flexible testing of layout, colors, background, text or 
images. 

In the following subchapters, selected applications will 
be introduced that can be categorized into a user survey-
oriented toolkit or belong to a toolkit dealing with 
interaction analysis or tools suitable for A / B tests. 
Alternatively, they are a combination of these groups. 

 

A. Google Analytics 
Google Analytics is a very popular and advanced 

software tool designed to monitor web app traffic. With 
around 50 million users, this free app has become the most 
widely used web tracking application in the world. 

This app (fig. 4) has several advantages, one of which is 
the fact that it is free.  However, there is also a paid version. 
This is only recommended for sites that have millions of 
visits per month or require prompt technical support. The 
free version is suitable for most customers because it 
contains full functionality compared to the paid version. To 
record data, you need to add a JavaScript code to each web 
page that we want to track. This tool offers great 
documentation and many instructions on how to use it or 
set up your own reports. It also allowing advanced 
customization - setting your own goals, reports or creating 
your own desktop. The development of this tool is ongoing. 

 

 
Figure 4.  Application Google Analytics [6] 

B. Adobe Analytics 
Also known as Site Catalyst, Adobe Analytics is a tool 

that is focused on measuring website traffic (fig. 5), like 
Google Analytics. However, this software is a toolkit 
designed to predict and display data in real time. Curently, 
this tool uses only about 360,000 pages, although it is used 
by a large number of highly visited websites. 

 

 
Figure 5.  Application Adobe Analytics [7] 

Sometimes it is an advantage to use this tool on sites with 
a higher traffic frequency because it doesn't sample data 
like Google Analytics. Sampling of a measured data can 
lead to incorrect reports and results that can potentially 
cause major problems. This tool can be adjusted very well. 
Three modules must be set up for optimal initialization. 
They are business-objective and technical implementation, 
and the third component includes end-user understanding 
or testing. If all parts are properly adjusted, this product 
becomes an extremely powerful analytical tool. Adobe 
Analytics is integrated with other Adobe marketing tools, 
making it suitable for companies that already use Adobe 
products. 

 

C.  Hotjar 
This software belongs to the second category of 

analytical tools, which deals with displaying visitor activity 
of a web application. The first beta version was released in 
2015. It records user movement information and presents it 
using heatmaps (fig. 6). This tool also offers recording of 
the whole session and its detailed analysis. For heatmaps it 
allows filtering by device. In addition to movement and 
interaction analysis such as clicking and scrolling, it also 
analyzes forms, their usability, and helps identify problems 
with filling them. 
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Figure 6.  Application Hotjar [8] 

D. Crazy Egg 
An application that works by initially creating an image 

from a specified address, or a collection of pages and 
subpages. It maps data associated with clicks on a webpage 
and translates them into maps. Such maps are rendered as a 
layer above the screenshot of the application. It also offers 
a sliding heatmap (fig.7) display where you can see which 
sections and parts of the application are most interesting to 
the visitors. 

Initialization is simple. All you need to do is add the 
asynchronous script to the footer of the HTML document 
you want to track and analyze. It offers heatmaps by used 
device type. It is a frequently used tool with good 
documentation and support. It also offers A / B testing, 
HTTPS protocol and Flash objects. 

 

 
Figure 7.  Application Crazy Egg [9] 

E. Optimizely 
Opltimizely belongs to the third application group 

dealing with split testing. This method, as mentioned 
above, performs random experiments on two or more 
different application designs. 

This product is designed for A / B testing and is easy to 
use for beginners in the field. To begin with, you need to 
add the script to the test page and then create the first test. 
Customers can also use the WYSIWYG or code editor to 
set up tests. WYSIWYG is a special editor that allows you 
to work with objects and automatically translates edits into 
visual views. 

F. Adobe Target 
Adobe Target is a split testing tool with similar 

functionalities to Optimizely. The A / B test will test a user 
experience, including images, text, user interface, to find 

the best result. Testing is designed to test multiple 
variations on desktop, mobile or IoT. 

It also offers testing of several elements at the same time. 
This includes the image, layout, or background colors. It 
seeks to find the most effective combination, and at the 
same time, it seeks to understand which elements contribute 
mostly to the site visitor’s goals. 

 

IV. DEVELOPMENT OF THE MODULE FOR THE 
EDUCATION PORTAL  

The main aim of module development is to design and 
create a software solution that will be a general solution of 
an analytical tool for the needs of the educational portal. 
This tool will focus on quantitative web analysis. The 
software solution will consist of two parts. The first part is 
script that will record information about website usage. The 
second part will be a module frontend, which will focus on 
data visualization and management of the examined 
applications. 

A. First part of the module 
The script that will be added to the portal page code will 

automatically identify the individual sessions. It will detect 
the total time spent in the application and also the time 
spent on each page, and it will record the order of the 
subpages that have been visited, with the ability to follow 
the user's actions. 

The script will also provide information about all used 
devices. It will automatically detect whether a page is 
viewed on a mobile, tablet, or computer. It is needed from 
script to record more detailed device data, such as the 
device type and version, or the operating system and its 
version. Another obtained data will be the screen resolution 
of the device. The key information in web analysis is also 
the frequency of use of individual web browsers and their 
versions. 

Another area the script will focus on is tracking user 
interactions. It is needed to record clicks and double clicks 
on the webpage. During the recording, it is also desirable to 
record more detailed information about the interaction, 
which means the element type, name, identifier, or the text 
it contains, and to record the time when the click was made 
since the beginning of the session. 

Clicks and double clicks will not be the only interactions 
that will be captured. It is also necessary to record the 
overall cursor movement on the screen. Another 
requirement is to display data on the most used parts of the 
website, which are basically the longest displayed parts of 
the website. Therefore, it is necessary to record the 
movement and time spent on each website. 

The last area of interest is interaction with forms and 
searches on webpage. In order to capture those actions, it is 
necessary to record information about searched strings with 
details of the element that was used to search and the time 
the user searched for information. 

The proposed script should be as small as possible and 
should not slow down or disable the web page under review 
and the use of the web application. The script should 
automatically send the collected data to the database. 

B. Second part of the module 
The front end should allow its users that are portal 

administrators to view different reports of the different 
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parts of the web portal, thus helping to identify problematic 
parts in the usability of the web portal. Then, the knowledge 
from this application should lead to changes that will 
improve the UX. 

The frontend of the module will use the properly 
graphical display of the collected data. There will be a 
graph of used devices, operating systems and web 
browsers, a section devoted to detailed information 
obtained from each session, such as general overview, their 
number and average results. In each session, there will be a 
list of visited sites in that session at disposal. 

It will graphically present the usability of individual 
elements. The module should provide a more detailed 
analysis of clicks and double clicks. Information about 
clicks, double-clicks and movements will be represented by 
heat maps, where it is easy to see which elements are used 
and how much. There will be more of these heat maps at 
disposal. They will show the click interaction, the double 
click and the cursor movement on the screen. In addition to 
heat maps, the goal is to create a map that will show the 
time spent on the sections shown on the page in a form of a 
sliding heat map. 

Next functionality should be the possibility of creating 
important milestones (datasets) that will allow the selection 
of collected data. This functionality will be mostly used 
when the design of the application we watch changes. 
Another aim of the application is to enable the filtering of 
selected data according to the desired web page, device and 
to determine the range of displayed data using milestones. 

Lastly, it is needed to create an administrative interface. 
This interface will offer convenient viewing and filtering of 
log files. System administrator will have access to basic 
information about users and applications.  

 

V. DESIGN OF THE MODULE ARCHITECTURE 
When we design the analysis module, it was important 

to decide which architecture to choose. After further 
analysis and discussion, we decided to create a client-server 
application. Figure 8 shows the proposed component 
diagram of the module. 

 

 
Figure 8.  Component diagram 

The analysis module will consist of a server part - UX 
Tool Web API, a tracking script - UX Tool Script, and a 
client application - UX Tool Web App. 

The server part will provide data via the REST API and 
will work with the database system. It will consist of an API 
and two libraries that will control access and work with 
data. 

The client part of the module will present the data it will 
retrieve from the server part. The server part will provide 
an interface through API controllers. 

The last component of the analysis module is a script that 
will collect data from the examined website. The collected 
data will be sent to the server part. 

A. User Interface design  
In process of designing the module, we mainly focus on 

easy and clear usability of the module. We have decided to 
create a side menu that will allow user to conveniently 
switch between the displayed statistics. 

We have decided that we will try to create a simple and 
intuitive control for data filtering. We designed a 
component that will be global for all shown statistics. This 
component will provide options for selecting an 
application, website, milestone, and device. The purpose of 
this component is to improve UX and continuously 
selecting these four settings would degrade the UX. 

We decided to use a large number of icons from he 
Material Design package to more intuitively navigate the 
user through the user interface. Figure 9 depicts the user 
interface for the heat map section and Figure 10 shows a 
page of devices, operating systems, and browsers. 

 

 
Figure 9.  Thermal maps component page 

 
Figure 10.  Design layout of browsers, operating systems and devices 

analysis page 

B. Rendering of heat maps  
The heatmap.js JavaScript library was used to render the 

heatmap. This library offers thermal mapping based on 
provided data. However, it is not a script to monitor user 
activity on the web. We used it because this library had very 
well developed documentation and a large community.  

The library is used in one component of the module that 
is used to display clicks, double clicks, movements, and the 
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displacement heat map. In Figure 11 is a view of heatmaps, 
in particular a cursor movements map in web page. 

 

 
Figure 11.  Rendering of heat maps 

VI.  TESTING OF ANALITIC TOOL 
The module was tested on the pre-production version of 

the educational portal. Three scripts have been added to this 
website. The first script was programmed by us and the 
other two were third-party scripts.  

The following pictures will be a sample of the outputs 
and reports that the client part of our analysis tool shows. 
Figure 12 shows a circular graph showing the percentage 
distribution of device types. The picture shows that more 
than 75% of users visit this site from the desktop. We can 
also see that enough users are connecting from their 
phones. The site should also be tested for responsiveness. 
Data are shown in the table below. 

 

 
Figure 12.  Devices of analyzed page 

Figure 13 shows web browsers used by visitors. From 
the graph that shows the percentage distribution, we think 
that most users use Google Chrome. The most widely used 
version is Chrome 73, followed by a newer version of 

Chrome 74. We can see that this browser is also dominant 
on mobile devices. The second most used is Firefox. On the 
other hand, we see that this page is also used by less popular 
browsers like Edge.  

Figure 13.  Browsers of analyzed page 

Figure 14 shows a page with news or important dates. 
Heatmap shows the cursor movement around the most 
recent term on the news page. From this, we can assume 
that the part of the page that attracted most users was the 
latest news. In the future, it would be interesting to try to 
see news or the next important date on the home page. This 
would avoid the user from having to search for such 
information on the page and its subpages. Making this 
information easier to access would shorten the time at 
which the user may feel confused. 

 

 
Figure 14.  Heatmap on analyzed page 

Figure 15 shows heatmaps from two different subpages 
of the analyzed page. They have similar renderings. Both 
display the highest values in the left sidebar area in the 
same section. The parts that are most interesting to portal 
users are highlighted in red. 
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Figure 15.  Sample heatmaps in the menu 

CONCLUSION 
Based on the knowledge, comparison of current 

solutions and specification of requirements, a proposal of 
own analysis tool was created. Individual parts were 
described using UML diagrams. 

A user monitoring module was created based on the 
proposal. It consists of two parts - an interaction monitoring 
script and a front-end module that collects and presents the 
collected data. 

 
Figure 16.  Example of the administration side of the portal 

 
Figure 17.  Example of Game Module with a multiplayer demonstration 

on mobile device 

The script automatically identifies individual sessions. It 
detects the total time spent in the app and the time spent on 
each page. It records the order of the subpages that have 
been visited, with the ability to follow the user's actions. It 
also provides information about the devices used, operating 
systems, web browsers, and screen resolutions. The script 
tracks user interactions. These include clicks and double 
clicks, which contain more detailed element information. 
The script also has no problem indicating the cursor is 
moving across the screen. It includes research on working 
with forms and searching on a website. The suggested 

script does not slow down or malfunction the website under 
review. Does not affect application usage. 

The module frontend currently enables, in addition to 
tracking portal pages, also easy registration of multiple 
applications using the basic website address. Graphically 
displays the collected data. There is a chart of used devices, 
operating systems and web browsers and a table showing 
session details. The module visualizes the usability of 
individual elements when analyzing clicks and double 
clicks. Information about clicks, double-clicks and 
movements is represented separately by heat maps. The 
module also includes an overview of the search terms on 
the page. There is a graph of abundance and a table that 
allows convenient search. 

There is a possibility to create important milestones 
(datasets), which allow to automatically select the collected 
data. In addition, it was possible to sort data by device and 
website. An administrative interface for administrators has 
been created. This interface offers viewing and filtering of 
log files. 

Based on the data obtained, some parts of the menu have 
been moved to more accessible places, taking into account 
the spacing between the individual menu items on Fig. 16. 
The joystick functionality for the touch screen controls 
presented in Fig. 17 has been added to the player module. 

In the future, we plan to implement the functionality of 
creating an overall session view in the form of animation or 
video. Add reporting to different result files. Data 
presentations could then be displayed in spreadsheets. 
There could be the possibility of exporting graphs and 
resulting heat maps. For possible use in the presentation of 
changes results applied for further development of the 
portal. 

This module provides user feedback that we can use to 
develop and improve the educational portal. 
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Abstract— Teaching entrepreneurship is a challenging task.
It requires students to gain the theoretical knowledge and
practical experience to build transversal skills, particularly
helpful to develop a problem-solving and enterprising attitude
needed for the jobs of tomorrow. The need for well-educated
graduates as entrepreneurs of the future with respect to digital
transformation and digitization in general requires for new
learning formats. In this paper we present our new design of
our Doctoral School Innovation and Entrepreneurship (I&E)
education in which we took an approach based on online
education to cover key I&E innovation topics. We present
the first results of an evaluation conducted with the students
participating in Business Modelling ad Business Growth courses
of the Doctoral School and the first impressions and leanings
from the new design. We found that the initial feedback were
satisfying and that our students appreciated the approach and
said that they recommend instructors to use this approach in
future teaching. This study contributes to the ongoing debate
on how to implement I&E education on Pan-European scale.

Index Terms— Online Education, I&E Education, En-
trepreneurial Skills, Instructional Design, Doctoral Education

I. INTRODUCTION

A priority for higher education is to develop students’
technical as well as innovation and entrepreneurship skills
so that they can make a successful transition from university
to the workplace [1].

Unlike IT and technical knowledge usually taught in tech-
nical courses, entrepreneurship knowledge and competences
are more challenging to the taught due to their practical
nature [2]. Entrepreneurship education is growing world-
wide, but key educational and didactical issues on how to
implement suitable still remain open [3], [1]. It is especially
significant in Europe as whole as Europe’s competitiveness,
innovation and economic growth depend on being able to
produce future leaders with the skills and attitudes to be en-
trepreneurial in their professional lives, whether by creating
their own companies or innovating in larger organizations
[4]. Additionally, these skills and competences, taught though
the entrepreneurship seminars, can be used and to a broader
range circumstances, which makes them even more attractive
to study how to implement suitably in our context [5].

Having this premise in mind, part of the mission of EIT
Digital (a Knowledge and Innovation Community from the
EIT, European Institute of Innovation and Technology) is
to train ICT Doctorate candidates with strong innovation

and entrepreneurial competences. Top European universities,
researchers and leading businesses are in partnership with
EIT Digital to provide cutting-edge ICT Doctoral education
in combination with innovation and entrepreneurship (I&E)
education. In our Doctoral school model, while students work
towards achieving their PhD, they also follow 5 sequential
I&E seminars of duration of 1 week each: Research to Value
(RV), Business Modelling (BM), Business Development
(BD), Business Growth (BG) and Business Change (BC)
Students can follow the seminars in the 5 different doctoral
training centers of EIT Digital located in Budapest, Madrid,
Helsinki, Rennes and Trento.

EIT Digital purpose is to ”educate leaders of tomorrow”
[6], [7], [8]. In order to produce engineers with soft skills
and competences that are ready to contribute to industry and
at society at large, the curriculum is designed not only with
engineering technical courses, but also with entrepreneur-
ship courses, with the aim of developing business skills to
complement the technical knowledge. The courses feature a
variety of projects and assignment for this scope.

In this paper we will present our approach toward imple-
menting online education for Innovation and Entrepreneur-
ship (I&E) education for ICT Doctoral candidates and our
experience on how to integrate online education into uni-
versity instruction and its established seminars. We explain
the different delivery strategies for the red-thread we plan
to employ, as well as strategies on how we plan to evaluate
student satisfaction and retention in order to understand if
the approach is successful or not.

II. BACKGROUND

Online education has gained worldwide popularity. Online
open courses represent strategy and a tool to overcome
time, spatial and financial barriers that are prerequisites of
traditional education process. They create distributed and col-
laborative leaning environments, which stimulate knowledge
production and application, this helping for development of
interdisciplinary ”T-shaped” professionals, i.e people with
”vertical” growth in specific knowledge field and horizontal
growth in terms of soft skills that are essential in new
working ecosystems [9], [10].

Universities have started to offer courses such as innova-
tion management and entrepreneurship tackling recent de-
mands for better employability and social inclusion Enhanc-
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ing creativity and innovation, including entrepreneurship, at
all levels of education and training is among the four strategic
objectives of European countries [11].

With the evidence that online learning is an effective
methodology, it was decided that a strategy to integrate
online education components in the I&E education should
be set in place. here was the need first to set a production
agenda of online contents: the choice was made that a
few chosen teachers from the I&E minor in the different
universities would also be producers of contents and deliver
online contents to be used by all I&E teachers in the
network. The teachers were chosen by an EIT Digital Online
Production Coordinator and they were chosen based on the
university capacity for production (the universities needed
to have technical studios for doing this) and preparedness
and knowledge of the local professors in the domain of the
specific themes planned for production.

The emphasis was put on the modularity of the online
contents, that is to make them short and easy to reuse in
different contexts. Therefore, the producers were asked to
deliver the piece of contents as small blocks, that were on
purpose made short and straight to the point, for smoother
adoption. These videos are main blocks out of which teachers
build a blended learning course. EIT Digital library includes
now more than 600 videos covering from basic business
model videos to the most complexed technology transfer
strategies and lectures on entrepreneurial cases. The library
amounts to more than 60 hours’ of videos along with dozens
of written cases, quizzes and other form of online/offline
assignments [6].

III. DESIGN

In our old I&E education model we did not have any
elements of online education. In a context where online
education is more and more popular as approach, and has
shown its’ full potential to deliver the expected training re-
sults, also EIT Digital decided to develop its’ I&E education
based on online education, and besides our Master school
education, we redesigned also our Doctoral Education. In
the online education strategy of EIT Digital the teachers that
belong to the I&E community produce online contents for
and on behalf of the entire community. EIT Digital, building
on the online education I&E initiative, and wanting to even
more enhance the presence of topic of Digital transformation
in the education curriculum, started working on building
the shared common online education ’backbone’ of online
education that would accompany the 5 I&E seminars on
the Doctoral training program. The suite of online modules
is a set as online sessions that is opened to the students
throughout their PhD path and supports the running of all
the 5 I&E seminars. It covers EIT and EIT Digital I&E
themes of interest and each session of the suite is composed
of video materials and (peer-review) assignments and quizzes
to assess the knowledge gained. Like this class seat time is
reduced and students have bigger flexibility in their learning.

Each module contains video material and for each manda-
tory theme there is a peer review assignment that students

need to finish before coming to class. Materials are designed
for PhD students audience and the preparation of the online
modules followed learning principles from the literature such
as: i) each module contains a forethought and introduction
text and materials in order to set the goals for the students:
why students watch the videos, what they will learn from
them, as well as information on the total duration of the
material, ii) each module contains a self- assessment in which
the students are able to test and apply the gained knowledge
via quiz or via an assignment that is later-on peer-reviewed,
to ensure students have watched the contents and gained the
knowledge. Each student is advised to watch and finish the
online modules before coming to the class and each seminar
organiser and teacher in the seminar before organizing the
course is informed and trained on the online contents, and
is expected to help the students with unclear issues and
ambiguities deriving from the online sessions of the suite,
especially if there are any follow up questions.

As part of the red thread suite, we will also come up with
a pedagogical tool (‘diary’) to track the development of
entrepreneurship competences throughout the PhD path for
each student individually. The diary is specific for the needs
of our Doctoral education, and for it’s development we will
on diaries examples available in the literature and well as
on our intended learning outcomes (ILOs), and examples of
dieries already used by team members of the EIT Digital
I&E group. It wil be composed of set of statements and
questions, that asks the students to reflect on each individual
skill and on the progress made towards gaining that skill. The
tools will be also intended to trace the progress of students
towards their Business Development Experience, a business
project students are asked to work on through their PhD
path. In this way, we will able to determine the individual
progress in skills acquisition and assess which skills the
students have already developed and which they may not
have developed yet. In the entrepreneurial diary tool, the
presence of both, specialized/professional competencies, as
well as the underlying general I&E competencies and soft
skills will be evaluated. The reflection in the ‘diary’ will
happen after each seminar.

The online education will be offered in two tracks:

• fast track, reduced mandatory version, in which the
key concepts are presented and students need to take
quizzes and do assignments (approx. 2-3h video time
per course + assignment)

• full track, an extended version with additional set of
examples, case studies and entrepreneurship videos.
(approx. 4h-5h of video time per course + assignments)

Videos, forum discussions, multiple choices questions and
hands on activities will be used as well. The full track will
contain two large project on which the students team based
assignments, or pitching assignments on which students can
work jointly. All the materials are offered on a shared
platform (Moodle) where all the students are given access to
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each individual course and follow the related online materials
for the course at hand.

Upon competition the students are expected to gain the
knowledge as well as skills and competences as established
by our ILOs (provided in Appendix)

The list of online modules to include in the online training
is in line with the ILOs as foreseen for the Doctoral school
training programme. The structure of the online modules is
provided below together with the producer of the module,
and brief information about the length of the module.

A. Research Value

• Technology Entrepreneurship: Introductory Concepts -
1h duration

• Business research (Aalto) 7 lessons – approx. 1,5h
duration

• Doctoral school assignments (KTH) around 15 assign-
ments – no duration

• Entrepreneurial cases - Technology transfer & Valoriza-
tion (Sorbonne University) – approx. 1h

• Technology watch (UPM) – approx. 1h
• Innovation and Entrepreneurship (University of Trento)

8 lessons – approx. 2h duration 18-9. Entrepreneurial
cases – Innovation (Sorbonne University) 4 cases –
approx. 1h duration

• Assessing impact of technology – approx. 1h duration
• Design thinking (KTH) 7 lessons – approx. 1,5h dura-

tion

B. Business change

• Intrapreneurship (University of Trento) 9 lessons –
approx. 3h duration

• Blue ocean strategy (University of Trento) 3 lessons –
approx. 1h duration

• Commercialization strategies (UPM) 7 lessons – approx.
1 h duration

• Digital transformation and change management (Uni-
versity of Trento) 5 lessons – approx. 1,5 h duration

• Ecosystems and Platforms (Macro perspective)
• Digital Transformation Strategies (Micro perspective)

C. Business modelling

• New offering Developments 3 parts – approx. 2h dura-
tion

• Business ethics and sustainability (Aalto) 14 lessons –
approx. 2h duration 15-1.

• Technology Entrepreneurship: New Business – aprox.
6h duration

• Go to market – market entry and Internationalization
(Aalto) 4 sections – approx. 4h duration

• Advanced business models (UPM) 5 lessons – approx.
1 h duration

• Technique for oral communication to different audi-
ences

D. Business development

• Marketing Tech Ventures (Aalto) 3 parts – approx. 2h
30 mins duration

• Entrepreneurial finance (Aalto) 3 parts – approx. 1h
• Organizational development and HR (Aalto) 3 parts –

approx. 2h duration
• Entrepreneurial cases (Sorbonne University) 4 cases –

approx. 1h duration
• Digital marketing (KTH) 11 lessons – approx. 1h du
• Intellectual property strategies (Aalto) 11 lessons –

approx. 2h duration
• Technology Transfer, tech commercialization strategies,

valorisation (entrepreneurial cases)
• Standardization (Tu/E) 3 lessons – approx. approx.1h

duration

E. Business growth

• Open Innovation strategies (University of Trento) 5
lessons – approx. 1,5 h duration 17-1. Sales in growth
companies (Aalto) 14 lessons – approx. 1h duration

• Leadership (UPM) 5 lessons – approx. 1h duration
• Innovation management in large organizations (Aalto)

7 lessons – approx. 1h duration

IV. STEPS TOWARDS DEVELOPMENT OF DIARY

The process towards development of Individual skills
development plan (or diary tool) will be the following ones:

1) Take one ILO to be supported with the individual skills
development plan

2) Define actors / stakeholders who interact in the process
of competence acquisition for that ILO

3) Determine measurements and indicators considering
acquisition of that ILO with actors

The aim would be to iterate all the ILOs through the year
and progressively deploy with students. The evaluations are
to be performed after each course, as a follow up activity
to the online course connected with the seminar, and to be
conducted online.

A. Description of the training for ILOs in our IDSL educa-
tion model

For the purpose of this process document, we center the
attention only on one example of the ILOs on “Communi-
cate, interact with business experts on a common language,
educate”. So for the ILO on” Communicate, interact with
business experts on a common language, educate”, the fol-
lowing training is usually taking place: the students gain
the knowledge for the ILO through 1-week seminars with
frontal lectures and online modules specifically designed and
intended to support the ILOs of the seminars. Additional to
the lectures, the online training includes discussion forums,
as well as assignments to evaluate the understanding of the
topic of interest for the online part. For the onsite part
students need to deliver a report on a case that they worked
on during the course. The students are also encouraged to
participate to events: summer schools and conferences where
they can practice the obtained skills.
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B. Actors during the process of individual skills development

The main actors involved in the process of individuals’
skills acquisition are:

• Host-company representatives, who follow the student
in the work towards the research, innovation and busi-
ness objectives of the company and the of the thesis of
the PhD candidate

• Thesis supervisor(s), who follows the student from
research point

• Other students, enrolled in the IDSL school and who
take the I&E seminars together and provide reviews to
each other to assignments

• Local I&E coordinators, who organize the seminars
locally at the different co-location centres

• EIT Digital I&E staff, who define I&E learning objec-
tives and structure and deliver online I&E education
paths for the students

• CLC managers, who support the students practically
towards the achievement of their PhDs

• Teachers, the people delivering the I&E seminars (in
many occasions same as local I&E coordinators), re-
sponsible for delivering the seminars onsite

• External experts, external to the EIT Digital ecosystem,
involved in the external events to which students par-
ticipate

Due to the different nature of the ILOs, the idea is for each
ILO to understand which actors to involve in the definition
of the measures and indicators

For the specific ILO on “Communicate, interact with busi-
ness experts on a common language, educate” the involved
actors in the definition of the measurement can be: teachers
involved in the teaching of the seminars, other students
involved in the seminars, external experts coming from the
events that usually students participate. Few candidates from
each category can be asked on indicators that in their view
should be used.

C. Determining indicators and measurement for ILO acqui-
sition

The indicators will be formulated with experts, and con-
firmed with the I&E local coordinators group. The aim
of the indicators is to describe the advancements or the
appropriation of students of the relevant skill.

Examples measures that can be used as indicators on the
ILO on “Communicate, interact with business experts on a
common language, educate” can be

• Number of presentations given in public venues, to be
entered by student, together with the title of the topic,
venue where presented, as well as a pdf documentation
of the event,

• Number of assignments taken online, part of the IDSL
red-thread

• Quality of submissions of assignments in assignments
in red-thread, as measured by other students

• Quality of reviews provided to other students, as mea-
sured by other students

• Number of seminars organized by the students, in which
the students were educators

The Individual skills development project will be imple-
mented in Moodle.

V. TRIAL TESTS AND FIRST EVALUATION

We decided to gradually deploy the solution with the
students in autumn semester of academic year 2019 - 2020
and like this test the effectiveness our approach of using
online education to teach entrepreneurship.

So far we have delivered and tested with students the
integration of the online modules to the courses of: Business
Growth (BG), taking place in Trento the week of September
23th - 28th, 2019, the modules were open from September
9th, 2019 and remained open also after the completion of the
course, and Business modelling (BM) course happening in
Rennes, the week of October 14th - 19th, 2019, and for it the
modules were opened on September 30th and stayed open
also after the completion of the course. In BG course there
were in total 7 students, while the BM course was followed
by 6 students.

The students spent in average 16h to finish the modules
connected with the BG course, while 7h to finish the modules
connected with BM course.

The feedback collection was done with individual face-
to-face interviews with the students. We try to understand
if the modules were effective for gaining knowledge and
if they contributed to more in depth understanding of the
subject matter, how to improve the online courses, how much
time it took them to finish the online modules, if there are
I&E themes we should add or remove, and how to better
connect the online modules with the lectures in class. The
whole process was monitored by two teachers involved in
the course.

We asked what was the most important piece of knowledge
students learnt in the modules and if they had comments or
suggestions to share with us.

Some students shared the most important learning from
the modules was the gaining of the deep understanding of
different terms: disruptive innovation, network effect, product
market conversion, etc. One of the students shared “I learned
more about topics that were quite obscure to me and, through
the videos, having the possibility to listen again what wasn’t
clear to me.”

As some students come from technology innovation in
health domains, they asked for bigger presence of health
innovation and health technology domain topics.

Some students also commented that the modules and the
pre-assignments were quite disconnected from the course
content, and were not discussed or covered during the week,
from these comments we understood that we need to work
closer to the teachers teaching the courses in order to have
a better onsite and online education integration.

As some of the modules miss slides and subtitles, one of
the students suggested that this sould be the next improve-
ment towards a more smooth online education experience.
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Another student that did not have time to finish the
online modules as decided to enroll to the class only in
the last minute commented that the online courses contain
too much videos and that in the end he just read through
the descriptions to see if there was anything interesting,
watched only those that were important for the assignment,
and skipped most of the rest of the videos (¿12 hours of
videos). From this we’ve learnt that we need to balance for
duration of the videos material in each theme and for the next
edition we’ll have only 1h duration of each themes (although
we do have more materials provided by the producers).

Some students commented that doing the peer reviews
helped them develop their own knowledge about the specific
subject. Through the peer review, and analyzing the answers
of the other students, the students were able to catch certain
aspects that I had not previously noticed. One of the students
commented “It is useful because it helps to look at things
from another point of view different from your own.”

Many students appreciated the flexibility the approach
gave them, still would not replace the whole I&E education
with online education, and advocated for a balance pres-
ence of online and onsite teaching. Student perceived the
convenience of using online education and reported that the
approach we applied enabled them to moderate the pace and
sequence in which they follow the modules, still the face-to-
face classes are also important, and should be retained.

This was only an introductory evaluation; a more in depth
and comprehensive evaluation comprising data from all the
courses from the Doctoral school is needed to understand
better if we have been successful in our design approach,
to understand better the strengths and weaknesses of our
approach to design I&E education for Doctoral candidates,
as well as to further understand effects on student achieve-
ment. Limitations of the work presents the small number of
students.

VI. CONCLUSIONS

In this paper we presented our approach toward imple-
menting online education for Innovation and Entrepreneur-
ship (I&E) education for ICT Doctoral candidates and our
experience on how to integrate online education into univer-
sity instruction and its established seminar. We showed the
structure of the online modules, as well as the first evaluation
of student satisfaction and opinions of the approach. The
initial results from the study gave us promising results. We
further need to understand why our students did not get the
feeling of achievement, while they still think that they have
done a good job around it.

Our first next step in this direction will be to develop the
diaries tool as explained in this paper, and to test it with the
students to understand if and how the online I&E education
experience we have designed is contributing to development
of skills and competences. Another future step we plan in
this direction is to utilize the students’ submissions to the
assignments (using text analysis), as well as the peer reviews
the students provided to each other, to measure development
of entrepreneurial skills and competences, and understanding

the different learner types that will emerge in our online
education approach.

We found that the initial results are satisfying, bringing
into light new lessons as well as future directions of for
improvement and development of the solution. This study
contributes to the ongoing debate on how to to implement
I&E education by integration of online education.
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APPENDIX

General I&E skills
1) Create products, services, businesses, with a

customer/user-centric and societal conscious
perspective

2) Model, plan and develop strategically , financially, and
socially new businesses

• Dealing with fast evolving scenarios and uncer-
tainty (agility, lean)

• Dealing with specificities of various entre- / intra-
preneurial contexts with different stakeholders

3) Organize and manage digital innovation
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4) Integrate values to stakeholders, to societal and eco-
logical systems, into business decisions

Soft skills
1) Communicate, interact with business experts on a

common language, educate
2) Collaborate in multidisciplinary / distributed teams
3) Exercise personal leadership and decision making
Deep-tech I&E skills
1) Assess value of research for innovation and apply re-

search and technologies to create new/improved prod-
ucts, services, businesses, . . .

2) Exploit technology on the market (IP, tech watch, tech
maturity, tech commercialization strategies, standards)

3) Leverage EU / KICs research and innovation support
instruments

Digital transformation skills

1) Develop a vision of the impact of digital technologies
on industries and society and opportunities created

2) Deal with new success factors in developing a business
in the Digital era (hybrid BMs, lean organizations,
digital customer experience)

3) Contribute to organizations’ change management
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Abstract— A recent challenge in distant distributed learning
courses is to establish effective collaboration in small teams.
Team work in such courses often has to take place asyn-
chronously, which puts additional requirements on commu-
nication and coordination. This article describes an ongoing
project in which we analyze the dynamics of virtual student
teams located in different Universities by examining their Trello
activity. The students work together in a project where they
need to propose a solution for a business challenge. On the
basis of their Trello activity we aim to characterize different
patterns of team work in geographically dispersed teams to
better understand how collaboration in virtual students teams
develops over time. These insights can be used to detect
ineffective team dynamics and to generate interventions that
promote better collaboration.

Index Terms— Collaborative Learning, Remote Learning,
Team Work, Team Dynamics, Virtual Teams

I. INTRODUCTION

Nowadays it is becoming more and more common to
work remotely using an online virtual space. For example,
an increasing number of engineers have to work together
asynchronously in a remote way due to the dynamics of
today’s global work environment. It is important that such
prospective engineers are trained to work together effectively
in a remote way. Universities that offer such courses, i.e.,
offering international projects including working together
with students from different countries, need to optimize this
form of instruction [1]. More and more universities now offer
or design international project-based courses [2], [3], [4],
[5], [6]. Hence, more insight is needed in why some teams
succeed whereas others fail. Gaining insight in how effective
virtual teams collaborate together provides the much needed
input in how such courses can facilitate higher levels of
learning.

According to the literature, in a collaborative scenario, stu-
dents exchange ideas to achieve common objectives. Through
this exchange of information and communication they learn
over time [7], [8]. Working together on an international
business case offers opportunities to gain effective commu-
nication skills, argue with others in a team about effective
cooperation, and develop team work skills that are also
needed in today’s work environment. By enhancing insight
in how such teams collaborate together implementation of
collaborative curriculum pedagogy can alleviate how much
students learn in such projects [9].

Previous research reveals that collaboration of project
teams can be facilitated by computer-supported technology,
such as Trello [10]. In some cases teams who use special
computer-supported learning environments appear to be more
active than teams who do not use such tools/technology. It
has been shown that some students find it easier to voice their
ideas in an online environment. Furthermore, reclusive team
members are found to be more communicative in chats and
forums rather than in real life interactions [11]. Furthermore,
responsibility for the project is shared, which could facilitate
the group to make more extreme decisions than individuals
would do. When an online learning environment is used, the
responsibility for the project is shared, which enhances better
decision making.

There are many online tools to coordinate and distribute
the tasks and make it possible to structure team work
remotely, like for instance Asana, Trello, Jira, etc [12]. By
using these tools, tasks become well monitored and organized
even if the team members work in different places. Despite
the widespread use of such systems, very few studies aim to
explore their effectiveness in cooperative learning scenarios
[12].

The pedagogical approach described in this paper is based
on challenge-based learning, in which students work on
solving real-world challenges provided by a client or a
company [13], [14], [15]. In this approach the client or
company is required to be involved as a stakeholder in
the educational process and mentor the students while they
are working on the challenge. This provides a multitude of
learning opportunities for students such as the development
of communication and group skills, critical thinking, incor-
poration of feedback, and using continuous self and peer
reflection [16], [17], [18]. This of working on a real-life
business case is shown to increase student motivation and
student engagement [14].

In challenge-based learning researchers and teachers also
participate as mentors. They provide feedback about the
knowledge formation process and monitor the development
of skills and competences. In such a context, the instruc-
tors constantly monitor the level of knowledge the learners
assimilate during the study process and at the same time
facilitate effective collaboration with the stakeholders. For
teachers it is important to continuously adapt the methods
of teaching / training as well as the contents and tasks, to
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continuously optimize the course and facilitate high levels
of learning of the students’ teams. When more information
is available about how effective teams collaborate, teachers
and curriculum developers are better equipped to make the
required changes.

In this paper we analyze the data from one such challenge-
based course and investigate how students that are geograph-
ically dispersed collaborate and learn effectively. The rest of
the paper is organized as follows: Section 2 presents some
background on challenge-based learning, Section 3 provides
information about the approach we will take towards the
analysis of the gathered data, Section 4 presents our initial
reflections of the first data that is collected and Section 5
offers a preliminary conclusion .

II. BACKGROUND

Challenge-based courses are centered around a case or the
so-called challenge proposed and provided by a company.
This challenge can be be related to considering alternative
business models or go-to-market scenarios in relation to
the innovation or entrepreneurial case. In most cases the
teams need to integrate knowledge from specific areas, such
as: business environment, competition, suppliers, partners,
environmental, sustainability issues. Lectures will be offered
to help the students acquire special knowledge and tools
that are important for offering an optimal solution for the
challenge.

In a previous publication [19] we presented how we jointly
designed a challenge-based course between the University
of Trento (UNITN), Italy and Universidad Politecnica de
Madrid (UPM), Spain. The results were obtained from ques-
tionnaires collected after the course asking the students about
how they experienced the course (i.e., positive and negative
experiences), which aspects students appreciated less and
why and if they found the course valuable.

In total 21 students at UNITN and 23 students at UPM
participated. At both Universities there were local teams, that
is teams composed only of local students working on the
delivery of local challenges, and we had 3 mixed teams,
each composed of 4 members, 2 from UNITN and 2 from
UPM, working on international challenges. The first results
were positive, with students finding the experience improving
their abilities to work remotely and to work in mixed teams.
We also found that the students who worked in the mixed
teams, despite the difficulties of the physical separation, were
more motivated to work than the students.

III. APPROACH, METHODS AND DATA COLLECTION

In this section we describe the analysis approach we are
about to take for this study.

The data comes from a setting in which students work in
distributed teams between the University of Trento, Univer-
sity of Aalto and University of Madrid. There are in total 8
different challenges students work on. The teams are com-
posed of 3 to 4 members, and there are two teams assigned
to the same challenge, thus making the total number of team
16. The cases come from Madrid based clients, and cover

Fig. 1. Example of Trello board in which the students will be assigning
and working on the tasks while moving them between the various stages of
the project

different industries like gaming, finance and construction.
The total number of involved students from Trento is 17,
the number of students from Aalto is 22, while the number
of students from Madrid is 8.

To manage and coordinate the work on the project, and
assign tasks to each other, the students are using Trello.
In Trello a common board for the teams was created: see
Figure 1. Examples of the ”cards” in which student plan
their activities are depicted in Figures 2 and 3.

Fig. 2. An example of a ”card” on which the students will work during
the course

In order to understand collaborative work behavior and
work dynamics over time in distributed teams, Trello boards
will be evaluated three times during the semester (each three
weeks), according to the following criteria, with each criteria
being on a scale of 0 to 5:

Board Quality - this metric will be derived by examining
key aspects of the board, such as if there enough tasks on
the board to keep the team busy, if the tasks were described
in a reasonable manner, etc. With this aspect we aim to
understand the quality of how the teams collaborate at the
three points in time,

Board Progress – this metric will capture the amount
of progress that the team had made from the previous
update i.e., were there enough tasks being created and moved
through the pipeline in the Trello boards.

The Trello boards evaluation will be conducted by two
independent annotators. The idea is to compare work quality
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Fig. 3. Another example of a ”card” on which the students will work
during the course

and progress across the different teams and understand
actions that distinguish highly productive teams.

Previous research also shows that teams have difficulties
to maintain an adequate level of activity, and there are groups
that make a lot of progress during their projects, while other
teams were more stagnant with regard to their progress.
Activity gaps (longer inactive periods) in the team work are
also often identified as a serious problem in the literature.

To examine this in more detail we also analyze the
dynamics of the activity of the teams by applying using
sequence analysis. Trello offers the opportunity to collection
logs of all the actions performed in the board (i.e., who
created a “card,” at what time the “card” was moved etc.).
This Trello data can be exported in JSON format (lightweight
data- interchange format that is easy to parse and extract data
from) which will be further analyzed. Each action performed
on the board is an ”action” inside the JSON object with a
time stamp, member id of the participant who took the action,
and further details about the action (if a task was moved
between two lists, then the ”action” element will contain
data from which list to which list the task was moved, if a
due date was assigned, if the task was assigned to a member
etc.).

The aim of this part of the research will be to identify
all different types of actions (”creation of task”, ”move to
task between lists”, ”assign due date”, ”assign the task to
member” and etc), and then to put each action in order of
time sequence and try to characterize different types of team
and identify their distinctive patterns of work on tasks. This
kind of analysis can further help teachers to detect stagnant
teams early in the process and provide adequate support
to teams that need help. Furthermore, this type of analyses
offers information about effective patterns of collaborating;
e.g., we assume that the activity patterns in effective teams
will be different as compared to the less effective teams. For
example in highly effective teams the chances of following
up immediately after a “card” is created (e.g., by assigning
the task to a member immediately) will likely occur above
chance as compared to less effective teams. Understanding
the dynamics of collaborating in such teams over time, using

Fig. 4. Example of Trello board of one of the teams working on the case
coming from the real estate sector

such objective, “in situ” data has the potential to advance
the team literature in general as well as provide input for
education curriculum development.

A last step in the data analysis will be to understand if
there is correlation between quality of work and collaboration
patterns, that is if and how quality of team work is influenced
by collaboration patterns, and if certain collaboration patterns
of group work always lead to group work of high quality.

IV. INITIAL REFLECTIONS ON THE FIRST DATA
COLLECTED

In this section, we share our initial results in terms of the
Trello activity and the observed team dynamics.

After the first round of qualitative evaluations, two cat-
egories of teams surfaced: a category of teams with high
quality Trello boards and allocation of tasks, and teams that
still need to define the core of their contribution to the case
and how to split and allocate the tasks in an efficient way.
The average evaluation on the quality metric after the first
round was 3.3, while data for the board progress metric will
be available after the second qualitative evaluation.

At the first point of data analysis we lacked the data
coming from two teams. These teams still did not create
their Trello board yet due to the lack of availability of the
company to provide details about the challenge and work
with the students.

An example of a Trello board of one distributed team
(composed of two students from Trento, two students from
Aalto and a local student from Madrid) working on the
case coming from a company in the real estate segment is
provided in Figure 4, another example of a team working on
a challenge coming from a recruitment company (composed
of three students, one from Aalto, one from Madrid, and one
from Trento) is shown in Figure 5.

From the first results we also work towards defining
strategies on how to motivate the students and how to provide
support in this setting and a how to encourage students’
learning through interaction with each other.

As a next step we’ll also try to see if cultural diversity in
the teams presents an advantage in virtual teams. We expect
that the more the teams are mixed, the bigger variety they
will bring in terms of the proposed solution, increasing the
overall quality of their work.
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Fig. 5. Example of Trello board of one of the teams working on the case
of a recruitment company

One limitation of our approach is the communication
with the company (making sure that the case is available)
and intervention from the teachers. This can significantly
affect the Trello board activity, and thus can influence the
effectiveness of the teams we observe with our approach.
In the case of the two teams where the challenge provider
was absent, the teams show no activity on the Trello board;
this inactivity cannot be attributed to poor team dynamics
but are due to factors that lie in the specific settings of
the challenged- based course. For challenge-based courses
it seems important to also maintain a constant connection
between the teacher and challenge provider.

V. CONCLUSIONS

In this paper we explore the relationship between different
collaboration patterns in team learning tasks and the quality
of team work in teams who are geographically dispersed.

At the moment of writing this research paper, the students
are in the middle of their course work, and work intensively
towards a good solution for the challenge proposed by the
companies.

The data collected from the first part of data analysis
(data coming from board quality and progress measurement
at different points during the course (and also after) will
be insightful in understanding collaborative work behavior /
dynamics, and how collaboration develops over time in the
teams. It will be helpful to detect teams with poor dynamics
(or that need extra help) early in the course, and understand
differences in team work.

The data collected to perform sequence analysis will
contribute to a better understanding of group work in online
courses and to highlight possible starting points for the
development of intervention mechanisms and support mech-
anisms for different types of team based on their patterns of
collaboration.

This paper provides information about a study that is
currently in-progress. The final results will be available at
the end of winter semester of the academic year 2019-2020.
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 Abstract— Just like at many other universities in Slovakia, 
Comenius University has mostly been using the elearning 
server as a storage for electronic materials, as opposed to a 
learning tool. Within the development project, Education 
for Information Society (002UK-2-1/2018), we have an 
opportunity to change our approach. This article 
summarizes the current elearning situation at Comenius 
University, a survey conducted among our teachers and 
administrators, ideas gained from literature, plans to 
proceed and the reasoning behind them.These instructions 
give you basic guidelines for preparing camera-ready 
papers for conference proceedings. 

I. INTRODUCTION 
As opposed to development in private sector, elearning 

development at Slovak public universities has not been 
too fast. There are chronic issues with lack of funds, lack 
of qualified teachers and hence there are issues with 
course quality that hinder innovation. University 
managements face multitude of different problems and 
issues and they usually do not focus very hard on creating 
support structures for elearning [1]. If addressed at all, 
mostly elearning was treated like a technical issue, which 
only computer experts were interested in, and “resolved” 
by supplying infrastructure and Learning Management 
System with strictly technical support [1], [2], [3], [4], [5], 
[6]. 

Vysoka skola manazmentu – City University of Seattle 
in Bratislava represents an exception, as this institution 
offers a range of online and combined programs, a number 
of them which are in collaboration with their partner 
university in US [7]. 

Comenius University created the first expert group with 
a goal to introduce elearning back in 2003. The primary 
focus of the group was to select a suitable Learning 
Management System and after a short experience with a 
system from Czech company Trask, Comenius University 
introduced Moodle just like most universities in Slovakia. 
As of 2006, Moodle has been offered as a central service 
for the whole university managed by the Center of 
Information Technologies (CIT). The number of users has 
been steadily growing. In 2012, Moodle was used as a 
support tool for 186 subjects across the University [8]. 
From 2013, on top of technical support, CIT started to 
offer workshops focused on methodology. As of 2015, 
new university employees’ training on safety and privacy 
of personal data is conducted via Moodle. In 2019, there 
are 822 subjects at Comenius University taking advantage 
of Moodle support. 

II. ELEARNING AT COMENIUS UNIVERSITY TODAY  

Moodle use is spread among different faculties at the 
University. In 2012, Faculty of Mathematics, Physics and 
Informatics was using Moodle in most subjects, but by 
now, the situation has changed. 

Recent number of subjects with Moodle support: 
227 subjects at the Faculty of Arts 
149 subjects at the Faculty of Education 
114 subjects at the Faculty of Natural Sciences 
111 subjects at the Faculty of Social and Economic 
Sciences 

The Faculty of Mathematics, Physics and Informatics 
comes in the 5th position with 58 subjects, followed by 
Faculty of Law and Jesenius Faculty of Medicine with 55 
subjects each. This seems to suggest that elearning is not 
considered something for only computer people to play 
with anymore. 

Moodle is only partially connected with the Academic 
Information System (AIS). Connection goes only one-way 
though – Moodle copies basic data on accounts (name, 
surname, email address, login and password) from AIS at 
the moment when the user logs into Moodle for the first 
time. No data (course information, grades) are being 
transferred in the opposite direction 

It is possible to create manual user accounts for Moodle 
only. A manual Moodle account will enable the user 
access to Moodle (and the selected courses), with no 
access to the AIS of the University. This is useful for 
collaborations with other institutions, and it enables the 
University to offer courses for the general public. 

CIT provides quality technical and methodology 
support for Moodle users. Every summer, CIT upgrades 
Moodle and CIT personnel cleans all courses of student 
data and places them into a new Moodle installation to be 
used for the following school year. Old versions of 
Moodle stay accessible for teachers and students for at 
least 5 years. 

CIT offers workshops and training opportunities for 
University employees in elearning. There are short (2 
hour) workshops: Introduction to elearning, Introduction 
to Moodle, How to Use Moodle to Make Your Life 
Easier, and a six week long blended training Planning and 
Management of Elearning Courses, which goes a little 
deeper into preparation of online courses. 

One of the goals of the Project Education for 
Information Society (002UK-2-1/2018) is to research and 
implement a better support structure for elearning. 
Preparation for fulfilling this goal consisted of a literature 
review on possible support structures, a visit at a partner 
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university with an established elearning support structure 
and our own internal needs assessment. 

III. LITERATURE REVIEW ON ELEARNING APPROACHES  
This list of most used approaches to elearning is based 

on the guidebook by Tony Bates [9], supplemented by 
other literature: 

 
A. Presentations/Notes from Lectures 
This is the way most teachers start with elearning. They 

start sharing powerpoint presentations or pdf files with 
notes, or supplemental information to lectures or seminars. 
Students who were not able to attend the lecture then have 
an easier time to catch up, and students who attended the 
lecture have access to full notes. Sometimes a teacher uses 
the website to publish materials. If the institution offers a 
learning management system, the teacher also might 
collect assignments and ask students to take tests online. 

While this approach is used only as a support for face to 
face courses, where students and the teacher meet every 
week or so, it makes life easier for both the teacher and 
students. However, if it evolves to a situation where the 
students are supposed to do more work online, lack of 
communication and interaction in the online part of the 
course will enable the students to not spend much effort 
during the semester and only work hard just prior to the 
final exam, which is not very effective. Online students in 
a course managed this way feel isolated, and without an 
opportunity to get answers to their questions, many of 
them fail to finish the course. 

 
B. Video-recording of Lessons. 
Recent technology enables teachers with a very easy 

way to record a video and upload it online for students to 
play or download. Many courses (for instance massive 
online courses offered via Coursera) are based on videos 
of recorded lessons. 

An advantage of this approach is that it does not require 
extra effort from the teacher (especially if the teacher 
would be holding a lecture anyway). Students watching 
the video can pause or rewind and re-watch the video, as 
they need. However, research (for instance [10]), 
confirms, that a video-lecture longer than 10-20 minutes is 
not effective. Students loose concentration and they are 
unable to fully follow the lecture. In light of such research, 
designers of massive courses as well as organizers of TED 
lectures limit the lectures to 10-15 minutes. Disadvantages 
of this approach are similar to the previous approach. 

 
C. Webinars/videoconferences. 
These are “live” interactive meetings with a use of 

software that transfers audio and video. The teacher is able 
to share his screen, or a presentation, and students are able 
to ask questions and communicate. During the meeting, 
the teacher is able to divide students into groups, task 
them with activities, communicate with them and they can 
communicate with each other etc. It is possible to record 
these meetings for students to watch or download later. 

Advantage of this approach is interactivity, and ability 
to ask questions. However, with higher numbers of 
students it is not possible for everybody to get space to be 
heard or ask their questions [11]. Videoconferences also 

require students to engage in the meeting at a particular 
time. This limits their flexibility of time and place to 
study, while this flexibility is usually the main reason for 
students to take an online course in the first place. 
Videoconferences are highly valued as one of the 
activities to include in an online course, however courses 
built solely on videoconferening have not proved to be 
effective in the past [12]. 

 
D. Gamification. 
Gamification is a term used for the approach to creating 

online courses and materials that is based on principles of 
computer games [13]. A student, similar to a person 
playing a computer game faces tasks that are designed for 
him to develop skills in line with the goals of the course. 
This teaching method seems to be very effective [13], 
since the game environment adds additional motivation 
for students. 

However, design and creation of such games requires a 
professional level of programming skills. Gamification as 
a business in 2016 possessed a market value of about 2,8 
billion USD [14]. 

 
E. Micro-learning. 
If the goal is for the students to acquire particular 

measurable skills within a particular timeframe, the 
content gets divided into small sections and the student 
interacts with the content and proceeds independently. 
This method is called micro-learning. The content is built 
around an algorithm that only allows the student to 
proceed forward after mastering the previous content. 

This form of elearning is often used in larger companies 
for training of employees, or for shorter courses at 
educational institutions. A whole semester elearning 
course conducted by this method would suffer from a lack 
of direct interaction. On the other hand, teachers often 
integrate shorted micro-learning materials into longer 
courses. 

 
F. Methodologically prepared online courses based 

on Learning Management System. 
This is probably the most often used approach to 

elearning at universities in the developed world. There is 
whole science based on methodology of online courses 
that includes learning theories, knowledge on how to 
select appropriate technologies for certain courses and 
settings, how to plan online activities, how to evaluate 
said activities, the whole course, etc. Universities employ 
instructional designers for elearning, who are trained in 
methodology and educational theories [15]. 

In most cases, there is a team working together to 
prepare an online course. A teacher (content expert) works 
with an instructional designer to plan and design the 
course and its activities. If needed they work along with 
graphic designers or programmers. 

Universities use this approach to create fully online 
courses as well as blended courses (a combination of 
online work with occasional face-to-face meeting). A 
process of creating a new online course for one term 
usually takes approximately length of a term, sometimes 
even more. 
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G. Open and Other Innovative Approaches. 
Here are included elearning courses that are focused on 

a specific technology or target group, even if the 
methodology approach might be similar to one of those 
mentioned above. 

For instance: 
Mass open online courses (MOOC) – online courses 

that are open and accessible for free for anybody [16]. 
However, without registration and fees the universities 
won’t issue credits. Quite often, MOOC courses are based 
on video recorded lessons. 

Courses built around social networks such as Facebook, 
blogs, wikis or e-portfolios with the approach focused on 
interaction similar to courses built within Learning 
Management Systems [17]. 

Courses built around virtual simulations or particular 
computer games, often with gamification approach. 

IV. LITERATURE REVIEW ON ORGANIZATION OF 
ELEARNING  

There are number of ways to elearning and its support 
can be organized within the university. Anderson [18] 
pointed out necessary preconditions for an institution 
introducing elearning: 

A. Infrastructure 
B. Keeping technical standards 
C. Development of content 
D. Instructional design and methodology 
E. Institutional development  
Lipovska, Hvorecky & Simuth [19] emphasize 

importance of instructional design. Even though, 
traditionally, the institution leaves content of face-to-face 
courses solely on the teacher, elearning courses should 
adhere to institutional standards concerning instructional 
design and methodology. 

Bates and Poole [20] described possible institutional 
settings for creating online courses: 

A. Lone Ranger Approach  
This is a setting where preparation of an online course 

(just as it would be for a face-to-face course) lays 
completely on the teacher’s shoulders. This is usually how 
the first online initiatives spontaneously start, as this 
approach copies traditional setting. Some universities try 
to motivate these initiatives by offering small grant to 
teachers to develop online materials. 

Advantage of this approach is that the person who 
created the course is the same one who later teaches it, so 
he knows all the ins and outs. On the other hand, teachers 
are usually too busy to be able to put an extensive amount 
of their time into preparing online materials. Also, 
teachers are experts in content of their courses, but not all 
of them have knowledge on instructional design or 
technical skills to prepare materials. 

B. Boutique Approach  
Hartman and Truman-Davis [21] first described this 

approach. The University creates a central unit for 
elearning support with instructional designers and graphic 
designers. Teachers can approach the unit individually to 
request help with their course development. Then, the 

instructional designer works with them individually in 
order to figure out how to best improve their course. 

This model works very well with a lower amount of 
elearning courses and a lower amount of requests for help. 
When the amount of requests becomes overwhelming, 
there might be a problem. Without having additional 
information about the character of a request, instructional 
designers don’t know how to decide which requests to 
address first, or to know beforehand, how much work they 
will need to invest into which request. 

C. Collaborative Creation of Materials 
Often different subjects within the same field or 

specialization contain parts of common content. It is 
possible for more teachers to create content together and 
share. Sometimes this approach is used within small 
groups of teachers, sometimes there are whole online 
communities. Todays well known worldwide repository of 
open educational materials, Merlot, was originally created 
within the initiative of the University of California (UC) 
for sharing materials among branches of UC all over 
California [22]. 

D. Project Management Approach  
This is a more systematic approach, where teachers ask 

for help via filling out a detailed form to provide 
information on what they need and why. There is a plan to 
make it clear what needs to be done in a certain time 
frame. There is a team (that usually consists of a content 
expert, instructional designer and graphic designer) 
assigned to work on each course with an assigned project 
manager responsible for following the plan. 

This approach can be applied in different ways and it 
works very well if there are many courses and requests. In 
a situation with fewer courses, this approach can create 
unnecessary bureaucracy. 

V. NEEDS ASSESSMENT AT COMENIUS UNIVERSITY  
We run a questionnaire-based survey. The survey was 

distributed at the beginning of May 2019, and collected 
within three weeks. We directly contacted faculty who has 
been using Moodle in the past few years, we also 
distributed the questionnaire via the dean of each faculty. 
The questionnaire had 18 questions, number of them were 
open ended, so it required about 15 minutes to fill out. We 
received 37 answers from 9 different faculties. 36 out of 
37 respondents use Moodle regularly. 

A. Moodle Use  
Survey respondents use Moodle for: 

• Sharing of materials with students (34) 
• Collecting assignments from students (27) 
• Letting students to fill in tests (19) 
• Discussion forums (8) 
• Chat sessions (3) 
• Other Moodle activities (4) 

B. Feedback and Suggestions for Workshops and 
Training  

Those respondents who have participated in training 
offered by CIT in the past few years offered positive 
feedback. Further suggestions included: 
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• Self-guided tutorials with pictures, or short 
videos that would show how to do basic things 
in Moodle 

• FAQ section, or trainings focused on specific 
features, often used in Moodle 

• Advanced Moodle training or consultations 

C. Ideas for Logistical Approach to Elearning  
At present CIT offers a set of workshops and training, 

as well as consultations. Most respondents expressed their 
satisfaction with response times and did not offer any 
further ideas. The few respondents who offered some 
ideas mentioned: 

• Better promotion of elearning within the 
University 

• Creating a sample courses that could show what 
could be done within Moodle 

• Enable teachers to open courses in Moodle by 
themselves 

D. Ideas to Improve Moodle  
Three open-ended questions were asking respondents to 

offer ideas and suggestions concerning improvement of 
the Moodle system that the University uses. The first 
question asked for ideas on Moodle improvement in 
general, the second one for ideas on connecting Moodle 
with other online services within the University and the 
third question focused on ideas for teaching processes - 
activities, communication, evaluation, etc. 

About half of the respondents called for aesthetic 
improvement of Moodle. They marked the look of the 
Moodle homepage as “boring” and “old” and some of 
them expressed opinions that the boring look of the 
homepage is one of the main reasons why more of the 
faculty members are not interested in working with 
Moodle. They demanded more interesting coloring and 
more intuitive menus, some of them pointed out that there 
is no need to have thousands of settings options, when we 
all actually use only a few of them. 

Respondents would appreciate if there was a better 
connection between Moodle and Academic Information 
System (AIS). They would like it if students who signed 
up for their course in AIS were automatically granted 
access to the course in Moodle and marks entered into 
Moodle should automatically transfer to AIS. 

Six respondents demanded that Moodle should include 
access to software that checks student’s assignments for 
plagiarism. 

Some respondents expressed enthusiasm in using video-
materials, and many would like to use interactive 
multimedia materials, but they would need some help 
creating them. 

VI. ANALYSIS AND PLANS 
With only 37 respondents, the survey does not represent 

a statistically significant sample. But it represents opinions 
of the few who use Moodle regularly. Those who have 
experience with Moodle and clear opinions on what needs 
to be changed.  

• Issues that came out repeatedly throughout the 
survey are: 

• Front page of Moodle and overall look of it. 

• Multimedia tutorials, materials for training in 
Moodle and course development 

• Help to create their own multimedia materials 
• Need for software to check for plagiarism  

Concerning the organization of elearning support within 
the University, now, we are in the “Lone Ranger” stage. 
Interest in elearning among faculty is still rather limited - 
it is also visible from the fact that despite wide 
distribution, only 37 faculty members filled out the 
questionnaire. It seems safe to conclude that within the 
next few years we still can’t expect an excessive amount 
of requests for help from among faculty members. So the 
next logical step would be to create structure to implement 
the “Boutique Approach”. 

We are creating an elearning support sub-unit within 
CIT with an instructional designer and a graphic designer 
to offer assistance to faculty upon request. 

We are adding a new template to the Moodle server in 
order to modernize its look and we are working on 
creating new training materials for the faculty. 

All the changes should be implemented by the summer 
of 2020 and we hope that a year from now, we will be 
able to report on some positive feedback. 
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Abstract— Partnership of schools, both high schools and 
universities, and industry is a much discussed topic 
nowadays with many emerging platforms and initiatives. 
OpenLab is one of the initiatives trying to connect high 
schools and industry to provide better, work oriented 
knowledge and skills for students in Slovakia. To do so, 
OpenLab is creating labs at high schools with the backing of 
industry leaders. In this article, we highlight one of the labs 
– Siemens Healthineers sponsored AI lab in Kosice. We also 
expand the idea and suggest the way OpenLab could help to 
ease the transition from high school to university and draw 
parallels between OpenLab backed high school education 
and university education. 

I. INTRODUCTION 
In Slovakia, there are two types of vocational schools – 

SPŠ (Stredná priemyselná škola) and SOŠ (Stredná 
odborná škola). Together, they were attended by over 122 
thousand students [1] in 2019/2020 school year. However, 
in the same school year there were only 5055 [2] of 
students that could take part in dual education (state 
designed and managed program). While schools do offer 
other means of gaining hands on experiences – vocational 
classes and internships, the skills and experiences gained 
are not sufficient to directly enter the labor market after 
finishing school. According to chief of Slovak-German 
trade and industrial chamber Guido Glania vocational 
schools have drifted apart from the industrial reality, 
haven’t modernized their education and are continuously 
becoming worse at following the standards used in 
industry [3].  

To put things into local context, we resort to the 
information about unemployment in different sectors. In 
Kosice’s region 4 counties are listing shortage of 
employees in 50 positions [4]. Out of these positions, 17 
are in IT sphere or directly related to IT.  As of 2019, 13 
thousand [5] of IT specialists are missing in the whole 
Slovakia. Some ongoing initiatives are trying to tackle this 
problem, for example [6] and [7]. 

We believe that it is possible to leverage OpenLab to 
address these issues in the IT and related industry fields. 
In this paper, we describe the brief list of concepts and 
organizations related to OpenLab, describe the OpenLab, 
it’s achievements and current labs, then focus on the 
concept of Kosice’s AI lab, identify areas our department 
isn’t putting enough empathize on and extend OpenLab 
based solution to university.  

II. OVERVIEW OF ORGANISATIONS WORKING WITH 
HIGH SCHOOLERS 

This section contains brief overview of organizations 
that are aiming to provide high schoolers with practical 
skills via utilization of industry professionals as educators 
in Slovakia. 

A. Junior Achievement Slovakia 
JA Slovakia aims to provide elementary and high 

school students with advanced business, economical and 
financial skills. They provide several different educational 
programs. “Applied economy” and “business in tourism” 
courses are aiming to simulate students’ first company. 
“Ethics in business” are aimed at building new moral 
leaders. “More than money” and “Me and money” are 
aimed to improve the financial literacy. Junior 
achievement is worldwide concept used in 116 countries 
around the world. Since its start in Slovakia in 1992, 365 
thousand students absolved JA courses. [8] 

B. HARPÚNA 
HARPÚNA is a non-governmental organization aimed 

at “providing non-orthodox solutions to traditional 
problems and implementing them in practice”. It was 
founded in 2014. Main project of the organization is 
called “small education reform” and is aimed at producing 
educational activities that are universal, deployable in all 
schools, more effective, classes that have innovative 
content and are lead by industry experts. First class lead 
by HARPÚNA was android programming class at 
Elementary School Karpatská in Žilina in school year 
2015/2016. HARPÚNA has quickly expanded and 
changed from purely regional to intra-Slovak initiative. In 
the school year 2018/2019 HARPÚNA’s course 
“informatics” is present at 49 elementary and high schools 
in more than 9 cities. Course “genetics” was present at 21 
schools. In the near future, nanotechnologies and robotics 
courses are planned. [9] 
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III.  OPENLAB 

A. Description 
OpenLab is a team-based technological accelerator for 

high school students powered by a non-profit platform, 
which creates unique partnerships between local 
companies and schools. Each OpenLab is formed in 
collaboration with a firm specialized on certain 
technology. An expert is identified from within the firm’s 
employees or externally to be the LabMaster – a mentor 
leading the OpenLab. Throughout the school year, 
students spend 4 - 7 hours a week in OpenLab acquiring 
knowledge and practical skills in specific digital 
technology and work on real projects in teams with firms - 
OpenLab partners. Created on principles of open source 
and democratic society, OpenLab creates a safe 
environment where experimentation is encouraged and 
creativity valued. Developed by experts, open source 
methodology is freely available and regularly updated 
with latest tech hacks. First, students receive necessary 
theoretical knowledge for respective team roles, which 
they apply and test on practical assignments. Next, they 
settle with roles they find most appealing, form teams and 
work on projects assigned by companies - OpenLab 
partners. Those partners represent clients and projects are 
products companies pay for. Hence, the OpenLab is 
sustainable and demand driven. Most importantly, 
OpenLab is implemented as part of the mandatory school 
curriculum, thus it increases the quality of Slovak 
education instead of being just another voluntary after-
school activity. By scaling OpenLab, we have an 
opportunity to transform public education into a demand-
driven team-based talent accelerator focused on soft and 
digital skills within the wide range of technologies of the 
21st century in Slovakia. 

 
Fig. 1. Logo of OpenLab 

B. First lab – Bratislava 
In September 2018, pilot OpenLab program was 

launched at Secondary School of Electrical Engineering, 
Halova 16 in Bratislava. 20 students were selected to join 
OpenLab focused on hybrid applications and online 
games. In collaboration with Technology Patrons software 
house WEZEO and game development company 
PowerPlay Studio, students worked on 7 projects. 
Resulting from this collaboration, OpenLab students 
undergone 2-weeks mandatory internship programs at 
these top Slovak companies. Having acquired solid 
technical and soft skills, students got accepted to 
prestigious summer internship programs at tech firms. 
Furthermore, one team is developing their game project 
further and launching it on Google Play in collaboration 
with PowerPlay Studio. 

 
 
 
 
 
 

 
 

School Company Topic 
SPŠE Hálová, 

Bratislava WEZEO Hybrid 
applications 

SPŠE Hálová, 
Bratislava 

PowerPlay 
Studio 

Computer 
games 

SPŠE Hálová, 
Bratislava Instarea IoT 

SOŠ 
Ostrovského, 

Košice 

Siemens 
Healthineers 

Android 
applications 

SPŠ IT, 
Kysucké Nové 

Mesto 

Siemens 
Healthineers 

Artificial 
Intelligence 

Tab. 1 List of current OpenLabs 

IV. CASE STUDY - AI LAB KOSICE 
AI Lab in Kosice, Slovakia was established in 

partnership between company Siemens Healthineers. and 
OpenLab in September 2019 at the SOS Ostrovskeho, 
Kosice. SOS Ostrovskeho is IT focused vocational school 
with several majors including Intelligent Systems 
(technical lyceum) and informational and network 
technologies. The classes are held every week, lasting 4 or 
6 class hours interchangeably. Labmasters are employees 
of Siemens Healthineers, Jakub Kajan and Ladislav 
Pomsar. 

A. Student selection 
We have agreed with school to conduct a presentation, 

attended by over 90 third graders, first. During the 
presentation, we gave a speech about OpenLab principles, 
goals of AI Lab Kosice and the company. Afterwards 
students who showed an interest were prompted to fill a 
questionnaire. Questionnaire consisted of several 
questions aimed at the motivation of students, their 
technical and language skills, free time activities, future 
plans and dreams. The questionnaire was filled by 28 
students and it was agreed to conduct an interview with 
each of the participants. Interviews were held at Siemens 
Healthineers in Kosice. Out of 29 registered participants, 7 
failed to attend the interviews. The 22 interviewed 
participants aged 17 – 18, were asked questions about 
their motivation, self-motivation during their free time 
activities and studies, favourite youtubers but also about 
their expectations from OpenLab or their uniqueness. We 
have gained two interesting insights from the interviews 

1. 11 of the participants viewed teamwork or 
communication as the most important part of the 
OpenLab, followed by 6 for programming and 5 
for self-teaching. Most of the students 
commented on the lack of teamwork in classes. 

2. Students struggled to answer question “What 
makes you unique?” frequently. 3 of the 
interviewed couldn’t answer it at all. 

3. In this school, the OpenLab has competed with 
company-based internship. Students who didn’t 
enroll to OpenLab were prompted to find 
themselves a company for the internship. 
However, all of the interviewed students 
preferred OpenLab to company-based internship 
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most frequently citing lack of interest coming 
from the company appointed supervisor. 
 

We believe that the first and the second issue can be 
addressed at the level of high school. To expand upon the 
second point, it was the first interview for most of the 
students. Students could benefit from job interview 
practice in the school. 
In the end, we have selected 15 students to participate in 
the OpenLab. 

B. Creation of the curriculum 
The curriculum was designed in an iterative manner. 

Our suggestions were reviewed by both OpenLab team 
and school teachers, partially also by other LabMasters. 
Content of our course is inspired by content of university 
courses (both Slovak and foreign) and our hands on 
experiences with technologies used within industry. While 
the focus of OpenLab is to provide students with hands-on 
experience, we have also decided to include some 
theoretic background necessary for the understanding of 
the domain of AI. We have also decided to try two 
different teaching types – one more suitable and known 
from high schools and second, more industry oriented 
called eduscrum. 

Classes 1 – 4 were more theoretic. Main talking points 
were “What is AI?”, “What are data? What are sources of 
data?”, “What are features in AI?” and “Where do we use 
AI?”.  While some LabMasters were reluctant to include 
theory to their classes, we found it very important to do 
so. Students are understanding a lot of concepts but can’t 
articulate explanations. Words like “cloud” or 
“optimization” serve as good examples. They do use cloud 
storage (Google drive) but were rather confused by the 
idea of training AI models in the cloud. Also, some words 
are mistakenly used as synonyms in common speech – 
“data” and “information” serve as prime example. When it 
comes to teaching style, this classes were taught in 
classical university style. Firstly, the students were given a 
lecture about the area and were asked questions. Later, 
similarly to seminar, they tried to apply the demonstrated 
information and skills. 

Weeks 5 – 7 are dedicated to teaching students the 
basics of Python. Python is a high-level, object-oriented, 
interpreted programming language created by Guido van 
Rossum. [10] It is written to increase productivity and be 
simple. Python nowadays is regarded as lingua franca for 
AI and was an obvious choice for us. Also, Python is 
popular language on its own and even if students don’t try 
to pursue a career in machine learning, they will find 
adopted Python skills useful. 

Weeks 8 – 15 are designed to lead students through the 
whole process of data analysis and creation of machine 
learning. They will work in 3 teams of 5. The process 
includes acquisition of data, cleaning the data, feature 
extraction, introduction to TensorFlow + Keras and 
SciKit, usage of Google Colab, training of models, 
experiments and evaluation of results. To provide a better 
overview for the whole process, we will now talk a bit 
more about used technologies and why we decided to use 
them. 

TensorFlow [11] is an open-source framework used for 
large-scale machine learning. It can be used to create both 
traditional machine learning algorithms and deep learning 

models. TensorFlow is developed by Google. However, 
TensorFlow have its flaws as the basic API may not be 
particularly beginner friendly. 

Keras [12] is another deep-learning framework for 
Python. Keras allows for rapid prototyping and was 
originally created for researchers, thus Keras provides 
high-level approach to the deep learning. There are several 
frameworks that can work under the hood of Keras – 
Keras features official support for TensorFlow, Theano 
and CNTK. Later, Keras was incorporated into 
TensorFlow as high level API. We will therefore resort to 
using Keras (tf.keras package) as API to TensorFlow.  We 
could in theory use Keras with TensorFlow backend, but it 
is easy to run into dependency problem this way – not 
every Keras is compatible with every TensorFlow, but 
TensorFlow is guaranteed to be compatible with included 
Keras.  

The combination of TensorFlow and Keras provides us 
with solution backed by big companies and market. At the 
moment of writing, TensorFlow is the most sought-after 
deep learning framework. Both facts give us hope that 
TensorFlow is not going anywhere and students will be 
able to utilize the skills learned in AI Lab for years to 
come. Also, both frameworks provide a lot of tutorials and 
pretrained models which will be used in OpenLab. 

 

 

 
Fig. 2 Two deep learning frameworks are utilized in 

the OpenLab – Keras and Tensorflow 
 

SciKit-learn [13] is a Python module for machine 
learning. It is focused on CPU powered machine learning 
algorithms and provides methods for other important 
techniques utilized during AI experiments such as splitting 
the input data or cross-validation. It is not intended to be 
deep learning framework. kNN, k-Means, SVM or LARS 
are among the implemented models. We have chosen to 
SciKit-learn to show and train some classical machine 
learning methods. While deep learning is very popular and 
hyped nowadays, we believe everyone learning AI should 
also be familiar with at least some other models. 

Google Colab [14] is a research project allowing to 
experiment with machine learning in your browser. It is 
free to use and supports Python 2.7 (until 1.1.2020) and 
3.6. Input to the colaboratory consists of Jupyter notebook 
with code to execute and data, therefore we have to 
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introduce students to Jupyter notebook also. The code is 
run on Google’s Tesla T4 GPUs. We plan to utilize this 
service to train the models as school doesn’t have enough 
computational resources to train several deep learning 
models. Colab however has its constraints – 12 hours for 
training and availability of free GPUs. We may end up 
being forced to look for resources elsewhere and are 
planning to utilize free Google Cloud Platform credits to 
train models. For debugging we will utilize TensorBoard. 

Scrum is an agile methodology used frequently in IT 
business for management of teams working on 
development of complex projects.  EduScrum [15] is an 
agile framework based on the application of Scrum in 
educational institutions. This framework allows students 
to be productive, creative and responsible as in EduScrum, 
the responsibility for education is handed over from 
teacher to student. The three pillars of EduScrum are: 

1. Transparency 
2. Inspection 
3. Adaptation 

 
The EduScrum team consists of product owner 

(labmaster(s)), one EduScrum master and students. The 
students choose one EduScrum master for each team or 
masters are selected by product owner. The product owner 
(PO) is responsible for specification of the educational 
goal, monitoring of quality of education and rating of the 
team members. The EduScrum master is leading and 
motivating the team, but not managing it.  

While the PO specifies what the team should achieve, it 
is up to team members to decide how to achieve the goal 
PO set. The process of education is incremental and 
iterative, divided into sprints. Each sprint is planned, the 
results are reviewed, and retrospective is taken. 

As the labs in this section will be diverse, we will resort 
to simplifying the EduScrum into 2/3 sprints with 2 
standups per sprint, depending on the class length. 

Weeks 15 – 23 are reserved for work on the project. 
Every single team will get an assignment to work on and 
will continue with the EduScrum methodology. The 
output of the assignment will be presented at the 
OpenGate event in June 2020. We would like to utilize 
their skills as much as possible and topics of assignments 
will depend on the skillset shown by students during the 
rest of the year.  

C. Lab Rules 
According to experts from Otvorena Hra 

(https://www.otvorenahra.sk/), students are more likely to 
follow rules they have designed themselves. In the 
accordance with this principle, we decided to discuss rules 
during the first class. 

In the end, we have designed 15 rules concerned with 
different areas such as using earbuds during programming, 
eating and drinking, taking breaks etc. After 5 weeks, we 
are still noticing that students are not fully taking 
advantage of the lab rules, instead are following much 
harsher classical school rules.  

 
 

V. OPENLAB IN UNIVERSITY 
While the concept of OpenLab is primarily aimed at 

high schools, we believe that it would be usable also for 
universities. We would like to demonstrate and discuss 
this concept on the example of the Department of 
cybernetics and artificial intelligence where 2 of 3 authors 
of this paper are currently operating. 

At the moment, the collaboration between the 
department and companies is mostly based on hosted 
lectures. Such lectures are great opportunity for students 
to gain some insight over industrial standards and used 
technologies, approaches and methodologies. However, 
this approach isn’t sufficient for students to gain hands on 
experience with respective technologies and they are often 
leaving university unprepared in those areas. 

As one of the authors is PhD. student, pursued both 
bachelor and engineer’s degree at TUKE and also works 
within the industry, we think we possess necessary 
knowledge and experience to identify some of the 
problems. In this section we would like to highlight those 
and offer working concept that could address them. 

A. Identified problems 
Most of the classes at the department are primary 

concerned with algorithms and usage of programming 
languages as tools. While this approach is achieving the 
understanding of algorithms, much of the created code is 
so called bad code. This is much more apparent while 
working with final theses. Trying to reproduce and extend 
thesis or project becomes tiring and problematic process, 
which is often not worth the time and effort. We have 
identified several areas that are causing such problems. 
The list includes, but is not limited to: 

1. Code readability 
2. Coding standards enforcement 
3. Proper usage of source control 
4. Usage of agile methodology 
5. Code architecture 
6. Dependency management 

 
To maximize the profit and efficiency of teachers and 

research teams, it is necessary to minimize time loss 
caused by mentioned areas.  

Big corporate companies are often developing and 
maintaining projects for several years. Over time they 
have evolved to become particularly efficient in managing 
aforementioned areas. We believe that customizing, 
transferring and adapting corporate/standard industrial 
processes could improve quality of school projects and 
better prepare students for their future employment. The 
knowledge transfer of processes could happen via concept 
such as OpenLab. The role of LabMaster would be filled 
either by industry expert or industry-based PhD. student. 

B. Specific solutions and benefits 
In this section we will focus on industry inspired 

process we would like to implement in the class during the 
summer semester as a proof of concept. The solutions are 
largely based on corporate processes and solutions we are 
familiar with. 

Right utilization of agile methodology is today 
considered to be very important in the project 
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development. We would like to use version of EduScrum 
mentioned before. While teams can and do organize 
themselves during the work on university’s projects, the 
responsibilities of specific team members as well as 
requirements for the project are often not clearly stated.  
We would like to implement model, where industry 
experienced PhD. student - LabMaster would act as a 
product owner (PO) for team. In our interpretation of 
OpenLab for universities, the PO and LabMaster are the 
same position and person. The sprints would last for 2 
weeks and would include planning, review and 
retrospective, all attended by PO. It is important to state 
that while there are classes trying to implement loose 
versions of Scrum, we believe that proper definitions of 
rules and process and their enforcement would increase 
the benefits gained by Scrum usage. Students would get in 
touch with concepts such as backlog, tasks, or PBIs. On 
the other hand, PO would have much easier control over 
the goals and implementation of the project. He would 
also be aware of any problems and bugs.  To document 
the whole process, we would use the agile extensions of 
different types of source control. 

Good readability of code is necessary for the 
understanding of code by both fellow collaborators and 
third parties. Readability of code is often tied and enforced 
alongside coding standards. Coding standards are set of 
best practices and guidelines concerned with naming 
customs, programming practices, programming principles 
etc. They both can be at least partially enforced by 
external, free tools such as StyleCop for C#. The 
responsibility would lie on both team and PO. Both would 
demand readable code during the code reviews. This is 
deviation from the standard implementation of EduScrum 
or Scrum, where PO mostly don’t engage in coding 
activities, but we feel it may be necessary. Code that is 
readable and following code standards allows for much 
easier edits and changes. This is especially important 
when trying to adapt code to changing conditions.  

Proper usage of source control is important during 
whole lifecycle of the project. Source control allows team 
members to work in parallel and be much more effective. 
It also allows much easier management of source code. 
While students are familiar with commands and processes 
such as commit, push or pull, they are much less familiar 
with concept of merging and working on separate 
branches. Utilizing branching, merging and code reviews 
would drastically reduce chances of breaking code of 
other teammates. Source control usage also allows for 
much easier tracking of team’s changes and progress. In 
combination with usage of EduScrum, it would allow to 
create task-oriented merges.  The biggest benefit for 
teachers would be easier tracking of changes and their 
understanding. There is a lot of source control providers, 
such as GitLab, GitHub or Microsoft’s TFS. This 
suggested change would also depend heavily on the input 
and enforcement from the side of product owner. 

Good design and understanding of software 
architecture are necessary for both code and project 
reusability and extensibility. Good software architecture is 
regarded as “an art” and as we are currently lacking 

software architecture experts, we are unable to provide 
students with comprehensive education on the matter. 
Industry based architect in the role of LabMaster could 
help fill such voids. 

Dependency management, while much easier 
nowadays than a few years ago, is still overlooked by 
students. Documenting the right dependencies and 
providing an easy way to install them can save hours of 
work. The form of dependency management would of 
course depend on the programming languages of the 
projects. As an example for managing dependencies we 
can list conda and pip for python or NuGet for C#. To 
assure the right dependency management, LabMaster 
would check the final documentation of the project. 

VI. CONCLUSSIONS AND FINAL REMARKS 
In this work we introduced problem of transferring 

experiences and knowledge between educational system 
and industry. We started with the introduction of 
OpenLab, its concrete implementation in Košice. We 
followed with extension of OpenLab for our department, 
named specific problems we would like to solve and 
described possible solutions.  

We would like to introduce model seminars based on 
our ideas and recommendations in the summer semester 
2019/2020. Seminars should be part of the “Cloud 
technologies essentials” course. Once the semester is 
finished, we will try to gather the feedback and report 
back. We hope that suggested class could improve the 
industry relevant skills of our students. To better 
understand full influence of class on the students, we will 
ask students to fill questionnaires before and after they 
absolved the full semester in the class. 
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Abstract—This paper deals with the measurement setup devel-
opment for evaluating a fully integrated wireless power receiver.
The receiver is designed for application in wireless implantable
medical devices (IMD), where the size of the receiver is critical,
thus a fully integrated solution is advantageous. The receiver was
designed in a standard 130 nm CMOS technology and operates
at 200 MHz. To evaluate its performance, the transmitter has to
be implemented. Analysis of the transmitter coil magnetic field,
leading to the optimal transmitter coil size is presented. The
impedance matching network is also described in detail. The
preparation of the receiver samples is discussed, mainly focusing
on the minimization of parasitic influences of the package and
the chip seal ring on the receiver coil performance. Preliminary
measurement results demonstrate the functionality of the system.
The design of the measurement setup requires knowledge of
multiple aspects of electronic design, mainly in the fields of
high frequency design, microelectronics and printed circuit board
design. Therefore, it is suited as a practical demonstration for
students of these fields in particular.

Index Terms—CMOS integrated circuits, RF energy harvest-
ing, implantable medical device, wireless power transfer

I. INTRODUCTION

Wireless power transfer is, at the moment, utilized in
various applications such as wireless charging, radio frequency
identification systems (RFID), or wireless medical devices. In
our previous research, a fully integrated receiver for such a
system was designed and realized in a 130 nm standard CMOS
technology [1]. This receiver is intended for application in
implantable medical devices. To evaluate the parameters of
the receiver, as well as the system as a whole, a transmitter is
necessary. This will allow us to not only measure the receiver
side of the system but also include the effects of the magnetic
field coupling the transmitter and receiver. As this has a major
effect on the system performance, this approach is preferred.
This paper is therefore, focused mainly on the design process
of such a transmitter.

The main challenge in the transmitter design is the transmit-
ter coil, which creates the magnetic field used for the energy
transfer. Therefore, the system performance largely depends on
its parameters, and detailed analysis of its design procedure is
given in later sections of the paper.

During the preparation of the receiver samples due care has
to be taken to minimize parasitic effects that might degrade

the receiver performance. These will again be addressed in
later sections.

As described above, the whole system is comprised of
several parts, each requiring insight of the respective field of
electronics design. Thus, the designed system is suitable as
a demonstration example for students of these fields. Among
these, high frequency analog design, microelectronics design
and printed circuit board design are most notable.

The rest of the paper is organized as follows. Section 2
describes the system level of the implemented wireless power
transfer solution. Section 3 describes the proposed fully in-
tegrated receiver, while Section 4 gives details on the design
of the transmitter. Section 5 provides achieved measurement
results. In Section 6, conclusions are drawn.

II. SYSTEM DESCRIPTION

The main parts of a wireless power transfer system, com-
monly utilised in RFID or medical wireless sensor applications
[2], are shown in Fig. 2. In this paper, we focus on the high
frequency components of this system.

The whole system can be split into two parts: the transmitter
(TX) and the receiver (RX). The connection between these
two is made using the near magnetic field generated by a
transmission coil.

The transmitter consists of three main components:

• RF generator
• impedance matching network
• transmission coil

The RF generator is the power source of the whole system.
As such, adequate output power and frequency stability are
desired. The transmission coil is the critical component on
the TX side and very close attention should be given to
its design, to ensure proper coupling between the TX and
RX sides of the system. The impedance matching networks
purpose is to ensure the maximum power transfer between the
generator and the TX coil by suppressing reflections caused
by mismatch of the RF generator output and transmission
coil input impedances. More detailed description of the design
process and considerations is provided in Section 4.
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Fig. 1. Circuit diagram of the fully integrated wireless power receiver [1].

The receiver can be again subdivided into the high fre-
quency and DC parts. In this paper, we focus on the high
frequency blocks, which are:

• receiver coil
• impedance matching network
• rectifier
The implementation of the DC voltage regulator and energy

storage fall outside of the scope of this paper. The load for
the energy transfer system consists of circuitry that would
be powered by the output of the system in an integrated
application.

Fig. 2. Block diagram of a wireless power transfer system based on near
magnetic field coupling.

III. INTEGRATED RECEIVER

As mentioned above, the receiver was designed for use
in IMDs and was therefore fully integrated in a standard
130 nm CMOS technology. While this approach has a the
benefit of significantly reducing the size of the receiver (a
major consideration for medical devices), it also comes with
several drawbacks. These are mostly related to on-chip coil
limitations, such as very low inductance and quality factor [3].
Also the effects of body tissue have to be considered [4]. As
a result of the above mentioned factors, very low coupling be-
tween the transmitter and receiver is to be expected, resulting
in low input power and voltage of the receiver. Therefore, we
focused on the design of receiver circuitry, mainly the rectifier,
capable of operating under such conditions. A more in depth
description of the fully integrated receiver was previously
published in [1]. A short summary is included here to provide
consistency and clarity of the paper.

As mentioned previously, the rectifier is expected to operate
at very low input power and input voltage. Therefore, an
architecture suitable for these conditions is necessary. The
differential drive cross-coupled CMOS bridge rectifier [5] was

found to be more effective at low input power conditions than
other more commonly used topologies [6]–[9]. By compen-
sating the threshold voltage of all the switching transistors,
the proposed rectifier achieves better performance compared to
ones previously published. This was done by through the body
biasing technique, using the generated DC voltage as the bias
[10]. To facilitate this approach, triple-well NMOS transistors
are used in the design. Some negative effects, such as reduced
power conversion efficiency at higher input power are also
expected, nevertheless without the performance degradation
of the intended application.

Fig. 3. Layout of the receiver with the relevant parts highlighted [1].

The impedance matching consists of a parallel capacitor
connected to the RX coil and the total series input capacitance
of the rectifier. Two varactor-like connected transistors serve
to fine tune the total parallel capacitance and compensate the
manufacture process variations.

A more detailed description of the RX coil structure ca
be found in [11]. From this analysis, we conclude that the
best RX performance can be achieved for frequencies around
200 MHz, due to the largest quality factor of the coil being
located around this frequency. Therefore, we designed the RX
circuitry (mainly the resonating capacitance and impedance
matching) to operate at this frequency.
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The layout of the implemented fully integrated wireless
power receiver is depicted in Fig. 3. The size of the whole
shared chip was 3.3 mm × 1.6 mm, while the size of the RX
coil itself is 1.16 mm × 1.16 mm.

The receiver design phase is a good example for demon-
stration of closely related and linked fields (high frequency
electronics and integrated circuit design, in our case), with
particular practical application. Thus, it was used as a topic for
selected courses within the curricula. It is also a good example
of how these two field aspects of electronics are linked and
influence each other.

IV. TRANSMITTER DESIGN

To understand the functionality of wireless energy transfer,
it is important to first have insight on the underlying physical
principals it is based on. Therefore, in this section, the near
magnetic field of a coil is investigated.

The analysis of magnetic fields is based on Maxwell equa-
tions. To calculate the intensity of a magnetic field H in
general, one can use the integral equation (1)

∑
I =

∮ −→
H · −→d s (1)

In the following subsection, more specific equations will
be provided. These deal with magnetic field of planar coils,
which are used in the TX side of the described system.

A. Transmitter coil design considerations

TX coils in WPT systems are very often realised as planar
coils. Therefore, the magnetic field of a circular or rectangular
loop conductor is considered. For a circular loop, equation (2)
can be used to find the intensity of the magnetic field generated
on its centre axis. In this equation, r is the radius of the coil,
x is the distance from the coil, and N is the number of turns.
The magnetic field of an rectangular coil is fairly similar. This
can be calculated based on equation (3), in which a and b are
lengths of the sides of the coil, x and N are again the distance
from the coil and the number of turns, respectively [2].

H =
INr2
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2 + ( b2 )
2 + x2

(
1

(a2 )
2 + x2

+
1

( b2 )
2 + x2

)
(3)

During the design of the TX coil, the goal is to maximize
the intensity of the magnetic field at a certain distance from
the coil. The general principle is described here for a circular
loop.

To investigate the impact of the coil radius, Fig. 4 shows
results of equation (2) as a function of the distance from the
coil x for different radii of the coil r. One can observe that
a smaller radius of the coil gives a higher maximum field
strength in its centre at zero distance. Inversely, a large radius
makes the magnetic field stronger at larger distances from the

Fig. 4. Magnetic field intensity on the centre axis of a circular coil as a
function of distance from the coil, for three different radii r of the coil.

coil. Therefore, for a given distance, an optimal radius can be
found.

This becomes even more evident if we plot the magnetic
field intensity as a function of the coil radius at differing
distances from its centre, as it is depicted in Fig. 5. Here one
can directly observe how the optimal coil radius (the radius
providing the maximum magnetic field intensity at a given
distance) increases as the distance becomes larger. Moreover,
the drop in the absolute value of magnetic field intensity with
the increasing distance is also shown.

Fig. 5. Magnetic field intensity on the centre axis of a circular coil as a
function of the coil radius, for three different distances x from the coil.

The optimal radius of the coil ropt can therefore, be calcu-
lated by the partial derivation of equation (2) with respect to r.
This is given by equation (4). Similar procedure can be applied
to a rectangular coil. A more detailed analysis, also including
the effects of tissue in medical applications can be found in [3].
The authors provide equation (5), defining the maximum outer
diameter of a square planar coil for the maximum efficiency.
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ropt = ±x
√
2 (4)

do ≤ x

√
2(1 +

√
5) (5)

Based on equation (5), we designed two versions of square
planar coils realized as part of a printed circuit board (PCB).
These were designed for 10 mm distance between the TX and
RX coils. The maximum outer diameter, according to equation
(5), is therefore 25.4 mm. For testing purposes, we decided
to implement two coils with outer diameters of 24 mm and
15.6 mm. Both coils have two turns and have been analysed in
a 3D electromagnetic simulation programme to find suitable
trace width and spacings. During this process we focused
on the inductance, quality factor and self resonant frequency
of the designed TX coils, to ensure their functionality at
frequencies around 200 MHz. This was dictated by the fully
integrated receiver, as described previously.

B. Impedance matching network

As mentioned above, the purpose of the impedance match-
ing network is to deliver the maximum amount of power
from the generator to the TX coil. As the whole system is
designed to operate at the frequency of 200 MHz, passive
lumped element matching circuitry was adopted [2], [12], [13].
This consists of so called L-type sections, each containing one
element in series and one element in parallel. These can be
either capacitors or inductors. Using these, it is possible to
transform the input impedance of the TX coil to a desired
value. In order to use a standard RF generator and coaxial
cables, 50 Ω was chosen as the characteristic impedance ZO.

(a) (b)

Fig. 6. Impedance matching network circuit diagrams: two-component version
(a), four-component version (b).

Two versions of the impedance matching circuits were
developed, one containing two components (one L-type sec-
tion), the other using four components (two cascaded L-
type sections). The circuit diagrams of the matching networks
are shown in Fig. 6. While the two-component version uses
the minimum amount of components and thus, minimizes
losses in the circuit, the four-component version offers slightly
larger bandwidth, simplifying the final tuning of the matching
network.

The impedance transformation is, in principle, depicted in
Fig. 7. These are combined admittance and impedance Smith
charts that are useful for depicting the shift of the impedance
caused by both the series and parallel components. In these
diagrams ZTX represents the impedance of the load (in this
case the TX coil) and Z0 the desired impedance at the input

(a)

(b)

Fig. 7. Depiction of the impedance transformation in the matching networks
at 200 MHz: two-component version (a), four-component version (b).

of the matching network that is seen by the source (in this
case the generator). To enable us to use standard equipment
and coaxial cables, the desired input impedance was set to
50 Ω. To achieve the maximum possible power transfer to the
load, we have to ’move’ its impedance in the Smith chart to the
desired input impedance, located in the middle of the diagram.
Series elements shift the input impedance seen by the source
along the circles of constant real part of impedance (red in the
diagram). A capacitor causes the impedance to move counter-
clockwise, while an inductor causes a shift clockwise. Parallel
components cause a shift along the circles of constant real
part of admittance (grey in the diagrams). Here the effects of
capacitors and inductors are reversed, the capacitors cause a
clockwise shift while an inductor would move the admittance
counter-clockwise.

Photographs of the realised PCBs with the TX coils and
matching networks are shown in Fig. 8. To compensate the
parasitic capacitances on the PCBs, capacitive trimmers are
employed. Thus, the capacitors in Fig. 6 are here realised
as a parallel combination of a fixed capacitance value and
a variable capacitor. This gives us the ability to fine tune the
matching networks.

The design of the TX coil and impedance matching net-
work are well suited practical examples for student laboratory
experiment within the related courses.
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(a) (b)

Fig. 8. Photographs of the TX coils and impedance matching networks: two-
component version (a), four-component version (b).

V. MEASUREMENT METHOD

This section deals with the measurement method employed.
First, some considerations for the preparations of samples
are discussed. Afterwards, preliminary results are given. The
characterization of the fully integrated receiver is still ongoing,
so the results provided in this paper are not final. Nevertheless,
the basic functionality of the receiver has been evaluated by
measurement of the prototyped chips.

A. Sample preparation

To minimize the potential of parasitic properties of a IC
package to affect the measurement, we used bare die samples
for the measurements. This necessitated the chip bonding to a
small PCB that serves as a carrier. To ease manipulation and
placement of the carrier to the TX coil PCB alignment holes
were included in both. In this way, the distance between the
RX chip and TX coil can be set.

(a) (b)

Fig. 9. Photographs of measurement samples: whole chip (a), chip with
broken seal ring (b).

We also considered the possible effect of the chip seal ring
on the RX coil. The seal ring forms another conductive loop
around the RX coil and therefore, it has an negative effect on
its parameters. To investigate this further, we prepared two
versions of the samples to be evaluated. One includes the
original chip as it was manufactured. The second version uses
a modified version of the chip, which has the seal ring broken.

This was achieved by a careful chip cutting, at a sufficient
distance from the RX circuitry, in order to avoid the chip
damage. Photographs of the two sample versions are shown
in Fig. 9.

B. Measurement results

So far, only preliminary measurement data is available.
The measurement setup is not yet fully developed, therefore,
the reported parameters are not final. Several problems arose
during the building the measurement setup, mainly related
to the bonding process and the TX coil tuning. These will
be investigated further in the future. Nevertheless, the basic
functionality of the system is demonstrated.

Fig. 10 shows the output voltage and power of the wireless
energy transfer system as a function of the rectifier load
resistance, for three different generator output power levels.
Thus far, only one sample, with the broken seal ring, was
evaluated. The TX coil with the outer diameter of 24 mm and
two-component matching network were used.

(a)

(b)

Fig. 10. Preliminary measurement results using the TX coil with 24 mm
diameter and a sample with broken seal ring at TX to RX distance of 10 mm:
output voltage (a), output power (b) of the receiver as a function of load
resistance.

The maximum achieved end-to-end efficiency in this mea-
surement was 0.05 %. This is rather poor performance if
compared to previously published works [14] [15], where the
peak efficiency of around 1–2 % was reported. Even if we
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factor in the different RX coil areas, the performance is below
expectations. The causes of this poor performance are still
under investigation but are likely due to poor tuning of the TX
coil, resulting in the operating frequency shift from 200 MHz
to 165 MHz. Likely, a redesign of the various PCBs used in
the measurement setup will be needed in future.

Nevertheless, even in the current state, the achieved results
demonstrates the functionality of the system, and can therefore
be used as an example for students of the related fields of
electronics design.

VI. CONCLUSION

In this paper, the measurement of a wireless power system
with a fully integrated receiver is presented. The main focus
was put on the design of the transmitter side of system, as
the receiver was described previously in detail. Considerations
for the optimal transmitter coil sizes, based on magnetic field
analysis, are discussed. Equations on the optimal coil size,
depending on the distance of the transmitter and receiver, were
given. The impedance matching is also described in detail.
These were finally implemented together, on four versions of
printed circuit boards. The preparations of receiver samples
was also discussed, mainly focusing on the parasitic properties
of the integrated circuit package and seal ring of the chip.
This led to the use of unpackaged bare-die samples in two
versions: one with the chip seal ring intact and the other
with a broken seal ring. Preliminary measurement results are
presented. Thus far, only one sample was used, due to the
measurement setup not being fully developed. Nevertheless,
the functionality of the system was demonstrated. In future
work, we will focus on the finalization of the measurement
setup and the investigation of the system performance, mainly
the power transfer efficiency.

The design of the measurement setup requires knowledge
of multiple aspects of electronics design, mainly in the fields
of high frequency design, microelectronics and printed circuit
board design. Therefore, it is well suited as a practical demon-
stration example for students of these fields in particular.
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Abstract— Teaching financial literacy at primary and 
secondary schools is one of the novelties in education. In the 
past, only students of economic secondary schools and 
universities encountered this subject. The subject contains 
many elements of mathematics and has not become a 
students' favourite. There are many tools to increase 
students' interest in this issue; it is up to the teacher to use 
it. In this paper, we present a demonstration of how to use 
an interactive web application to teach concepts related to 
finance and financial management. Our specific web 
application solution is intended primarily for higher 
education, but it can also be used in secondary schools of 
economic orientation. 

I. INTRODUCTION 
Financial literacy is becoming more and more common 

in the media, but many people still have great problems 
with it. 

Being able to manage money in the long term is not 
such a big science. There are relatively simple rules to 
understand such problem, for which a person only needs 
to have common sense, self-control, a pinch of courage 
and basic knowledge of mathematics. 

Anyone who does not get a sensible attitude to money 
in childhood has a higher chance to encounter problems 
with it in adulthood. It is therefore advisable to instil it in 
children from early childhood, not only in the family, but 
it is very important to address this issue at school as well. 

II. THE CONCEPT OF FINANCIAL LITERACY 
Financial literacy is defined as a measure by which one 

understands key financial concepts. Besides, it is a 
measure that has the capacity and confidence to manage 
personal finances through appropriate, short-term 
decision-making and long-term financial planning, 
recognizing the different life events and constantly 
changing economic conditions.[1] 

Financial literacy and appropriate skills are therefore 
needed, although often undervalued in our everyday life. 
Their practical use helps in passing different life situations 
more easily. Empirical evidence shows us that the level of 
financial literacy in Slovakia is lower than in other 
countries in central Europe. [2] 

Therefore, financial literacy and appropriate skills are 
needed, although they are often underestimated in our 
daily lives. Their practical use makes it easier to navigate 
through different life situations. Empirical evidence shows 

that the level of financial literacy in Slovakia is lower than 
in other Central European countries.[2] 

Essentially, financial literacy is the ability to use 
knowledge, skills, and experience to efficiently manage 
one's financial resources to ensure lifelong financial 
security for yourself and your household. 

A young person can acquire this ability through family 
or school education. Already from the first pocket money, 
the child should learn to set aside part of it for the "worse 
times". The first rule of financial literacy is that "you must 
not spend more than you earn". But if a child sees the 
consumption lifestyle of their parents, it repeats the same 
mistakes. This issue may worsen in the adulthood. 

We become financially literate when we are able to 
earn as much as we need for our spending, goals and still 
can put some aside for the future. 

But everyone cannot be financially literate. Financial 
habits are the similar to eating or behavioral habits. Some 
people will never change their way of eating, even if they 
know they are harmful. This also applies to financial 
literacy. 

III. CURRENT STATE OF FINANCIAL LITERACY 
TEACHING IN SLOVAKIA 

Schools primarily educate employees. Emmployment is 
also one of the sources of income in adulthood. Only 
when we can make money, then we can manage it. 

The school should provide access to practical 
information on the risks and benefits of the financial 
market to help pupils understand the principles of the 
economy, and at the same time to acquire sufficient 
theoretical knowledge of the issues that they can 
subsequently use in practice. 

Researches have shown that there is a major problem 
with financial literacy in secondary school graduates as 
well. In an online questionnaire test conducted in 2018 
65% of graduates knows and understand what financial 
literacy means. One mostly positive outcome was that 
68% of graduates did have at least one subject on which 
they learned finance. They understand what inflation 
means. However, most graduates do not know the 
difference between credit and debit cards. Furthermore, 
they cannot make a difference between the current 
account balance and the available balance on a bank 
account. The study outcome was that the student lacks a 
full financial education and when the tasks get more 
complicated, their ability to give the right answers worsen 
rapidly.[3] 
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In 2008, the Ministry of Education, Science, Research 
and Sport of the Slovak Republic issued the National 
Standard of Financial Literacy (NŠFG), which determines 
the strategy of financial education and personal finance 
management. In addition to financial topics, it also 
integrates consumer education, anti-corruption education, 
entrepreneurship education, as well as education against 
fraud in the use of public resources.[4] 

The issue of education to support the development of 
financial literacy of pupils is by the NŠFG an obligatory 
part of primary and secondary education.[4] 

NŠFG defines the content of knowledge, skills, and 
experience in the field of financial education and personal 
finance management that a secondary school graduate 
should be able to control. The content of education is 
divided into six themes: 

•  Consumer financial responsibility; 
•  Planning, income, and work; 
•  Consumer decision-making and management; 
•  Loan and debt; 
•  Savings and Investments 
•  Risk management and insurance.[4] 
The order in which each topic is to be learned is 

determined by the school as part of its implementation in 
its school curriculum.  

Financial literacy has a cross-cutting theme and 
therefore there is no specific subject in primary and 
secondary schools providing general education in which 
the subject is to be taught. Several approaches can be 
adopted following the recommendation of the NŠFG to 
integrate financial literacy into the educational process. 

One is to divide the whole issue into parts that are 
assigned to individual subjects. Subsequently, each 
teacher processes them and integrates them into their 
particular subject. 

Another approach is to analyze the content of current 
teaching and to find the elements of financial literacy 
theme of each teacher and the way they apply them to 
teaching. Then find other elements that can be 
incorporated into the subject. 

The Standard does not specify which approach to apply. 
It is up to the school to decide which approach it chooses 
and what better suits its particular conditions. 

However, for the successful implementation of 
financial literacy into education, it is essential that 
teachers understand the nature of financial literacy. If the 
teacher understands what financial literacy is, he/she will 
be better able to decide how to implement financial 
education at school, what subjects he/she will incorporate 
and what methods he/she will use in teaching. 

With a constantly changing environment in which we 
live, there is a growing need for teachers to apply modern 
teaching techniques for classes in school. This is also true 
of financial literacy, as there is an ever-increasing need to 
enlighten people and increase their financial skills. 

In secondary schools, which are not economically 
oriented, teaching financial literacy is most often included 
in computer science subjects. It teaches how to work with 
MS Excel, which contains some statistical functions that 
are useful for explaining some theoretical concepts and 
also for calculating practical tasks related to finance. 

However, there are other platforms to teach financial 
skills which might be used in education. One of those 
examples is the program R. 

IV. PROGRAMMING ENVIRONMENT OF R 
For our application we used a free online software 

called R. [5] The software and the R programming 
language are most commonly known as statistical 
software and are used in statistics by machine learning 
specialists or other specialists. It is a versatile language 
and is also useful in the daily tasks of data science. 

We recommend this language to the attention of 
teachers who want to create teaching materials suitable for 
financial literacy lectures, as it is easy to use and it has a 
relatively good learning curve. 

The advantage of R over other languages is that it is 
open-source software. This means they can use and 
develop it freely, that is, for free. The programming 
language R was developed primarily by mathematicians 
and for scientific purposes, but at the same time it has 
found wide application in many fields such as finance, 
data science, deep learning and so on. R can be seen as 
another implementation of S. Language S is often the first 
choice for research in the field of statistics, and R provides 
an open-source alternative. One of the strengths of R is the 
ease with which it is possible to create charts that are 
suitable for publications, including mathematical symbols 
and formulas, if necessary. 

R is a popular and current language. It ranked in the 
TOP 20 languages on one of the most popular 
programmers' forums, with the research that the forum did 
worldwide.[6] 

However, the R language alone would not be enough to 
create a web application for teaching purposes. As such, it 
is mainly used as a scripting language and is not used to 
create websites or web applications. Because R is an 
open-source software, it has created a huge community of 
developers around itself. This community of users and 
programmers is involved in maintaining and programming 
new modules for R. It has created a specific library for 
web application creation. It is called Shiny. 

Shiny is a free downloadable library that allows you to 
create a web server for R language. In principle, the 
source code can then be sent to a server, and a web 
application can be created using several other libraries and 
web server settings. This makes it possible to create 
complete interactive web applications.[7]  

A large part of the problems encountered in creating a 
web application is optimizing it for weaker devices. 
Professional programmers spend a lot of time on these 
issues, but Shiny solves a very large number of problems 
of this nature instead of the developer. Therefore, teachers 
do not have to deal with the speed of application, they 
only need to address the elements of interactivity. 

The benefits of the shiny library do not end only in its 
ability to incorporate interactive elements into R 
applications. Alone it is only able to run on the user's 
computer that owns or has the source code. The Shiny 
development team gives on its website also the ability to 
send the written source code on their server. Apply it on 
their own maintained server and then distribute it through 
their own domain. This functionality is provided to users 
with a small number of applications and a small number 
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of visitors free of charge. However, should there be a need 
to publish more websites or increase the number of 
visitors above a certain value, the service provider will be 
charged.[8]  

Another option is to set up your own server and use it 
for hosting shiny applications. The code for running the 
webserver is completely free of charge. For more 
information on the services, visit the websites or visit the 
forums. 

•  The most used forums for R Q&A are:  
•  Stack Overflow [9] 
•  R-bloggers [10] 
•  RStudio Community Forum[11] 
•  rOpenSci discussion forums [12] 
The applications written in Shiny have some great 

features that make it a very practical tool. Among other 
things, its creators have noticed a worldwide trend of 
increasing mobile usage, so web applications created in 
shiny are automatically responsive. This is enabled by the 
CSS framework Bootstrap. It provides pre-written and 
built code to speed up the development of websites or web 
applications, provided that the preset style is maintained. 
The framework is known and often used by professional 
programmers of websites and web applications which 
alone makes it quite a trustworthy framework.[13]  

Bootstrap was created by Twitter during the 
development of its application. After their application was 
created, they subsequently published the framework as an 
open-source tool. Like Shiny or R, Bootstrap can, 
therefore, be used free of charge without the need to 
purchase a license. 

Thanks to the combination of R and Shiny, we designed 
a web application suitable for teaching financial 
knowledge, which is described in the next chapter. 

V. APPLICATION DESCRIPTION  
The interactive didactic web application is designed for 

university students of economics and finance. It basically 
deals with the issue of financial management. 

The topics discussed may seem too complicated and 
mathematical at least on the first sight, but at the core, 
they are principally the basic principles of financial work, 
such as time value of money, annuity, and perpetuity, 
return on investment, investment risk, internal rate of 
return, discounting time flows and financial planning. The 
actual content of the application is created in such a way 
that it appropriately complements the information that 
pupils acquire in the classroom and possibly adds 
information that the pupils could misunderstand. This 
content may be expanded as needed and other topics may 
be added over time. 

The application has essentially a simple structure. It 
alternates the theoretical parts, which contain explanations 
of the problem, with the parts in which formulas (if 
necessary) are given for the calculations, followed by a 
practical demonstration of the calculations according to 
the formulas. In this section, there are built-in interactive 
elements that can be used to set different values into 
formulas to track changes in results. 

At the beginning of the web page, we present the issues 
that we deal with in the theoretical part of the text taking 
care to achieve it in the shortest possible way. In this way, 

we strive to ensure that as much attention as possible is 
given on the subject by the students, even when their 
attention span is not that high. Therefore we will not make 
the website look like a regular textbook. Students should 
use the website more like a “game” that helps them learn. 

The application can also be used by the teacher himself 
during the classes. However, in this case he must remind 
students that the material provides only an overview of 
financial formulas and the information given is intended 
to quickly acquaint and understand the nature of each 
topic but is not sufficient for a comprehensive and 
complete study of the subject. 

We will discuss the structure of the application on a 
specific example regarding the time value of money 
(Fig. 1). 

Here we would like to mention one of the possibilities 
of using the responsiveness of the application. In order to 
teach students how to use their mobile devices for 
anything other than chatting, playing mobile games or 
taking pictures, we invite them to pull out their mobile 
phones and look for a web page with our interactive 
didactic application. They will see the same content on 
their mobile screen, of course in a different layout (Fig.2).  

The application is also scaling in the opposite direction 
and can also be displayed on an interactive whiteboard or 
interactive projectors without any problems or loss of 
quality. This feature is often used in presentations and 
demonstrations of the taught curriculum. The advantage 
for the teacher is therefore that he needs to create his 
teaching materials only once with one source code and 
does not have to deal with optimization for different 
devices, or completely rewriting the materials again into 
slides or other digital form. 

Figure 1. Theoretical part of application 

 
Figure 2. Picture of a shiny app on an iPhone 5
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The second part of the application is important in 
subjects where mathematical calculations are necessary. 
Here are the formulas needed for calculations. You may 
have seen when, due to lack of appropriate software, the 
formula was written in one line, which made it difficult to 
figure out which number or character it belonged to and it 
was difficult to understand the formula. In our application, 
we have selected the appropriate formula libraries and 
used them. This makes formulas clear and easy to 
understand in the app. (Fig.3) 

The future value of money is simple, but at the same 
time one of the most important concepts of financial 
management, the aim of which is to determine the value of 
the money that is invested in some way and under some 
assumptions.[14] Students can calculate this value using 
the formula below. (Fig.3) 

Students praise this feature as it will make it easier for 
them to learn and shorten the time to find important 
formulas in the preparation or during education. 

The most important part of the interactive application in 
our case is the third part. After studying the theoretical 
section and the above mentioned formulas, students do not 
have to start calculating manually those formulas or using 
calculators at all, but have the opportunity to play with 
four slide bars, which they can arbitrarily set to the values 
they are interested in. After the web page is loaded, the 
basic values are listed (Fig 4). 

The content of the page is divided into two parts. In the 
first, there are sliders that can be used to change the basic 
input variables that are automatically inserted into the 
formula and the result is recalculated. In the second part, 
there is a graph that shows the current state of money in 
dependence on the set values of variables and above it is 
the value of the future value of money. We can see that 
under basic conditions the graph has almost linear 
character. If the values of the variables change, the graph 
can take different shapes such as on Fig. 5. 

As you move any interactive element, the shape of the 
graph changes in real-time, and the future values of 
money are updated over time. It can be noted that the 
graph gradually takes shape similar to the graph of the 
exponential function. This is due to an increase in the 
number of years we keep in our account and the interest 
rate we set. 

At this point, when teaching with the help of a web 
application, we usually point out that in order to decide 
whether the investment is good enough, the above 
calculations would be insufficient. It would be appropriate 
to at least compare the rate of interest with the level of 
inflation and take into account the time factor. 

In the app, we wanted to show the impact of several 
variables on the future value of money. 

Another similar example in the application is the 
calculation of return on investment. The structure of the 
application is practically the same as the previous 
example. We used similar inputs, but the output is not 
graphical just text. 

The strong resemblance in the appearance of individual 
examples in the application is not just pure luck. It is 
because they use the same functional and graphical parts 
of the program code. This way of reusing code saves 
development time. 

The example is aimed at calculating the return on 
investment. The theoretical part gives the reasons for the 
exkstence of the calculation and some basic information 
about it. 

Subsequently, the necessary formula for the calculation 
is given and is followed by the interactive section of the 
web application, which consists of two slide bars. The 
result of the calculation according to the actual set of 
parameters is displayed in the text and shows the 
percentage return of the investment. (Fig. 6) 

Figure 3. An example of mathematical formula 

Figure 4. Basic setup and values and graph 

Figure 5. After some setting of values 

Figure 6. Rate of return basic setup 
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After adjusting the input variables, we only see a 
change in the data at the end of the calculation (Fig. 7). 

The site will be supplemented with additional sections, 
which are code-independent modules and can be freely 
added and removed from the final page. This makes it 
more reusable if we want to put it on other pages with a 
similar theme. 

Photos and pictures can also be inserted into the 
application if the situation or the needs of the pupils 
demand it. We do not have an example in our application 
because we have not yet found a suitable use case. 
However, they could be used definitely for primary and 
secondary schools, where they would help to grasp some 
financial concepts more easily. 

Our app is optimized for download speed and 
efficiency. This way we can achieve its availability and 
usability even in places with an inferior internet 
connection.  

Pupil feedback on our app is very positive so far and 
they are very happy to help us in the texts or in the 
corrections that are being added there.  

The interactive web application is being continuously 
checked and updated. We also try to involve students in 
the development process, so that we can constantly 
improve, accelerate and supplement it with more 
information. It aims to help students who study the subject 
of financial management to complete the subject 
successfully. It can also help future teachers interested in 
increasing their financial literacy, as they will pass on 
their knowledge to pupils in primary and secondary 
schools. 

VI. INTERACTIVE VERIFICATION OF KNOWLEDGE 
LEVEL 

Each educational process requires measurement and 
verification of the fulfillment of the set goals. Interactivity 
also helps in testing and verifying the level of knowledge 
of pupils, which makes them less stressful, more efficient 
and more objective.[15] 

Interactive verification of the level of knowledge is 
naturally tied to the use of personal computers or other 
computer technology and can, therefore, be classified as a 
type of computer testing. 

There are many methods for identifying and assessing 
the level of knowledge of pupils. Different criteria are 
decisive when choosing the appropriate method: 

•  purpose of assessment (continuous or summary 
assessment of teaching) 

•  form of the output – marks, points, percentage of 
success, 

•  number of pupils evaluated, 
•  time (for the assessment of knowledge level and the 

processing of result),  
•  resources (both human and technical), which are 

available.[16]  
Depending on the nature of these criteria, it is possible 

to determine the appropriate method, the type of 
examination of the level of knowledge from the oral 
examination, written exams, and electronic tests to the 
solving of interactive tasks. 

The main advantage of electronic testing is to 
streamline the testing process as it speeds up feedback and 
facilitates the processing of results. However, the design, 
creation and use of interactive tasks and knowledge tests 
put high demands on teachers. 

In addition to professional knowledge of the issue, as 
well as pedagogical and didactic knowledge regarding the 
creation of tasks and tests, they must also work with 
computer technology and with appropriate software for 
the creation of interactive learning materials. [17] 

However, there are also simple programming 
environments in which it is possible to easily and quite 
quickly create interactive tests suitable for pupils of 
elementary and secondary schools, as well as for 
university students. 

Such packages include Hot Potatoes, which is also 
freely available at https://hotpot.uvic.ca/. It allows you to 
create different types of tests in the form of add-ons, 
crossword puzzles, quizzes, assigning the right pairs or 
arranging the terms in the right order. 

During the semester to test the acquired knowledge, we 
created several interactive tests in the Hot Potatoes 
program, which are stored in .html format, as a web page, 
and can be used by students for self-study. 

The program will automatically tell you when the 
answer is correct. The content of the feedback can be 
adjusted by the test creator as needed. You can praise the 
pupil if the answer is correct, advice if not and so on. 

From a variety of options, we have chosen a form of 
quiz that is most similar to the printed test used in 
teaching practice. There are questions with the choice of 
the correct answer. In this case only one answer is correct. 

The number of answers can be modified in this case it 
is possible to choose one correct answer from the four 
listed. (Fig.8) The figure also shows the response to the 
correct answer to question 1. 

Figure 7. Rate of return after changes 

Figure 8. Part of the test with feedback displayed 
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Response ratings are given as a percentage. Assistance 
may be provided in some forms of the test, but the use of 
them during test will deduct some value of the student's 
percentage score from the final assessment. 

VII. CONCLUSION 
Complex teaching problems based on interesting and 

modern ways cannot be solved by separate and enclosed 
solutions. We must use the synergy of many pedagogical 
practices to achieve the best possible results in delivering 
theoretical knowledge and practical skills to both pupils 
and students. 

In the current state of teaching basic financial 
knowledge at primary and secondary schools in Slovakia, 
educators must be able to integrate the issue of finance 
into various subjects in the most natural way possible. 
Interactive teaching materials also naturally fit into the 
content of the subject of informatics. 

The vision of the future could be interactive web-based 
textbooks, which would certainly find a positive response 
among primary and secondary school pupils who are 
already clearly digital natives. [18] 

At the same time, pupils' school bags could be relieved 
from carrying heavy printed textbooks. Although there are 
already many teachers, especially at universities, who 
provide their teaching materials to students in a common 
digital .pdf format, but it does not provide the possibility 
of interactivity. In doing so, it is precisely the 
incorporation of interactive elements into materials that 
could have a positive added value for students or teachers 
alike. 

We realize that creating interactive learning materials, 
various didactic applications and interactive knowledge 
tests, even though the various support packages are 
already available for their preparation, it is not always an 
easy task to create them. Many teachers do not use them 
precisely because they are not able to create quality, 
didactically and methodically correct interactive material. 

The presented interactive application is just one of the 
possible modern tools that can help students in their 
studies. 

ACKNOWLEDGMENT 
This article was published due to the project KEGA 

015TTU-4/2018 Interactivity in Electronic Didactic 
Applications. 

REFERENCES 
[1] D. L. Remund, “Financial Literacy Explicated: The Case for a 

Clearer Definition in an Increasingly Complex Economy,” 
Journal of Consumer Affairs, vol. 44, no. 2, pp. 276–295, 2010. 

[2] L. Klapper, A. Lusardi, and P. van Oudheusden, “Financial 
Literacy Around the World:,” p. 28. 

[3] K. Rentková, �. Mitková, and V. Mariak, “Financial (i)literacy: 
does the financial advisor help?,” in Leadership & management: 
integrated politics of research and innovations�: LIMEN 2018, 
Belgrade: Association of Economists and Managers of the 
Balkans, 2018, pp. 166–172. 

[4] Ministerstvo školstva, vedy, výskumu a športu Slovenskej 
republiky, and Ministerstvo financií Slovenskej republiky, 
“Národný štandard finan�nej gramotnosti verzia 1.2,” 2017. 
[Online]. Available: https://www.minedu.sk/data/att/11358.pdf. 
[Accessed: 19-Oct-2019]. 

[5] “R: The R Project for Statistical Computing.” [Online]. Available: 
https://www.r-project.org/. [Accessed: 01-Oct-2019]. 

[6] “Stack Overflow Developer Survey 2019,” Stack Overflow. 
[Online]. Available: 
https://insights.stackoverflow.com/survey/2019/?utm_source=soci
al-share&utm_medium=social&utm_campaign=dev-survey-2019. 
[Accessed: 21-Oct-2019]. 

[7] “Shiny.” [Online]. Available: https://shiny.rstudio.com/. 
[Accessed: 20-Oct-2019]. 

[8] “shinyapps.io.” [Online]. Available: https://www.shinyapps.io/. 
[Accessed: 20-Oct-2019]. 

[9] “Stack Overflow - Where Developers Learn, Share, & Build 
Careers,” Stack Overflow. [Online]. Available: 
https://stackoverflow.com/. [Accessed: 21-Oct-2019]. 

[10] “R-bloggers | R news and tutorials contributed by hundreds of R 
bloggers.” [Online]. Available: https://www.r-bloggers.com/. 
[Accessed: 21-Oct-2019]. 

[11] “RStudio Community,” RStudio Community. [Online]. Available: 
https://community.rstudio.com/. [Accessed: 21-Oct-2019]. 

[12] “rOpenSci Discuss,” rOpenSci Discuss. [Online]. Available: 
https://discuss.ropensci.org/. [Accessed: 21-Oct-2019]. 

[13] M. O. contributors Jacob Thornton, and Bootstrap, “Bootstrap.” 
[Online]. Available: https://getbootstrap.com/. [Accessed: 21-Oct-
2019]. 

[14] N. Gardner, “The Time Value of Money: A Clarifying and 
Simplifying Approach,” Journal of College Teaching & Learning 
(TLC), vol. 1, Jan. 2011. 

[15] Pšenáková I., “Interaktív tesztek a tudásszint mérésére,” OxIPO, 
vol. 1, no. 1, pp. 85–93, 2019. 

[16] V. Burjan, “Tvorba a využívanie školských testov,” Exam-info 1-
7, p. 19. 

[17] I. Pšenáková and T. Szabó, “Využitie interaktívnej tabule a 
interaktívnych úloh pri preverovaní vedomostí,” Edukacja - 
technika - informatyka w budowaniu lepszej przysz�o�ci, pp. 151–
159, 2018. 

[18] M. Prensky, “Digital Natives, Digital Immigrants,” p. 6. 

 

666



Use of 3D graphics in education 
Marek Pytlík, Mgr. 

University of Ostrava, Faculty of Education, Department of Information and Communication Technologies 
marek.pytlik@osu.cz 

 

Abstract - The paper focuses on research into the 
possibilities of using the potential of 3D graphics tools for 
educational purposes. 
The paper includes an introduction to the issue, the reasons 
for research, theoretical and practical background and the 
aim of the research. It specifies and presents results of 
research achieved so far and their importance for further 
steps in its expansion. The research is carried out in the 
context of foreign and current state of the art. 

 
 

I. INTRODUCTION 

Thanks to the rapid development of technological tools 
(hardware and software), 3D graphics and three- 
dimensional virtual objects are used to benefit man and his 
capabilities in many previously difficult-to-implement 
sectors. 

Interaction with digital content in 3D is a basic act and 
has several uses, such as: object modelling, games, virtual 
reality, etc. [1]. 

The study “Reducing Mental Load in Learning a Motor 
Visual Task Using a Virtual 3D Method” demonstrated 
that students benefit more from interacting with a realistic 
human 3D model than from 2D video in the task of spatial 
abilities, which points to a key impact in visual 
perception. Higher ambiguity due to lack of in-depth 
stimuli in 2D format requires longer processing time for 
object/dynamics recognition [2]. 

3D graphics is even used in the cultural area of 
architectural monuments. The case study “Augmented 
Reality for Preserving Hidden Remains in Historic Cities” 
has shown how augmented reality and a 3D model can be 
used to work with cultural monuments: “Our software 
provides support for a variety of multimedia content that 
can be viewed from an approximate location in an 
interactive and playful way. The disseminated remains 
and the lack of historical information about the 
archaeological site are two important issues that allow the 
reconstruction of the situation at the end of the Roman 
Empire.” [3]. 

It is therefore clear that 3D graphics can be beneficial in 
many different industries. Thanks to technological 
development, the obstacle to software unavailability or 
insufficient performance of computers or workstations has 
been eliminated. Therefore, this logically leads to the need 
to create tasks that could effectively develop, for example, 
spatial orientation. Spatial skills such as cognitive skills 
can be formally taught to students using appropriate 
methods, tools, technology and curriculum (National 
Research Council, 2006). There is still a lack of specific 
knowledge on how spatial skills can best be integrated in 
curricula and how to optimally include new technologies 
to ensure better outcomes for children [4]. 

It is essential for primary school students to be able to 
work with graphic editors, sometimes even in more 

advanced programs, with layers or animations. Working 
with 3D software therefore seems like a logical step 
forward. But what methods and software should be used? 

Tools for working in three-dimensional space have 
undergone a major change over the past decade. Many of 
the previously very expensive tools are now more easily 
available. These tools can have a positive effect on the 
development of creativity of pupils and students, but 
simple didactic procedures on how to use these tools in 
teaching (not only of computer science) have yet to be 
developed. 

The interest in 3D tools has recently been confirmed by 
the manufacturer of the most widely used home operating 
system, The Microsoft Windows, which introduced a 
revolutionary change in its current operating system (OS), 
changing the previously two-dimensional drawing 
program Paint to Paint 3D. In this program, which comes 
pre-installed in the operating system, you can easily work 
with 3D models. This simple tool can be used even by 
young children without having to install or buy other 
software. This strategy of these large developers confirms 
the assumption that 3D graphics is extending into the 
educational process. 

Concerning the teaching of graphics, the Czech FEP for 
primary schools includes only simple editing of graphic 
templates in raster and vector graphics; local SEPs include 
working in more advanced programs with layers or 
animation. Working with three-dimensional software is 
not included in FEP and SEPs, although it logically 
follows up on the basic understanding of vector and raster 
graphics. This could be a suitable step towards the 
development of spatial orientation and the development of 
algorithmic and logical thinking. 

Expected effects and benefits of working with 3D 
graphics: 

- Development of creativity: Just as art and 
drawing can increase student creativity, 
working with 3D tools and objects can have a 
similar effect. Modelling using these tools can 
be compared to pottery or LEGO. 

- Development of spatial imagination and 
orientation: Thanks to 3D technologies, the 
user can explore complex objects very easily 
from all sides. Students can thus solve 
complex geometric puzzles and improve their 
spatial imagination and orientation. 

- Increasing interest in IT technologies: 3D 
graphics is also one of many parts of computer 
technology, which is also connected to many 
other industries. This enables students to 
develop their interest in IT technologies and to 
get to programming or multimedia. 

- Development of algorithmic thinking: The 
principles and algorithms of use in 3D 
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modelling or building 3D printer models can 
develop students’ algorithmic thinking. 

- Motivation to work with PC: Creative use of 3D 
tools can increase motivation to use a PC. The 
principles are similar to PC games. 

 
II. Ttheoretical background 

In order to understand 3D, it is necessary to become 
familiar with the basic concepts and terminology. With 
regard to the topic, the theoretical background is divided 
into two parts: 

A. Pedagogical and psychological background 
Part of the research involves pedagogical and 

psychological issues. The following part lists the most 
important terms related to the research. 

1) Cognitive processes 
Cognitive processes are the actual mental activity 

through which reality is perceived. Thanks to them we can 
capture, register, process and evaluate information about 
the outside world and ourselves. 

Cognitive processes include: 
- sensory processes 
- perception 
- learning 
- memory 
- imagination 
- thinking and speech 

These cognitive processes are studied by cognitive 
psychology, which understands the human psyche as an 
information-processing system. 

Cognitive psychologists use a number of methods in 
their research. In many cases, these are controlled 
experiments that combine with other methods, such as 
computer simulation [5]. 

B. Perception 
It is an active and selective process of receiving and 

processing information. The more precise and clear the 
student’s perception, the greater the chance they will learn 
it well. The learning process should not be passive as the 
acquisition of complete knowledge, but as a process of 
active processing of information, with the involvement of 
memory, imagination, thinking, problem solving, etc. 

Perception is influenced objectively by imagination or 
novelty, subjectively by the person’s interest, needs or 
experience, including his/her current mental state. 
Perceptions along with ideas are at the level of sensory 
cognition of reality, but unlike perceptions, ideas are not 
tied to reality, they allow for abstraction and 
generalization, they are an important step towards 
intellectual cognition. 

Types of perception: 
- visual (visual perceptions) 
- auditory (acoustic perceptions) 
- olfactory (chemical stimuli, smells, odours) 
- gustative (chemical stimuli from substances 

dissolved in saliva) 
- tactile (touch stimuli) 

- bodily senses (perception of heat and cold, 
posture and movement of the body). 

C. Imaginative processes 
It is the ability to create visual, auditory and motional 

ideas and to create mental representations of objects and 
phenomena that we do not perceive, or that we did not 
previously perceive in the given form. 

Memory ideas: They are created on the basis of stimuli 
from external reality. Often, they involve objects that are 
in our consciousness. They are sometimes regarded as a 
diminished copy of a perception. Memory ideas are less 
vivid and clear compared to perceptions. 

Fantasy ideas: Fantasy ideas include events that we 
have not experienced or objects and people that we have 
not seen. The impulses of fantasy ideas come from 
internal sources. 

Agglutination = a new idea that was created by joining 
several other ideas. 

1) Imagination 
It is based on the rules of imaginative processes. It is 

based on memories and past experiences. The result is 
memory ideas, which, depending on the accuracy and 
specificity of the imagined picture, are divided into 
general (general characteristics of the phenomenon 
imagined, regardless of details) and unique ideas (an 
almost accurate object). 

2) Fantasy 
Creating brand new, unique and original mental 

representations. The creation of fantasy ideas is based on 
past experience, but not merely as their reproductions. 
What we know, we previously perceived, we modify, 
combine and refine, creating something completely new. 
We do not work with any leads, but we create a brand- 
new object that we have never seen before in any form. 

3) Creativity 
Creativity can be defined as a complex ability that is the 

result of a successful synthesis of cognitive abilities, 
personality traits, and certain motives. (Plháková, 2007). 
Creativity can lead to a solution or facilitate the solution 
of a problem. It is manifested by the production of new, 
original and suitable thoughts and ideas. An excellent 
level of creativity can be achieved when they occur in an 
ideal constellation. 

Reproductive thinking – structurally blind thinking. Use 
of best practices that were used elsewhere and at another 
time. These procedures can sometimes help solve the 
problem, but this thinking is not always successful. 

Productive thinking – A deep understanding of the 
nature and relationship in a certain situation 
(restructuring). Insight into the problem. 

Convergent thinking – drawing conclusions based on 
logical thinking in the case of tasks that have one or 
unambiguous solution. 

Divergent thinking – finding alternatives for tasks that 
have multiple solutions or can be solved in multiple ways. 

D. Computer science and theoretical background 
The second part of the theoretical background deals 

with IT issues. Because computer graphics is an extensive 
field, it was necessary to provide the most important 
terms. 
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3D Computer Graphics 
In computer science, along with 2D graphics (vector 

and raster), it falls under the category of computer 
graphics. Sometimes it is abbreviated as CGI – computer 
generated imagery. It is based on geometric objects that 
have three-dimensional parameters (height, width, depth) 
created by a computer to simulate real or abstract entities. 
Objects created using 3D computer graphics tools are 
widely used not only in the entertainment industry, but 
also in medicine, architecture, automotive or psychology 
(the popular use of virtual reality). These 3D objects can 
also be applied to the real-world using 3D printing or 
projection technologies. 

Three-dimensional (3D) computer graphics is a branch 
of computer-aided visualization that follows up on two- 
dimensional or vector graphics. It is different in its ability 
to store data on the third dimension (depth) for subsequent 
conversion into two-dimensional still images or dynamic 
videos. The process of conversion from 3D to 2D is called 
rendering. 

In the past, the use of 3D graphics was greatly limited 
by hardware and software capacities. It was therefore used 
especially in academic, scientific or commercial sectors. 
The use of 3D digital technologies in practical teaching 
and research at universities has focused on expensive 
professional systems in laboratories. Students could thus 
concentrate on working with new technologies in practice. 
But due to the small number of systems in the labs, only a 
small number of students got to work with the software (S. 
Junk, R. Matt, 2015). In Japan, they have developed a 
virtual 3D game for education: A virtual game combined 
with web-based learning has helped and encouraged 
students to learn 3D vector equations (H. Nishizawa, K. 
Shimada, W. Ohno, T. Yoshioka, 2013). 

However, as technology evolves, working with 3D 
objects is becoming increasingly widespread. Today, it is 
not a problem to work with 3D tools in homes. This 
process is very similar to how Internet has penetrated 
households. Today, high-speed internet access is almost 
commonplace. Can work with 3D tools become quite 
common, for example, in primary school teaching? Is it 
possible for primary school pupils to model simple objects 
in the same way as in a pottery class instead of pictures in 
Paint? 

At present, animated films created using computer 3D 
graphics are popular especially among the young 
generation. This was especially driven by films such as 
Shrek and Madagascar. The advantage of this processing 
is the unlimited creation; it is possible to create virtually 
anything, with limits only given by one’s imagination. 
Thanks to unlimited possibilities we are able to process 
almost anything, from abstract objects to photorealistic 
scenery. Everything depends only on the imagination of 
the creator, available technology, time or purpose. 

Applied computer graphics for films, video games or 
commercial visualizations is called CGI – computer- 
generated imagery. It is thanks to films and video games 
that three-dimensional graphics has become attractive to 
children and this concept is not so abstract for them. This 
greatly helped promote visual computer work. 

1) 3D graphics software 
Programs for the PC platform (which is still the most 

popular) can be divided according to their availability into 
commercial/professional programs, which are paid and 

used mostly in industry. Non-commercial / educational 
programs are available for free and have simplified 
functions for educational purposes. 

Commercial / professional: Maya, 3Ds Max, 
Lightwave, Nuke, Cinema 4D, Auto CAD (CAD systems) 

Non-commercial / educational: Blender, Paint 3D, 
Tinkercad, Meshmixer, Fusion 360, Alice, SketchUp 

Use of 3D software / applications for: 
- 3D modelling (creating three-dimensional models 

for their further application: animation, 3D 
printers, 3D projection, etc.) 

- 3D animation (motion of 3D models, engineering 
or technology models, for use in 
visualizations, games, films, etc.) 

- Rendering (converting three-dimensional scenes 
to 2D files (images, sequences) 

- 3d computer games (entertainment industry or 
simulation environments – for example, 
military simulators, driving simulators) 

- 3D Animated films – Now very popular animated 
stories (Shrek, Ice Age, Madagascar, etc.) 

- Virtual reality (Simulation of real world in 
virtual environment, currently used for 
scientific and entertainment purposes) 

- Augmented reality (Most commonly in mobile 
games, e.g. the great success of Pokémon) 

- Mobile application for working with 3D graphics 
Thanks to the technological development of the 

capacity of mobile technologies such as tablets or 
smartphones (with operating system iOs or Android), it is 
currently possible to use applications that can work with 
3D models. This opens up opportunities especially for the 
educational needs of this computer graphics field. 
Touchscreen devices make operation of these applications 
intuitive. 

Mobile applications available: uMake, 3DC, Shapr3D, 
123D Sculpt, Formit, Sketch 3D, Tinkercad (web-based) 

3D printing 
Realization (printing) of a virtual model in the real 

world. The model is divided into individual layers of 
material that are placed on top of each other until the 
model is finished. Josef Pr�ša, a pioneer in 3D printing in 
the Czech Republic, has developed one of the most widely 
used 3D printers in the world. Use of 3D printers in: 
Healthcare, engineering or even art. 

3D pens – The first 3D pen – 3D Doodler, invented in 
2012, works on a similar principle to 3D printers. 

Josef Pr�ša 3D printers – he became renowned as a 
developer of personal 3D printers and his 3D printing 
products are highly valued not only in the Czech Republic 
but mainly abroad. 

3D scanning 
A real object can be scanned for visualization to create 

its three-dimensional model in a computer environment. 
This is the opposite process to 3D printers. 

3D TV / projection 
Using polarized glasses, they display specially made or 

edited films / visualizations for 3D viewing. 
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III. METHODOLOGY 
Research methodology has been evolving from its start. 

It is currently focusing on effective measurement of 
individual variables. The methodology is planned to be 
further adjusted and refined in the future. 

Creativity diagnostics 
In the course of my research and in consultation with 

psychologists, I have found that it is not easy and 
unambiguous to diagnose and investigate creativity. I 
came across two most commonly used tests. Urban and 
Torrance test. For each there are several opinions for or 
against its validity. A psychologist should assist in 
evaluating the test results. 

A. Torrance test: 
 

 
Figure 1. Example of the second part of Torrance test (incomplete 

figures) 

This test has three separate parts, which the student has 
to elaborate using paper and pen. 

Creating a picture – creative use of a cut-out shape. The 
originality of the picture and the title and collaboration are 
evaluated here (other categories are not worth evaluating). 

Incomplete figures – 10 incomplete figures that the test 
subject should complete as creatively and interestingly as 
possible. All four categories are evaluated separately for 
each of the figures. 

Circles – use circles to create new shapes. Again, all 
categories are evaluated (except for the originality of the 
title, for which evaluation is not recommended). 

 

B. Urban's figural test of creative thinking: 
It is basically similar to the Torrance test. It has only 

one part but can be reused by rotating the entire template 
180 degrees. 

 

 
Figure 2. Urban’s figural test of creative thinking 

 
IV. CURRENT STATE OF THE ART 

The state of the art must be divided into two parts. 
Some national research has already been carried out and 

others are being prepared, but roots and far more effective 
research has been conducted abroad. 

A. Foreign research of 3D graphics in education 
In Tokyo, they developed the first CAD system to run 

on mobile devices: In their study, they developed a CAD 
modelling system for smart devices. The main benefit of 
this study is the first 3D CAD system available on smart 
devices, taking into account the features and drawbacks of 
mobile devices. Implementation methods and case studies 
using a prototype system were introduced with examples 
showing the usability of the proposed system. This system 
opens up the possibility of 3D modelling on smart devices 
based on simple multi-touch gesture commands [6]. 

Today, 3D technologies are also finding their place in 
the educational environment where they can help with 
science teaching: Finally, there is a clear recommendation 
to use an interactive 3D virtual environment in science for 
students aged 17–18, as indicated by current results. 
However, taking into account similar studies in literature, 
it has been shown that to assess the effectiveness of 3D 
visualization types (I3DVE, 3DAIF and 3DSIIF) in 
supporting teaching and learning in science, the age of 
students is a decisive factor in nature science education 
[7]. 

The use of 3D digital technologies in practical teaching 
and research at universities has focused on expensive 
professional systems in laboratories. Students could thus 
concentrate on working with new technologies in practice. 
But due to the small number of systems in the labs, only a 
small number of students got to work with the software (S. 
Junk, R. Matt, 2015). In Japan, they have developed a 
virtual 3D game for education: A virtual game combined 
with web-based learning has helped and encouraged 
students to learn 3D vector equations [8]. 

Studies show that a virtual environment can “stimulate 
learning and understanding by providing a close link 
between symbolic and experience information” [9]. 

China has developed EZ-Manipulator, a new 3D 
manipulation interface using smartphones that support 
mobile, fast and ambiguous interaction with 3D objects. 
Our system uses a built-in multifunctional input and gyro 
sensor for smartphones to achieve 9 degrees of freedom of 
axis manipulation and free-form rotation. Using the EZ- 
Manipulator to manipulate objects in 3D is easy. The user 
only needs to perform intuitive one-finger gestures and 
rotate the hand-held device to perform fine-grained and 
coarse operations. Next, we investigate the ambiguities in 
the manipulation introduced by indirect manipulations 
using the multi-touch interface and propose dynamic 
virtual camera set-ups that effectively solve ambiguities 
[1]. 

In the paper “How 3D interactions affect user 
experience in collaborative virtual environments”, the 
results show that there is a significant change in 
interaction metaphor to copresence, awareness, 
engagement, collaboration, satisfaction and preferences. 
The results confirm the overall working hypothesis that 
the choice of 3D interaction metaphor significantly 
influences users’ experience with Collaborative Virtual 
Environment (CVE) [10]. 
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B. Czech research of 3D graphics in education 
The issue of 3D graphics or 3D technology is still new 

in the Czech Republic. 
The most frequently encountered problems of 3D 

technologies are in connection with 3D printers, where the 
Czech Republic is a global leader thanks to the 
development of 3D printers by Josef Pr�ša (Prusa 
Research). 3D printers have been trying to break through 
in several fields over the past few years, but there is not 
much research in education. 

Another branch of 3D technology where research has 
already begun in the Czech Republic is virtual and 
augmented reality, where great benefits have been proven 
especially in psychology, especially in the treatment of 
phobias or stressful situations. One of the representatives 
of this research is Mind Box VR. 

One of the papers that is very closely related to this is 
“3D modelling in primary school education” by Mgr. Jan 
Fadrhonc from the University of West Bohemia, who has 
successfully confirmed that “Information technology 
teaching supplemented with 3D modelling has a greater 
impact on the spatial imagination of second-grade primary 
school pupils than primary education”. Mgr. Fadrhonc 
was approached and cooperation with him established. 

Most research in the past focused on individual abilities 
to perceive reality. 

In the Czech Republic, research was conducted entitled 
“The Influence of Game Application on Spatial Skills in 
Preschool Children”, which is close to this issue in terms 
of education, information technology and spatial 
orientation. Training of spatial imagination with ICT is 
faster for the following reasons: 

Educational applications are able to display 
environments in 3D. The screen displays the entire area in 
which the child must move in accordance with the 
instructions, and the child is able to observe different 
movements and directions. It is a new experience 
compared to movement in normal space. At the age of 6, 
children are able to perceive things from a different 
perspective. 

Turning an object that a child can observe and combine 
repeatedly. They can also try new combinations. 

Tasks are often associated with narrated instructions. 
Voices and instructions are associated with movements 
within the game space. 

Children solve multiple logical sequences and find in 
each step the solutions in their logical order. In a 
conventional game, the possibilities of these tasks are very 
limited and children learn to repeat patterns quite quickly. 
A significant advantage is the change of tasks in this 
game. 

Children are able to perceive the concept of spatial 
orientation and perception thanks to different game 
environments. 

There are many abstract words in the narrated 
instruction on spatial skills [11]. 

 
V. CURRENT STATE OF RESEARCH 

For the research it was necessary to design and build 
tasks for working with 3D graphics and three-dimensional 
objects so that they have positive effects on and develop 
the skills of the solvers (students): 

Expected positive effects and abilities that can be 
developed with the help of created tasks: 

• Spatial imagination 
• Spatial orientation 
• Creativity 
• Logic 
• IT competence 

Spatial imagination has recently been recognized as a 
key area of child education that could have a wide positive 
or negative impact on the child’s education, further 
education and even future career [12]. 

In order for the proposed tasks to help develop certain 
aspects of human capabilities as effectively as possible, 
they must meet several criteria. These criteria are designed 
in such a way that the tasks are feasible in almost all 
circumstances and eliminate obstacles that could prevent, 
prolong or hinder their processing. 

Key criteria and features of tasks: 
- they must be solvable in any 3D graphics 

software or application 
- they must be simple to understand, not contain 

many complex instructions 
- they must be easy with regard to IT capabilities. 

they must be doable by a user with basic IT 
skills 

- correct solution must not exceed a maximum of 5 
minutes 

- they must honour the basics of logic and 
algorithmization 

- they must be suitable for solvers from 7 to 60 
years 

Certain criteria must also be met by the environment 
(software or application) in which the solver will work. 
Again, it is necessary to eliminate unwanted effects, 
which could make it difficult for the solver to work on 
individual tasks 

Key criteria and features of software tools: 
- Available for students (preferably free of charge 

or very cheap) 
- Simple installation, or without installation 
- User-friendly and simple interface 
- Possibility to insert and manipulate basic objects 

(primitives) such as: cube, sphere, cone 
- The student, pupil or person to perform the tasks 

must be free to choose the software or 
applications in which to work. Below is PC 
software that meets the above specifications. 

Recommended PC software to solve these tasks: 
- Blender 
- Paint 3D 
- SketchUp 

It is also important to choose whether the solution will 
work on a conventional PC or a mobile device. See the 
table in the author’s previous article entitled “3D 
Technologies in Education” for information about suitable 
applications.  
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VI. RESEARCH PROGRESS 
During the first year of the research the case study, 

surveys and practical lessons were created and applied 
together with introductory lessons of 3D graphics. Lessons 
and surveys were available in Czech and English versions 
(for both Czech and foreign students). The first 
questionnaire was applied before the introduction lesson 
(pre-survey) to 3D graphics and included a VARK test to 
obtain information about the student's learning style. All 
of this for Czech and foreign students during the winter 
semester 2018/2019 in courses of: "Information 
technology in education", "Information technologies in 
education" and "Mobile technologies in education". 

The subjects were students of the University of Ostrava 
studying courses of the Department of Information and 
Communication Technologies. These students have the 
prerequisites for understanding 3D Graphics. At the 
University of Ostrava, Department of Information and 
Communication Technologies are courses such as: 
Animated Applications in Learning Materials, Computer 
Graphics (2D Vector and Raster Graphics), Object 
Oriented Programming, Multimedia Application Creation, 
CAD systems. Knowledge gained during these classes can 
be combined and used in an increasingly evolving three-
dimensional 3D graphics. The usefulness of 3D-CAD in 
conceptual design continues to be questioned. For 
example, it may require a creativity-inspiring mechanism 
during the conceptual design stage [13]. 

Moreover individual methods of this research will be 
applied and tested both individually and in groups, 
personally and electronically. 

Number of students in 3D Graphics classes (both 
Czech and foreign): 50 students. 

All information gathered from research, questionnaires 
and observations was evaluated and will help in further 
solution of this research. 

Research and observations proves that software: Paint 
3D by Microsoft could be selected as the best option for 
these lessons. This software is available on computers 
with operating system Windows 10 and don’t need any 
installation or purchase. In addition, a survey found that 
the program was user-friendly and sufficient problems of 
3D graphics (graph). 

The survey, applied before first lesson of 3D graphics, 
found out the knowledge and attitudes of the research 
group (students) to the issue of 3D graphics. In addition, 
the VARK questionnaire (which is part of the 
questionnaire) helped to obtain information about each 
student's learning style. In the MOODLE course, tasks 
were created for the introduction to virtual 3D space, 
which resulted in the submission of 3D objects based on 
the assignment. 3D objects were further assessed. 

After introductory lessons and tasks a second 
questionnaire was applied to get feedback on how students 
perceive work in three-dimensional space and how it 
affected them. There was also evaluation and analysis of 
submitted solutions (3D objects) tasks in Paint 3D 
environment. 
A. Part one:  Pre survey 

The first survey was designed to gain information about 
subjects - students, their attitudes and experiences with 3D 
graphics. The pre-survey contains 15 questions about 
student’s experiences with computer, 3D graphics or about 
their artistic past.  

Furthermore the research is aimed on students who have 
basic or no experience with 3D graphics or its tools. It is 
therefore necessary to obtain this information about 
respondents. The introductory questionnaire also included a 
VARK test to identify students' learning styles, as students 
with visual learning styles may have a different or even 
greater impact on working in a three-dimensional virtual 
space. 

 
Figure 3. Amount of students with no experiences with 3D graphics 
(79%) 

Of the 50 students (Czech and foreign) surveyed, almost 
80%, had no experience with this tool or 3D graphics. 
(Figure 3) 

The first part of the research - the questionnaire survey - 
successfully fulfilled its goal. Students were informed 
about their attitudes, including their learning style. 

 
Figure 4. Students working with objects in Paint 3D during 3D Graphics 
class at University of Ostrava 

B. B.  Part two: Practical work in Paint 3D 
Main aim for the second part was to find out whether 

students are able to work with the software without any 
major problems and whether they will quickly learn to 
work in three-dimensional virtual space. Furthermore if 
Paint 3D is user-friendly and understandable for no-
experienced students.  

Also a short presentation was created to motivate 
students to work with 3D graphics. The benefits of the 
sector and the basic procedures have been explained. The 
emphasis was on students learning to work on their own. It 
also included observation of how they will react when 
working. 

Several activities (tasks) have been created to determine 
whether students can master the basic orientation in 3D 
space and Paint 3D functions. For each task was set a time 
limit. The success rate of these tasks was around 90% 
(Figure 8). In this paper are mentioned three of them: 3D 
Sudoku, 3D puzzle and 3D creative composition. 
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Inspiration for the development of 3D tasks was the 
paper “Jigsaw puzzles and 3D Glyphs for visualizing 
grammar”, which deals with 3D puzzles: Diagrams are 
created using 3D puzzles, similar shapes, or shapes that 
represent grammatical contours. Glyphs have convex, 
concave and/or wireframe parts and a suitable restriction 
between glyphs constitutes satisfactory restriction. The 
proposed glyphscan clearly shows polymorphism [14]. 

 
Task: 3D Sudoku 

 
Figure 5.  3D Suduku 
 
Assignment: Create 3D Sudoku according to 2D picture. 
The number and color determines the level of a single 
cube (block). The higher is the number, the more levels 
the cube is submerged. The time and precision of 
processing are evaluated. Submit a JPEG image and 
composition source file from your software. Design and 
develop your own 3D Sudoku. 

 
Evaluation criteria: 

• Time  
• Precision 
• Design of custom 3D Sudoku 

 
This task is designed for development of: 

• Spatial orientation and imagination 
• Ability to work with 3D graphics 
• Creativity (Design your own 3D sudoku) 
• IT competence 
• Logical thinking 

 
Task: 3D puzzle 

 
Figure 6. 3D puzzle 

Assignment: Assembly parts of the ewer. You can use 
only available parts (4 parts). You can rotate and scale all 
parts. 

Evaluation criteria: 
• Time  
• Precision 

Task designed for development of: 
• Spatial orientation and imagination 
• Ability to work with 3D graphics 
• Creativity  
• IT competence 
• Logical thinking 

•  
Task: 3D creative composition 

 
Figure 7. 3D composition 

 
Assignment: Create your own 3D sculpture. Use any 

tools and objects of Paint 3D. Use your imagination and 
creativity. 

•  
• Evaluation criteria: 

• Precision  
• Approach 

   
This task is designed for development of: 

• Spatial orientation and imagination 
• Ability to work with 3D graphics 
• Creativity  
• IT competence 
• Logical thinking 

 

 
Figure 8. Amount of successful students in 3D graphics tasks was 91% 

 
Refering to Kozhevnikov’s research persons with better 

spatial abilities know how to use spatial relationships to 
analyse objects on an individual basis [15]. 
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C. Part Three: Post survey: 
Main goal of the second survey was to determine the 

feedback and experiences of students about their work in a 
three-dimensional environment. The whole research is 
designed to motivate students to do this in a playful way. 
The questions were therefore focused on their 
observations and feelings of work. 

Selected question: “Do you recommend working with 
Paint 3D in education?” (Figure 9) 

Most of the students surveyed already have pedagogical 
experience. They can therefore assess whether 3D 
graphics in this form have potential in education 

The third part fulfilled its purpose and it was found that 
students perceive this issue as interesting and beneficial.   

 
Figure 9. Amount of students with positive experiences with Paint 3D 

 
Student’s feedback: 
Selected answers of Czech students from the second 

survey: 
Q: What do you think is the greatest benefit of 3D 

graphics? Explain:" 
• "I think the biggest benefit is that the program we've 

been working on is simple and can be used by everyone to 
show their ideas." 

• “Modern approach to attract students” 
• "Develop of spatial orientation and imagination." 
• "It allows us to better visualize the space and layout of 

the various objects in it." 
• “3D Paint is easy to use and it has intuitive controls. 

For this reason, I see it as a useful tool for teaching at 
primary school. Pupils should learn to work with this 
program quite easily. I see the main benefit in developing 
spatial imagination. ” 

Selected answers of foreign students from the second 
questionnaire: 

Q: What are the biggest benefits of working with 3D 
graphics in your opinion? " 

• “You can develop your imagination with more easily” 
• "Really motivating for students as it is easy to do and 

can be used for lot of purposes." 
 

 
VII. CONCLUSION 

Research into 3D graphics and 3D technologies in 
education is rather new. It is necessary to constantly 
follow the current situation and adapt the research 
accordingly. 

Author already made the research for further 
implementation of advanced 3D tasks. This research proves 
that students are able to work in 3D environment with 
positive impact on their motivation or spatial orientation. It 
was confirmed that software Paint 3D is suitable for 
beginning users in 3D graphics.  

Concrete future steps: 
- Extend research to 3D graphics in education and 

focus research on obtaining quantitative data 
- Design additional tasks for working with 3D 

graphics, focus on the effectiveness of tasks. 
- Measure and describe more effectively how to 

use 3D graphics to deliver the desired effects 
for students. 

- Create a study course for using 3D graphics 
- Consider further aiming on 3D printers and 

practical use of 3D graphics 
With the advancement of technology and the popularity 

of, for example, 3D printers, it can be expected that the 
need to work with 3D graphics (even at primary schools) 
will increase. 
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Abstract - The general objective of intercultural education  
is not only to convey the reflection of its own anchor, but also 
to accept differences, to develop the idea of solidarity, 
cooperation, tolerance. This is a specific adaptation process 
in which its addressees react to new realia, including 
environmental burdens. They change their intercultural 
sensitivity, which, on the one hand, is related to the relativism 
of the one´s world´s image, and, on the other hand,  
to personal sensitivity framed by environmental  
and cultural ambience of the global world. 

I. INTRODUCTION 
The internationalization of the world determines many 

areas of life, especially social, environmental and economic 
sphere. The ability to communicate, work seamlessly  
in different corners of the world, is precepted as the basal 
capacity of the individual in the third millennium.  
The education system in Slovakia, if it´s to remain modern 
and competitive, should launch the necessary educational 
innovations, take responsibility for internationalization  
in the preparation of graduates to the extent that they are 
able to be found and hired, and to work at global labor 
market. The meaning and objective of this understood 
education is to equip higher education graduates with a set 
of competences in a quality that is achievable for them  
and is requested by global labor market. 

II. AGE OF CONNECTIVITY AND THE IMPORTANCE  
OF INTERCULTURAL COMPETENCES 

We live not only the age of new technologies, but also 
the age of connectivity. Globalization and informatization 
are modifying working life. New technologies have  
an impact not only on production, environment, but also on 
the educational system. Changing the world, people, the 
nature of work interactions. New forms and ways of human 
responsiveness appear. 

The ability to work effectively in different cultures has 
been identified as an appropriate capability for different 
organizations with global "missions" [1]. Current European 
researches suggest that up to 78% of surveyed 
employers/entrepreneurs pointed to the importance  
of intercultural skills for university graduates [2]. It is not 
surprising that intercultural competences have been 
identified as decisive in higher education [3] in the 
Association of American Colleges and Universities (2011). 
Intercultural competences are needed wherever people are 
involved. Searching for precise definition of intercultural 
competence is a constant subject of research [4].  
For decades, there was a noticeable lack of conceptual 

consensus to determine the precise definition of whether  
it is a nature, a skill or a performance result [5]. 

Intercultural competence includes not only affective,  
but also cognitive and behavioral aspects. According  
to Fantini, it is a complex of skills necessary for effective 
and proportionate behavior in interacting with others who 
are linguistically and culturally different [6]. Similarly,  
the Bennetts [7] defined intercultural competence as  
the ability to communicate effectively in intercultural 
situations and to act appropriately in various cultural 
contexts. Other authors understand intercultural 
competences as knowledge, which can be culturally general 
and culturally specific, including procedural and strategic 
knowledge, as well as interactive and communication 
components. Hesse notes that intercultural competence  
is part of the so-called complex concept of "action 
capability" [8]. It consists of three aspects: entity,  
individual, group.” 

a) Entity (concerns the competence relating  
to a particular subject, e.g. to know about production 
methods and business in the USA). 

b) Individual (refers to the competence of the individual, 
its self-reflection, self-regulation, adjustment, decision 
making, own cultural background and also effects on its 
behavior in some situations). 

c) Group (competence related to cooperative activities 
within other groups, e.g. communicating in a foreign 
language, teamwork, ability to work in an interactive 
virtual team). 

In the context of mentioned model of "action capacity" 
Brislin [9] and Li [10], they also set out both personal  
and situational variables to understand the behavior  
and conduct of other cultures. They accept the role  
of general capabilities of the person, including the ability  
to communicate functionally, to behave in an intercultural 
environment sensitively, prudently and reasonably in view 
of the situation in which it is in. The competence  
of intercultural communication is a direct function  
of cultural empathy, while motivative and behavioral 
characteristics affecting previous experiences, are the result 
of a global attitude. 
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Figure 1. Intercultural competency– holistic approach  
(in. M. Brenneman, 2016) 

 
Every individual should first understand their own 

cultural system and then enter into a new intercultural 
environment. The adaptation model to the new culture  
is undergoing several phases (more fig. 2). 

1) Phase of personal conformity. Novelty  
is accompanied by a sense of enthusiasm, autonomy.  
The values of majority culture are accepted uncritically, 
fairly quickly, but often superficially (e.g. the situation  
of non-voluntary departure).  

2) Phase of dissonance. Enthusiasm is slowly lost,  
stress deepens, for example from language barrier  
and misunderstandings, comes psychological exhaustion, 
fatigue.  

3) Phase of resistance and insight. In this period,  
the entity returns to the values of its own culture, often 
percepts the mismatch with the new culture. 

4) Phase of introspection and reorientation. It is  
the application of critical and axiological thinking (more 
compares, more objective assesses the pros/cons  
of culture). 

5) Phase of integration awareness. Initial adjustment  
and adjustment difficulties are lost. They are replaced  
by a new reality (qualitative better integration, cultural  
and social coexistence). 

The ability to accept environmental realia, and  
to communicate appropriately, is therefore only possible  
on the basis of broad knowledge and specified intercultural 
skills (they apply to anything that a person can do, which 
will bring success in a particular intercultural situation). We 
agree with Brenemann et al. [11] That one of the tasks  
of assessing the intercultural competence of students  
is awareness of the fact that attitude, knowledge and skills 
require an interpersonal interaction to be evaluated.  
The attitude includes respect, openness, willingness  
to know and accept other cultural or environmental 
working environments. The necessary knowledge consists 
of cultural self-awareness, influence identity  
and worldview, understanding the world  
from the perspective of others. Skills are involved in the 
gaining and processing of the knowledge (e.g. by 
observing, listening, evaluating, analyzing, interpreting, 
merging). 

Figure 2. Components of intercultural competence 
(in: Crabtree, Sapp, 2004) 

 

III. INTERCULTURAL EDUCATION 
Intercultural education aims to increase knowledge, 

awareness of the benefits of multicultural society, as well 
as it´s about strength of the differences it brings. 

The guidelines on intercultural education for different 
types of higher education institutions have been created  
by the Global Alliance for Transnational Education - 
GATE. Nevertheless, studies in the monitoring  
of education in the intercultural environment are lacking 
[12], although high school teachers are clearly the primary 
facilitators of intercultural education. Intercultural 
education, as a way of gaining intercultural competence,  
is gradual and never-ending learning process,  
so it is important for teachers to prioritize such didactic 
forms that enable comprehensive and holistic educational 
process. Moon [13] talks about: 

a) Empirical-modelling education. 
b) Closed, cyclic teaching circle. 
c) Experiential, reflective and axiological learning. 
d) Creative learning using a critical incident method. 
Studying abroad can be considered as a valuable form  

of experimental learning. However, experiential and 
reflective educational outcomes cannot be obtained 
automatically because the experience is not the same. Most 
of the teaching process focusing on intercultural 
competences for the application of future graduates  
in the global labor market is based on concept of 
experiential learning that will help to change their 
experience more systematically towards gaining 
competence. In our opinion, university education also 
includes helping students gain intercultural competence 
beyond professional knowledge.  

The intercultural awareness of people is thus a result  
of the existence of various factors arising from 
environmental and cultural difficulties in the interaction  
of persons of different cultures. It requires respect for new 
facts, but also an adequate ability to adapt and effective 
orientation in personal and social life. 

IV. RESEARCH 
In addressing the projects´ research tasks - Foreign 

Students ' Education with an Emphasis on Creating Key 
Competences in the Context of Building a Working Career 
and the Inclusion into the Labor Market in Slovakia and the 
project “APVV-18-0360 Active Hybrid Infrastructure 
towards to Sponge city“ we have focused on identifying  
the possibility of eliminating intercultural disparities,  
to the knowledge of the teamwork organization   
and the attitudes of workers onto the leadership  
of multinational companies, as well as to the creation  
of successful strategy of mutual cooperation in virtual 
environment. In this contribution we present some 
incremental research results. 

V. RESEARCH METHOD 
Questionnaire mapping socio-demographic  

and attitude-illustrative characteristics (gender, age, 
attended faculty, personal attitude). 

Competence
÷

Performance

3.
"Traits“

Individual characteristics
Persona

2.
"Actions"

Culturally-competent 
behaviour

1.
"States“

Intercultural encoutering 
situations

Developement 
of intercultural 
understanding

Knowledge and 
comprehension

Skills and 
competences
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VI. RESEARCH RESULTS AND INTERPRETATION  
OF ANALYSED DATA  

In order to get an overview of how is perceived  
the specific situation of cooperating parties, we have 
implemented in 2018 survey on a sample of 100 university 
students from Slovakia and abroad – from Bulgaria, with 
an average age of 21 years. Questionnaire replies were 
received from 100 respondents (of which women were 
31%, males 69%). Data was processed by  
the SPSS statistical program, version 11.0. 

Figure 3. Research pattern 

Slovakia is the country where we can find a number  
of foreign companies with their parent organizations  
with global operations. In the new conditions, they  
are relatively quickly adapted, they bring their know-how, 
but also established domestic standards. They are quickly 
accustomed not only to the new environment surrounding, 
but also to the preferred style of relation to culture, dietary 
stereotypes, regional habits, the formal code of internal 
communication. However, some of the structures presented 
are generally more difficult to understand and generally 
only pretend to be understood. This reduces the chances  
of mutual success in cooperation. 

This can be avoided by closer knowledge, acceptance  
of personal and collective identity, because they represent 
not only their own business but also their primary culture 
[14]. A productive response to other cultures is their mutual 
reconciliation, which is foresight by mutual perceptive  
and thorough knowledge at the beginning. In the table 
below, we mapped measured values that we obtained  
by statistical processing of the measured data  
of the 10-entry questionnaire of attitudes. 

 

TABLE I. 
Attitude Value (intersexual differences, F-Test) 

Quote Gend. N A.M S.D. S.E. F Sig. 

1. I am satisfied with where I live, what I know and what direction our society  
is going to. 

M 

W 

69 

31 

2,22 

2,28 

0,634 

0,573 

0,034 

0,026 

1,155 0,283 

2. Sometimes, I think that students from international educational institutions 
have a higher degree of responsiveness in intercultural relations, thanks  
to an increase in the number of mobilities and contact with other cultures. 

M 

W 

69 

31 

2,36 

2,35 

0,676 

0,637 

0,036 

0,029 

1,907 0,168 

3. I think environmental issues aren´t the most important.  M 

W 

69 

31 

2,02 

1,98 

0,542 

0,500 

0,029 

0,023 

1,309 0,253 

4. I am afraid of other cultures, although I know how to do things as good  
as others. 

M 

W 

69 

31 

1,84 

2,00 

0,563 

0,539 

0,306 

0,024 

16,102 0,000*** 

5. I think that cooperation with others is influenced by thorough knowledge  
of their owns. 

M 

W 

69 

30 

2,97 

3,13 

0,730 

0,656 

0,396 

0,304 

0,060 0,807 

6. Sometimes there is a misunderstanding of others arising from language 
barrier. 

M 

W 

68 

31 

2,71 

2,63 

0,740 

0,681 

0,040 

0,031 

2,389 0,123 

7. I feel that I have deficiency in knowledge of other cultures and their 
lifestyles. 

M 

W 

68 

30 

1,63 

1,62 

0,577 

0,534 

0,031 

0,246 

2,907 0,089 

8. I would like to know even more about my collegues through personal 
meetings.  

M 

W 

67 

31 

2,27 

2,17 

0,794 

0,801 

0,043 

0,037 

0,657 0,418 

9. Sometimes, I think conflicts arise from unwillingness to accept cultural  
and gender differences. 

 

M 

W 

69 

31 

3,46 

3,38 

0,784 

0,815 

0,042 

0,376 

1,147 0,285 

10. In confrontation with complexity and diversity of a new culture strengthens 
the natural human tendency in me to adhere to what is known and deep-seated 
in the domestical environment. 

M 

W 

69 

30 

1,98 

1,94 

0,618 

0,577 

0,033 

0,026 

0,640 0,424 

n=100                                                                                                                                                                    *** p<0,001 

Slovakia 
Men
41%

Bulgaria 
Men
28%

Slovakia 
Woman

17%

Bulgaria 
Woman

14%
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The T-Test (P < 0,001) confirmed the highly significant 
differences in favor of men who have less fear of other 
cultures than the questioned women, thought  
of it in average 1,84 men, women 2.00. We found the 
highest measured average score in entry no. 9  
- "Sometimes, I think conflicts arise from unwillingness  
to accept cultural and gender differences " males (3.46), 
women (3.38). 

Real life often brings conflicts and mutual 
misunderstandings. Intercultural education in its essence 
also influences on the cognitive basis of students - their 
wider awareness in the realm of intercultural behavior,  
an integral part of which is also a willingness to know  
the specified nature of the foreign ethnicity, including 
experiencing of typical emotions and ways of behavior 
linked to their cultural environment. It is about developing 
cognitive self-regulation, the ability to approach multiple 
cultures simultaneously and move between one culture  
to another without losing personal cultural integrity. From 
our survey, it has shown that almost consistently both 
genders are aware of the lack of cognition – "I feel that  
I have deficiency in knowledge of other cultures and their 
lifestyles" (average 1.63) and also the same answers (1.98 
and 1.94) in heading 10 " In confrontation with complexity 
and diversity of a new culture strengthens the natural 
human tendency in me to adhere to what is known  
and deep-seated in the domestic environment". Bulgarian 
students attributed the last item to a more prominent place 
than Slovak students. On the contrary, Slovak men 
attributed greater importance to the mutual self-
recognition, and, on the other hand, more Bulgarian women 
thought of it. 

The labor market in the new millennium, as already 
stated in the introduction, is largely determined  
by economic, globalization, cultural and environmental 
pressures on parcial regional entrepreneurial subjects.  
In our research, we have through the statement  
2: "Sometimes, I think that students from international 
educational institutions have a higher degree  
of responsiveness in intercultural relations, thanks to an 
increase in the number of mobilities and contact with other 
cultures" recognized what do think questioned respondents 
in the context of traditional stronger degree of susceptibility 
to their own and foreign cultural formulas on the basis  
of mobility and more intensive contact. The student´s 
consent was almost unequivocally declared (women 2.35, 
males 2.36). 

In the future, foreign traineeships, mobility, vocational 
workshops, exchanges are likely to help to better mutual 
self-recognition. The idea of dealing with joint projects, 
visiting colleges and kindergartens abroad is increasingly 
getting to the forefront. They can thus get a chance  
to consistently know which style of management  
or working practices are optimal. This gained and practice-
proven experience forms the basis for the sensitive 
knowledge of students – future workers in the global labor 
market. Any culture produces the representation of "image" 
of specified identities. Knowledge and acceptance  
of foreign traditions reduces the degree of threat to personal 
identity. It allows individuals to understand the degree  
of informality in different cultures, but also the boundaries 
of power, authority, and the real functioning of the "rules". 

Through entry no. 10 "In confrontation with complexity 
and diversity of a new culture strengthens the natural 
human tendency in me to adhere to what is known  

and deep-seated in the domestic environment", we have 
tried to find out how Slovak and Romanian students  
are convinced of its true. We recorded the highest  
and lowest valence in home and foreign women. The rate 
of compliance was again for both files high (women 
averaged 1.94, males from both countries 1.98). The above 
results correspond to the view that the choice of 'The return 
to own cultural forts' strategy is actually an effective 
method that builds on confronting other global cultural 
flows. It is an expression of sincere effort to find answers 
in their own tradition, which are ecumenical (general, 
global) and at the same time personally meaningful  
and coherent. 

VII. CONCLUSION 
The diversity of cultures and the life of their holders  

in close contact is a new reality of the nowadays world. 
Ignorance of the cultures supports the emergence of unfair 
prejudges and unrighteous stereotypical vision. 

The processes of integration, internationalization  
and globalization also bring about new impacts  
in the direction of creating and developing personal 
identity. The significant phenomenon of the present  
is multi/interculturalism. In the history of mankind, many 
cultures have not survived meeting with other cultures  
and have vanished. In contrast, many have enriched and got 
developed by this meeting. Today, the trend of the meeting 
and mixing of cultures is turning into a different direction 
and takes fundamentally different forms and dimensions. 
The world is "shrinking", distances are "shortening", 
people from the "South" live on the "North". 

An intercultural education is one of the ways that 
strengthens competences for life in pluralism society.  
It is not only the preparation for life in multicultural reality, 
but also the preparation for the social, political  
and economic aspects of interaction between people within 
different cultural and environmental surroundings.  
From the European Union's documents resounds that 
creator of the new European identity and multicultural 
society is the emerging young generation [16]. The final 
effort is that, through education students should be directed 
towards new intercultural European society, which will not 
act as a closed subject, but on the contrary, it will be opened 
to the world and everything new. The development  
of intercultural competence plays an important role in 
higher education for personal and working life, for 
cooperation in mixed working teams, as well  
as for professional experience abroad. 
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E-learning represents novel learning way, which 
increase teaching flexibility and availability of learning 
resources. This paper explores the evaluation of 
student success at e-learning platform. Authors used 
multi-method approach for data analysis (i.e. Social 
Network Analysis, K-means Clustering and Linear 
Regression). This approach presents novelty in the field 
of e-learning, which provides more detailed analysis 
that enable more relevant results. The research was 
conducted with student group at the University of Novi 
Sad, Faculty of Technical Sciences, Serbia. Results 
indicate that digital resources at the e-learning 
platform make strong effects on student success. 
Moreover, results indicate that students with the similar 
grades belongs to the same clusters. 

Keywords: e-learning, student performance, SNA, K-
Means clustering; 

I. INTRODUCTION 
E-learning is a “learning that is supported by information 
and communication technologies” [1]. Moreover, e-
learning is defined as a learning during which students get 
their study materials through electronic media (the 
internet, intranet, extranet, satellites, audio/video 
equipment, CDs) [2]. European Commission define e-
learning as: “The use of new multimedia technologies and 
the Internet to improve the quality of learning by 
facilitating access to resources and services as well as 
remote exchanges and collaboration” [3]. Previous 
researches see e-learning as synonymous with web-based 
learning (WBL), internet-based training (IBT), advanced 
distributed learning (ADL), web-based instruction (WBI), 
online learning (OL) and open flexible learning (OFL) [4].  
E-learning can be implemented and used in different 
forms, ranging from addition to on-campus classes and 
lectures (blended learning), to classes and lectures in 
which all aspects of learning and teaching are mediated by 
learning management systems (LMS) and the internet 
(distance learning) [5]. 
 
Developed countries continue to conduct researches and to 
debate about understanding of the adoption of e-learning 
management systems in the higher education organizations 
[6]. Research in the developing countries could shed more 
light in this importance area. In addition, prior research has 
pointed out the importance of e-learning or new 

technologies in higher education systems, and thus this 
represents a fruitful area for further examinations. The aim 
of the paper is to evaluate the success of student on the E-
learning platform through multi-method approach (i.e. 
social network analysis, K-clustering and linear 
regression). Using of multi-method approach will provide 
more detailed analysis that will enable more relevant 
results, which will facilitate the way that teachers create 
courses.  
 
The term social network refers to the recognizing and 
identifying social relationship that exist between members 
that form a social network. Social networks can exist 
between different social roles that person can have and 
concerning the social context of the network itself. Social 
networks are created among family members, friends, 
classmates, religious groups, nations, cities, etc. Every 
member of the social network can have dual roles, acting 
both as a unit or node of a social network as well as a social 
actor [7]. Hence, there is increase in opinion that the social 
networks, of which the students are a part and are 
embedded in, have a substantial impact on their learning 
processes and academic performance [8]. A social network 
consists of a set of nodes (i.e. students in an 
interdisciplinary module) and the ties between these nodes 
[9]. In social network theory, the focus of analysis is on 
measuring and understanding the social interactions 
between entities (e.g. individuals, groups and disciplines), 
rather than focusing on individual or group behavior [8], 
[10], [11]. Idea, behind social network theory is that people 
actions, conduct and performance can be predicted and is 
largely affected by the social network of which they are a 
part. Presumption is that if we create teams of students 
from different faculties or study programs  to form a team 
to compete in a competition that require knowledge from 
different fields and the team is supported by a mentor, 
during this team work students, will acquire new 
knowledge from other fields.  According to Baldwin et al. 
[12] social networks and ties within groups between group 
members, impacted heavily on group members 
satisfaction, group members academic performance and on 
the overall performance of the group. Social Network 
Analysis (SNA) measures and analyzes ties between 
individuals, that are members of a group and due to this 
SNA represents good tool to measure how social 
relationships are created in e-learning environment [13]. 
The researchers use SNA in order to understand ties 
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between learning and social connections, among network 
members, also how those networks of connections 
combined with different teaching manners, influence 
learning in e-learning environment.  
 
Moreover, research authors for data analysis use K-means 
clustering, because between different methods for data 
clustering, K-means algorithm [13] is one of the most 
widely used clustering algorithm because of its simplicity 
and effectiveness. Like in every method, that is used for 
data clustering, K-means clustering have good properties 
when compared to other, different methods for data 
clustering but also has some weakness when compared to 
other methods used for data clustering, i.e. it is not robust 
to the initial cluster centers and outliers, [14] etc.  
Development in Information Technology Center (ITC) 
technologies and application of modern tools have 
simplified the use of linear regression to researchers in 
their studies [16]. 
 

II. LITERATURE REVIEW 
Educational institutions and the society in general are 
paying more attention to possibilities and opportunities 
that use of ICT technologies and specifically E-learning 
tools can provide as a part and support to the lifelong 
learning concept [15]. Through literature review authors 
found that E-learning and modern technologies could be 
an answer and adequate response to challenges that will 
arise in future work of universities such as global 
competition [5], [17]. In regard to challenges that future 
work of universities will face, new ideas on teaching 
methods, on teaching resources and use of new ICT 
technologies in providing lessons and organizing classes 
are necessary [18].  Level of ICT infrastructure that is 
different when compared the level of ICT infrastructure in 
developed and developing countries [19], [20], presents a 
required condition for successful implementation and 
usage of e-learning tools in education. European 
Commission in their action plan eEurope promotes 
intensive use of ICT technologies in all EU countries in 
order to transform their economies into knowledge-based 
societies [2]. The e-learning market in North America is 
the fastest growing market [7]. Most commonly stated 
benefit of implementation of e-learning is the flexibility 
that e-learning provides in regards to the tempo of learning 
and time of attending to courses [16], [22], which is not 
strictly set, like in classical courses. The flexibility that e-
learning provides, makes the learning more adaptable to 
the individual needs of the particular student, in a manner 
that student can set the tempo of teaching and learning that 
is adjusted to their [18], [19]. Flexibility of e-learning 
gives the students a possibility to stop and to pause their 
classes if they are tired or bored or have some other 
obligations and activities and to carry on when they are 
ready and willing [25], [26]. Moreover, usage of e-learning 
tools enables students to learn when they are not on the 
campus and they can harmonize different activities and 
their schedule. This is especially important to part-time 
student and student who are employed. In traditional 

course, teachers set the tempo and the manner of learning. 
The location, place and time is determined by the schedule 
that was adopted by the universities. However, through 
implementation and use of e-learning tools, the control of 
these elements has been largely handed over to the 
students, and it is in their hands [20]. Prior studies 
indicates that e-learning efficiently facilitates information 
transfer [21]. Furthermore, the use of e-learning tool (i.e. 
Moodle), helps in achieving better communication. It 
enables students to learn at their own speed and by 
different learning styles. In this way control of learning 
process is in hand of the students, who have the possibility 
to choose when and how they will study. Moreover, it 
gives opportunity to teachers to step in and advise students, 
during their learning, when this is necessary, to send 
questions to students in order to facilitate discussion and 
interaction between students. E-learning can be seen to be 
a successful medium for delivering both effective learning 
and effective teaching [21]. 
 
Research studies state that e-learning materials that are 
placed on the e-learning environment can provide greater 
flexibility for the learner [20]. Necessary condition is that 
the materials that are provided are prepared with 
deliberation of needs of student and application of 
pedagogical methods. Thus, if this condition is met, 
positive sides of usage of e-learning technologies, as a way 
to support off-campus learners, can be achieved. [22]. 
With e-learning platforms, attending lessons become much 
easier and organization of the student obligations and 
activities, which derive from their different social roles, 
can be more efficient. Due to the flexibility and availability 
of e-learning courses on the e-learning platforms 
individuals can better synchronize their academic and 
private life. Prior study has shown that, there is no 
noticeable difference in the quality of teaching and 
learning whether the student attending classical face-to-
face classes or a attending e-learning classes [23]. 
Moreover, prior studies show that the implementation and 
use of e-learning materials has increased student grades 
[24]. Due to the increased usage of e-learning technology, 
in the higher education facilities all over the world, some 
issues over the justification and quality of ICT usage in 
education have been outlined. Even though, it seems that 
e-learning could solve many present and future challenges 
that universities will potentially face, some studies 
identified serious problems regarding implementation and 
use of e-learning — e.g. high dropout rates [25], no 
significant differences in acquired knowledge [26], and 
unsuccessfulness of e-learning projects. In a study 
conducted in the companies from the United States, it was 
found that 70% of participants in e-learning courses are 
unlikely to finish their e-learning course (due to different 
causes) [26]. 
 
Prior studies show that with the constant development of 
new ICT technologies and the creation of more complex 
and sophisticated tools will result with distraction to 
students [31], [34], [33]. The use of the ICT tools will 
become more important than the quality of the learning 
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process itself [27]. Therefore, this will lead to deterioration 
and exclusion of the  human element in learning which will 
make learning process a more isolated experience [27]. 
Researchers also state that advantage of using e-learning 
technologies will help to reduce time that is spent for 
traveling and going to regular classroom lessons and 
through this, students will be more efficient [24]. It is 
necessary to look at the other side of the medal, which is, 
that use of technology can increase isolation and 
dehumanization of the students, because they are deprived 
of contact and exchange with other human beings [27]. 
Furthermore, a potential problem, of implementation of e-
learning tools in education institutions are different (i.e. 
the high speed of implementation, larger scale of usage of 
e-learning platforms with little insight regard to the 
possible consequences of technology on the learning 
process, student experience and the influence on 
universities and their reputation) [28].  
 
The concept of mass education and the increased use of 
ICT technologies, specifically e-learning, raises an issue of 
whether universities are becoming organizations that are 
more like companies competing on the world market [34]. 
Organizations which use e-learning platforms as a mean to 
attract student to enroll at their institutions or will the 
usage of ICT technologies really increase the quality of 
education and courses that are provided to students [27]. 
Measuring this efficiency is a challenging task and authors 
found that grade points of students represent an adequate 
indicator of students’ success, which is in line with prior 
studies [28]. 
 
Based on the literature review, authors proposed research 
question:  
 

• How the usage of digital resources at the e-
learning platform make affects the overall student 
success? 

III. METHODOLOGY 
The research was conducted at the University of Novi Sad 
on the e-learning platform Moodle, for the course of 
Project Cost Management. Research included one-year 
observation of 18 students from this course. This study has 
two sets of actors: students and educational resources. 
With two-mode data, researchers can examine how macro-
structures (e.g. e-learning platforms) affect interactions 
among students and increase their performance at the 
platform [29]. We used full network method for data 
collection. This approach yields the maximum of 
information and requires collecting information about each 
actor's ties with all other actors [30]. For the data analysis, 
we used mixed approach – the combination of SNA, K-
means clustering, and tests on the predictability of the 
relation between the number of resource views and the 
overall score of students using multiple linear regression. 

IV. RESULTS AND DISCUSSION 
The results of the research were analyzed using the SNA 
method in UCINET software. K-means and linear 
regression analysis were conducted by means of the 
Python software and adequate packages. Results provide 
the answer on the research question: How the usage of 
digital resources at the e-learning platform make affects 
the overall student success? Figure 1 depicts the student 
network in the course of Project Cost Management. In 
Figure 1, red circles represent students, and blue squares 
represent educational resources in the Project Cost 
Management course.

 
 

Figure 1. Social network between students and resources in the Project Cost Management course
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It is noticeable that students S2, S10, S11, S13 and S17 are 
disconnected from the network since these students did not 
use the educational resources. These students do not 
function as well without face-to-face instruction and actual 
classroom feedback. Table I presents students’ grades in 
the Project Cost Management course. 
 

TABLE I 
Grades of students of Project Cost Management 

 
Student Points 

S2, S10, S11, S13, S17 0 - 50 

S5, S1 51 - 60 

S3 61 - 70 

S16 71 - 80 

S18 81 - 90 

S6, S12, S9, S15, S14, S8, 
S7, S4 

91 - 100 

 
Students with fewer than 50 points failed the exam (i.e. S2, 
S10, S11, S13 and S17). Table II presents Eigenvector 
centrality in the student network in the Project Cost 
Management course. 
 

TABLE II 
Eigenvector centrality in the Project Cost Management course 

 
Student Eigenvector Student Eigenvector 

S1 0.33 S10 0 

S2 0 S11 0 

S3 0.057 S12 0.261 

S4 0.344 S13 0 

S5 0.104 S14 0.311 

S6 0.326 S15 0.287 

S7 0.308 S16 0.307 

S8 0.315 S17 0 

S9 0.279 S18 0.198 

 
The authors measured node-level regression between 
eigenvector centrality and student achievements. They 
obtained R2 value of 0.81 for *0.001, indicating a strong 
positive correlation between the two metrics. In the case of 
the course on Project Cost Management, the ”Elbow 
method“ was used, and afterwards the K-Means clustering 
of students was performed based upon resource views in 
the LMS and their scores. As shown in Figure 2, the 
”Elbow method“ delivers five clusters as a very good 
choice (distortion around 7%) in this case.  
 

 
 

Figure 2. Elbow method results for the Project Cost Management 
Course 

 
Figure 3 shows the results of the K-Means clustering for 
the Project Cost Management course data. Here we 
distinguish five clearly separate clusters expressed through 
five different colors. Likewise, the linear trend, with the 
exception of outliers S1, S3 and S5 is observable here. 
 

 
 
Figure 3. K-Means clustering results for the Project Cost Management 

course data 
 
Figure 4 shows the correlation analysis between the 
individual learning resources in the data set regarding the 
students and views for the Project Cost Management 
course. This way we can check how independent and 
useable they are as prediction variables for linear 
regression. 

 
 

Figure 4. Correlation analysis for Project Cost Management data 
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Figure 5 shows the spread of view counts and the achieved 
students‘ scores for the Project Cost management course 
along the regression line. 

 
 

Figure 5. Spread of views for resources in LMS and students’ scores 
along the regression line for Project Cost Management 

 
Moreover, results show the average values of classification 
coefficients: Precision, Recall/Accuracy, and F-measure 
as well as regression coefficient R2. The classification 
coefficients deliver very promising values that lie around 
the threshold of 0.68. Furthermore, the R2 as a regression 
coefficient is 0.99 and it performs very well. 
 
Summary evaluation based on the evidence from Figs. 2 to 
5 shows that use of resources is important factor in forming 
the overall success of the students.  Moreover, the results 
showed that the students with the same points are in the 
same clusters. 

V. CONCLUSION 
This research evaluated the success of the students on the 
e-learning platform through the multi-method approach. 
The research was conducted at the University of Novi Sad, 
Serbia with a group of students from the Project Cost 
Management course. The results showed that students who 
achieve the same or similar performance use educational 
resources in similar intensity and they are in the same 
cluster. Furthermore, the results indicate a strong positive 
correlation between the success of the students and the use 
of resource at the platform like in the previous research 
[35], [36]. Moreover, students who did not use the 
educational resources did not pass the exam. This study 
provides a novel overview of the application of different 
methods (i.e. SNA, K-Means clustering, and linear 
regression) in the field of e-learning.  
 
This approach would be helpful for evaluators of e-
learning courses because with this information teachers 
can better shape and adapt the course for their students. 
Moreover, it could be helpful for teachers and students to 
increase their collaboration through e-learning platform, 
which will results with bigger satisfaction of the education 
system.  
 
This research is limited in scope since it considers only the 
data set from single course with the small group of the 
students. This pilot research opens some new opportunities 

for research in the field of e-learning. Accordingly, future 
research may use a multi-method approach in the field of 
learning management systems. The next step is to conduct 
more comprehensive research with a larger number of 
same courses on different studies program. Moreover, the 
future studies could compare results from the same courses 
and analyze student behavior on the different student's 
program.  
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Abstract—This article describes the theoretical basis of the        
optimization to be used in the information system supporting         
the bike-sharing system. We define the problems which        
occur in this system and present their mathematical        
optimization models with a detailed description.  

 

I.      INTRODUCTION 

The bike-sharing system has been gaining more       
popularity recently. People are changing their lifestyle,       
they want to live healthily and want to be in a motion. It is              
necessary and thankfully people think more in that way of          
protecting the environment and producing fewer exhaust       
gases. In addition, the number of cars is increasing which          
often causes traffic jams and slow transport in cities. That          
is another reason why people want to choose to ride a           
bicycle rather than sitting in a car. For those having not           
their own bicycles or those for who it is preferable to           
borrow a bicycle there are possibilities of borrowing        
bicycles in many towns. There are various bike-sharing        
systems. Users of our system can easily see the situations          
in bicycle racks and check whether there is some available          
bicycle for them. What is more, they can see which          
bicycle rack is the closest one according to the selected or           
their current location. 

Customers are not only able to borrow a bicycle in our           
bike-sharing system but also they have the possibility to         
make reservations in advance. Of course, they can also         
cancel their executed reservation in an allowed time        
interval before the time they marked for their planned         
reservation. In addition, customers have the possibility to        
report a malfunction of bicycles. This functionality can        
significantly help operators and technicians to keep       
bicycles in good conditions most of the time.  

There are many situations in which the optimization        
is required. Providing a bike-sharing system is one of         
them. For example, it is necessary to optimize the number          
of bicycles placed in the racks, moved to some other          
racks, to optimize the driven distanced while moving        
the bicycles, etc. In this paper, we will mostly deal with           

the situations suitable for the optimization and their        
mathematical optimization models. 

II.      DATA 

To ensure the correct system operation, we need to store          
a large amount of data in our database. Many of the data            
are suitable to be used in our optimization methods. 

 
Figure 1.   Data Model 
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A.    Data Description 
Customers, administrators and technicians have their      

personal, contact and login data which need to be stored in           
our information system. Customer's contact data, such as a         
telephone number is required only in a case of borrowing          
a bicycle via an SMS. Otherwise, the login information is          
important.  

When it is required to store data about borrowings, it is           
obligatory to have information about bicycles. In addition        
to distinguishing specific bicycles, it is necessary to        
identify the racks and also the locations where they are          
located. There is an exact bicycle capacity for each rack.          
We need to store geographical coordinates to display the         
map correctly.  

Information about a bicycle, a customer and time are         
connected to the borrowing. Additional data about the        
planned time and place might be added to this section          
which can help to keep some empty place in a rack for            
returning a bicycle. 

The important part of our system are the reservations of          
bicycles which can be made by customers in advance.         
There is a possibility to choose an exact type of bicycle,           
the specific location and the approximate time and date of          
the planned borrowing. 

Customers have a possibility to report the malfunctions        
of bicycles which may sometimes occur. It is very useful          
for technicians who can go and repair bicycles        
significantly faster. Specific details about the repairs and        
maintenance can really help in the preparation of statistics         
and tracking the costs of bicycle service. 

B.    Optimization data 

The data mentioned above are important for our        
information system. However, not all of them are suitable         
for use in optimization methods.  

A subset of this data that will be used in the optimization            
is: 

● town, 
○ geographical data, 

● parking_lot,  
○ geographical data,  

● rack, 
○ geographical data,  
○ capacity data, 

● place_in_rack, 
● parking, 

○ demand in racks, 
○ current status, 

● reservation, 
○ demand, 

● bicycle_type. 

For minimization of driven distance, it is suitable to         
compute the distance matrix from the geographical data        
about parking lots and bicycle racks.  

The demand for bicycles and the number of them which          
should be moved to different locations can be determined         
using data about parking. It provides us with the current          
place and time of parking for each bicycle and also the           
parking history. 

Also, it is important to have a place in the optimization           
for the data about reservations. There we need to deal with           
information about the specific location and time of        
requested borrowings. We can also deal with different        
types of bicycles which may customers demand in their         
reservations. 

III.      OPTIMIZATION 

There are various forms of optimization that can be used          
in the information system designed for supporting the        
bike-sharing system.  

For example, customers are provided with a map of         
parking lots with bicycle racks. They will see the nearest          
rack according to their current location or the selected         
destination. 

In addition, various localities have different      
significance. Some of them that are close to important         
places, such as transport nodes, schools, squares and        
shops. They need to have bigger number of bicycles         
available to borrow. That is the reason why we need to           
optimize the approximate number of bicycles in all        
locations.  

What is more, even if the bicycles are once placed in the            
racks, they are repeatedly changing their location. Many        
times they are left in the racks which are not as visited as             
it would be appropriate. It means that the technicians are          
obliged to relocate them to more visited places with         
a higher demand for bicycles. Optimization methods can        
help us to figure out the number of bicycles which should           
be moved. The source and the target location of the          
bicycle migration are also important.  

A.    Bicycle Location Model 
When setting up this system in towns, it is necessary to           

place bicycles in the racks. The requirement of a bicycle          
number is known for each location. However, there is an          
assumption that the total number of available bicycles        
limited and is fewer than it is required.  

The main goal is to locate bicycles in racks with respect           
to rack capacities and to minimize the degree of         
dissatisfaction. It is advisable to use the minimization of         
the biggest difference between the required and placed        
number of bicycles. Therefore, we use the minimax        
principle, which is based on minimizing the maximum        
value of a variable. 
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To solve this problem, it is necessary to know the          
number of racks in which the bicycles should be placed          
and also their capacity. The number of bicycles required         
in each rack is recorded for each rack. Important         
information is the total number of bicycles available in the          
system.  

The output data of this solution represent the number         
of bicycles placed in each rack.  
 

Input parameters: 
N … number of available bicycles 
R ...  number of racks 
br  ...  demand of bicycles in a rack r 
cr  ...  capacity in a rack r 

 
A decision variable: 

xr  ..  number of bicycles placed in a rack r 
 
 

Constraints: 
br,cr , xr r ...R N ,= 1 :  Z                 (1) 

 
Model: 

Minimize  h   (2) 
 

Subject to: h 0≥     (3) 
 

 br - xr h  r ...R = 1 : ≤   
  (4) 

 
xr br  r ...R = 1 : ≤      (5) 

 
xr cr  r ...R = 1 : ≤      (6) 

 

  xr  = N∑
R

r=1
   (7) 

 
In the model using the minimax principle, we express         

the biggest difference between the required and placed        
number of bicycles by the variable h, which is minimized          
in (2). The constraint (3) ensures logical correctness. In         
constraints (4) we set up that the maximum value is stored           
in the variable h. That is, none of the differences between           
the required and placed number of bicycles in the         
individual racks exceeds the value of h. Constraints (5)         
and (6) determine that the number of bicycles placed in          
the racks is not higher than the individual requirements         
and capacities of each rack. According to the constraint         
(7) all bicycles available in the system will be placed in           
the racks, which is checked by the sum of all values of            
variable xi. 

We used the modeling language Mosel to write this         
model as follows: 

declarations 
    r = 25 
    n = 100 
    b: array(1..r) of integer 
    c: array(1..r) of integer 
    x: array(1..r) of mpvar 
    h: mpvar 
end-declarations 

 
After initializing the data in arrays, for example from         

the text files, we proceed as follows: 
 

h is_integer 
forall(j in 1..r) x(j) is_integer 

 

forall(j in 1..r) b(j) - x(j) <= h 
h >= 0 
forall(j in 1..r) x(j) <= b(j) 
forall(j in 1..r) x(j) <= c(j) 
sum(j in ..r) x(j) = n 

 

minimise(h) 
 

B.    Bicycle Distribution Model 
After solving the problem using the bicycle location        

model, we obtain the values of the number of bicycles          
placed in each rack. These bicycles will be delivered to          
the racks by vehicles with a certain capacity.  

Optimally, the bicycles should be distributed in such        
a way that the vehicles travel the minimum possible         
distance between the racks. This situation will be modeled         
as the Vehicle Routing Problem. 
 

An elementary model  

Minimize  x0 = cij * xij∑
n

i=1
∑
n

j=1
   (8) 

 
Subject to: 

 xij = 1                  for j=1..n           (9)∑
n

i=1
 

 

xij = xji∑
n

i=1
∑
n

i=1
     for j=1..n (10) 

 

xij   |S| - 1   for S {2..n}∑
 

i S
∑
 

j S
≤ (11) 
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xij  {0, 1}    for i,j=1..n        (12) 

 
The data needed to deal with this problem is the number           

of racks and the number of bicycles to be placed in each            
rack. It is also necessary to know the number of vehicles           
used for bicycle transportation and their capacity.       
Distance between the racks is also required. The main         
goal is to minimize the traveled distance of vehicles while          
placing the bicycles. 

The solution of the model provides us with the values          
of a decision variable that will express the executed         
transport between specific racks by a specific vehicle. 
 

 

 
Figure 2.  Routes in a transportation network 

 
 

Input parameters: 
R ... number of racks 
V ... number of vehicles  
C … capacity of vehicles 
br  ..  demand of bicycles in a rack r 
dij  ..  distance between racks i and j 

 
A decision variable: 

xijv  ..  transportation between racks i and j  
          executed by vehicle v 

 
 

Constraints: 
    bj, dij i ...R, j ...R C, ,= 1  = 1 :  V Z  

(13) 
 xijv {0,1} i ...R, j ...R, v ...V= 1  = 1  = 1 :    
(14) 
 

 Model: 

Minimize  dij * xijv∑
V

v=1
∑
R

i=1
∑
R

j=1 i=j/
              (15) 

 
Subject to: 

             xijv = 1           for j=2..R∑
V

v=1
∑
R

i=1 i=j/
             (16) 

 

         xijv = xjkv      for j=1..R,v=1..V      (17) ∑
R

i=1 i=j/
∑
R

k=1 k=j/
 

 

            bj * xijv    for v=1..V∑
R

j=2
∑
R

i=1 i=j/
≤ C   (18) 

 

           xijv   |S| - 1  S>1, S for v=1..V  (19)∑
S

i=1
∑
S

j=1 i=j/
≤ ≤ 2

R  

 
The expression (15) ensures the minimization      

of the total driven distance by vehicles delivering        
bicycles. Arriving into each rack exactly once is ensured         
by constraints (16). According to constraints (17),       
if a specific vehicle comes to a specific rack, it also has to             
leave it. Constraints (18) denote that the number        
of bicycles transported in vehicles does not exceed their         
capacity. Important anti-cycling constraints (19) ensure      
the vehicles will not travel in a loop and they will return            
into a depot. 
 

We used the modeling language Mosel to write this         
model as follows: 
 

declarations 
    r = 25 
    v = 4 
    c = 15 
    b: array(1..r) of integer 
    d: array(1..r, 1..r) of integer 
    x: array(1..r, 1..r, 1..v) of mpvar 
end-declarations 

 
After initializing the data in arrays, for example from         

the text files, we proceed as follows: 
 

distance := sum(t in 1..v) sum(i in 1..r) 
     sum(j in 1..r) d(i,j) * x(i,j,t) 

 
forall(j in 2..r) 

sum(t in 1..v) sum(i in 1..r | i<>j) 
x(i,j,t) = 1 

 

forall(j in 1..r) forall(t in 1..v) 
sum(i in 1..r  | i<>j) x(i,j,t)  
= sum(k in 1..r  | k<>j) x(j,k,t)  
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forall(t in 1..v) 

sum(j in 2..r) sum(i in 1..r | i<>j) 
b(j) * x(i,j,t) <= k 

 
minimise(distance) 

 
 
C.    Reservations 

The added value of our information system is        
a reservation. However, there occur several possible       
problems with which we deal.  

If a customer makes a reservation a long time in          
advance, the system cannot always guarantee the bike        
to be in the desired rack. For example, it may happen that            
someone will borrow the last bike from the desired rack          
a few hours ago and there will be no other bicycle           
returned to this rack. It would be very disadvantageous for          
the system to hold these reserved bicycles and not allow          
other customers to borrow them.  

In addition, we deal with different types of bicycles         
in reservations. It may happen that there is a bicycle          
in the desired rack but it is of a different type which might             
be better equipped and it has a higher fee. To minimize           
the dissatisfaction of customers, they should be provided        
with this bicycle with the fee of the reserved type.          
However, there comes a loss in the system which needs          
to be minimized as well. 

There is a possible solution in creating some special         
kind of bonus for customers, which they can get when          
they return a bicycle into the specific racks in which there           
was made a reservation for a near time interval. This          
could expressively simplify the work of technicians.       
Moreover, it would satisfy the requirements of both        
the people with reservations and other random customers        
who would receive a bonus for returning the bicycle         
into the desired rack. 
 

If we want to minimize the number of customers who          
are not served at all within their reservations, we need          
to know the demand for each rack collected from         
the reservation data and the current number of bicycles         
in each rack collected from the parking data. Then we can           
solve this problem in a similar way as it was mentioned           
in our Bicycle Location Model. However, this execution        
should be done for various time intervals, because,        
of course, these data about reservations and mostly        
parking are changing constantly. 

IV.      CONCLUSIONS 

The bike-sharing information system provides its users       
with a general complex of the whole service.        

Administrators and technicians manage the information      
system and strive to create the best conditions for system          
customers. When it comes to customers, besides the basic         
function of borrowing, they are also able to make         
a reservation in advance. Moreover, customers      
are allowed to report malfunctions of different types        
which can significantly help the technicians to sustain        
the bike-sharing system in the appropriate conditions.       
Thanks to this information they can ensure the fast service          
of bicycles. 

The very important part of every system is        
the optimization. It is also applicable in various fields         
related to bike-sharing system and sometimes it is really         
necessary. 

In this paper, we have described several problems and         
designed their solution with a detailed description, such as         
bicycle location problem when setting up the system,        
bicycle distribution problem after knowing the exact       
number of bicycles which need to be distributed into         
racks. On this basis, it is possible to implement these          
methods, introduce them into the new bike-sharing system        
and simplify the work of administrators, operators       
and technicians. 
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Abstract— Presented paper describes the current state of the 
art in the integration of Big Data technologies into the 
Business information systems study program curriculum. 
The study program focuses on various aspects of data 
analytics and provides education in related areas; therefore 
integration of Big Data technologies was necessary. We 
introduced a specific course, which was dedicated directly to 
such technologies. The main objective was to integrate the 
newly established course and align it with the rest of the 
related courses. Besides the right integration with the 
existing curriculum, technological background which 
provides the necessary environment capable of operation of 
the Big Data technologies is crucial. This paper focuses on 
the description of the implementation of underlying 
computing infrastructure which provides required 
resources for Big Data platform used in education process 
as well as a set of course materials including lab exercises 
and sample applications which could enhance the hands-on 
experience with the Big Data technologies. 

I. THE MOTIVATION FOR BIG DATA TEACHING AT 
BUSINESS INFORMATION SYSTEMS  

 
 In a fast-changing digital economy, innovation drivers 

like automation, cloud computing, Big Data and artificial 
intelligence are poised to change the future of work. In 
response to the growing popularity of the Big Data topic, 
we designed a new course entitled Technologies for Big 
Data processing for our IT-oriented study program 
Business Informatics at Department of Cybernetics and 
Artificial Intelligence1, Faculty of Electrical Engineering2 
at the Technical University of Košice3.  

Instead of developing new solutions in a vacuum, 
successful digital technologies require more sharing, 
customer-centricity and co-innovation. This 
transformation also requires strong partnerships between 
companies and universities to create an innovative 
ecosystem capable of adapting rapidly and reacting to 
changes. 

IT-oriented study program Business Information 
Systems at Department of Cybernetics and Artificial 
Intelligence, Faculty of Electrical Engineering, Technical 
University of Košice, prepares their graduates with a 
combination of informatics and economic knowledge and 

                                                           
1 www.kkui.fei.tuke.sk 

2 www.fei.tuke.sk 
3 www.tuke.sk 

skills in all three levels of education (bachelor, master and 
PhD.) [1]. The education in this area is in line with the 
actual and state-of-the-art IT trends such as data science, 
Big Data processing, processing data from various smart 
devices, cloud computing, web or mobile application 
development, User Experience, IT service management 
and many others. In the education process, we frequently 
cooperate with several leading Slovak IT companies, 
members of BSC Forum or IT Valley Košice. 

Big Data is one of the key current trends in the world of 
information technologies with enormous potential in 
various areas of real-world applications as well as in 
research. As this particular area is becoming more and 
more important, the issues with the integration of these 
topics within the education of the data analysis and data 
mining areas are gradually increasing. Therefore, we 
designed a course entitled Technologies for Big Data 
processing which focuses on the development, 
implementation and validation of new methods and forms 
of education in the area of processing and analysis of Big 
Data.  

Since its introduction to the Business Information 
Systems curricula, the course has already undergone 
several significant refinements. This is partially also an 
effect of the ever-changing current world of advanced data 
analytics technologies, which frequently changes, with 
numerous new technologies appearing every year, 
especially in currently popular area such as fast processing 
of the data streams. Such inputs were considered and 
introduced within the next iterations of the course 
development.  

The original proposal of the course content and its 
proposed design of supporting analytical platform was 
already presented in [2]. However, during the real 
experiences with the teaching of such technologies, the 
course and underlying computation infrastructure was re-
designed and re-deployed based on the gained experiences 
and reflecting the technologies adopted in the real-world. 
The overall objective of the presented paper is to 
summarise experiences with the teaching of the Big Data 
technologies in Business information systems program 
and to present the current implementation of the 
technological background and supporting materials used 
in the teaching of Big Data analytics. 

The paper is organised as follows: Section II. gives an 
overview of already existing technologies and presents 
their suitability and their overall fit for Business 
Information Systems curricula. Section III. presents the 
underlying infrastructure and resource virtualisation used 
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to operate the platforms used in education which is 
presented in Section IV. Section V. then describes the 
additional study materials and example applications.  

II. REQUIREMENTS ON THE BIG DATA TECHNOLOGIES 
COURSE 

As it was previously mentioned, the overall concept of 
Big Data teaching and their integration into the teaching 
process is still developing. While there are numerous 
courses (real and on-line) already available [3]–[6], in 
context of Business information systems study program it 
was essential to align the Big Data technologies course 
within the already existing study program. Business 
information systems provide a set of courses related to 
data science, covering areas related to programming 
languages used in data analytics (R and Python), relational 
databases, basic principles of knowledge discovery and 
data analytics, data analytics methodologies used in real-
world applications, and even more advanced courses 
dedicated to statistics, working with structured and 
unstructured data, machine learning models used in data 
analytics and several other courses. Most of these courses 
use the most popular programming languages for data 
analytics - R or Python. Therefore, to fluently integrate the 
Big Data course into the existing curriculum, selection of 
the technologies which provide the API for those 
languages would be ideal.  

On the other hand, when solving a data analysis project, 
it usually involves following a standardised data analysis 
methodology. There are several existing knowledge 
discovery methodologies which are successfully being 
applied. The most popular of them are KDD, SEMMA 
[7], or CRISP-DM [8]. From that perspective, it is crucial 
not only to choose the right technologies but also to 
design the practical lab session in such way, that would 
demonstrate the usage of the technologies in context of the 
complete data analytics process, in different stages of 
supported methodology.  

Our experience proves that besides the frequent ad-hoc 
character of the data analytical tasks, it is possible to focus 
on several very typical ones for working with the Big 
Data. Such typical tasks can represent the basis to define 
the systematic plan of integration of Big Data education 
into the curricula. Therefore, we planned to focus on 
following areas: 

 
•  Classification and clustering of extensive data 

collections, structured or unstructured (e.g., 
textual data) 

• Processing and analysis of the data streams from 
social media 

• Processing and analysis of the data streams from 
the sensors and smart devices  

• Data analysis and knowledge discovery from 
different types of processes  

 
The main objective of the introduction of Technologies 

for Big Data processing course within the curricula of 
Business information systems was to extend the 
knowledge gained on other courses by providing 
complementary course covering the topics related to Big 
Data. At the same time, it was also important that students 
could utilize the data science knowledge gained from 

previous related courses and apply them to solve the real-
world problems on large volumes of the data obtained 
from various sources.  

To achieve such goals, there is a strong requirement for 
the technological infrastructure, which would support the 
practical part of the course in form of the labs and 
exercises. In the following sections, we mostly focus on 
the technological aspect and labs design instead of 
theoretical foundations and necessary technological 
background to provide the platforms capable of handling 
of the Big Data.  

III. INFRASTRUCTURE FOR BIG DATA PLATFORM USED 
IN EDUCATION 

 
For effective operation of Big Data platforms and 

technologies, necessary infrastructure with corresponding 
resources as needed. The primary requirement was to have 
an IaaS (Infrastructure as a service) infrastructure capable 
of flexible assignment of virtual environments used in 
education. Such infrastructure should be capable of 
hosting the virtual PaaS (Platform as a service) platforms 
for distributed processing of the Big Data (e.g., Hadoop, 
Spark, etc.). Another essential requirement was also 
storage. The infrastructure should provide the shared 
storage with necessary capacity to store the data used in 
education as well as the data used in research tasks.  

 
To develop and deploy such infrastructure, we utilised 

the computational infrastructure obtained during several 
research and infrastructure projects. We decided to use the 
hardware equipment acquired during the project 
University science park TECHNICOM (ITMS 
26220220182). Such resources were later extended of 
several other servers and creating of a unified common 

computing and storage infrastructure utilising available 
resources of the department. Using this approach, we 
gained better utilisation of the available computational and 
data storage resources. On the other hand, it also enabled 
us to extend support for more possibilities of utilisation of 
the underlying infrastructure. Currently, the underlying 
infrastructure consists of 10 physical servers installed in a 
single rack, with total capacity of 156 CPU. The cluster 

  
Figure 1.  High-level infrastructure virtualization  
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has 724 GB of RAM and servers provide the storage 
capacity of more than 6 TB. Besides the server storage, 
the cluster is equipped with the two separate NAS 
(network-attached storage), which extends the storage 
capacity to more than 100 TB. 

 

Required IaaS is achieved by the virtualisation layer, 
which is built on top of Microsoft virtualisation 
technologies (Hyper-V) [9]. Each server hosts Hyper-V 
hypervisor, with one of the servers which fulfil the role of 
Administrator’s server hosting Active Directory service 
for authentication and authorisation of users and 
computers in the domain and management software for 
the virtual environments. For those purposes, System 
Center Virtual Machine Manager software is used. The 
server also stores the cluster configuration data, and a 
library of templates and images of VMs used to create Big 
Data platforms. Figure 1. depicts the high-level 
architecture of the deployed IaaS environment. Such 
infrastructure then currently provides the necessary 
capabilities to create the virtual educational scalable data 
analytics platforms, which could be used in teaching of 
the various aspects of the Big Data analytics are including 
processing of large volumes of data, processing of fast 
streaming data and different analytical or machine 
learning approaches on top of that data. Also, necessary 
environments for master theses, research projects etc. are 
provided on top of the platform.  

IV. BIG DATA PROCESSING PLATFORM FOR EDUCATION 
 
Big Data processing platforms are then deployed as a 

PaaS on the clusters of virtual machines (VM) deployed 
on the virtualised infrastructure. The original proposal for 
the Big Data platform for education purposes was built on 
top of the Apache Hadoop platform. The main idea was to 
teach the basics of the HDFS (Hadoop distributed file 
system) operations and mostly focus on development of 
the scalable applications based on the Map-Reduce 
paradigm. As the operation and administration of the 
Hadoop platform proved to be not effective and a need to 
cover the area of data analytics on top of the Big Data, fast 
streams processing appeared, we needed to re-design the 
proposed approach with the one that would fit the needs 
better.  

Therefore, we decided to focus on the Apache Spark 
framework4 as it currently represents the hybrid 
framework which is suitable for different processing tasks 
ranging from batch processing of large volumes of data to 
fast, near real-time data stream processing [10], [11]. The 
platform also includes machine learning library (MLlib5), 
tools to work with structured data (Spark SQL6) as well as 
graph computing library (GraphX7), which makes it ideal 
for a wide range of data analytical tasks. Apache Spark 
also has an API (Application Programming Interface) for 
Python language, which makes it even better for the data 
science purpose and overall fit within the data analytics 
courses being taught at Business Information Systems 
study program.  

Currently, the Apache Spark PaaS environment for 
education is based on the Apache Spark standalone cluster 
deployment (see Fig. 3). Standalone Spark cluster 
deployment does not rely on any external resource 
manager (such as YARN or Mesos) and is consisted of the 
inter-linked worker nodes and a single master node. In our 
case, we build the Spark standalone cluster using the 
virtual machines provided by our IaaS. Each machine is 
running on CentOS and is equipped with LIM (Linux 
Integration Services), which enables good integration with 

Hyper-V hosts. The structure of each node is depicted in 
Fig. 2.   

 
During the teaching process, each student works with 

its virtual machine. Before the inter-connection of the 
particular nodes into the virtual cluster, students learn to 
operate the Spark environment (run the applications, 
obtain results, etc.) in self-contained standalone 
deployment (local machines, not connected to the other 
ones). When they have finished with basics Spark 
operations training, all particular Spark standalone 
machines are connected and form the Spark cluster using 
standalone cluster deployment mode. Using this approach, 
students learn the basics of configuration and operation of 

                                                           
4 http://spark.apache.org 

5 https://spark.apache.org/mllib/ 
6 https://spark.apache.org/sql/ 

7 https://spark.apache.org/graphx/ 

 

 
Figure 2.  Apache Spark standalone cluster deployment  

 
Figure 3.  Configuration of the virtual machines in the Spark cluster  
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such cluster and then can use its computational 
capabilities for the complex data and computing-intensive 
tasks, leveraging the distributed infrastructure (e.g., 
complex predictive models training on large-scale 
datasets). 

The primary learning objective of the course is to 
enable the students to learn the basics of deployment and 
configuration of the technologies, but the main focus is 
aimed at their utilisation in data analysis tasks. Usually, 
when solving a real-world data analysis project involves 
following a standardised data analysis methodology, e.g. 
CRISP-DM or SEMMA. Our main objective was to cover 
the relevant phases of the CRISP-DM and demonstrate 
application of the Big Data technologies in different 
phases of the methodology. This is achieved by the 
demonstration of the usage of particular technologies and 
approaches within the particular methodology steps and 
more importantly, by providing the exercises which form 
a single coherent data analytics project involving entire 
methodology lifecycle.   

To summarise the learning objectives of the labs using 
the Apache Spark environment, we can split the lab 
content into the two areas - teaching the fundamentals of 
Spark programming, which involves: 

• Apache Spark basics - how to write a Python 
script or use a PySpark console, how to run 
the scripts in standalone and distributed 
deployments 

• Apache Spark cluster configuration - how to 
deploy the standalone Spark on a single node, 
how to create and configure the standalone 
Spark cluster 

• Apache Spark programming - how to write the 
scripts using the basic spark concepts - RDD 
(Resilient Distributed Datasets) and Spark 
operations (actions and transformations) 

Another area is the application of Spark programming 
to solve data analytics tasks. By providing the concrete 
data analytics project, we cover the Spark application 
in CRISP-DM phases: 

• Data access and integration - how to read the 
data and transform them into the Spark RDD 
objects, how to perform the operations on the 
Spark RDDs.  

• Structured data and SQL processing - basic 
structured data (data frames) processing on 
top of the Spark and using SQL to query the 
data in the data frames. 

• Data pre-processing techniques - various data 
cleaning techniques and pre-processing data 
methods, e.g., normalisation of the attributes, 
attribute discretisation, correlations between 
attributes, etc. 

• Data streams processing - how to connect to the 
data stream source (e.g., sensor data from 
smart devices), how to process the data 
streams in different ways, including the 
structured data streaming paradigm, real-time 
window-based operations on the data streams, 
etc. 

• Predictive and descriptive modelling - 
application of the machine learning models 

from MLlib library to solve the given 
analytical problem (e.g., Random Forests, 
Support Vector Machine, etc.) 

• Evaluation of predictive and descriptive models - 
using the built-in MLlib functions and 
creation of custom methods to explore the 
trained models and to evaluate their 
performance 

 
Particular steps are covered by a set of given examples, 

providing skeletons of the source code and a set of tasks to 
be completed. Besides that, students are given a project 
assignment, which also covers the entire process of data 
analytics methodology (CRISP-DM) applied on a given 
dataset from the real-world domain. By working on such 
projects, students can apply the appropriate steps in 
context of entire analytical process to achieve the solution 
for a real-world problem.  

V. SUPPORTING TEACHING MATERIALS AND 
DEMONSTRATION APPS 

 
Teaching materials are provided in the form of source 

codes, available in GitHub repository. Each lab session 
has a specific set of examples for demonstration purposes, 
accompanied by a set of tasks to apply the gained 
knowledge. Online study materials are accompanied by 
the textbook with exercises and examples [12] 
accompanied by explanations of the performed particular 
steps in data analytics process.  

Besides the tutorials and examples with source codes, 
several applications were developed for demonstration 
purposes. Instead of providing the single portal focusing 
on a single application domain (as in several previous 
research projects) [13], we focused on a demonstration of 
a wide range of technologies, on different kind of 
applications. The overall goal is to demonstrate the 
feasibility of different technologies to tackle the different 
set of problems. The applications mostly focus on solving 
a real-world application problem using data exploration 
techniques in R and Python environment utilising a Big 

 

 
Figure 4.  Twitter data visualization application  
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Data framework on the back-end (e.g. Hadoop or Spark). 
The applications cover a wide range of application 
domains and demonstrate the application potentials in 
different areas, and represent the typical Big Data analysis 
tasks, as described in Section II of this paper: 

 
• Traffic data analysis - application providing data 

statistics and visualisations of different 
vehicles characteristics (speed, length and 
weight) that have passed through selected 
sections of highways, visualisations of traffic 
data using different methods (time series, 
bar/box plots of observed attributes) (Fig. 3). 
The approach represents the typical 
application for obtaining the historical sensor 
data (in batches), create the visualisations of 
the data as well as advanced prediction 
techniques.  

 
• Sensor data stream analysis - application 

collecting the real-time data from different 
sensors connected in the PubHub sensor 
network. The application demonstrates the 
creation of a necessary data-stream pipeline 
using Apache Spark and Apache Kafka and 
enables real-time data visualisation. Analytical 
functions provide basic window-based 
operations on such streams (e.g., computation 
of mean sensor values in the given time 
window), or more advanced prediction of the 
sensor values.  

• Industrial data analysis - use of predictive models 
on large volumes of industrial data to optimise 
the production processes by leveraging 
analysis of high-volume data from industrial 
equipment sensors and machines (aluminium 
production and plastic injection processes) in 
order to meet the process KPIs [14]. 

• Twitter feeds data analysis - application utilising 
the Tessera and RHadoop environments for 
processing and visualisation of Twitter feeds, 
enabling to analyse the content of the tweet 
using machine learning methods, provide 
visualisations combining geo-location of the 
tweets and hashtags used in the tweets [15], 
[16] (Fig. 4) 

VI. CONCLUSION AND FUTURE WORK 
 
The main objective of the paper was to introduce, how 

the Big Data technologies are being taught in Business 
information systems program and what technologies are 
used to support the teaching process. In the rapidly 
evolving area of Big Data, there is a strong need for the 
ability to adapt to the new approaches and technologies. 
Underlying technological infrastructure has to be flexible 
enough to incorporate the newly emerged technologies in 
the future.  

On the other hand, establishment of the course 
dedicated to teaching of the Big Data technologies is a 
starting step of more comples goal, that could be achieved. 
That could be a more systematic integration of those 
topics and approaches to the education process in general. 
Such systematic integration could involve also building of 
a community of academia experts and practitioners, which 
could collaborate on improvement of the exchange of the 
knowledge from practice to the academia. 
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Abstract—The education of networking professionals 
requires not only the knowledge of theory but also acquiring 
practical skills. For this purpose, specialized networking 
laboratories equipped with the required diverse technology 
have been built for years. However, building them is 
lengthy, expensive, and ultimately laboratories have several 
limitations, for example in terms of flexibility, sustainability, 
financial and energy demands, etc. In recent years has 
begun to intensively evolve the trend of virtualization, both 
networks as well as computers, that is allowing the 
development and deployment of more flexible types of 
virtualized lab solutions. Usually, a general computer 
hardware and virtualization software are used to operate 
them. We consider, that this trend of virtualization becomes 
important and decisive for the coming period. The article 
focuses therefore on a wider analysis and description of 
available virtualization solutions specifically aimed at the 
teaching of network-related university subjects and 
networking education. At the same time, the article offers a 
look at our way of using these tools in our everyday teaching 
process and what experience we have gained from their 
implementation and usage.  

Keywords—virtualization, emulators, tools, higher 
education, networking, practice. 

I. INTRODUCTION 
The education of future networking professionals is the 

field of education where as an addition to the up-to-date 
theoretical content the acquisition of necessary and highly 
desired practical skills is required [1]. This technical 
expertise, as employers recommend, has to be extended on 
set of transferable soft skills and competences [2]. 
Reflecting these facts, our department changed the 
education model to the learner-centered approach, where 
the teaching of our technical oriented courses is heavily 
influenced, and we enforce the education model known as 
“learning-by/when-doing”. In the area of networking 
education, the model assumes that teachers and their 
laboratory exercises guide and motivate students to 
undertake and solve practical and problem-oriented tasks 
(problem solving) on real network devices. Students under 
the lead of a teacher may carry out it individually or in 
groups of limited number of students (building their 
communication and cooperation soft skills). This model, 
according to our experience and knowledge, fits best and 
supports the acquisition of highly demanded practical 
skills. The quality of education and the acquisition of 
demanded expertise level requires that networking labs are 
equipped with the necessary and up-to-date different 

networking technology, as only the work with the real 
technology allows students to verify the theoretical 
knowledge acquired. 

To support and satisfy this vision of networking 
education an extremely complex requirements the high 
demands on the equipment of network laboratories 
(further simply labs) is placed. This raises one of the main 
problems of teaching practical network-oriented courses. 
The establishment and sustainability of networking labs 
equipped with satisfactory number of different networking 
devices is costly, both from economical and time point of 
view. And finally, it still brings only a limited number of 
devices per student [3][4]. Moreover, with limited 
availability, especially under condition of heavy 
utilization that results to the higher devices wearing rate.  

This opens equally important issue of the lab’s 
sustainability under conditions of fast networking 
technology evolution. Let’s illustrate the problem of 
sustainability on the example of our laboratories, but 
under the scrutiny of the CNA (Cisco Networking 
Academy) program only (the implementation of other 
vendors solutions or networking topics makes the situation 
even worse). Currently, after 20 years of CNA program 
evolution and yearly upgrades, we have built up and 
operate two labs focused on the teaching of routing and 
switching topics. The laboratories together consist of 
approximately sixty routers from Cisco 18xx/28xx series, 
the same number of Catalyst 2960/3560 switches and a 
few ASA firewall appliances. This numbers allow each 
student of the class to work at dedicated hardware. The 
switching technology could be still considered up-to-date 
and in-line with CNAP program requirements. But the 
routers, although fully equipped with memory and 
adequate IOS (version 15 provides the required 
functionalities), are more than one generation old (CNA 
program currently recommends the use of ISR 
4000series). The situation regarding the ASA is even 
worse, as the next gen firewall functionalities are missing 
completely. However, the evolution of networking is very 
rapid and progressive, and is moving towards new trends 
of the virtualization, network programmability and 
orchestration, network APIs (Application Programming 
Interface) and software defined networking (SDN). All the 
trends are also mentioned and incorporated into the 
expected new version of CNAP program curricula, CCNA 
version 7. These new trends, however, will reveal the 
future zero extensibility of costly build “legacy” 
networking labs, including ours. The upgrade potential of 
older hardware will quickly drop to zero.  
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Among all the above, the trend of virtualization seems 
to be a crucial supporting other. The trend of virtualization 
is widely supported by almost all IT (Information 
Technology) and networking vendors. The number of 
virtualization tools as well as new virtual networking 
appliances natively designed to run in virtual environment 
(different hypervisors) increases. We think, that just the 
virtualization brings the opportunity to overcome the 
limitations of “legacy”, hardware-based network labs 
(cost, power consumption, sustainability, limited number 
of devices, remote access and so on), and it opens the 
potential for a new kind of remotely accessible and 
natively virtualized networking labs. This virtual lab will 
utilize generic computer hardware (more powerful servers 
or cluster of servers are better). Virtualized labs allow to 
run satisfactory number of devices per student, even to 
simulate advanced networking scenarios. Therefore, while 
we and our students enjoy working with real devices, we 
think that the virtualization is currently the only way for 
future networking labs deployment and their long-time 
sustainability.  

To become ready for upcoming changes, we are 
actively looking for and we are already using some of the 
virtualization tools. They allow us to simulate complex 
networking environment and effectively support the 
teaching process. Currently there are some well-known 
virtualization tools, but also others not so popular exist, 
and some tools are just coming. Anyway, the number is 
increasing, and each solution brings its own approach and 
has its own feature set and possible purposes of the 
deployment. At the same time, the number of schools and 
teachers that use these tools and incorporate them in their 
everyday teaching practice is increasing and prove that 
virtualization is gaining more attention [3][5][6][7][8][9].  

The paper is organized as follows. After the 
introduction provided in chapter I, the chapter II explains 
the initial starting points – the baseline for the area of 
networking teaching and virtualization. Then chapter III 
presents deeper analysis of less-known virtualization 
solutions that the networker should know. Chapter IV 
provides the analysis and description of group of 
virtualization solutions that are promising candidates of 
the deployment. Finally, chapter V describes virtualization 
solutions that are deployed at our institution and 
institution of our partner together with experience gained 
using them for teaching networking topics (configuration 
and verification). The analysis provides the actual state of 
art in the field of networking virtualization tools with a 
closer look on our favorites and gained experience or 
recommendations. In chapter VI we provide concluding 
discussion.  

II. TEACHING NETWORKING COURSES  

A. The baseline analysis 
From the educational point of view, one of the main 

tasks of the Department of infocomm networks (DIN) of 
the Faculty of management science and informatics, 
University of Zilina (UNIZA), is to ensure the education 
in the field of computer networks for both levels of 
university studies, bachelor and engineer, and theirs 
several study programs. It includes Informatics and 
Computer engineering study programs at the bachelor 
level and Applied networking engineering, Information 
systems and Computer engineering study programs at the 

engineering level. Our department offers several types of 
network-oriented courses. The portfolio (see Figure 1) 
ranges from mainly theoretical courses on one side, up to 
the practically oriented courses on the other (where 
hundreds of students graduate them each year). 
Theoretical courses provide the insight into mathematical 
theory of communication and are, of course, an integral 
part of the complex networking education and knowledge. 
However, over the past decade, there has been an 
undisputed trend of increasing demands for practically 
oriented knowledge of networking engineers and related 
practical skills. Our department responded and has 
developed several new courses covering different 
networking topics focused on basic (technology level of 
CCNA/NS4/LPIC-1 certifications) and advanced 
networking concepts (CCNP+/LPIC-2 level). Courses 
provide deep technological and practically oriented 
education. We had started with enterprise routed and 
switched technologies. These courses were heavily 
influenced by worldwide program of Cisco networking 
academies (CNA) [10], [11], on which we are 
participating for 20 years through our Networking 
academy and Instructor Training Center (ITC). During the 
next decade we had significantly expanded the education 
to include other related knowledge based on similar 
education programs of other leading networking vendors 
such as the Juniper Networks Academic Alliance (JNAA), 
the Fortinet Network Security Academy (FNSA) program, 
Mikrotik or even completely new topics (cloud computing 
(CC), FlowMon advanced network monitoring [12], …). 
Currently, our department provides a wider number of 
network-related courses from different networking fields 
(Fig. 1). These practical courses cover enterprise and 
service providers networking, access and core networks, 
network security, network operating systems and network 
services administration (Linux/Windows), but also 
emerging network automation, network programming, and 
cloud computing (CC and SDN [13][14]). 

Developing these courses, our goal is to provide generic 
but also deep theoretical knowledge of a wide number of 
required technologies supported by acquiring related 
practical skills of multiple vendor systems (Cisco, Juniper, 
Mikrotik, Fortinet, Linux, Windows, CC). The acquisition 
of practical skills is performed during practical labs. 
Developed practical scenarios are intended to reinforce 
theoretical concepts through solving proposed problems 
and situations. Students, configuring proposed cases, must 
validate required operation and functionalities, solve all 
problems found. The configuration is usually performed 
on hardware or software appliances dedicated to the 
student. Some practical works are realized as homework. 
The final examination consists of theoretical and practical 
skill exam. Courses have different time allocation 
according to the expected complexity and amount of time 
required for practicing theoretical concepts. If it is 
possible, we prefer 2 hours of lectures and 3 or 4 hours of 
lab works per week. 

At the bachelor level, we are teaching simpler concepts. 
For network entry subject (200+ students) we prefer the 
use of simulators. Then, for technologically focused 
courses we use real hardware devices, which students 
appreciates. Our hardware-based labs allow us to 
guarantee, at least, one PC and one or two real networking 
devices (router, switch or firewall) of the same vendor 
(dominantly Cisco, Fortinet or Linux server) per student 
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Figure 2 Design of networks 2 – MPLS lab 

and exercise. Device sharing is usually not necessary. 
However, there are few lab scenarios (for example 
PPPoE) where more routers per student are required and 
these scenarios are performed virtually (through means of 
some virtualization or software-based tool).  

At the engineering level, where students are studying 
advanced networking concepts, we usually provide two, 
but more often four or more devices of the same or 
different vendor per student/group and exercise. For 
example, for lab scenarios from advanced subjects Design 
of networks 1 and 2, we use the topology of ten routers 
shared by two students (Figure 2). The topology consists 
of Cisco and Juniper routers, and optionally some end 
stations. Here, for the capacity and time reasons (cabling 
and topology assembly), we prefer virtualized solutions 
that run on a remote server. That also allows students to 
work remotely from the outside the lab.  

Here presented teaching concepts forces us to build 
legacy hardware-based networking labs of required 
capacity. But become progressive, and still be able to offer 
new content, we must discover, and we have to embark on 
the path of virtualization. 

B. Virtualization for Teaching Computer Networks 
Teaching IT-related subjects has a long-standing 

tradition of using virtualization tools as the supporting 
didactic tool [15], [16]. However, the teaching of 
network-oriented subjects, unlike the other IT subjects 

(programming, OS administration, etc.), has some special 
requirements. The teaching typically requires a larger 
number of physical networking devices interconnected 
together into assumed lab topology. The topology cannot 
be shared and reutilized by all students at the same time, 
but it must be replicated and dedicated per student or per 
small groups of students of the class. In order to work 
with the topology, students must be physically present as 
they must prepare the topology, physically interconnect 
and configure devices. The topology is only accessible 
during lab exercises and is a problem to make topology 
remotely available, especially in case of intensive 
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laboratory use.  
The use of virtualization techniques and tools may help 

to solve mentioned limitations and also add some new 
possibilities [1], [3]. First, because the virtualization 
moves hardware implementations to software, it allows to 
run and provide a larger number of virtualized and 
separated networking topologies consisting of a larger 
number of virtualized networking devices (even from 
different vendors). Such topology may simulate almost 
realistic situations that can be dedicated per student. 
Student without obstacles may realize configuration and 
troubleshooting procedures and obtain the real hands-on 
experience. Second, the topology could be created and 
shared by teacher, but even designated by student himself. 
Third, virtualized topology is accessible during main 
classroom exercises, but can be accessed even remotely. 
The access and use of it is without any additional costs or 
software/hardware requirements. Therefore, it may 
support student activities going beyond the laboratory 
exercises. Finally, the virtualization may provide other 
advantages such as hardware independence, lower power 
consumption, ease of maintenance, administration and 
expected reduction of costs [17]. However, on the other 
side, we also should be familiar and respect disadvantages 
of the virtualization as the performance is incomparable to 
real hardware devices, demands a powerful computer 
hardware, added complexity of the virtualized scenario 
and some “hidden” costs, as for example the licenses for 
software appliances. 

For the purpose of the paper, we think about the 
virtualization as the way of creating a virtual, software-
based version of computer or computer network hardware, 
i.e. the movement from hardware-dependent solutions to 
fully software-based implementations. From the network 
teaching perspective and for purposes of the paper, the 
term virtualization will also cover emulators and 
simulators, i.e. possibilities how to build and run 
virtualized networking infrastructure suitable specifically 
for the networking teaching. Under the term emulator we 
understand software entity that behaves like another 
networking system. The emulator typically encapsulates 
real operating system (for example through virtualization 
means), and if possible, we prefer to use this type of 
networking device virtual replacement. Under the 
simulator we understand a software program that can only 
imitate the behavior of real systems. It typically does not 
encapsulate a real system. Our analysis focuses on all 
mentioned solutions that supports the hand-on 
configuration experience, however with some exceptions. 
We are not focusing on modelling simulation tools such as 
NS2/NS3 or Omnet++. Our analysis also does not cover 
computer and machine-oriented virtualization tools like a 
QEMU, KVM, Xen, WMware, VirtualBox as they do not 
provide specific, network related functionalities for 
running virtualized networking scenarios. However, we 
expect that they may be supported by some of the 
analyzed tools as a feature that allows to run networking 
devices virtually or it allows to connect end systems. 

III. ANALYSIS OF LESS-KNOWN 
VIRTUALIZATION SOLUTIONS – GOOD TO KNOW  

This chapter focuses on and introduces the group of 
less-known virtualization tools about whom a networking 
teacher should know. At least, as they are freely available 
(under an open license or as a freeware), they enable us to 

run distributed network topologies of Linux routers with 
small system requirements and the real network 
connectivity. 

A. Cloonix 
Cloonix [18] is an open-source Linux router (using 

Linux VM (Virtual Machine) and contains installed 
Quagga/FRRouting daemon) and network emulator that 
works only under 64-bit Linux OS (under Windows OS 
Cloonix does not work even in VirtualBox). The emulator 
uses KVM (Kernel-based Virtual Machine)/QEMU 
(Quick EMUlator) virtualization. Cloonix allows to run 
many KVM/UML (User Mode Linux) based virtual 
machines (images are available online) interconnected 
through sockets to any complex network topology. As for 
the link technologies, Cloonix emulates several link 
interfaces including Ethernet LAN, NAT and Linux TAP 
interfaces. Latest version of Cloonix includes the 
OpenVSwitch. Cloonix natively supports the 
interconnection of several cloonix servers (c2c interface) 
for spread out and large-scale topologies. The use and 
control of the Cloonix emulator is possible either through 
its own command line interface (CLI) or through easy-to-
use, graphical user interface (GUI) with drag-and-drop 
options.  

The project page does not mention specific hardware 
requirements; however, CPU (Central Processing Unit) 
with VT-x and AMD-V support is required. Hardware 
supported virtualization is limited to 8 virtual-cores for 
each physical core, then the software virtualization is used 
(decrease of speed and performance). The installation 
process is easy and straightforward (tested under Ubuntu), 
storage requirements are low (main installation without 
images approximately 36MB). 

Emulations of some Cisco appliances is supported 
(CSR-1000v), but not fully tested and the functionality is 
not guaranteed. Emulation of Juniper JunOS or firewall 
appliances is not mentioned.  

B. CORE (Common Open Research Emulator) 
Core [19][20] is a network emulator developed 

primarily for research purposes. It allows the user to 
emulate virtualized networks spread out on one or more 
physical machines. Core is a successor of another less 
known virtualization tool named Integrated Multiprotocol 
Network Emulator/Simulator (IMUNES). As the VM 
emulation, a lightweight  virtualization provided by 
FreeBSD jails, Linux OpenVZ containers, and Linux 
namespaces containers is used [21], i.e. CORE virtualizes 
guest operating systems of host nodes. VMs can be 
interconnected through virtualized above-L3 wired 
(TUN/TAP) and L2 wireless networks (MANET, 
EMANE), but also the interconnection to real networks is 
supported. Switching technologies are not supported, L2 
loops create performance problems. Virtualized links 
allows to adjust their parameters such as bandwidth, 
delay, or percentage loss, even during a simulation 
runtime. For routing support, a routing daemon has to be 
installed. CORE is controlled by an easy-to-use GUI 
interface (Tcl/Tk) with centralized management of 
distributed topologies and drag-and-drop features.  

CORE consists of two main parts. The first is the 
CORE daemon that runs on the background and is 
responsible for the created simulations. The daemon uses 
Python modules that may be imported directly using 
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Python scripts. This demon is controlled through the GUI, 
which is the second part of the program. The daemon and 
the GUI communicate together through a proprietary 
application interface called CORE API (Application 
Programming Interface). For correct operation authors 
recommend machine with at least 2GB of RAM and CPU 
with frequency higher than 2GHz. The installation process 
is simple, storage requirements are low too. Emulations of 
non-Unix based VM is not supported.  

C. Marionnet 
Marionnet [22] is an of open-source emulator of virtual 

network laboratory, i.e. it allows users to define, configure 
and run complex virtualized networks with computers, 
routers, hubs, switches and cables. It also supports the 
integration of virtual networks with the physical host 
network. Marionnet works only on the Linux operating 
systems (including option of VirtualBox). The machine 
emulation is done by UML (User Mode Linux) 
technology and the interconnection of VMs uses the VDE 
(Virtual Distributed Ethernet) technology. Computer 
nodes are Linux UML machines and routers are 
lightweight Linux VM (Pinocchio OS) with Quagga 
daemon installed. VDE supports the VMs interconnection 
over ethernet links only, but it allows STP (Sapnnng Tree 
Protocol) and VLAN (Virtual LAN) configuration (which 
is problematic or impossible for two previous tools 
mentioned). Marionnet offers a simple and user-friendly 
graphical interface.  

The project homepage does not mention specific 
hardware requirements; however, CPU with VT-x or 
AMD-V support is required. Storage footprint is around 
3GB, and RAM of 512MB is good enough for runtime of 
more than 15 VM. The installation process is simple and 
provides three different options (script, building from 
source and live distro). Emulation of neither Cisco IOS 
nor Juniper JunOS VM is supported. 

D. Psimulator2 
Psimulator [23] is a simple graphical simulator of 

Linux and Cisco based networks created at the Czech 
Technical University in Prague, Faculty of Information 
Technology to educate the basics of computer networks. 
Because it's not an emulator, the program does not use 
any virtualization techniques. Each node is a Java 
program that implements the functionality of the end 
computer, simple ethernet switch or router (Cisco or 
Linux based). It run on any system that supports Java 
(version 7), including Windows, Mac OS, and Linux. 

The program consists of two main parts – the back-end 
and the front-end. Front-end provides GUI, back-end 
provides main simulation functionalities controlled using 
the XML files generated by the front-end. Hardware 
requirements are not specified, only the support for Java 
Runtime Environment is needed. The storage 
requirements are approximately 27MB. Psimulator does 
not require installation, it is only needed to be downloaded 
and then executed. The GUI interface is simple and 
intuitive. Program is very simple, supports only 
virtualized ethernet links, but allows the connection to real 
network adapter. Psimulator is a software simulator which 
resembles to a very simple version of the Packet Tracer 
simulator. 

E. Other virtualization tools 
The list of tools mentioned above is just a subset of 

existing tools, mainly freely available. However, there are 
several other virtualization tools, which we did not neither 
analyze nor use yet.  
Web-IOU (IOS on Unix) / IOL (IOS on Linux) 

Web-IOU is a Linux emulator tool that only works with 
Cisco IOU (IOS on Unix) device types. The Cisco IOU 
platform is a fully functional version of IOS that runs as a 
user mode UNIX (Solaris) process. IOU was created as a 
native Solaris image and runs just like any other program. 
The term IOU usually refers to IOL (IOL or IOS On 
Linux) too, as it is the IOU Linux version. The main 
advantage of Cisco IOU/IOL is the support of switched 
Cisco IOSs, the feature that is very rare and not widely 
available. Web-IOU and its topologies are managed using 
CLI. User access is over the web interface; however the 
tool did not implement user management functionalities, 
anyone with a web access can manage all topologies. Tool 
for the remote access on console interfaces of running 
devices (as the dynagen does) support telnet protocol. The 
tool is not actively developing. 
Junosphere [4][24]/Juniper vLabs [25] 

Junosphere was a cloud-based software-as-a-service 
(SaaS) solution provided by Juniper Networks. Junoshpere 
enables users to test and design topologies in a virtual 
environment using current Junos network operating 
systems. The solution was realistic, scalable, flexible and 
interoperable with physical environments. The product is 
end of sale/end of support on June 30, 2018. However, 
Juniper started immediately a new Juniper vLabs project. 
vLabs is a web-based platform that lets try Juniper 
products (vMX, vQFX, and vSRX) for free (only a 
Juniper account is required). vLabs relies on blueprints of 
schemas/situations that are pre-prepared for “read-it-then-
try-it” learning model. Playtime is limited to a 
predetermined time and depends on the type of blueprint. 

F. Feature comparison 
Mentioned virtualization tools have been tested, 

parametrized and evaluated. The results are included in 
the Table 1. We had analyzed supported host and quest 
operating systems, installation procedures, hardware 
requirements, supported networking technologies, 
possibilities of server installation and the potential for the 
utilization of powerful machines and remote access. 
Finally, GUI functionalities, developer and community 
support were also analyzed. 

IV. ANALYSIS OF AVAILABLE 
VIRTUALIZATION SOLUTIONS – PROMISING 

CANDIDATES 
This chapter introduces virtualization tools, which we 

identified as promising solutions with interesting features, 
however for some reasons we do not use them often. 
Regardless of our reason their education use has already 
been studied and tested and provides interesting results 
[3], [8], [26].  

A. VIRL PE (Virtual Internet Routing Lab – Personal 
Edition) 

VIRL PE [27] is a powerful network orchestration and 
virtualization platform based on the Openstack Kilo 
release. VIRL PE is offered as a Cisco commercial 
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product and is available as a PC OVA, ESXi OVA images 
for hypervisor installation (VMware Workstation, Player, 
or ESXi), or as an ISO image for bare metal installation, 
so it provides good portability options. Minimum system 
requirements are 8GB of RAM, four core CPU with Intel 
VT-x / EPT or AMD-V / RVI virtualization and 70GB of 
HDD, however more resources are recommended (at least 
12GB of RAM for running maximally 20 generic nodes, 
but for example single IOS XRv 9000 requires 16GB of 
RAM). 

VIRL integrates and officially support and comes with 
different legal Cisco device platform images (IOSv, 
IOSvL2, IOS-XRv, CSR1000v, NX-OSv, ASAv, NX-OS 
9000v, IOS XRv 9000) and what is great, native L2 
switching functionalities (IOSvL2). Besides that, VIRL 
integrates 3rd Party VMs and selected end point 
appliances realized as LXC containers. Virtualized 
topologies are possible seamlessly interconnect with real 
network environments and physical devices. The control 
is through GUI design (VM Maestro tool). Configuration 
of devices can be performed locally through CLI or over 
offered web interface. Remote configuration is possible 
through telnet/SSH (Secure Shell Protocol) protocol. 

VIRL is natively designed as a learning virtualization 
tool primarily used for personal, single user learning and 

Cisco certification training purposes. In the past, VIRL 
existed in two versions as the Personal (PE) and Academic 
Edition (AE). Both with the same functionalities, but AE 
offered better price for teachers and students. Currently 
the tool exists only as PE (available for 199$ per year) 
with license model that allows to run maximally twenty 
Cisco devices (of this vendor only). This significantly 
limits its use for teaching where we usually expect a 
higher number of devices, and contrary to other tools, it is 
also tightly coupled to Cisco technology only. However, 
under certain conditions it may be used within a higher 
educational environment [8]. We considered two models 
of its deployment. As a program installed on each of 
laboratory PCs, what introduces higher financial burden. 
The second is an economic variant, where VIRL will be 
executed on a server by a teacher, where console ports of 
started devices will be with to students.  

VIRL for its native support of Cisco virtual switching 
appliances, the feature very rare a few years ago, was for 
us very attractive virtualization solution. Cisco also 
provides AE with interesting price of 79.99$. At present, 
however, the support of virtual switching images and the 
possibility to use them for the training of switching 
technologies is becoming common (IOU, IOL, GNS3, 
Unetlab, eve-ng). Also, as a public institution of the 
Slovak Republic, the implementation of any of these 
models is for us difficult due to problematic procurement 
processes (direct Internet sales model from the 
manufacturer, the absence of a packed version of 
software, yearly license renewal, etc). These reasons 
decrease the attractiveness of VIRL tool. For a personal 
use of cisco-based networking professionals it is still a 
great tool.  

B. Virtual Networks over Linux (VNX) 
VNX [28] is a project of Technical university of 

Madrid, that builds on the previous tool Virtual Networks 
User Mode Linux (VNUML). VNX is developed as an 
open-source virtualization tool designed to help building 
virtual network testbeds of a large scale, spread out over 
server clusters (EDIN component). It allows the definition 
and automatic deployment of network scenarios created 
from virtual machines of various types, with a real 
network interconnectivity. This is achieved using a 
modular design approach that is particularly useful for the 
integrating several virtualization platforms that are 
embedded into the program through the appropriate 
modules. Virtual device management is implemented 
through the application programmable interface vmAPI. 
VNX integrates UML module (UML VM), libvirt module 
(KVM, XEN, QEMU, VMware), dynamips module 
(Cisco IOS) and the module for physical devices (real 
network interconnection). Integrating these tools, VNX is 
able to virtualize Cisco and Juniper routers, but also 
computer operating systems such as Windows, Ubuntu 
and Debian. VNX consists of two main components. The 
topology specification component describes the 
virtualization network scenario that is defined in 
eXtensible Markup Language (XML) description files. 
The file through the means of VNX XML tags (<global>, 
<net>), <host>) specifies global parameters of the 
scenario, VMs and network interconnections. 
Specification of some VM types may require additional 
configuration files that specifies VMs definitions. The 
language interpreter component is used to call a language 

TABLE 1 
BASIC FEATURE ANALYSIS OF ANALYZED TOOLS 

Cloonix CORE Marionnet 
Psimulato
r2 

VNX

latest release 
version/year

v4.0/10.2019 2019 v0.5/2007 v2.5/2016 2019

simulator/emu
lator 

emulator emulator emulator simulator emulator

virtualization KVM, Qemu LXC, jails UML
KVM, 
UML, LXC, 
Dynamips 

host operating 
system

64bit Linux 
Linux, 
FreeBSD 

Linux

Linux, Win
dows, 
Mac
OS X

Linux

supported 
quest  systems

Linux, Cisco 
Linux, 
FreeBSD 

Linux 
Linux, 
Cisco 
(limited) 

Linux, 
Cisco, 
Juniper

server 
installation

Yes Yes Yes Yes Yes

HDD requirem.
without VM 
small (tens of 
MB)

small 
(tens of 
MB)

3GB
small 
(27MB)

>10GB

RAM N/A >2GB >512MB N/A >2GB

CPU
VT-x and AMD-
V

>2GHz
VT-x and 
AMD-V

N/A
VT-x and 
AMD-V

wireless 
networks 
support

No 
Yes 
(MANET) 

No No No

GUI Yes Yes Yes Yes No

CLI No No Yes No Yes

developers' 
and 
community 
support

developers
weakly, 
community
better

developer
s
very well, 
communit
y
nearly
at all

developers
nearly
at all, the 
community
weakly

developer
s and 
communit
y
very 
weakly

developer
s
well, 
communit
y
weakly

support of 
dynamic 
routing 
protocols

Yes (Quagga, 
FRRouting)

Yes 
(Quagga, 
FRRouting
, Bird)

Yes (Quagga 
only)

No (static 
routing 
only)

Yes
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analyzer and to create, run and manage a virtualized 
topology defined in the XML file. The VM device access 
is over SSH session or directly through their consoles. As 
the network link technology VNX supports three interface 
types, LAN, PPP (Point-To-Point protocol) and P2P. 
VNX does not provide a GUI interface and the whole 
work and control of VNX is through CLI.  

For correct operation of VNX in a single host 
deployment authors recommend a machine with at least 
2GB of RAM, 10GB of HDD space and modern CPU 
with obvious virtualization support (VT-x, AMD-V). The 
installation process was, thanks to official guides, 
seamless and without obstacles.   

VNX is a comprehensive tool without GUI interface, so 
using and managing it requires a deeper VNX knowledge. 
VNX is not as easy (cannot be) as is for example 
Dynagen/Dynamips (D/D). However, VNX is an 
interesting solution thanks to support of several 
virtualization techniques, which make VNX unique. We 
identified VNX as one of successors for our D/D-based 
web application (ViRov1/v2). The solution should be able 
to host larger heterogeneous virtualized network 
topologies of tens of routers (primary with Cisco IOS, but 
the support other router vendors and end hosts OSs is 
expected). Tests proof this VNX ability, where fully 
operable topology (almost identical to Figure 2) of ten 
Cisco 7200 routers with two Win10 and one debian VMs 
took approximately 16% of the overall 32GB server 
memory (virtualization is usually sensitive on the lack of 
memory not the CPU power).  

Personally, VNX is a tool that deserves wider support 
from community of users and developers. But now that 
there are other competing projects (eve-ng, remote GNS3) 
with a wider community and a developer base with faster 
development cycles, we think that the future of VNX is 
uncertain. 

V. APPLIED VIRTUALIZATION SOLUTIONS 
AND GAINED EXPERIENCE 

Our department actively uses some of well-known 
virtualization/simulation tools as Packet Tracer, D/D, and 
GNS3. The education usage some of mentioned tools has 
already been studied [6][14][29], and is not the purpose of 
the paper to provide their detail analysis again. We will 
describe just a brief information on how we use applied 
them, but in the light of recent developments. Two of 
tools are less known but are very promising, Eve-ng and 
OpenStack, and therefore we are introducing them more. 

A. Packet tracer 
Packet Tracer (PT) is a graphical simulation tool that is 

available for students and instructors of the network 
academy. There are several studies devoted to it, for 
example [30][31]. PT is primarily developed for CCNA, 
IoT, and IT essentials courses of CNA program. PT is 
actively developing; the current version is 7.2.2 from 
September 2019. PT provides students with the basic 
configuration functionality of wired and wireless network 
elements offered over easy-to-use GUI. We mainly use PT 
in the Principles of ICT (PICT) subject that offers the 
entry knowledge for the world of IP networks (Figure 1). 
PICT is a compulsory subject for all bachelor's programs 
related to computer science at our faculty and therefore it 
is quite numerous and with many students. Here we use 

PT for different purposes. First, during lab exercises 
where students work with teacher’s pre-prepared scenarios 
and performs initial and elementary configuration tasks 
and simple troubleshooting. Secondly, for home-based 
consolidating and problem-oriented tasks (almost 
voluntary). Finally, for evaluation of practical skills using 
self-evaluated PT assignments.  

PT is a nice piece of software, however, we need to 
highlight that it is only a simulator and therefore does not 
provide full Cisco device functionalities, as well as 
distorts more detailed inspection of network technologies, 
for example STP or routing functionalities. Therefore, its 
use is less frequent for further courses as Computer 
Networks 1 (ccna2/3) and Computer Networks 2 
(ccna3/4) (Figure 1). Here we use PT as an additional tool 
to hardware-based lab activities and as the self-evaluated 
PT assignments. For more advanced topics and subjects at 
the enginnering level, or deeper troubleshooting activities 
we do not recommend it. 

Just a note, the preparation of self-evaluated 
assignments is meticulous and time-consuming work. We 
have observed some incompatibility related issues of files 
created in different versions of PT, this reduces the 
usability of created assignments, which we consider as a 
serious complication. 

B. Dynagen/dynamips (D/D) 
D/D is famous emulator tool used in our classrooms. 

Dynamips is a hypervisor-based emulator of Cisco routers 
with IOS. Dynagen is the extension used for simplified 
server management, and the work with text-based 
topology configuration files.  

D/D does not support switching appliances and any 
other VMs, but it allows the interconnectivity with Linux 
virtual bridges (virbr). This allows to interconnect D/D 
topology with a real network or other Linux virtualization 
technology as QEMU/KVM and to create a virtualized 
topology of Cisco routers and other networking elements. 
Building such topology requires Linux skills and root 
system rights. As a console, D/D provides remote telnet 
access. D/D functionalities with carefully selected Cisco 
IOS image (we recommend Cisco 7200 with c7200-
advipservicesk9-mz.153-3.XB12.bin.unp and 256 MB of 
RAM) allow us to use D/D for all routing-oriented topics. 
Specifically, all topics of Design of Networks 1 (SP 
technologies up to multicast MPLS VPN), and Advanced 
routing (CCNP ROUTE v7) (Figure 1) subjects are 
completely performed on our D/D server that runs as LXC 
container. Using D/D ghostios and sparsmem RAM and 
CPU optimization, we are able to run several hundreds of 
7200 router instances on the server Lenovo x3550 M5 (2x 
Intel Xeon E5-2620, 512 GB RAM) without any observed 
problems (of course not network performance related). 
Routers are organized into groups of 40 router instances 
per one dynamips hypervisor.  

Using D/D in our case is straightforward. We have 
divided TCP/UDP port spaces of the server among our 
teachers. They are then are responsible for the creation of 
dynagen network definition files and for correct 
assignment of hypervisor, console and UDP ports. The 
teacher runs selected topology inside of his/her Linux 
user-space and assigns console ports to students. After 
completing required tasks, the topology is stopped. D/D 
does not provide any GUI, however its use is so simple 
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and powerful that we expect it will serve for few further 
years. To remotely enable for our students the D/D server 
functionalities we developed the ViRo-v1 web application 
that allowed web access and utilization of D/D topologies 
on demand vie a web browser. Currently, we re-design the 
web application to a more extensible Viro version 3, 
which will use remote GNS3 server (dynamips functions 
are included). 

C. Graphical Network Simulator 3 (GNS3) 
GNS3 is a widely used and supported open-source 

network emulator. GNS3 can emulate not only network 
devices, but also end systems, such as Linux or Windows 
workstations. It can be linked to multiple virtualization 
tools, for example VirtualBox, VMware workstation, 
KVM, Docker and so on. GNS3 can be installed as a 
stand-alone desktop application but also in version 2 as a 
powerful client-server service. 

In our approach, we prefer client-server mode. Graphic-
less GNS3 server-side is installed on a powerful server. 
End users (students and teachers) then uses the graphical 
interface of his desktop GNS3 application as a client that 
connects to a remote server. This brings many positives. 
For example, centralized virtual images management. If 
there is a newer version of any virtual appliance, we need 
to replace the image on the server and each user has an 
actualized and updated version available inside of their 
client device list. Another advantage is that powerful 
workstations are not required to run complicated 
topologies. Everything runs on the server; the desktop 
only serves as a remote console. GNS3 supports the same 
set of virtualized images as Eve-ng, i.e. routing, switching 
and security technologies are supported and allows to run 
and simulate complex scenarios. The compatibility also 
allows to import/export theirs images from each other. 

Some limitations. The client/server model requires that 
both the server and the client must run the same version of 
the GNS3 software. This means that operating the server 
of version 2.1.10 lead to situation, where clients of any 
other versions are unable to connect. There is also a usual 
complication, GNS3 in client/server mode still works as a 
single user space application where all working users can 
see any other saved or working topologies and may access 
and control it. The model used during the teaching is 
similar to Eve-ng (described later) but instead of web 
interface, GNS3 uses its own client.  

D. OpenStack 
OpenStack is an open source cloud computing (CC) 

platform. It is mostly deployed as Infrastructure as a 
Service (IaaS), which means that administrators offer to 
their customers VMs. The customer is than responsible for 
all management of his VM. Whether it is updating of OS, 
installation of services, securing system and services, or 
the configuration at all. OpenStack is modular system; 
every functionality is provided by separate module. 

OpenStack deployment at our department consist of 
three servers, and operational network infrastructure 
(switch, firewall). One server act as a controller. There is 
CLI, web and API interface for administering the system 
and database for storing settings. Second server is called 
compute node. This is responsible for running VMs. In 
our deployment all VMs run on this server. Third server is 
a storage node, where persistent storage is located. 

 Our primary use of OpenStack is for teaching, as well 
as for research and experiments. OpenStack can run 
several hypervisors, such as KVM, Xen, VMware, Hyper-
V and so on. We use KVM/QEMU, so as the IaaS service 
we are able to provide any OS that can run on KVM, i.e. 
*nix, Windows, or virtualized images of different 
networking vendors (Cisco, Juniper, MikroTik, Fortinet, 
etc.). OpenStack, in contrary to D/D, eve-ng and GNS3, is 
natively multi-tenant platform. This means that user in one 
tenant (called a project) is completely separated from 
other tenants.  

As was mentioned above, our department is also 
teaching several courses focused on Linux and Windows 
OS and network services administration. Current 
OpenStack use is primarily for teaching this IT-based 
subjects.  An example is the course Computer networks 3 
(Figure 1) that teach Voice over IP (VoIP) technologies. 
Thanks to OpenStack we are able to provide one Linux 
server of each student. The student then configures its 
own set of network services (DNS, and VoIP PBX 
(Private Branch eXchange) server). The course is 
organized as one project, where all students VMs 
belonging to that course are placed. We have fifty students 
and two teachers, so there are fifty-two Linux servers, that 
we are able in minutes to build and destroy too. Another 
example is the Networking Operating Systems subject, 
where students are deploying server infrastructure for a 
small office (includes services as NAT, firewalling, web, 
mail, DNS, DHCP, etc.). Twenty students are working in 
couples, so we prepare ten tenants, and each couple got its 
own project, where four VMs are placed. Half of semester 
they are working on Linux, and second half on Windows. 
When Linux part is done, we delete all servers in each 
tenant, and thanks to OpenStack scripts, we are able to 
build the same environment with Windows OS. At the end 
of each semester, all servers and projects are deleted, and 
resources are freed. Our OpenStack is able to provide 
several hundred of VMs at once. 

One of disadvantages of OpenStack is its complexity, 
where skilled administrator is needed to regularly 
maintain the whole complex OpenStack ecosystem of 
modules. On the other hand, OpenStack offers powerful 
automation, where administrator using scripts can build 
large environments of hundred VMs in minutes.  

In the future, we would like to use OpenStack not only 
for Linux and Windows administration subjects, but also 
for networking subjects focused on the networking staff as 
we expects that it will be able to run suitable cloud based 
networking devices. 

E. UNETLAB/UNETLAB-v2/Eve-ng 
Finally, we present a group of three closely related 

projects. It all started with UNetLab (UNL - Unified 
Networking Lab), a new brand of open-source simulation 
tool developed as a competitor of GNS3 and VIRL  [26]. 
UNL has built-in nested multithreaded virtualization 
support that integrates the support of multiple 
virtualization techniques (Dynamips, Cisco, WebIOU, 
WebIOL, QEMU, KVM) and supported interaction with 
real network. It is provided through a web based, and 
easy-to-use web application. The development of UNL 
has stopped and continues in two new, but separated 
branches, UNetLab version 2 and Eve-ng. UNLv2 has not 
been officially released yet [32].  
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Overall functionality of Eve-ng [33] are extended 
(MySQL instead of SQLite, added support for new 
devices, GUI features, multiuser) compare its UNL 
predecessor. The web interface is interactive and is 
implemented using the Angular JS framework and Twitter 
Bootstrap. Three versions of Eve-ng are available; the 
Community edition (CE), Professional and Learning-
Centre (LC) editions. Only Eve-ng CE is offered under 
open-source license. Professional and LC editions are 
commercial products available for a fee. Professional for 
99$ and personal use, LC provides pay per role model, 
where the price is +99$ (350$ per each of available admin, 
editor and user roles). Both versions significantly improve 
the functionalities of CE. However, from our point of 
view the most wanted additional features as the multiuser 
separation and the lab sharing support, is only available 
inside of LE edition. But in common Eve-ng provides 
features as KVM HW acceleration, click and play 
clientless GUI, multiuser support, topology sharing, 
Wireshark integration, memory optimization, CPU 
Watchdog, support for 63 running nodes at least, and 
many more [33].  

Eve-ng supports a very similar group of virtualized 
networking appliances as GNS3. Both, the routing, and 
even more important the switching technologies are 
supported. Based on the results of our intensive testing of 
more as 100 devices we can recommend the following 
stable appliances deployed over specific supported 
virtualization technology. Cisco 7200 IOS over dynamips 
(c7200-adventerprisek9-mz.153-3.XB12.bin), Cisco IOL 
switch (86bi-Linux-l2-advipservicesk9-ms-15.2-
high_iron.bin), Cisco IOL router (86bi-Linux-l3-
adventerprise-ms-15.7-3.M.bin, supports serial links), 
Cisco vIOS L2 switch over QEMU (viosl2-
adventerprisek9-m.15.2) and vIOS router over QEMU 
(vios-adventerprisek9-m.vmdk.SPA.156-2.T). Among 
other supported and interesting images we should 
highlight, from our perspective interesting, devices such 
as Cisco CSR1000v (csr1000vng-universalk9.16.07.01,  
requires 4,5GB of RAM), Cisco XRv and ASAv (asav-
asav971), Fortinet Fortigate KVM (any release), pfSence 
2.4.2, Juniper vSRX (vsrxng-15.1X49-D20.2), Juniper 
Olive (olive-12.1-R1-9), Juniper vMX.  

Using these images, we were able to easily run on 
generic server (Intel based CPU, 8cores, 48GB of RAM) 
and use dozens of networking scenarios consisting of a 
maximum 63 devices (CE limit, with some hacks +100 
devices) shared by twenty testing students at the time of 
the same lab exercise. The CE edition does not support 
separate user spaces, the teacher creates one large scenario 
consisting of required topologies and shared it for 
students. Students can use it through the web GUI or have 
remote access over SSH tunneled telnet directly on the 
console port of the selected device. The installation 
process is simple, we managed to install it on several 
working models, such as the VMware, LXC machine and 
bare-metal, which was the most stable. However, 
configuring and preparing a system with loaded and 
functioning virtual appliances requires deeper knowledge 
of Linux administration and can be time consuming. The 
system administration is over CLI. 

 
The Eve-ng and also client/server GNS3 solutions are 

actually deployed on our department’s servers, where our 
teachers may use it at any time for personal learning or 

teaching students too. Both good emulates routing and 
even switching, supports a variety of different router and 
firewall vendor devices and end host OSs. A thorough 
selection of images with supported features and further 
tests have shown, that both are able to support all routing, 
switching and security-oriented subjects, from both study 
levels (Figure 1). It includes a large range of fixed-
network technologies of CCNA and CCNP, enterprise and 
SP certification levels (but even more). 

In terms of education, the main problem of Eve-ng CE 
and GNS3, that they lack separated workspaces inside of 
which registered users may manage their topologies. Each 
user then may see all other topologies and can delete, start 
or stop them at will. Second limitation of Eve-ng is the 
upper limits of the number of nodes in operation. The use 
of both GUIs are intuitive, but without an automation 
features is particularly limiting, when a teacher needs to 
prepare for students many identical topologies with 
dozens of devices (many copy and paste or many drag and 
drop actions are required). Both tools of course allow for 
their users/students do design and run their own 
topologies, but this feature must be carefully controlled to 
protect the server from running out of its resources.  

VI. CONSLUSION 
Our, and not only our, teaching experience shows that 

in the area of network-related education, one of the 
progressive trends is the deployment of virtualization 
technologies and the openness in thinking that virtualized 
labs can be full-blown replacements for older hardware 
labs. The article tried to show that there currently exists an 
enough number of available virtualization tools, but with 
very diverse functionalities. It should be emphasized that 
in terms of acquiring configuration skills, for years 
dominated virtualization tools focused on the 
virtualization of routers and routing protocols. With the 
development of virtualization, however, emerge even 
switched virtualized devices (IOL) as virtualization tools 
(GNS3, eve-ng) that are able to work with switching 
technologies too.  We assume that this trend will certainly 
increase. This also will force us for the strategic choice of 
a suitable solution.  

Illustrating our example of applied virtualization tools, 
it is possible to expect problems of further sustainability 
of such diverse portfolio. Here we certainly assume a 
narrowing the selection of tools used, but it will be a 
longer-term process. The decision to discard tools such as 
PT or D/D must be supported by longer testing and 
validation, and as well as obtained experience with new 
tools. Similarly, in terms of the relationship of Even-ng vs. 
GNS3. Eve-ng offers features very similar to functions of 
the GNS3 client/server deployment, and it is up to the 
teacher's preferences to use the solution. However, GNS3 
has less limitations (number of running devices, own GUI 
client, device management, system management, open 
Rest API supporting own web app development). So 
subjectively GNS3 gaining more of our interest.  

One of the great common drawbacks of existing 
virtualization tools is that they do not support multi-user 
or multitenant deployment. Therefore, there are 
limitations for their straightforward deployment into the 
teaching process with many students. This shortcoming 
we plan to eliminate developing our web application of 
virtualized laboratory (ViRo-v3), which should utilize 

707



GNS3 server functions and provide them to our students. 
The application should offer a multiuser environment for 
separated and secure, clientless work with offered 
virtualization topologies. However, if we were to 
anticipate the future, we give big chances to the pair 
GNS3 and OpenStack. And perhaps the only solution will 
be the OpenStack. However, as an IaaS / SaaS CC that 
will offer a network virtualization environment ready to 
run network simulation scenarios (SaaS), or just hosts a 
powerful GNS3 server (IaaS). 
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Abstract— The Department of Information Networks at the 
Faculty of Management Science and Informatics University 
of Žilina operates a private Cloud Computing - CC Open 
Stack system that provides the type of service Infrastructure 
as a Service, the category Computing as a Service. IaaS is 
used for teaching and research purposes. The interest of the 
service using has gradually increased for all user groups, such 
as teachers, researchers and students. System operation, 
including user requirements, is provided by the 
administrator. Increasing user requests increase the 
demands on the cloud administration and management, 
including the required Virtual Machines configurations 
creating. This has led to the search of a new solution for the 
administration, management and use of CC in the teaching 
and research processes. The approach to the solution was 
inspired by Alan Kay's quoting „A successful technology 
creates problems that only it can solve." The problem 
brought by the cloud is solved by additional CC 
functionalities. An architectural approach to the 
development of new functionalities and their implementation 
in the Cloud Administration System CAS is the content of this 
contribution. 

Keywords— Cloud Computing, administration portal 
architecture 

I. INTRODUCTION 
According to  [1], CC enables the provision of three 

types of a cloud capabilities. A cloud capabilities type is a 
classification of the functionality provided by a cloud 
service to the cloud service customer, based on the 
resources used. The cloud capabilities are: 

• Application capabilities type in which the cloud 
service customer can use the cloud service provider's 
applications. 

• Platform capabilities type in which the cloud 
service customer can deploy, manage and run customer-
created or customer-acquired applications using one or 
more programming languages and one or more execution 
environments supported by the cloud service provider. 

• Infrastructure capabilities type, in which the cloud 
service customer can provision and use processing, storage 
or networking resources. 

By using one or more types of cloud capabilities, can be 
create various categories of cloud services. The following 
cloud services, providing mostly technological support, are 
listed in [1]: “Communications as a Service (CaaS), 
Compute as a Service (CompaaS), Data Storage as a 
Service (DSaaS), Infrastructure as a Service (IaaS), 
Network as a Service (NaaS), Platform as a Service (PaaS) 
and Software as a Service (SaaS).” It is also stated that other 
categories of new cloud services are expected.  Such cloud 
services are generally referred X as a Service (XaaS) and 
require multiple types of cloud capabilities. Their 
deployment means new functionalities development 

according to the requirements and needs of the customers 
domains, what are often socio-economic systems.  

II. PRINCIPLES OF CC FUNCTIONALITIES 
DEVELOPMENT 

Every emerging CC service requires the specific 
functionalities development, supported by an own 
software system. The software development is based on 
the principles of ISO / IEC / IEEE 42010 Systems and 
software engineering. In [2] presented software 
development approach encourages the creation of an 
architectural framework that includes: 

• Identify stakeholders in the domain. 
• Interest in creating a system in a domain. 
• Architectural viewpoints and its models 

according to the structure of interest. 
• Appropriate rules integrating these viewpoints. 

The conceptual model of an architectural framework of 
software system development is shown in Figure 1. 
 

 
Fig. 1 Conceptual model of an architectural framework, 
source [2] 
 

ISO / IEC / IEEE 42010: 2011 standard formalizes the 
architectural framework as a group of predetermined 
interconnected viewpoints. Thus, architectural 
frameworks create general rules for the use, creation, 
interpretation, and analysis of architectural views in a 
particular application domain or stakeholder community. 
The use of an architectural approach for the development 
of cloud functionalities leads to the CC Reference 
Architecture (CCRA), published in [3]. Here it is stated 
that the CCRA serves the following goals: 
� to describe the community of cloud computing 

stakeholders; 
� to describe the fundamental characteristics of cloud 

computing systems; 
� to describe basic cloud computing activities and 

functional components, and describe their relationships 
to each other and to the environment; 
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� to identify the principles of guiding the design and 
evolution of the CCRA. 

The CCRA focuses on the requirements of "what" cloud 
services provide and not on "how to" design cloud-based 
solutions and implementations. The CCRA does not 
represent the architecture of a specific cloud computing 
system,  is not tied to any specific vendor products, 
services or reference implementation; nor does it define 
prescriptive solutions that inhibit innovation. The concept 
of reference means that the architectural approach referred 
to in CCRA is valid for the development of any CC 
subsystem. 
The general principle of the CC architectural framework 
use four different views: 
� user view; 
� functional view; 
� implementation view; and 
� deployment view. 
The relationships between the views are shown in Figure 
2. 
 

 
 
Fig. 2 Connection between CCRA architectural views, 
source [3]. 
 

Standard [3] specifies principles for only two views, user 
view and functional view. Implementation view and 
deployment view are out of standard interest. Because of 
this reason a domain-specific architecture solution requires 
linking the standard [3] and standard [2] in accordance with 
standards of a particular CC technology. 

III. DOMAIN SPECIFIC CC ARCHITECTURE 
The domain specific CC design is based on the above 

standards. The starting point is the standard [2] according 
to which the concerns of stakeholders are divided by 
viewpoint. The viewpoint is generally “work product 
establishing the conventions for construction, interpretation 
and use of architecture views to frame specific system 
concerns. Viewpoint conventions can include languages, 
notation, model types, design rules, and / or modelling 
methods, analysis techniques and other operations on 
views. Views is a product expressing the architecture of the 
system from the perspective of specific system concerns. A 
view is governed by its viewpoint."  For domain-specific 
architecture of private cloud computing, we have two 
specific concerns. The first one is the user environment 
system, the second one is the CC technical system. Each 
concern represents one viewpoint with specific 
conventions.  The user environment is a socio-economic 
system whose stakeholders are users of the cloud system. 
The technical CC system means the realization of the new 
functionalities according to the user’s requirements. The 

architectural framework thus has two architectural 
viewpoints that have their own conventions and 
correspondence rules. The standard [3] specifies four user 
views. Their integration into two architectural viewpoints 
creates a basic concept for creating a domain-specific 
architecture. Its structure is as follow. 

� Business architecture for an user environment 
viewpoint, containing 
� User view; 
� Functional view. 
� Software architecture for a software viewpoint, 

containing 
� Implementation view; 
� Deployment view. 

The solution of the new CC system functionality will be 
divided into four partial solutions, among which the 
correspondence rules are specified. 

A. Business architecture - User view 
Standard [3] recommends the following approach for the 
user view: 
� Identification a cloud computing activities. 
� Defining roles and sub-roles. 
� Identification of a stakeholders. 
� Description of  an CC service 
� Selection a CC deployment model. 

Activities in a cloud computing system are conducted 
using functional components.  Cloud computing activities 
need to have a specific purpose and deliver one or more 
outcomes.  Different groups of CC activities are used for 
different roles of CC users. CCRA defines three roles 
involved in the development of cloud services: 
� Cloud service customer (CSC), which uses cloud 

services as well as cloud service administrator or 
cloud service integrator. 

� Cloud service provider (CSP) that makes cloud 
services available to customers. Activities are 
focused on providing a cloud service and ensuring its 
provision to the customer. 

� Cloud service partner (CSN) that supports the 
activities of a cloud service provider or cloud service 
customer, or both. In both cases, this depends on the 
relationship of the partners. The partner can be a 
cloud service developer that provides analysis, 
design, implementation and maintenance of the cloud 
service. Another example of a partner is the cloud 
auditor responsible for auditing and processing its 
results, or a cloud service broker that mediates 
customer service, concludes business agreements 
with them, and evaluates the CC services market. 

Parties in the CC system are its stakeholders. They are 
all involved, whether they are large, medium or small 
enterprises, governmental or academic institutions, or the 
population. In developing the cloud service, the parties 
participate mainly in the constitution of the SLA - Service 
Level Agreement. 

The cloud deployment model is selected for a specific 
solution based on control and sharing of physical or virtual 
resources. These are public, private, community and 
hybrid cloud deployment models. 
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Cross-cutting aspects are shared across roles, activities 
and functional components. Cross-cutting aspects include: 
availability, interoperability, portability, security and 
more. Their specification is part of the SLA. 

To obtain the above information of a specific user 
environment, it is needs the methods recommended in [4] 
for the requirements engineering. The standard specifies 
the required information items and its content and provides 
guidelines for the format of the required and related 
information items. The most natural way of expressing 
requirements is plain natural language. The main problem 
is that natural language is ambiguous. The alternatives to 
the plainly written text are: 

Structural natural language in which limited terminology 
is used. The predefined template helps keep the way of 
writing. 

Graphical notation whit many different charts and graphs 
from different point of view. These notation is suitable for 
a functional view too. 

Mathematical specification with precise model of the 
system, using set and logic theory. 

Requirements written in natural language are junction 
point between users and developers. It is the first step in 
the requirements expressing. 

The choice of the model depends on the type of user 
environment and the conventions of the development 
team. 

According to [2], the model of user view creates a 
business architecture that captures all user requirements. 
These requirement are transformed from user view models 
into SRS - System Requirements specification. SRS are the 
output of functional view. 

 

B. Business architecture - Functional view 
The CCRA functional view according [3] has a layered 

architectural framework. It groups specific types of 
functionalities into functional layers, between which 
interfaces are created. The illustration is shown in Figure 
2. 
 

 
Fig. 2 Layers of CC functional framework, source [3] 
 
The layer tasks are as follows 

� The user layer is the interface through which the 
user interacts with cloud services and performs 
administrative activities.  

� The access layer provides an interface for both 
manual and automated access to the service layer through 
access mechanisms. It is also responsible for security of 
access and for QoS policies. 

� The service layer contain the implementation of 
the services and arranges to offer the cloud service to users 
via access layer. The service layer manages software 
components that provide services and communicate with 
the necessary resources in the resource layer. 

� The resource layer includes devices such as 
servers, network switches and routers, storage devices, as 
well as specific software and equipment as host operating 
systems, hypervisors, network connectivity and another. 

� Multi-layer functions interact with all of the 
above layers to provide them with the necessary support, 
including an operation support system, a security system, 
integration capabilities, and other development support. 
The assignment of functionalities to the appropriate CCRA 
layer is based on detailed functional specifications in the 
SRS - System Requirements Specification.  In general and 
SRS should include a description of the functional 
requirements, system requirements, technical 
requirements, constraints, assumptions and acceptance 
criteria. SRS processing is recommended in [4], including 
SRS example outline. 

C. Software architecture - Implementation view 
Implementation view creates the necessary functions 

for CC services and/or CC infrastructure parts.  It includes 
design and implementation of software solutions 
according to a software architecture. The software 
architecture design is created on the basis of detailed 
functional specification, which is the output of business 
architecture - functional view. Software architecture 
describes the most important characteristics of a software 
system through architectural styles. The phases of a 
software development life cycle are:  design, coding, 
testing, and delivery. An implementation view is the scope 
employment of software departments or companies. 

 

D. Software architecture - Deployment view 
Deployment view determines, how the software 

solutions of the functions are technically implemented into 
the relevant CC infrastructure. Deploying of a software 
system means installing into the appropriate hardware, 
including handing the technical and user documentation. 
In this phase, can also started the provision of a new CC 
service via the user interface. 

IV. PROBLEM SOLVING AT KIS FRI UNIZA 

A. Problem specification  
The problem of using CC Openstack, operated at 

Department of Information Networks Faculty of 
Management Science and Informatics University of Zilina 
- KIS FRI UNIZA, is not in performance, but in the 
administration of a requirements for its use. All requests 
send by mail, in writing or in person to the cloud 
administrator, who manually processes and compile them. 

The OpenStack CC system has two basic components 
related to the provision of cloud services. One is the web 
interface (Horizon) and the other is the Command Line 
Interface (CLI). These tools are sufficient for all processes 
related to the provision of IaaS services, but work with 
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them is lengthy, especially in larger operations such as 
extensive user registration and ex post control. 

The solution of the described problem is the 
development of other functionalities, the implementation 
of which will solve the problem. The solution below uses 
own processing the architecture design in private cloud. 

B. Business architecture – User view  
Business architecture is the architecture of the user 

environment system. The user environment of the solution 
is KIS FRI UNIZA. In it the OpenStack CC system is 
operated as a private deployment model. In this 
environment a questionnaire survey was carried out with 
teachers, researchers, administrators and students. In 
favour of the description of the user view, the following 
information recommended in [3] were obtain from the 
evaluation of the questionnaire survey.  

Stakeholders have the following roles. 
� Teachers and researchers. 
� Students. 
� CC Administrator. 

The interests of the teachers and students are in the 
process of teaching, the researchers in the process of 
science and research. The administrator's interest is 
managing and administering the cloud. The relationships 
are shown in Table 1. 

 
Table 1 Relationship of stakeholders and their interests 

Stakeholders/ 
Interests 

Teachers   Students Researchers Admin 

Teaching Yes Yes Yes - 

Research - - Yes - 
Project 

carrying out 
Yes Yes - - 

Cloud 
management 

- - - Yes 

 
From the questionnaire survey was in natural language 

the existing process of using the CC system described. 
Based on this description, a graphical model of the existing 
process of using CC - AsIs was created. Its depiction in 
BPMN - Business Process and Modelling Notation is 
shown in Figure 4. 

 

 
Fig. 4 AsIs process of using CC at KIS FRI UNIZA 

 
We have identified the following weaknesses from the 

graphical model of the existing process of using CC: 
� Configuration requirements of the virtual 

machine - VM must be agreed with the administrator 
personally or by e-mail. 

� Requirements processing and managing at the 
hand of the administrator is manual. 

� The Openstack operating system limitation is 
handled by the administrator for each request. 

� There is no records of the configurations already 
created. 

� There is no record of users and their 
requirements. 
Based on the identified weaknesses, the model of the 

innovated process of using CC - ToBe - was created. The 
innovated process was created with the intention the 
administrative software system development. An 
illustration the ToBe process of using CC on KIS FRI 
UNIZA is shown in Figure 5. 

 

 
Fig. 5 AsIs process of using CC at KIS FRI UNIZA 

 
The sub-processes marked in Figure 5 with + are 

decomposed to lower levels. From the decomposed sub-
processes implicit a functional specifications of a software 
system to support an innovative process using CC. 
Functional specifications are the basis for the functional 
view in which the System Requirement Specifications - 
SRS document is created. 

C. Business architecture - function view 
Figure 5 shows four functional specifications. Here is 

a brief description of them. 
F1 - Login to the system, which describes: login 

through LDAP, finding the position (teacher, student, and 
administrator), approval of the general conditions of use of 
CC, create an account, assign to the CAS database and 
create an account in CC OpenStack. 

F2 - Configuration creation is divided into two partial 
specifications. 

F2.1 - Creating a configuration by an administrator 
contains detailed specifications: creating a request 
description, sending a request to an administrator, 
receiving and approving a request, creating a specified 
request, rejecting a request, sending a message to the user. 

F2.2 - Creating a configurations by teachers or students 
includes ten detailed specifications, including checking the 
limits of available devices. 

F3 - Creating a statistics of usage CC includes the 
following detailed specifications: Statistics of users and 
their configurations, OpenStack resource usage data, over-
limit configuration requirements data, cloud capacity 
usage statistics in research projects, in subject-specific 
learning and in final theses. 

F4 - Configurations management contains 
specifications about the possibilities edit, add, remove, and 
expire configurations. 
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34 detailed requirements specifications have been 
developed for CAS development. Use case models in 
UML notation were created too. An example use case 
model of the user interface model is shown in Figure 6. 

 

 
 

Fig. 6 Use case model of the CAS user interface 
 

A template according to [4] was used for document 
SRS processing. 

 
1) Software architecture - Implementation view 

Implementation view is the first view to the software 
architecture. Software architecture consist from 
architectural styles. We chose two architectural styles 
according to the system requirement specifications created 
in functional view. They are multi-tier architectural style 
with the presentation, application and data layers, and 
client-server architectural style for communication 
between layers. Solutions of software architecture layers 
are solutions of three diploma theses.  

The software development environment was the 
Debian GNU / Linux 9 operating system with the Linux 
4.9.0-8-amd64 kernel and the x86-64 architecture, the 
Pyton 3.5.3 programming language. Three students 
participated in the implementation used a private 
BitBucket repository as a versioning system for teamwork. 
The current development of the software system is stored 
in the BitBucket repository. Using the repository required 
installing git service and OpenStack Client to 
communicate to the OpenStack deployed on another 
server. For programming was used web application 
framework Django version 2.2 with architecture MVC 
Model-View-Controler, which corresponds to three-tier 
software architecture.  

Front-end page solves the presentation layer of 
software architecture. The HTML markup language and 
CSS3 and cascading styles were chosen for information 
presentation, and JavaScripts for visual page formatting. 
The Bootstrap framework was used in solution, because of 
easily customizable source code provides. 

Back-end page solves two layers of software 
architecture - application and data layers. The application 
layer intermediates data from the data layer to the 
presentation layer. The application layer has two interfaces 
- user and administrator. According to the use case models 
created in the functional view, the required functions 
necessary for linking the application and data layer were 
implemented. 

The data layer ensures that persistent data are stored on 
the database server. From the offered options of the 
Django framework we used the support of the SQLite 
database server. The reason for the selection was the fact 
that the solved software system does not require work with 
large amounts of data. The entire database system is 
contained in one file, allowing its portability and 
reliability. The database model was created according to 
the requirements of the stakeholders and according to the 
application and presentation layer solution. Database 
access via Django has been generated using the API. 

 

D.  Software architecture - Deployment view 
The CAS system is deployed in the network 

infrastructure at the Department of Information Networks 
of the Faculty of Management Science and Informatics 
University of Žilina. Depiction is at Figure 7. 

 

 
Fig. 7 CAS deployment in the network infrastructure 
 
The created software system CAS has two types of 

interfaces - administrator and user. The administrator has 
the option to display all created requests and 
configurations in the "Správa/Administer" menu. He also 
has the option to redirect to Django's management page. 

The user has the option to display the user profile, the 
list of user created requests and configurations in the 
"Správa/administer" menu. In these lists, the user has only 
allowed to view the requests or configurations and to 
cancel them. 

The common part of the menu is the "Create 
Configuration" section, which includes a selection: 
creating a request or configuration with options to create a 
topology via a script, defining VM resources and sending 
a non-standard request to the administrator. The request 
records are stored in the database.  

The CAS administration system is currently accessible 
at private IP address. When deployed to real operation, a 
URL and public IP will be created. 

V. CONCLUSION 
The Cloud Administration System CAS development 

was driven by an architectural framework created 
according to standards [2] and [3]. The solution consist 
from two system architectures of two stakeholders - users 
and software developers. Business architecture with a user 
view and functional view belongs to present and future 
users, which are KIS FRI UNIZA staff, utilizing CC system 
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OpenStack in their education and science and research 
processes. Software architecture with implementation view 
and deployment view is the subject of the software 
developers. These were in this case students and their 
diploma theses [5], [6], [7]. 

CAS provides to the users: 
• Two types of access privileges - user and administrator. 
• 4 possibilities of the  request creation  

- Defining the request to the administrator by 
text description. 

- Creating a topology from a predefined list of 
scripts. 

- Creating a new request by completing the form 
and then a new scripts automatically 
generating. 

- Creating a non-standard request by completing 
the form and then new scripts automatically 
generating.  Before creating, the approved by 
the administrator is necessary. 

• Automatic e-mail communication upon the first 
successful login and other necessary notifications. 

• Cloud usage statistics and the variously categorisation 
by different filters. 

CAS brings a new possibilities in the innovation and 
modernization of teaching. For teachers and researchers, 
the main benefit is automating the creation of requests in 
the OpenStack cloud system, without direct contact and 
communication with the administrator. The administrator 
does not need to create all manually configurations and the 
automatic documentation and cloud usage statistics are 
available. The similar initiatives are being developed at the 
other universities in Slovakia. One example is the solution 
in published in [8]. 

The created architectural framework of the private cloud 
will also be used for new user requirements. These are 
mainly security requirements. We plan to develop software 

support for the Information Security Management System 
- ISMS in accordance with ISO / IEC 27 000 series [9]. 
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Abstract— Precise cloud detection and classification is a 
crucial element for various meteorological applications, 
such as solar irradiance forecast or cloud cover estimation. 
In this paper, we present an automatic method for cloud-
type classification from ground-based images using 
improved pretrained deep neural network. In the past, there 
were used algorithms using mainly low-level features. Our 
approach is to use artificial neural network (ANN), namely 
convolutional neural network (CNN) because these type of 
networks use both types of image features: the first couple 
convolutional layers learn filters for finding lines, dots, 
curves, etc. while the later layers learn to recognize common 
objects and shapes. Therefore, with this approach we are 
able to reach high precision of cloud-type classification with 
overall accuracy of 85%. 

I. INTRODUCTION 
Renewable energy is rapidly becoming the predominant 

source of energy of the future, but its harvesting requires 
an accurate understanding of many causes of its variability 
and the ability to predict many atmospheric processes on a 
full scale. This understanding of the Earth’s atmosphere is 
a key factor for effective energy harvesting in a listed 
number of ways [1], [2], [3]: 

• we should be able to indicate the availability of 
energy source due to the suitable placement of the 
power plant and their essential components such 
as wind turbines or photovoltaic panels PVs in 
these power plants [4], 

• it is necessary to predict the source of energy in 
time periods, from minutes to year seasons time 
periods, in spite of proper planning of methods for 
fusing renewable energy sources into the electric 
grid, and at the same time meet the energy load 
requirements [5], 

• forecasting of expected energy production and its 
variability, including extreme weather forecasts or 
sudden weather changes, that may affect energy 
production, is helpful in planning the operation 
and maintenance of power plants [6]. 

Furthermore, with a knowledge of the type of clouds, 
their size, movement, and its development, it is possible to 
calculate and predict solar irradiation, that is casted on the 
earth's surface [7]. This information can be useful for 
photovoltaic (PV) power plants, that require short-term 
solar irradiance forecast to calculate the electricity 
production of this power plant [8]. 

Consequently, cloud-type classification is a prerequisite 
for successful predicting of cloud motion estimation and 
their impact on solar irradiation passing through them [9]. 

In section 2 we describe multiple approaches for cloud-
type classification used in the past and state of the art 
methods. In section 3 we describe ground-based image 
database we used for an experiment. This database 
contains 240 images and various types of clouds divided 
in four categories (each category contains 60 images). 
Next a method for cloud-type classification based on CNN 
is proposed. In section 4 results of the experiments are 
shown and evaluated. Finally, the conclusion and future 
work is presented in section 5. 

II. DEEP LEARNING IN CLOUD-TYPE CLASSIFICATION  
Machine learning methods such as object recognition 

made an extensive improvement in a last decades. Larger 
datasets are being used, with a use of more powerful 
models and lots of techniques preventing overfitting is 
being invented only recently. 

A modern approach for image classification uses deep 
artificial neural networks (see Fig.1), that can be trained 
on millions of images. In this manner, image features are 
learned by ANNs and then they can be used on a different 
dataset with much fewer images. One of a such pretrained 
networks, namely AlexNet [10], is used in this paper. 

 

 
Figure 1.  Neural network architecture with two hidden layers [11] 

There exist two main directions for cloud-type 
classification from images. The difference is in input data: 
the first option is to use satellite imagery and the second is 
using ground-based images. In a satellite imagery, higher 
accuracy can be reached because of much bigger spatial 
resolution of images. In 1990, other researchers used 
neural network for classification of clouds for the first 
time, and they were able to reach overall accuracy of 93% 
[6], improving separation between stratocumulus and 
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cumulus clouds from other linear approaches. On one 
hand this overall accuracy is better than ours but for 
ground-based images cloud classification it is generally 
more difficult task because of low spatial resolution and 
much higher variability of clouds in available images. 

Immense improvement was made in an image feature 
selection. In several other papers [12], [13], [14] manual 
selection of image features for classification was usually 
used. This is more traditional approach, but with not 
enough satisfactory results. On the other hand, deep neural 
networks choose image features by itself and this usually 
leads to higher accuracy because they tend to adopt more 
significant features [10], [15]. 

In a paper called Deep multimodal fusion for ground-
based cloud classification in weather station networks 
[16], they utilize the multimodal information collected 
from weather stations networks. In this paper, they train a 
CNN model to obtain the sum convolutional map (SCM) 
by using pooling operation across all feature maps in deep 
layers, in order to learn visual features. This ultimately 
leads to improved overall accuracy. 

In several papers, algorithms such as support vector 
machines (SVM) [17], probabilistic neural networks, 
Bayesian classifiers, self-organizing maps (SOM), k-nn 
classifiers, bispectral composite thresholds, multi-layer 
perceptrons, and more were used [18], [19] for cloud 
classification. Number of papers was focused on textural 
parameters, but they mostly used satellite images [20], 
[21], [22]. 

III. METHOD FOR IMAGE CLASSIFICATION 
In this chapter we will describe machine learning 

method, we used for cloud-type classification. As we 
mentioned before pretrained convolutional neural network 
was used, but with a several adjustments made to fit our 
requirements. 

The convolutional neural network architecture is in the 
simplest case a list of layers that transform image volume 
into output volume. The first layer can detect the base 
edges. The second layer will detect properties from the 
previous layers so that it is able to detect more complex 
shapes, such as eyes, nose or mouth. The third and last 
layer can detect entire faces, or in our case entire clouds 
and determine their type (see Fig. 2).  

 
Figure 2.  An image example of one of the clouds used in our 

experiment for cloud-type classification 

The architecture of the convolutional neural network 
(AlexNet) is shown in Fig.2. The input image contains 
51,529 pixels (227 x 227). The convolution layer is 
followed by a max-pooling layer. Each of the layers 
acquires a 3D input volume, called a function map, and 
transforms it into another using convolutions and non-
linearity by stacking layers and sampling their outputs.  

The last three AlexNet layers (see Fig. 3) are standard 
fully joined layers. These layers calculate definitive input 
image descriptors, which can be considered global 
representations of the images, or classify the input images 
into classes depending on the objective function.  

 

 
Figure 3.  Layers of AlexNet convolution neural network in Matlabs 

environment generated in Deep Network Designer 

This convolutional neural network is a forward network 
consisting of layers (see Fig.4) that transform the input 
image from the original pixel values to the finite class by 
sending them in layers. Each layer has a number of 
functional maps. Each feature map can extract one 
selected element through a convolution filter and contains 
multiple neurons. The data layer contains an image after 
pre-processing. This convolution network AlexNet [10] is 
divided into the following parts: 

A) As input dataset of cloud on the sky were used. 
Each image was resized into 227 x 227 pixels 

B) The second block is 2D CNN layer with 3x3 
kernel dimension. As activation function was 
used Rectifier linear unit (ReLU). 
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C) For the MaxPooling layers kernel with dimension 
2x2 were used and output was dropped out with 
probability 0.25. 

D) The second 2D CNN were used with same 
parameters as first one. 

E) Again, were used MaxPooling layer and Dropout 
with same value as in block C. 

F) As next layer was used a standard dense layer 
and as activation function were used Relu. 

G) The output of the last dropout layer would be 
passed to the Softmax of the loss layer. 

H) The final output is a classified distribution with 
respect to the 4 different classes and Softmax 
activation function. 

 

 
Figure 4.  Basic block diagram of AlexNet layers 

 
In our case we use the last FC layer (see fig.4) as the 

output for the extraction function. In this CNN, the 
pooling operation applies to each feature map separately. 
In general, the more convolution steps we have, the more 
complex the properties of this network will learn to 
recognize. 

 For example, in an image classification and CNN, they 
can learn to detect edges from raw pixels in the first layer, 
then use edges to detect simple shapes in the second layer, 
and then use those shapes to discourage higher-level 
elements such as face shapes in higher layers.  

 
Figure 5.  Description and of AlexNet convolution neural network in 

Matlabs  

To retrain this pre-trained network and to successfully 
classify different cloud types a replacement of last three 
fully connected layers had to be done. This step is 
required to adapt the classifier to the new dataset. 
Subsequently, the number of classes to match our data 
was set to four classes. 

The final program was executed on PC with these 
specifications: operating system Windows 10 Pro 64-bit, 
CPU Intel Xeon E5 v3 2.30GHz, RAM 16 GB 1064 MHz, 
storage SSD, and graphics card 2047MB NVIDIA Quadro 
K620. 

A. Cloud-type image database 
Generally, there is a minimum of suitable image 

databases large enough for cloud-type classification using 
deep learning. To our knowledge there is little to none 
publicly available databases of clouds large enough and at 
the same time separated into different cloud types 
annotated by expert meteorologists.  

One of the largest annotated databases available online 
is International Cloud Atlas (see Fig.6) published by 
World Meteorological Organization (WMO) [23]. In this 
database, there are hundreds of annotated images, but not 
all of them are suitable for our purposes. The reason for 
this is because lot of the images contain several cloud 
types in a single image. This could lead to higher rate of 
false positives in a testing process of classification. 

717



 
Figure 6.  Image examples from International Cloud Atlas [23]:     

  a) Cumulus b) Cirrus 

Because of insufficient number of images in the 
International Cloud Atlas, we have decided to choose only 
4 types (genera’s) of clouds (out of 10) divided by WMO. 

Largest number of images annotated by meteorologists 
was for these four classes: Altocumulus, Cirrus, 
Cumulonimbus, and Cumulus. Additional description of 
clouds used in our experiment is shown below in Table 1. 

We are aware of a fact, this practice with excluding 
some of the images is not ideal. We are planning to 
include all cloud types in our future work. 

Although, it is a common practice to join some of the 
cloud categories into one class because of their similarities 
in their shape, texture or color. For example, cumulus and 
altocumulus clouds only differ in their cloud height. 

IV. EXPERIMENTAL RESULTS 

A. An accuracy of proposed sulution 
 Overall, we have achieved satisfactory results. In a 

training phase we used 50 images per class (200 in total) 
and for test 10 images (40 in total) were used. 
Furthermore, 34 out of 40 images were classified correctly 
and 6 mismatched. Correctly recognized cloud-types (see 
Fig.7) are labeled in green color. 

 
Figure 7.  Results of cloud-type classification in a form of confusion 

matrix 

On the other hand, incorrectly recognized images are 
highlighted with red color. The biggest failure (3 images) 
occurred in a case of cumulus clouds, where only 70% of 
images were correctly recognized and 30% of images 
were misclassified. Slightly better result was for 
cumulonimbus and much lower error (1 image) occurred 
in a case of altocumulus. Cirrus reached 100% accuracy in 
classification.  

As can be seen in Fig.8 cumulonimbus (c) and cumulus 
(d) clouds are indeed similar even to human observer and 
cirrus (b) clouds differ the most, mainly in its size and 
texture. 

 

 
Figure 8.  Randomly selected images from each class a) altocumulus, 

b) cirrus, c) cumulonimbus, d) cumulus 

TABLE I.   
TYPE CLOUD CLASSES 

Cloud genera Cloud 
hight Description 

Altocumulus Middle 

White or grey, or both white and 
grey, patch, sheet or layer of 

cloud, generally with shading, 
composed of laminae, rounded 

masses, rolls, etc. 

Cirrus High 

Detached clouds in the form of 
white, delicate filaments or 

white or mostly white patches or 
narrow bands. 

Cumulonimbus Low 

Heavy and dense cloud, with a 
considerable vertical extent, in 
the form of a mountain or huge 

towers. 

Cumulus Low 

Detached clouds, generally 
dense and with sharp outlines, 

developing vertically in the 
form of rising mounds, domes 
or towers, of which the bulging 

upper part often resembles a 
cauliflower. 

 

718



V. CONCLUSION AND DISCUSSION 
In this paper, the cloud-type classification of ground-

based images using Deep learning has been proposed. 
The images for an experiment were collected from 

International Cloud Atlas. Our experimental image 
database consists of four cloud-type categories. 

Subsequently an experiment has been realized to 
determine cloud-type of the ground-based images with the 
use of deep learning. Accuracy of this method on our 
different types of cloud images reached 85%. We consider 
these results as sufficient. 

One of the biggest drawbacks of this method is 
insufficient amount of input images. In a future work we 
would like to focus on acquiring bigger number of images 
or use larger database which can be available in the future. 

Another drawback of this system could be in low 
dynamic range of input images. Higher dynamic range of 
images could in theory slightly improve an accuracy of 
classification. A solution would be to acquire images at 
different exposures and process them to high dynamic 
range (HDR) photos and make new database out of these 
processed images. Although this solution requires lot of 
time and effort for of acquiring the images and processing 
them afterwards. 

Another improvement could be possibly done with a 
detection of raindrops on a camera lens. Since rain is 
related only to specific cloud types (nimbostratus or 
cumulonimbus) [24], an additional algorithm for detection 
of raindrops can be made, and consequently this could 
also lead to improvement in accuracy. 

It is worth a consider to increase the amount of cloud-
type classes, so the model would provide more detailed 
information. In this paper [25], they made their own 
model of CNN network called CloudNet and for the first 
time used an additional class of artificial clouds made by 
airplanes (contrails). 
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Abstract— These days, the Internet of Things (IoT) is a very 
popular environment for many applications. An application 
such as Smart School, Smart Education, Farming, 
Monitoring, and others. Some of these applications need 
transfer data through Internet to some data storage. In IoT 
networks, there is a lot more vulnerabilities than in Internet.  
Thus, we need to know, how effectively secure data in IoT 
environment.  In this paper, we examine security 
mechanism and algorithm for IoT networks. These 
algorithms need to be effective, energy effective and 
computing effective. 

I. INTRODUCTION 
Internet of Things is network consist from embedded 

devices [2][9]. These devices often create network for 
different applications. Each application has some demands 
for data transfer and security. Data transfer can be solved 
with connecting two devices with suitable communication 
protocol or technology, but security in IoT is bigger 
problem. We need to take in account many protocols and 
applications, energy efficiency, lack of computational 
power and wireless data transfer [3]. First, we considerate 
applications and protocols. Problem is with privacy of 
data. While usual data such as weather can be secured 
with weak encryption algorithm, personal data must be 
secured with strong encryption algorithm. This can be 
problem especially for low energy devices. E. g. we need 
cipher personal data at low power device with Bluetooth 
Low Energy. Best option for securing personal data 
(name, birth date, birth number, etc.) we can use 
encryption algorithms like RSA or elliptic curve. But for 
low power device, these algorithms are too complicated. 
Second, we considerate energy efficiency. Problem is with 
battery supplied devices [1]. These devices need to 
maintain only simple operation while they transfer and 
gather data [6][10]. For that devices, we need to use 
simple encryption algorithms with short encryption keys. 
Third, we considerate low computational power. This 
problem is very similar to problem with power supply. We 
can only used simpler encryption algorithms for data 
encryption. Fourth, we considerate wireless data transfer. 
Wireless communication in IoT creates a new security 
holes. There is bigger problem with data sniffing, man in 
the middle attack and sending fake data. Wireless 
communication creates a problem with jamming. In 
Internet, we know that on the other side is cable connected 
devices. In IoT wireless network, we do not know whom 
is listening. Also, wireless communication can be 
interrupted with rapture. In IoT, we can jam signal with 
jammer, and we do not know, if there is access point error, 
antenna problem, jamming problem, or interference 

problem (e. g. Bluetooth and Wi-Fi frequency collision). 
In this paper, we describe IoT architectures, security 
requirements for IoT and cipher algorithm used in IoT. 

II. INTERNET OF THINGS ARCHITECTURES 
IoT environment does not have standard unified 

architecture [8]. There are some attempts to create unified 
architecture for IoT. Main reason, for creating unified 
architecture, is layer definition. Layer definition simplify 
and unify protocols and technology standards in IoT.  

IoT can be divided in four layers [11] (Figure 1.) – 
application, middleware, network and perception layer. 
Application layer is the mostly address as service layer. It 
is the highest layer of IoT, visible for users. It is 
responsible for data analysis and decision-making process. 
It is often created by applications such as smart network, 
smart city, e-Health, etc. Middleware layer is responsible 
for smart decision making based on processed data, and 
big data processing. This layer provides interoperability 
and scaling for data processing. Network layer is 
responsible for network transfer and access to perception 
layer. Perception layer is responsible for data gathering. It 
is divided to two sections – perception node and 
perception network. 

III. SECURITY REQUREMENTS IN INTERNET OF THINGS    
For network security, it is needed to provide security 

mechanisms, which implemented security principles: 
• confidentiality,  

 
Figure 1.  Internet of Thing Architecture 

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 721



• integrity, 
• availability.  

These principles create CIA [12] security model (Figure 
2.). Important part of security is also authentication, 
authorization, accounting, energy efficiency, trust 
establishment, and single points of failure.  

Confidentiality is ability to provide data trust to user. 
Confidentiality is often provided by mechanisms as data 
encryption, access control, authentication and 
authorization. Integrity is important for exchanging data 
process. Integrity provides data originality information. 
Data originality information is important for many 
reasons. With data originality information, user knows if 
data are original or it is fake data from intruder. IoT data 
can be compromised by server disfunction, sensor node 
failure, or modified by intruders. Usually used 
mechanisms for data integrity are Check Sum, or CRC 
(Cyclic Redundancy Check). Availability is important for 
delivering data to user. It is security mechanism for data 
availability in good and bad network conditions. 
Availability is threatened by DoS attacks (Denial of 
Service). Availability is secured by Intrusion Detection 
Systems, firewalls or redundancy. 

                                                                                                                    

IV. SECURITY ATTACK IN INTERNET OF THINGS 
ENVIRONMENT 

IoT environment has same type of attacks as Internet 
and same new types of attack. Some Internet attack are 
more efficient in IoT environment than in Internet. 
Devastating effect of attacks in IoT is caused by nature of 
IoT environment. Battery connected devices are more 
vulnerable on DoS attacks. 

DoS attack [5] is attack where attacker tries to disable 
user access to service. It is very efficient in IoT network, 
because this attack can deplete battery connected devices 
and all services in IoT network can be disabled for long 
time. DDoS (Distributed DoS) is another type of DoS 
attack. Difference between DoS and DDoS is in attack 
sources. DoS has one attack source. DDoS has many 
attack sources. Most used DOS attacks are flooding attack 
such as ICMP flooding, UDP flooding, or TCP flooding. 

Man in the Middle (MitM) [17] attack is far more 
dangerous in IoT network. MitM attacker tries to catch 
information between source and destination. When MitM 

attacker catch information, then he can respond to source 
node or destination node with false data. It is way more 
effective in IoT wireless networks. Many devices transfer 
data wirelessly and devices do not know, whom is 
listening their communication. 

Resource depletion and resource exhaustion [13] attack 
is probably most devastative attack in IoT. Attack uses 
some attacks and IoT battery supplied devices ties to 
defend themselves against every attack. Battery is often 
small. So, attacker depleted battery power and whole IoT 
network is not working anymore. In these days, attacker 
use IoT networks for Bitcoin mining. This mining often 
works on devices until device shut down. 

Jamming attack [13] is aimed on wireless network. It is 
often executed with some high frequency jammer or with 
another protocol (e. g. Wi-Fi 2.4 GHz and Bluetooth 2.4 
GHz can jam yourself). Signal jamming interrupt network 
operation due to inability of sending any message to other 
device. 

Buffer reservation attack [13] aim for buffer 
congestion. IoT devices has small buffer so it is easily 
filled with data. If buffer on device is full, other data is not 
received. Buffer reservation attack in wireless IoT 
network is effective, because attacker can target more than 
one device at once.  

RPL [4] routing attack is special attack in IoT Wireless 
Sensor Networks. This attack provides false routing data 
to node, so they do not know, where they should route 
data. Target in this attack is DODAG (Destination 
Oriented Directed Acyclic Graph) graph. This DODAG 
graph is main routing feature in RPL routing. 

Blackhole attack [18] is attack, where attacking node 
receive data but do not send data do network. It is very 
effective attack for routing processes and communication 
processes in network. 

V. ENCYPTION MECHANISMS 
Encryption is very important part of security [14]. Due 

to encryption algorithms we can keep message safe. 
Encryption algorithm are divided to three categories: 

• Symmetric encryption, 
• Asymmetric encryption, 
• Hash encrypting function. 

Symmetric encryption [21] (Figure 3.) is simple 
encryption method. In process, there is generated 

encryption key. Encryption key is either decryption key. 
Key is distributed to message sender and message 

 

Figure 2.  CIA security model 

 
Figure 3.  Symmetric encryption process 
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receiver. Both sides need to secure encryption key safe. If 
attacker obtain encryption key, he can easily decrypt 
encrypted message. Symmetric encryption is faster and 
needs less resources to encrypt message then asymmetric 
encryption. So, it is more suitable for IoT solution. Best 
practice for keeping symmetric key in secret is 
asymmetric encryption or Diffie-Helman exchanging 
algorithm (based on asymmetric encryption). Symmetric 
encryption uses two methods for encryption: 

• Steam cipher, 
• Block cipher. 

Steam cipher [19] uses key, which has same length as 
data. Message with data is encrypted bit by bit. 

Block cipher [19] uses fixed length key with unvarying 
transformations. Transformation are specified by specific 
block cipher algorithm. 

Asymmetric encryption [21] (Figure 4.) is more 
effective than symmetric encryption. While symmetric 
encryption has one key for encrypting and decrypting, 
asymmetric encryption has two keys. Encryption key is 
for message sender and decryption key is for message 

receiver. Usually message receiver creates both, 
encryption and decryption keys. Then encryption key is 
sent to message sender. Encryption key is also called 
public key. In case, that attacker has encryption key and 
encrypted message, he cannot decrypt message. Attacker 
can only decrypt encrypted message in case he owns 
decryption (private) key. This is far more secure 
encryption than symmetric encryption.  

Hash encrypting function creates from plain text hashed 
text. Hashing has two valuable characteristics: 

• Same data create same hash, 
• Hash text can not be converted back to plain text. 

Main difference between encryption (Symmetric and 

asymmetric) is operation characteristic. Encryption is both 
way operation. Data is encrypted and then data is 
decrypted. Hashing can only hash plain text, but plain text 
cannot be re-hashed back (Figure 5.). 

A. Lightweight encryption algorithm 
Standard encryption algorithms are mostly unsuitable 

for IoT environment [15]. Computational complexity of 
encryption algorithm can easily depleted IoT node 
resources. Thus, exist lightweight version of these 
encryption algorithm. These lightweight encryption 
algorithms are developed especially for devices with low 
computational power. Lightweight encryption algorithms 
have usually shorter encryption keys, in case of block 
cipher algorithms has less encryption round. Lightweight 
encryption tries to make the best possible end to end 
secure communication with the lowest possible power 
consumption and the fastest encryption time. 

B. Encryption algorithms 
Advanced encryption standard (AES) [22] is block 

cipher algorithm, also called Rijndeal. The most used AES 
encryption algorithm versions are AES-128, AES-192 
and AES-256. This algorithm uses fixed block size of 
128 bits and a key size based on version (128, 192- and 
256-bit size). AES operates with 4x4 column major order 
array. Number of transformation rounds for each version 
is: 

• 10 rounds for 128-bit key, 
• 12 rounds for 192-bit key, 
• 14 rounds for 256-bit key. 

 AES uses operations Add Round Key, Sub Bytes, 
Shift Rows, Mix Columns. Add Round Key operation 
simply uses XOR on encryption key, thus sub-encryption 
key is created. Sub Bits only substitute bits in column 
major order array. Shift Rows only shift rows of array. 
This shifting happened in second, third and fourth row. In 

a row, first element shift to fourth place, second to first 
place, third to second place and fourth to third place. Mix 
Columns operation mixes columns in array. Mixing is 
done by multiplying each column to fixed matrix. 

High Security and Lightweight (HIGHT) [25] uses 
Feistal cipher to encryption. Key is generated in 
encryption decryption phase. HIGHT has 64- and 128-bit 
key size a uses 32 transformation round. HIGHT has 
implemented parallel processes and optimization of RFID 
system. This decrease energy consumption. HIGHT is 
vulnerable to saturation attacks. 

DESL and DESXL [16] are lightweight versions of 
DES and DESX block cipher. Both algorithms use one 
substitution box, while DES and DESX use eight. Only 
one substitution box saves memory. 

Carupira [16] algorithm is Wide Trail based encryption 
algorithm. For lightweight classification uses data block 
with 96-bit size. Block is represented as 3 x 4-byte array. 
Key size is 96, 144, 192 bits. Number of rounds is from 
10 to 23 rounds based on key size. Also uses 8x8 bit 
substitution block. This block is represented as two 4x4 
substitution boxes. This implementation saves storage 
space.  

KATAN [26] (32, 48, 64-bit version) and KTANTAN 
[27] (32, 48, 64-bit version) are hardware-oriented block 
cipher. Block sizes are 32, 48, or 64 bits based on version. 

 
Figure 4.  Asymmetric encryption process 

 
Figure 5.  Hashing vs. encryption and decryption 
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Both algorithms use 80-bit key size. Main difference 
between KATAN and KTANTAN is that KTANTAN is 
more compact in hardware and key is stored in destination 
device. KTANKTAN key can not be changed. 
KTANTAN ciphers are small key initialized block 
ciphers. KTANTAN uses register and feedback functions. 
These functions are easily hardware implemented and 
provides required nonlinearity. 

PRESENT [24] encryption algorithm is lightweight 
algorithm with ISO/IEC encryption standard. PRESENT 
is based on Serpent and DES cipher. It was developed to 
improve hardware effectivity. Due to usage of 31 
transformation rounds, 64-bit data block size, and 80- or 
128-bit key size is suitable for transferring small amount 
of data. 

Hummingbird [23] is hybrid encryption algorithm 
based on Steam and Block cipher. For encryption uses 16-
bit data block size, 256-bit size key, 80-bit internal state, 
simple logic and arithmetic operation. Compared to 
PRESENT, Hummingbird has higher latency and higher 
execution time. Hummingbird 2 is later designed. Still 
works with 16-bit data block size but uses bigger key 
(128-bit size key). Internal state increased to 128 bits. It is 
initialized by 64-bit size initialized vector. Advantage of 
Hummingbird 2 is lower power consumption and faster 
processing. 

Tiny Encryption Algorithm (TEA) [16] is Feistal based 
encryption algorithm developed for low power computers. 
TEA algorithm uses 64-bit block size, divided to two 32-
bit block size. For encryption uses 128-bit size keys and 
variable transformation round number. Enhanced version 
of TEA is extended TEA (XTEA). XTEA uses for 
encryption 64-bit block size, 128-bit size key, and 64 
transformation rounds. Compared to TEA, XTEA has 
more complex key management, XOR, addition operation 
and Shift is changed. 

RSA (Rivest-Shamir-Adleman) [20][28] encryption 
algorithm is based on small Fermat theorem. Due to fact 
that RSA is consider safe with 2048- or 4096-bit size key, 
is not very suitable for IoT networks. RSA has big 
calculation complexity, which means that is not energy 
effective. RSA is very safe algorithm but with small sized 
keys it can be easily deciphered. 

Elliptic curve cryptography (ECC) [29] is asymmetric 
encryption algorithm based on the algebraic structure of 
elliptic curve over finite fields. Elliptic curve algorithms 
are way effective than RSA. Due to usage of smaller 
fields, elliptic curves have smaller memory management 
and faster encryption time. Disadvantage of elliptic curve 
algorithm is complex implementation. Elliptic curve 
effectivity makes elliptic curve algorithm probably the 
most suitable asymmetric algorithm for IoT environment. 

C. Blockchain 
The Blockchain technology [7] is distributed database 

that store every transaction in chain across peer-to-peer 
network. Blockchain has chained blocks of data. Data has 
been timestamped and validated by other nodes of 
blockchain network. Due to fact, that every node stores 
blockchain database, gives blockchain global trust in data 
integrity and originality. Every transaction in blockchain 
is validated and verified by majority of blockchain nodes. 
Basic parts of blockchain are: 

• Chain, 

• Block, 
• Consensual algorithm, 
• Timestamp server, 
• Transaction. 

Transaction is smallest part of blockchain. It represents 
data send from sender to receiver. Block is group of 
transaction. Every block is validated and verified. After 
validation and verification is written to blockchain. 
Timestamp server create timestamp, validate, verify, and 
store blockchain database. Timestamp servers are usually 
represented by blockchain nodes. Consensual algorithms 
describe consensus making process in blockchain 
network. There exist many consensual algorithms. Most 
known algorithms are: 

• Proof of Work, 
• Proof of Stake, 
• Delegated Proof of Stake, 
• Practical Byzantine Fault Tolerance, 
• Proof of Authority. 

Blockchain use 160-bit size addresses (IPv6 has only 
128-bit size address). Blockchain address is represent as 
20 bytes or as 160-bit size ECDSA (Elliptic Curve Digital 
Signature Algorithm) generated public key. Addresses are 
considerate as unique, so we can assign GUID (Global 
Unique Identifier) to each key. 

Due to GUID identifier and unique public key 
ownership, blockchain guarantees authentication and data 
integrity. Each transaction is written in blockchain ledger. 
So, user can easily track each transaction in ledger. 

Blockchain is good solution to all security problems. 
But blockchain disadvantage is power consumption. In big 
blockchain networks, there is huge amount of transaction.  
For every transaction needs to be done process of 
validation and verification. In IoT networks it is huge 
problem. There would be a many messages in network, 
thus congestion happened and some packet will be 
overheard. Many messages means also great power 
consumption, because every message needs to be received 
and processed. Blockchain is secure technology, but 
resource usage is too high. 

D. Diffie-Helman key exchange mechanism 
Diffie-Helman key exchange mechanism [30] is secure 

mechanism for key exchanging. Diffie-Helman 
mechanism security is based on solving a discrete 
logarithm. Two participant (Alice and Bob) wants to 
exchange private shared key over public channel. Both 
sides agree on prime number P and primitive square root 
G, where P is greater then G. Then Alice generate her 
private key APK, where APK < P. Then Alice generate 
public key AK as (Eq. 1) 

AK = (G)APK mod p 
Bob generates his key in same way. BPK is private key, 

where BPK < P, and public key is BK. BK is generate as 
(Eq. 2) 

BK = (G)BPK mod p 
Now both Alice and Bob wants to get their secrete key. 

Alice start generate her secrete key ASK (Eq. 3) and Bob 
starts generate his secrete key BSK (Eq. 4). 

ASK = (BK)APK mod p 
BSK = (AK)BPK mod p 
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Now Alice and Bob has successfully exchange their 
keys (Fig. 5). Diffie-Helman key exchange mechanism is 
widely used in network. Best practice to make network is: 

• Use symmetric encryption, 
• Create key, 
• Use Diffie-Helman key exchange mechanism to 

key exchanging, 
• Encrypt data with symmetric encryption. 

Diffie-Helman key exchange mechanism is not energy 
efficient, but key exchange in network is done only once.  

E. Indirect impacts on encryption process 
Indirect impacts on encryption can increase security in 

every network. For example, if we have special hardware 
for encryption, we can decrease time for encryption. 

There exists some special hardware like Crypto ALU 
processor. This processor is optimized for cryptographic 
instruction, thus decrease time for encryption operations. 

Another indirect impact on encryption is encryption 
algorithm code. If we use Java language for implementing 
encryption algorithm, we can surely say, that algorithm 
will be less effective compared to C language 
implementation. Thus, programmer needs to considerate 
this. 

VI. OUR CURRENT AND FUTURE WORK 
Our current work is based on improving security in IoT 

environment. We have in progress two project. First 
project is focused on blockchain optimization for IoT 
networks. We compared different blockchain consensual 
algorithm in IoT networks. Comparison was based on 
energy consumption and transaction validation and 
verification time. The most suitable algorithm was PBFT 
(Practical Byzantine Fault Tolerant) algorithm. We 
simplified some PBFT processes and some processes were 
merged into once process. Second project is focused on 
decreasing energy consumption in encryption process. In 
this project, we want divide data to security layers. Each 
security layer will have own security requirements. E.g. if 

we have some GPS data, we can secure this data with 
lower security standard. In case, we want transfer some 
private data like name, surname, birthday number, driving 
license number we use advanced security mechanism. 
Thus, we expect decreasing energy consumption. 
Disadvantage of this project is implementation part. We 
increase data size of implemented solution. 

Our future work is to create blockchain with cluster 
making mechanism. The idea of this project is secure data 
with the lowest possible energy (second project goal). 
Then implemented clusters into blockchain. But we need 
first to know, which consensual algorithm is best (first 

project goal – partially done). 
Assumption of implementing cluster to 
blockchain is based on IoT network 
size. If we have big IoT network (100+ 
devices), we can divide this network 
into cluster. Each cluster secure data 
with blockchain. We have small 
blockchain networks in one big 
network. Now blockchain should not 
make great energy consumption. 
Cluster heads (masters) create second 
blockchain. So we want to create 
something like double layered 
blockchain. First layer will have only 
local data. Second layer will have all 
blockchain data. We assume that this 
solution can create high security with 
sustainable blockchain usage. We want 
deploy our solution in Smart Education 
and E-health IoT application. Both IoT 
applications has suitable conditions for 
our projects. 

VII. CONCLUSION 
Security in Internet of Things is important part. In this 

paper, we describe security architecture, security 
problems, encryption mechanisms and lightly introduce to 
our work in IoT security. At the beginning, we introduce 
IoT application architecture and describe security model 
in IoT. Then, we closely describe IoT vulnerabilities and 
attack for IoT networks. In next part of paper, we 
introduce encryption algorithm and their potential security 
benefits in IoT environment. We also describe blockchain 
technology and describe potential blockchain benefit for 
IoT environment. At the end of the paper, we introduce 
our work in IoT security. We lightly introduce our 
projects and potential benefits for IoT environment and 
possible deployment of our projects.  
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Abstract—This work deals with methods of on-chip digital
calibration for analog integrated circuits in nanotechnologies.
Research and evaluation of existing calibration methods was
done at the beginning, followed by the implementation of digital
calibration for a variable gain amplifier (VGA) in 130 nm
CMOS technology, operating under 0.6 V supply voltage. The
purpose of calibration is the cancellation of the VGA input offset
voltage VIOFF . The whole design was verified using Monte Carlo
analysis and partially also by experimental measurement on 10
packaged chip samples. A student team project was aimed to
the automation of the chip measurement process. Measurements
of calibrated VGA (cVGA) reveals the VIOFF variation between
13 μV and 823 μV . The calibrated circuit reaches DC gain of
30 dB, which well corresponds with the nominal VGA design.
In order to evaluate the calibration effectiveness, measurements
include also the VGA samples without calibration, realized in
the same technology. The obtained VIOFF reaches μ = 403 μV
and σ = 3, 45 mV over 60 unpackaged dies. The paper also
proposes ”ping-pong” technique to enable continuous operation
of the amplifier.

Index Terms—process-voltage-temperature variations, digital
calibration, variable-gain amplifier, input offset voltage, CMOS

I. INTRODUCTION

Continuous increase in the functionality and complexity
of nowadays electronic systems as well as its affordability
have emerged from the enormous development of design
and fabrication technology for integrated circuits (IC). This
trend is essentially driven by scaling down the minimum
dimension that the process technology is capable to fabricate.
This progress however, brings stochastic and considerable
fluctuation of electric parameters of circuit elements. It stems
from deteriorated reliability of the fabrication process in creat-
ing sub-micron patterns. Therefore, fluctuation of parameters
becomes a serious issue already within a single die.

II. MOTIVATION

The above mentioned fluctuations in circuit elements may
consequently affect the reliability of the whole IC. While
digital ICs are obviously tolerant to the process-voltage-
temperature (PVT) variations under 100 nm process node,
analog ICs are much more susceptible. Besides, circuit func-
tionality might be dynamically altered by a change in PVT

and ageing of material structures. Work [1] suggests that the
transistor drain current of (ID) in a smaller process node
suffers from greater variation due to a change in voltage and
temperature (dynamic factors).

Along with the integration, increased circuit complexity
requires cutback in the power consumption not to increase the
size of an energy storage. This constraint is further tightened
by the increasing demand for the device mobility. Therefore,
it is essential to develop novel topologies to sustain the proper
functionality of circuits such as operational amplifiers (OA).
Work [1] also shows that changes of supply voltage (VDD)
and temperature lead to stronger ID variation in scaled process
nodes.

It has been shown that to ensure a proper operation of
nanoscale ICs, we need new techniques to compensate PVT
variations and device ageing drift. In the case of OA, VIOFF

is the typical electrical parameter quantifying detrimental
variations. Therefore, calibration techniques are aimed at the
VIOFF cancellation. So far, the most widely used methods
for calibration of analog ICs include the fuse trimming (one
time or programmable), chopper stabilization and auto-zero
technique.

III. COMPARISON OF CALIBRATION METHODS FOR
ANALOG ICS

Trimming through use of one-time or programmable fuses
is performed manually after the fabrication of a chip [2], [3].
This method is therefore, unable to compensate variations of
electrical parameters that are based on unpredictable dynamic
factors, which commonly occur through IC operation and ap-
plication. Trimming based on programmable fuses uses a non-
volatile memory to save compensation signals. When trimming
is repeated due to, for example, ageing drift, additional costs
have to be considered.

On the other hand, techniques as chopper stabilization
and auto-zero are able to compensate ICs electric parameters
simultaneously along the regular function [4], [5], [6], [7].
Contrary to fuse trimming, these methods compensates also
dynamic factors due to PVT variations. Chopper stabilization
is able to produce exceptionally small residual VIOFF , which

 978-1-7281-4967-7/19/$31.00 ©2019 IEEE 733



remains present after the calibration. However, this method
significantly restricts the amplifier bandwidth.

Auto-zero method does not bring this issue into the cali-
brated circuit. It is based on sequential two-phase operation.
The topology of a calibrated circuit is reconfigured for each
phase. In the first phase, the calibrated circuits (e.g. OA)
is configured in a such way that VIOFF can be sensed.
The other phase brings the OA into regular functional mode,
where the sensed VIOFF is subtracted at the circuit input.
Nevertheless, the crutial issue of this method lies in the charge
injection due to switching between the two phases. This can be
alleviated using digital approach in sensing phase of auto-zero.
However, the auto-zero method still uses periodic modification
of the calibrated circuit topology. Beside the influence of
PVT variations, this method effectively eliminates also the
signal noise [4], [5]. Frequency of switching between the
phases must be rather high, and therefore, the OA input is
discontinuous. In the case, when the OA input referred noise
is of little concern, it is beneficial to avoid the sensing phase.
Adverse effect of switching the OA input can be eliminated
in this way, and the calibration process becomes fully digital.

Digital methods of calibration used for analog integrated
circuits and their operation principles are extensively described
in our works [8], [9], [10], and also in work [11]. In the fol-
lowing section, we address the digital method implementation
and verification.

IV. IMPLEMENTATION OF DIGITAL CALIBRATION TO
DIFFERENTIAL AMPLIFIER

A. Calibration system topology

Under our research, a prototype implementation of the
digital calibration for a variable gain amplifier has been carried
out. The VGA topography was designed and fabricated in a
standard 130 nm CMOS technology. Actually, the prototype
chips are being experimentally verified. The calibration system
topology is depicted in Fig. 1.

Fig. 1. Implementation of digital calibration for VGA input offset voltage
cancellation.

As already mentioned, calibration is aimed at compensation
of VIOFF of the VGA. Nominal value of the supply voltage
for the selected process node is 1.2 V . However, to meet
nowadays demand for device energy efficiency, the whole
system operates with VDD = 600 mV . The calibrated VGA
reaches DC gain magnitude of 33 dB and the bandwidth
20 kHz (with a load of 10 pF ). The reference voltage
VREF will be later realized on-chip using a bandgap voltage
reference. The value of VREF is set in the middle of the VDD

value to enable the maximum output dynamic range.
The layout of the whole calibration system is shown in

Fig. 2. The main parts of the system are highlighted and their
dimensions are presented (in μm).

B. Continuous operation topology

From Fig. 7 (section V), it can be noticed that the VGA out-
put is at first significantly imbalanced and gradually brought
to the VREF . This is the full calibration cycle, and with
calibration frequency of 350 kHz it lasts less than 300 μs. If
the VGA is to be implemented in a continuous signal system, it
is necessary to use so-called ”ping-pong” technique [4], [12].
Its operation principle is illustrated in Fig. 3. Calibrated VGA
is duplicated (versions X and Y), and two parts are sequentially
switched. While X version is calibrated, the Y operates in
the regular functional mode. The versions interchange their
functions in periodic intervals. Digital logic allows to control
the length of the calibration interval according to a change in
dynamic environmental factors. In this way, it is possible to
maintain the VGA specifications in a demanded range.

Fig. 4 illustrates a lower level topology of the VGA with
the modification for usage in the ”ping-pong” technique. The
modified topology utilizes a few additional functions compared
to the original one (Fig. 1). D flip-flop prevents the system,
after the successful calibration cycle, from random start of an-
other cycle due to AC signal present at the VGA input. Digital
logic is automatically reset at power-up by the power-on-reset
circuit. Another POR handle sequential switching ”ping-pong”
VGA versions and start of corresponding calibration cycle
according to calibration period. Circuit Δt regulates duration
of calibration period.

V. VERIFICATION

The proposed method of calibration was verified using
Monte Carlo analysis (MC) and measurement of packaged
samples. MC simulation results cover 150 samples and it
considers temperature change between −20°C to +60°C, and
variation of process and geometric parameters of fabrication
technology. Measurements were carried out at temperature of
30° C and it used 10 packaged samples.

Histograms in Fig. 5 compare MC analysis temperature
results for the VIOFF parameter, with and without the use
of calibration. The achieved results prove a fairly sufficient
accomplishment of the calibration aim.

The measurement verification has been performed also for
the VGA without calibration, realized in the same technology
as the calibrated VGA. Circuit was tested for the VIOFF
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Fig. 2. The layout of the whole calibration system (dimensions are in μm).

Fig. 3. The ”ping-pong” technique for VGA continuous operation.

parameter over 60 unpackaged dies at temperature of 27°C.
Fig. 6 shows a comparison of measurement results obtained
on both the original VGA and calibrated VGA, and simulation
results of the calibrated VGA (identical with histogram for
27°C in Fig. 5) as well. The improvement of VIOFF dis-
tribution markers with the aid of digital calibration is easily
observable. The mean value is reduced to 27% and standard
deviation to 12%.

Measured transient waveform of the calibration is depicted
in Fig. 7 through a change of the VGA output voltages, where
the best and the worst cases in realm of the measurement and
simulation results are compared.

Fig. 8 compares the magnitude frequency characteristic
obtained by measurement and simulation.

Key parameters of the calibrated VGA are summarized in

Fig. 4. Modified VGA topology with digital calibration for use in the ”ping-
pong” technique.

Tab. I. Measured VIOFF is in the range between 13 μV and
823 μV . For a comparison, the same parameters ranges from
12 μV to 5.4 mV in simulations.

VI. EVALUATION OF THE METHOD EFFECTIVENESS

In order to evaluate the effectiveness of the proposed
calibration method, we established conditions, which bounds
effective use of the digital calibration. These boundaries are
based on priorities of application demands (fabrication costs,
energy consumption, and so on). It is essential to form a
figure of merit (FOM) in order to clearly compare calibration
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Fig. 5. VIOFF parameter with and without the use of calibration at different
temperatures.

Fig. 6. Comparison of measured and simulated results for VIOFF

Fig. 7. Transient flow of calibration: best and worst case for measurement
and simulation.

Fig. 8. Magnitude frequency characteristics of the VGA.

methods and to evaluate obtained data and contribution of this
research. FOM comprises of these items:

• K(μ, σ) - compensation coefficient, quantifying result
of calibration in terms of the VIOFF mean value and
standard deviation over a set of samples.

• AKPO/AKO - proportion of calibration hardware area
with respect to the size of calibrated device.

• PSUP - additional power consumption to realize the

TABLE I
MAIN PARAMETERS OF THE CALIBRATED VGA OBTAINED BY

MEASUREMENT AND SIMULATION.

AMAX [dB] BW [kHz] tcal[μs]

min max min max min max

simulation 28 33 5 60 305 390

measurement 29.5 30.7 16 21 200 300
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calibration.

FOM equation was established as follows:

FOM = K1(|μ|+ σ) +K2
IKPO

IV GA
+K3

AKPO

AV GA
;

n∑
i=1

Ki = 1,

(1)
where Ki represents weighting coefficients, determined ac-

cording to priorities in implementation of the calibrated circuit.
In order to quantify the proposed method, the coefficients were
set a follows: K1 = 0.5;K2 = 0.4;K3 = 0.1. At temperature
of 27°C, the calibrated VGA reaches FOM=0.91. The original
VGA without calibration hardware reaches FOM=1.4. The
aim of the proposed calibration method is compensation of
VIOFF to an extent, when the VGA main parameters reach
nominal values with tolerance up to 1%. For example, BW of
the calibrated VGA obtain match with the nominal design in
99.6% (with the VGA maximum gain).

Recently, our research is aimed at more precise measure-
ment evaluation of the prototyped calibrated VGA chips. Fol-
lowing the obtained findings, the original topology will be re-
designed for use in the ”ping-pong” configuration to improve
the calibration. The ”ping-pong” technique will require an
approach to suppress the noise from switching the overall
topology between two modes in parallel. Finally, the com-
pensated VGA will be automatically recalibrated according to
temperature changes. Additional calibration hardware being
connected to the original VGA topology might have adverse
effect on frequency characteristics of the amplifier. Therefore,
future goal of our research will be also characterization of
an undesired influence of the calibration hardware on the
VGA operation in terms of AC analysis. According to its
results, it will be possible to improve this method further.
In order to optimize the operation of circuits also for supply
voltage as low as 0.6 V , the possible utilization of bulk-
driven approach will be analysed in the future [6]. In redesign
phase, compensation of the VGA differential branches, carried
out independently, will be investigated. For more precise
calibration (e.g. smaller residual offset), a lower-level DAC,
with full scale equal to 1 LSB of the main DAC, will be
utilized.

VII. EDUCATIONAL POTENTIAL

Experimental measurements created the space for involving
students in this research. A group of students worked within a
team project on automation of the chip measurement process.
The objective of this project was to build desktop operated set
of instructions, which simultaneously handle test equipment
to measure main parameters of the prototyped VGA chips.
These include frequency characteristics, DC transfer charac-
teristics and total harmonic distortion. Instructions are based
on Standard Commands for Programmable Instruments (SCPI)
language. Its compilation and communication with the test
equipment is managed by Matlab environment. Measurement
of frequency characteristics and parameters as bandwidth and

gain-bandwidth is relatively complex. It requires operating of
the following equipment:

• AC signal generator,
• Oscilloscope,
• DC power supply,
• Multimeter.
Fig. 9 depicts the measurement setup, which was used for

purposes of chip evaluation in section V.

Fig. 9. The automated measurement setup for evaluation of prototyped chips.

The process of measurement automation include stepping
the frequency of the VGA input signal in a given range,
while oscilloscope adapts to the VGA output signal. Frequency
characteristics are then built from oscilloscope data in Matlab.
To obtain the measurement in multiple VGA operating points,
the DC power supply is stepped, while frequency sweep is
repeated. Since each VGA is specific, the automated mea-
surement was designed as versatile as possible. It requires to
enter essential circuit parameters and measurement boundaries
as supply voltage, frequency range, input signal starting am-
plitude, limitations, etc. Then, the process is automated till
the data are generated. It is also possible to reconfigure the
measurement between differential and single ended topologies.

VIII. CONCLUSION

This work proposed a digital method of calibration usable
for analog integrated circuits as alternative to other widely
used methods. The implementation of the proposed method in
130 nm CMOS technology was described, aimed at compen-
sation of input offset voltage of the variable gain amplifier.
Effectiveness of the calibration method was verified through
simulation and measurement results, while the correlation
between them is shown. Monte Carlo analysis was carried
out over the temperature range from −20°C to 60°C. To
conclude, it is obvious that the proposed method is capable
to significantly compensate the undesired influence of process
fluctuation and temperature and voltage variations.
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Abstract — The performance of everyone is influenced by 
several factors, including value orientations. Performance in 
the learning process is quantified by classification degrees or 
by the weighted study average. The main aim of the paper is 
to specify the impact of value orientation on Generation Z 
performance in education process. The survey sample was 
made up of respondents belonging to the Generation Z and 
the size of the research sample was n = 140 respondents. The 
authors of the paper used the standardised collection tool, 
the HO-PO-MO questionnaire, specifically the HO 
questionnaire. The collected data were evaluated by 
Microsoft Excel and IBM SPSS Statistics. The main results 
of the research imply the existence of significant differences 
between the level of value orientations measured between 
men and women. The existence of significant dependence  
(rs = 0.316) between previous education and moral value 
orientation of students there was also proved. 

Keywords: education, Generation Z, performance, values. 

I. INTRODUCTION 
The exploration of values progresses beyond the history 

through different stages of society development [1]. 
Human values evolve and change throughout life. 
Children are aware of their responsibility for their grades 
or behaviour as one of the values they understand. 
Adolescence is the most difficult period in terms of values 
formation [2]. Each value contains three basic elements: 
thinking, feeling, and will (cognitive, affective and 
volitional component). Based on preferred values value 
system or orientation is created – nowadays everybody 
can determine and follow their own values. On however 
the other hand, the media have too much influence on the 
value orientation, patterns and direction of the individual, 
the youth and the family [3]. The value hierarchy of the 
individual is formed within the socialisation process, 
when a certain amount of belief is created based on what 
is beneficial and what is undesirable. Values can be 
perceived as relatively permanent personality 
traits/tendencies that are closely related to attitudes, goals 
and behaviours; thus, the values significantly influence the 
life decisions and choices of individuals [4] and [5]. The 
research of values of humanities students and workers has 
shown that young people are more sensitive to value 
trends and respond more creatively to new changes than 
the older generations. Based on mentioned findings, an 
important value can be attributed to the values of young 
people and their expectations [3]. The authors of this 

paper do not understand values as constant and definite, 
but on the contrary, they are understood to be dynamic 
elements of human personality. External influences, in 
addition to the internal, play significant role in the forming 
personality, with values and value system as its important 
and re-bounded part. Thus, education and learning 
contribute significantly not only to the development of the 
knowledge base but also to the formation of the student's 
personality [6].  Education and learning process is the 
process during which the specific person acquires or 
develops new knowledge, skills, attitudes, and abilities. 
Education is targeted, lifetime process based on 
experience that reasonably influences also behaviour and 
nature of the educated person [7], [8] and [9]. The 
progress that brings an education itself to educated person 
is relatively stable. In simple terms, learning takes place 
when people can show that they know something what 
they have not previously known or that they can do 
something, what they have not ever done before [10] and 
[11]. The vision of education is the development of 
knowledge, skills, abilities, attitudes, behaviour and 
adaptation to the changing conditions that will be required 
for the future qualified work performance [12] and [13]. 
The objective of education itself is to increase, acquire, 
deepen, and maintain the necessary knowledge, skills and 
abilities [14]. The higher level of education nowadays 
faces great challenges as an outcome of rapidly changing 
conditions in of the society [15]. 

Current students belong to the so-called Generation Z, 
which, like other generations, is unique and with own 
characteristics of its values orientation, which greatly 
affects how these people approach individual areas of life. 
Generation Z (born in 1995 - 2010) – according to the 
classification of the economist and demographer Neil 
Howe and historian William Strauss, comes after 
Generation Y (born in 1982 - 1995). Generation Z, like a 
unique and genuinely digital generation in contemporary 
world, is entering the labour market [16], [17], [18] and 
[19]. The self-esteem is strongly recognizable for the 
persons from Generation Z. The members of Generation Z 
will not act, if it is be not their personal interest. Other 
characteristics for the Generation Z are that personal 
contact is repressed by communication through modern 
technological devices. The representatives of Generation 
Z are often called as "digital people". Tulgan [20] points 
out, that the Generation Z especially responses to clearly 
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defined and directly interconnected rewards that are 
provided proportionally to the amount of time spent at the 
workplace. The Generation Z always creates relationship 
and puts into proportion: time spent/performed tasks. The 
most effective way, how to keep and manage the existing 
good working relationship with the Generation Z is to 
transparently reward them on in dependence on their real 
performance. The discussion about work performance 
should be on regular basis [21]. The most important 
incentives for the Generation Z are value, career, learning, 
and self-regard [22].  Generally, it can be claimed that the 
Generation Z is technically the most advanced generation 
that appeared in school facilities so far. Among the most 
advantages of the Generation Z belong: technological 
advancement, contacts and relationship, team-orientation, 
multitasking and moral codex. To the biggest negatives of 
the Generation Z belong: they do not know, what is 
confidentiality, dangerous independence, and lack of some 
knowledge (especially human contact, grammar or use of 
the literary language [23]. The studies from personnel 
agencies also show that the Generation Z accredits greater 
importance to the "soft skills" than to the "hard skills". 
This imply that there is a need to focus educational 
activities on the improvement of their "soft skills". If 
employers want to attract the young Generation Z for a 
longer time, they have to provide them opportunities for 
its development [16]. For the Generation Z development 
opportunity is the most important factor in choosing a job. 
Arising from above mentioned, the values play a 
significant role in preference, what the Generation Z is 
willing to spend their time and effort on. The authors 
specifically decided to focus on its performance in the 
educational process. Therefore, the aim of the paper is to 
specify the impact of value orientation of Generation Z on 
their performance in the educational process. 

II. MATERIAL AND METHODS 
      The research problem is defined, along with the 
definition of the research main aim and the definition of 
research questions and hypotheses, in the next part of the 
paper. The following section contains the description of 
the research sample together with the description of the 
used collection tool. 

A. Research issue  
      Research problem in recent decades, the decreasing 
trend of the demographic curve has been recorded in the 
Slovak Republic, as well as in other EU countries [24], 
[25], [26] and [27]. This has resulted in many problems 
caused by the increasing competition among educational 
institutions as well as the decreasing demands on students. 
This causes not only the degradation of the school system, 
but also problems in the selection of skilled executive 
employees in the companies [8] and [28]. One of the main 
problems is the declining motivation of students within 
the Generation Z, which is also reflected in the declining 
performance of students and employees [16] and [29]. 
Scientific and technological progress, along with many 
other factors, caused different management and 
psychological theories to develop the classification of 

generation and generation groups. The change in value 
orientations of students has a direct impact on the decrease 
in motivation and performance of an individual. 

B. Aims of research questions and hypotheses 
      The main objective of the paper is to specify the 
impact of value orientation of Generation Z on their 
performance in the educational process. The research was 
aimed to measure and study the composition of value 
orientations of Generation Z and based on these, outcomes 
to identify their impact on their performance in the 
educational process. 
      The research methods: The authors used several 
methods for statistical evaluation of the collected data: 
descriptive and quantitative statistical methods.  There 
were used statistical tools: histograms, pie charts, and 
supplementary analyses in a table form in order to 
interpret the data. Furthermore, the authors of the paper 
used parametric and nonparametric statistical tests, which 
served for better processing of obtained data and 
determination of relevant conclusions within the 
researched issue.  
 
      Research questions and research hypotheses:  
RQ1: What is the structure and level of value orientations 
within the Generation Z? Is there a difference among the 
groups of respondents? 
RQ2: Is there a statistically significant difference between 
the gender and the measured gross score from the HO 
questionnaire? 
 
RH1: Respondents who achieve high scores of value 
orientation education in the HO questionnaire achieve 
better academic results from the selected school subjects 
(Mathematics I and Operational Analysis). 
RH2: There is a statistically significant dependence 
between the measured score of the moral value orientation 
from the HO questionnaire and the respondent's previous 
education. 
RH3: There is statistically significant dependence 
between moral and social value orientation from the HO 
questionnaire. 

C. Research file and data collections tools 
Data collection and data collection tool the research 

was carried out from December 2017 to February 2018 
and was the part of the Student Scientific Conference. The 
questionnaire was distributed to the respondents (the 
Generation Z students) and consisted of a standardised 
questionnaire and four supplementary questions. The basis 
of the questionnaire consisted of the HO-PO-MO 
questionnaire (in the Slovak language), namely the HO 
(Value Orientation) questionnaire. Additional questions 
were focused on previous education, gender, age, and final 
evaluation of selected subjects (Mathematics I and 
Operational Analysis) of the respondents. The HO-PO-
MO questionnaire is internally consistent and can be 
therefore divided into separate parts. The researchers used 
the HO (Value orientation) questionnaire, consisting of 
twelve questions, to address the research needs. Each 
question offered two to five possible variations to respond. 
Each answer identifies a specific value. Using the 
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questionnaire, the following values can be identified and 
classified: social, economic, educational, moral, and 
aesthetic [30]. HO-PO-MO questionnaire is designed to 
determine value orientations, attitudes to values and 
performance motivation. Value orientations as an integral 
part of the personality, having a direct influence on the 
formation of the motivation and aspiration level of the 
individual that directly affects the individual's 
performance [31]. In general, it can be assumed that all 
human actions and activities must be determined by some 
motivation.  

Description of the research sample frame the research 
frame was created on the basis of the quota sampling 
(non-probability) of students (the Generation Z) from 
various study fields, different sexes and from two selected 
years (first and fifth) at the Faculty of Materials Science 
and Technology in Trnava (MTF). The authors of the 
paper included respondents (1st and 5th year students) in 
the Generation Z group. The amount of 160 questionnaires 
were distributed for research purposes, 80 questionnaires 
were distributed to each group (first year and fifth year) 
(Total n = 160). 140 questionnaires returned completely 
and correctly, so the authors can declare approximately 
87.5 % return. Based on this percentage, the authors 
consider the data collection questionnaire to be enough. 
The Figure 1 shows respondents' representation by their 
school year. 

 

 
Figure 1: Absolute abundance of respondents by school year 

(Source: own elaboration, 2018) 
 
Figure 1 shows that students of the fifth year had a 

lower mistake rate when completing the questionnaire, 
compared to the first-year students. In Figure 2, the 
percentage distribution of students from both groups by 
gender is shown. 

 

 
Figure 2: Relative frequency of respondents by gender (Source: 

own elaboration, 2018) 
 

      The gender proportion of research frame was almost 
identical. There were 80 male respondents (57 %) and 60 

female respondents (43 %). A quota sampling ensured an 
approximately even distribution of the sampling criterion 
(gender and year) in the sample frame. 

III. RESULTS OF THE RESEARCH 
      In the third part of the paper, the authors analyse the 
research questions and hypotheses by the statistical 
methods and available programs: Microsoft Excel and 
Statistical Package for the Social Sciences (IBM SPSS 
Statistics).   

A. Evaluation of research questions 
     RQ1: What is the structure and level of value 
orientations within the Generation Z? Is there a difference 
among the groups of respondents?  
      The analysis of the respondents' gross score in the HO 
questionnaire was processed. The processed data are 
shown in Figure 3 (1st year students) and 4 (5th year 
students).  

 

 
Figure 3: Gross score achieved by the 1st year (Source: own 

elaboration, 2018) 
 

      Figure 3 shows that the highest gross score is achieved 
by the 1st year students in their educational and social 
value orientation. Due to the fact that students achieved 
poor academic results (performance in study) from the 
selected subject Mathematics I, the authors of the paper 
could argue that there is a disproportion between value 
orientation and achieved performance of the 1st year 
students. On the other hand, the lowest score is achieved 
by the students in aesthetic orientation. 

 

 
Figure 4: Gross score achieved by the 5th year (Source: own 

elaboration, 2018) 
 
     As shown in Figure 4, students of the 5th year achieved 
the highest gross score in educational, moral, and 
economic value orientation. The authors of the paper 
consider this to be serious fact as a second group of 
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students achieved poor academic results. The lowest gross 
scores are again achieved in aesthetic value orientation. 
      From these findings, it was affirmed that there are 
differences between the groups of students in the first and 
the last year of study. The highest and lowest gross score 
achieved by the two groups was at same value orientation 
(educational and aesthetic). Comparing both groups in 
moral, economic, and social value orientations, there is 
evident a change of importance and preference of order. 
This fact resulted from personality development and 
preparing for a change of life by entering the work sphere.
  
      RQ2: Is there a statistically significant 
difference between the gender and the measured gross 
score from the HO questionnaire? 
2. a) HO – educational: The results of parametric Student's 
t-test suggested a statistically insignificant difference 
between gender variables (male, female); (t (F15) = -
0.028; p > 0.05; d = -0.008). The resulting standardised 
effect of group size expressed by Cohen's d indicates little 
to negligible effect.  
2. b) HO – aesthetic: The results of non-parametric Mann–
Whitney U-test suggested a statistically insignificant 
difference between gender variables (male, female); (U = 
1955; Z = -1.877; p > 0.05; r = -0.159). The resulting 
standardised effect of group size expressed by Cohen's d 
indicates little to negligible effect. 
2. c) HO – moral: The results of non-parametric Mann–
Whitney U-test suggested a statistically significant 
difference between gender variables (male, female); (U = 
1883.5; Z = -2.181; p < 0.05; r = -0.184). The resulting 
standardised effect of group size expressed by Cohen's d 
indicates little to negligible effect. 
2. d) HO – economic: The results of parametric Student's 
t-test suggested a statistically significant difference 
between gender variables (male, female); (t (F15) = 2.883; 
p < 0.01; d = 1.059). The resulting standardised effect of 
group size expressed by Cohen's d indicates high effect. 
2. e) HO – social: The results of non-parametric Mann–
Whitney U-test suggested a statistically significant 
difference between gender variables (male, female); (U = 
1645.5; Z = -3.182; p < 0.05; r = -0.269). The resulting 
standardised effect of group size expressed by Cohen's d 
indicates little to negligible effect. 

B. Evaluation of research hypotheses 
      RH1: The respondents who achieve high scores of 
value orientation education in the HO questionnaire 
achieve better academic results from the selected school 
subjects (Mathematics I and Operational Analysis). 
      This variable correlates at the level sig = 0.05, with the 
Spearman correlation coefficient rs = 0.296. The 
significance value reached the desired level (sig <0.05), so 
the authors of the paper do not reject this hypothesis and 
we can confirm that there is a weak dependence between 
the monitored variables. 
  
       RH2: There is a statistically significant dependence 
between the measured score of the moral value orientation 
from the HO questionnaire and the respondent's previous 
education.  

      The result of the Spearman correlation test 
demonstrates that there is a statistically significant 
dependence between the measured score of the moral 
value orientation from the HO questionnaire and the 
respondents' previous education. This variable correlates 
at sig = 0.10 with Spearman correlation coefficient rs = 
0.316. The significance value reached the desired level 
(sig <0.10), so the authors of the paper do not reject this 
hypothesis and we can confirm that there is a moderately 
strong correlation between the monitored variables. 
  
      RH3: There is statistically significant dependence 
between moral and social value orientation from the HO 
questionnaire. 
      This variable correlates at sig = 0.10 level with the 
Spearman correlation coefficient rs = 0.671. The 
significance value reached the desired level (sig <0.10), so 
authors of the paper do not reject this hypothesis and it 
was confirmed that there is a moderately strong 
correlation between the monitored variables. In Figure 5, 
the graphical representation of the correlation between the 
selected variables (moral and social value orientation 
scores) can be seen.  
 

 
Figure 5: Graphical representation of RH3 correlation (Source: 

own elaboration, 2018) 
 
      Figure 5 shows a strong linear correlation between 
social and moral value orientation scores (rs = 0.671). 
Therefore, the authors of the paper can argue that social 
and moral values are directly related to each other and it 
can develop one value orientation by systematically 
influencing the other value orientation. 

IV. FINAL SUMMARY 
The following part of the paper is divided into two 

parts, which are discussion and conclusion. 

A. Discussion 
     Value orientations affect not only the decision-making 
process, but also the individual performance of the student 
in the learning process [6]. Based on the structure of 
student value orientations, the teacher can motivate and 
stimulate his / her and thus increase his / her performance 
[32]. The Generation Z group will dominate the labour 
market in a few years, so it is important to characterise its 
personality or performance characteristics that can be used 
to manage the human resources. Similarly, to the study 
process, based on the knowledge of the value orientations 
of the Generation Z, the employer can specifically manage 
these employees to use their full potential [33]. 
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      Each of the generational groups is characterised by 
different personality characteristics, which are closely 
related to the composition of value orientations and the 
individual achievements [34]. The individual's values are 
influenced by different incentives or motives, which vary 
within each generation group. Comparing the motive and 
the value orientation, value orientation is of a higher 
personality structure that is immediately reflected in 
everyday activity, whether in decision-making or in the 
choice of long-term goals [28] and [30]. 
     The evaluation of the first research question shows that 
the research sample of the Generation Z students achieved 
a high gross score in the educational, moral and social 
value orientation, from which it can be concluded that 
education is important for university students despite the 
fact that the academic results are decreasing. Another 
positive finding is that social and moral value orientations 
are dominant for the Generation Z group. The authors 
state that social factors that significantly affect job 
satisfaction will be significantly important for the 
Generation Z group in the work process [16] and [35]. 
     This indicates a very important finding that company 
management can motivate employees and increase their 
commitment to work by non-financial incentives. Both 
groups of respondents achieved the lowest gross score in 
aesthetic value orientation. The second research question 
was focused on observing statistically significant 
differences between the group of male and female 
respondents. The statistically significant differences were 
achieved in moral, economic, and social value 
orientations. No statistically significant differences were 
identified in educational and aesthetic value orientation 
between the male and female Generation Z respondents. 
     Based on the evaluation of the first research 
hypothesis, the authors identified a statistically significant 
dependence between education value orientation and good 
academic results (rs = 0.296). Based on the evaluation of 
the second research hypothesis, a significant dependence 
between moral value orientation and previous education 
was confirmed. Based on additional analyses, the authors 
can declare that the respondents with secondary education 
achieved higher scores in the moral value orientation. In 
the last research hypothesis, a significant dependence  
(rs = 0.671) between moral and social value orientation 
was confirmed. 

B. Conclusion  
     The research results proved that education is mainly 
important in the value orientations of the Generation Z 
students. Contrariwise, least important is aesthetic value 
orientation. Preferring education value can result to better 
academic results from selected school subjects.  The 
research also proved, that moral value orientation can be 
influenced by previous education of investigated students. 
Moreover, there was confirmed a positive relation 
between moral and social orientation of the Generation Z 
students. 

All results are very useful for planning and managing 
the learning process. Incorporating presented findings into 
the educational process can potentiate to improve 
students´ efficiency thus improving their academic 

performance. Due to the increasing trend of the proportion 
of the Generation Z in the labour market in the upcoming 
years, the findings can be very useful for the human 
resource management in industrial companies. Knowledge 
of the value orientations of the upcoming generation of 
employees is important in terms of sustainable human 
resource management. It is the younger generations of 
employees who differ from the older ones in that they are 
more willing to change jobs in which they are not 
satisfied. Therefore, targeted stabilisation and increased 
satisfaction of the Generation Z employees will help rise 
their performance and afterword the performance of the 
organisation. 

ACKNOWLEDGMENT 
The paper is a part of Young Research Project No. 1335 

"Examination of human resources management in 
multicultural industrial enterprises in order to enhance 
employee performance of different generation groups".  

This paper was written with the financial support of the 
Scientific Grant Agency of the Ministry of Education, 
Science, Research and Sport of the Slovak Republic and 
the Slovak Academy of Sciences  as a part of the 
project  No. VEGA 1/0101/18 „Proposal of the 
combination and recombination methodology for the work 
comfort index in mechanical engineering industrial 
plants“. 

The paper is a part of VEGA project No. 1/0348/17 
„The impact of the coexistence of different generations of 
employees on the sustainable performance of 
organisations “.  

This publication has been written thanks to support of 
the Operational Program Research and Innovation for the 
project: "Research of advanced methods on intelligent 
information processing", ITMS code: NFP313010T570 
co-financed by the European Regional Development 
Fund. 

REFERENCES 
 

[1] I.C. Woodward and S. Shaffakat, “Understanding Values for 
Insightfully Aware Leadership,” INSEAD Working Paper, no. 5, 
pp. 1-59, 2014.  

[2] M. Frankovský and L. Ištvániková, Hodnoty a hodnotové 
orientácie manažérov a nemanažérov a dôvera k �u�om (Values 
and value orientations of managers and non-erasing and 
confidential users), Brno: Masarykova univerzita, 2011. 

[3] L. K�eménková, “Personal values and value systems of humanities 
students and workers,” Psychologie a její kontexty, vol. 6, pp. 17-
35, 2015.  

[4] D. Boer and R. Fischer, “How and when do personal values guide 
our attitudes and sociality: Explaining cross-cultural variability in 
attitude–value linkages,” Psychological Bulletin, vol. 139, pp 
1113–1147, 2013.  

[5] A. Bardi, K.E. Buchanan, R. Goodwin, L. Slabu and M. Robinson, 
“Value Stability and Change During Self-Chosen Life Transitions: 
Self-Selection Versus Socialization Effects,” Journal of 
Personality and Social Psychology, vol. 106, pp. 131-147, 2014.  

[6] A.P. Šafránková and K. Zátopková, K. “Teachers’ Evaluation of 
Importance of Selected Determinants of Education of Socially 
Disadvantaged Pupils,” Journal on Efficiency and Responsibility 
in Education and Science, vol. 10, pp. 24-33, 2017.  

[7] M. Armstrong, �ízení lidských zdroj�: Nejnov	jší trendy a postupy 
(Human Resources Management: Latest Trends and Procedures). 
Prague: Grada Publishing, 2007. 

743



[8] Z. Stacho, K. Stachova and V. Vicen, “Education of employees 
during dismissal process,” Proceedings of the 14th International 
Conference on Efficiency and Responsibility in Education (ERIE), 
Prague, 2017, pp. 388–395.  

[9] S. Lorincova, M. Hitka, P. Strachon and K. Stachova, K. 
“Strategic instrument for sustainability of human resource 
management in small and medium-sized enterprises using 
management data,” Sustainability, vol. 10, pp. 1-25, 2018.  

[10] Z. Palán, Z.  Lidské zdroje: výkladový slovník (Human resources: 
glossary), Praha: Academia, 2002.  

[11] �. Bajzíková, S. Weidlichová Luptáková, J. Rudy, B. Vargic and 
R. Weidlich, Manažment �udských zdrojov (Human Resources 
Management). Bratislava: Univerzita Komenského v Bratislave, 
2011.  

[12] V. �ihovská, M. Hasprová and M. Matušovi�ová, M. Manažment 
�udských zdrojov (Human Resources Management), Bratislava: 
Ekonóm, 2007. 

[13] Z. Stacho and K. Stachova, “The extent of education of employees 
in organisations operating in Slovakia,” Proceedings of the 12th 
International Conference on Efficiency and Responsibility in 
Education (ERIE), Prague, 2015, pp. 548-555.  

[14] H. Barto
ková, Firemní vzd	lávání: Strategický p
ístup ke 
vzd	lávaní pracovník� (Corporate Education: A Strategic 
Approach to Employee Education). Prague: Grada Publishing, 
2010.  

[15] L.F. Quintanilha, “University-Level pedagogical innovation 
mediated by Facebook and YouTube: a teaching-learning 
experience directed at the Z-generation,” Educar em revista, vol. 
65, pp. 246-263, 2017.  

[16] L. Mládková, “Generation Z in the literature,” Proceedings of the 
14th International Conference on Efficiency and Responsibility in 
Education (ERIE), Prague, 2017, pp. 260-266.  

[17] T. Wiedmer, “Generations do differ: Best practices in leading 
traditionalists, boomers, and generations X, Y, and Z,” Delta 
Kappa Gamma Bulletin, vol. 82, pp. 51-58, 2015. 

[18] E. Jaleniauskiene and P. Juceviciene, “Reconsidering University 
Educational Environment for the Learners of Generation Z,” 
Social Sciences, vol. 88, pp. 38-53, 2015.  

[19] Z. Gyurák Babe�ová, A. Stare�ek, D. Cagá
ová, M. Fero and M. 
�ambál. “Perceived Serviceability of Outplacement Programs as a 
Part of Sustainable Human Resource Management,” 
Sustainability, vol. 11, p. 4748, 2019. 

[20] Tulgan, B. (2013) Meet Generation Z: The second generation 
within the giant "Millennial" cohort, [online], Available: 
http://rainmakerthinking.com/assets/uploads/2013/10/Gen – Z - 
Whitepaper.pdf [13 Dec 2017].  

[21] Z. Gyurák Babe�ová and M. Horváthová, “Manažment 
odme
ovania vzh�adom na genera�né rozdiely (Remuneration 
management due to generation differences),” Fórum manažéra, 
vol. 13, pp. 31-40, 2017. 

[22] M. Cho, M.A. Bonn and S.J. Han, “Generation Z's Sustainable 
Volunteering: Motivations, Attitudes and Job Performance,” 
Sustainability, vol. 10, pp. 1-16, 2018.  

[23] J. Koní�ková, J. (2016) Aká je generácia Z? (What is the Z 
generation?), [online], Available: https://eduworld.sk/cd/jaroslava-
konickova/325/aka-je-generacia-z [14 Feb 2018]. 

[24] M. �ambál, P. Urbanovi�ová, J. Mikulášková and P. Szabó, P. 
“Koexistencia rôznych generácií zamestnancov - výzva pre 
sú�asné priemyselné podniky (Coexistence of different 
generations of employees - a challenge for today's industrial 
enterprises),” Fórum manažéra, vol. 13, pp. 8-14, 2017. 

[25] S. Sukneva and A. Barashkova, “Demographic Development and 
Marital Status of the Population of the Russian Northeast, 1990-
2011,” Sibirica-interdisciplinary Journal of Siberian studies, vol. 
13, pp. 62-92, 2014.  

[26] T. Davydova, E. Zhutaeva and T. Dubrovskaya, “Prediction of the 
demographic situation in urban districts as a factor of sustainable 
social and economic development of the transport infrastructure,” 
Energy management of municipal transportation facilities and 
transport, vol. 90, pp. 10-13, 2017.  

[27] M. Klusek, M. "Taxonomic analysis of the demographic situation 
in Poland in the context of regional economic development in sub-
regional system in the years 2004-2012," 2016 10th professor 
aleksander zelias international conference on modelling and 
forecasting of socio-economic phenomena, 2016, pp. 62-71. 

[28] K. Stachova, J. Papula, Z. Stacho, and L. Kohnova, “External 
partnership in employee education and developments as the key to 
facing industry 4.0 challenges,” Sustainability, vol. 11, pp. 1-19, 
2019.  

[29] A. Taskiran and B. Aydin, “Do Adult English Language Learners 
and Their Teachers Have Similar Approaches to Success,” Journal 
on Efficiency and Responsibility in Education and Science, vol. 
11, pp. 1-8, 2018.  

[30] Vonkomer, J. (1991) Dotazník na zis�ovanie hodnotových 
orientácií, postojov k hodnotám a motivácie výkonu 
(Questionnaire to identify value orientations, attitudes to values 
and performance motivation), Bratislava: Psychodiagnostika. 

[31] K. Berková, J. Bor�vková and L. Lízalová, “Motivation of 
Students of Economic and Technical Study Programmes as a Tool 
of Competitiveness of Universities and Colleges: Empirical 
Study,” Journal on Efficiency and Responsibility in Education and 
Science, vol. 11, pp. 72-77, 2018.  

[32] L. Vnou�ková, H. Urbancová and H. Smolová “Factors 
Describing Students’ Perception on Education Quality Standards,” 
Journal on Efficiency and Responsibility in Education and 
Science, vol. 10, pp. 109-115, 2017. 

[33] A. Stare�ek, M. Bednáriková, K. Koltnerová, N. Vra
aková, Z. 
Gyurák Babe�ová, D. Cagá
ová and A. Chlpeková, A.  “The 
Level of Cognitive Abilities of Generational Group Y and 
Educational Process,” Proceedings of the 16th IEEE International 
Conference on Emerging eLearning Technologies and 
Applications (ICETA), Starý Smokovec, 2018, pp. 511-518.  

[34] D. Cágá
ová, A. Stare�ek, M. Bednáriková and N. Hor
áková, 
"Analysis of factors influencing the motivation of generations Y 
and Z to perform in the educational process," 2017 15th 
International Conference on Emerging eLearning Technologies 
and Applications (ICETA), Stary Smokovec, 2017, pp. 1-6.  

[35] L. Mládková, “How students work with knowledge survey from 
the university of economics Prague,” Proceedings of the 13th 
International Conference on Efficiency and Responsibility in 
Education (ERIE), Prague, 2016, pp. 382-389.  

 

744



Dynamic Temporal Alignment of Slovak 
Audiovisual Content 

 

J. Staš*, M. Lojka**, P. Viszlay***, D. Hládek* and J. Juhár* 
* Department of Electronics and Multimedia Communications 

Faculty of Electrical Engineering and Informatics, Technical University of Košice 
Boženy N�mcovej 32, 042 00 Košice, Slovakia 

** T-Systems Slovakia, s.r.o. 
Žriedlová 13, 040 01 Košice, Slovakia 

*** Tatrabanka, a.s. 
�ernyševského 50, 851 01 Bratislava 5, Slovakia 

jan.stas@tuke.sk, martin.lojka@t-systems.com, peter_viszlay@tatrabanka.sk, 
daniel.hladek@tuke.sk, jozef.juhar@tuke.sk 

 
 

Abstract—Access to information means power and 
advantage. The broadcast news is one of the information 
sources, where subtitling of the live broadcast is difficult. 
Breaking the task into smaller pieces and individually 
solving them appears to be the right way of subtitling the 
whole broadcast. The studio anchors reading predefined 
text from a teleprompter and announcing the news are an 
integral part of the broadcasted news. The transcription of 
the text read by the reporters and characteristics of the 
speech help to develop the automatic subtitling system. This 
paper describes a system based on dynamic temporal 
alignment of the Slovak speech and predefined text 
transcripts, with the alignment accuracy above 97%. 

I. INTRODUCTION 
The goal of the temporal alignment of the audiovisual 

content with the text transcription is to assign timestamps 
(locations in a recording or speech) to each word in a 
known, but generally imperfect text transcript. 

Based on this concept, a sequential speech processor 
generates subtitles and converts the timestamps into the 
predefined subtitle format for different TV programs. 

Unfortunately, the temporal alignment must consider 
several factors that affect the quality of the final 
timestamps (the quality of the audio stream, the precision 
of the text transcript, and so on.). Note that the reporter 
can pronounce words differently or replace it with a 
synonym. Other significant factors that affect the temporal 
alignment quality are the length of audiovisual content 
and high computational costs. 

The paper proposes a method of dynamic temporal 
alignment of the predefined subtitles with the speech in a 
live Slovak TV news broadcast. 

In general, the broadcast TV news consists of more 
repeating parts. Live or pre-recorded reportages by 
external reporters follow announces of the studio anchors. 
This paper focuses on the subtitling of the TV studio 
anchors. 

Under normal circumstances, a live speech recognition 
system produces subtitles, sometimes with the help of a 
shadow speaker that retells the moderator's utterances in a 
way that is easy to recognize. 

Both speech recognition system and a shadow speaker 
cause a delay in the subtitles. The delay can be mitigated 
because the specificity of the task is that the anchors in the 
live news broadcasts have their text predefined. This 
property can be exploited to construct smarter and simpler 
subtitling system. The studio anchors are reading the text 
live, so with this fact in mind, the task of automatic 
subtitling can be changed from live speech recognition to 
live alignment. 

The paper shows that the automatically aligned subtitles 
are accurate and have a lower delay when compared to 
subtitles from a speech recognition system. 

II. MOTIVATION 
The TV programs accompanied by subtitles (open or 

closed captions) are considered as a breakthrough element 
in education and providing information. Subtitles are a 
promising tool for improving the reading and writing 
skills of hearing disabled people (especially children and 
seniors). 

The expanding access to the subtitled TV programs, 
audiovisual content, and other digital media, exposes the 
hearing-impaired children and youth to the language in a 
written form and helps to increase their literacy [1]. 

A study published in the annual report by the European 
Federation of Hard of Hearing People (EFHOH) in 2011 
declared that 1.6 million Dutch people from16.8 million 
are hearing-impaired. Besides this fact, overall, 5.4 
million Dutch people watch TV programs with subtitles 
(both open and closed captions). The study also showed 
that 67% of people tend to change the TV channel if the 
program does not broadcast subtitles [2][3]. 

We suppose that this behavior is related to the fact that 
the subtitles are useful also for people that do not have 
hearing problems. These people want to improve their 
language skills in their native or foreign language. We 
expect similar behavior from the Slovak viewers. 

The people appreciate the automatically generated 
subtitles at places with increased noise, such as airport 
halls, bus and railway stations, public transport vehicles, 
public open spaces, restaurants or hospitals, where quiet 
environment conditions must be maintained. 
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In general, three main approaches are preferred in 
automatic subtitling [4]: 

1) Temporal Alignment of the Audiovisual Content to 
Text Transcripts – This approach is useful with a full or 
partial text transcript of the audiovisual recording 
(screenplay, dialogue sheets, or studio teleprompter text). 
The system aligns the audio content with the text 
transcript using phoneme- or word-based speech 
recognizer; 

2) Automatic Subtitling using Fine-Tuned Large 
Vocabulary Speech Recognition System – The system 
recognizes the original audio recording and transcribes it 
into text. In this case, a speaker-independent Large 
Vocabulary Continuous Speech Recognition (LVCSR) 
system is trained on extensive acoustic and text databases 
containing a large number of speech samples collected 
from thousands of speakers. The system dessign requires 
a high enough recognition accuracy of speech-to-text 
transcription and robustness to background noise [5]; 

3) Assisted Subtitling using a Shadow Speaker – The 
original noisy speech content is repeated by a shadow 
speaker using fluent clean speech. The LVCSR system is 
fine-tuned for this shadow speaker's speech and can 
recognize his voice with very high accuracy. The shadow 
speaker helps with situations that are hard to process 
automatically, such as live commentary of sports, 
overlapping speakers in discussions, or speech in a noisy 
environment [6][7]. 

This paper focuses on the first of the three mentioned 
approaches for automatic subtitling based on a temporal 
alignment of the audiovisual content to text transcripts. 

III. STATE-OF-THE-ART 
The temporal alignment utilizes both text transcription 

and sequence of phonemes recognized from the speech 
recording [8]. A phonetic transcription tool identifies 
phonemes in the text according to a set of rules specific to 
the processed language. Once the speech recognizer and 
phonetic transcription identify sequences of phonemes, a 
string distance algorithm (for example Levenshtein 
distance) determines their similarity rate. This approach 
has been tested on English student recordings [9], as well 
as on Spanish and Basque parliamentary recordings [10]. 
The great advantage of this approach is the high-speed 
processing and low computational costs. On the other 
hand, the described approach requires high-quality 
phonetic transcription and precise acoustic modeling. 

Another approach employs automatic speech 
recognition with a word-level recognition network that 
allows to skip a word if it is not present in the speech 
recording, or insert a pause for a word that is not in the 
text transcription [11][12]. In that case, the acoustic model 
should contain short pause models and a garbage model 
that is intended to capture the unknown words or other 
non-speech artifacts. This approach is suitable for the 
subtitle alignment in live TV broadcast and other real-time 
applications because of its speed. 

On the other hand, it works only on short segments and 
requires a keyword spotting system that splits long audio 
streams into shorter parts [11]. 

The next method utilizes a segmentation algorithm 
based on Voice Activity Detection (VAD). The automatic 
speech recognition (ASR) system synchronizes the 
subtitle with the speech. The language model of the ASR 
system is built directly from the subtitles [13][14]. In the 
next step, the similarity measure between the recognized 
text and the automatically generated transcription is 
determined. The ASR system identifies continuous speech 
segments with high confidence of recognition. The 
recording is segmented according to them and 
synchronized in the next iterations. Well-synchronized 
segments are used to adapt the acoustic model using the 
Maximum Likelihood Linear Regression (MLLR). For the 
other segments, a new language model is created, and an 
adapted acoustic model is used. The whole process is 
repeated and the next synchronization is done using a 
narrowly specified word network to synchronize even 
very noisy words. The adapted models are then used in 
each iteration. This approach was utilized in the SailAlign 
system [15]. The advantage is the proper synchronization 
of text and speech, but the process is very slow. Therefore, 
it cannot be employed in the real-time temporal alignment 
of live TV broadcasting, but rather for processing speech 
corpora. 

All methods use a phonetic transcription of words that 
requires expert knowledge of the given language. The 
automatic phonetic transcription can use a rule-based 
phonetic or statistical approach. A phonetic transcription 
system is not required by acoustic models based on 
graphemes with orthoepic transcription identical to the 
orthographic [11]. 

Since the language model or word network is created 
directly from the arbitrary subtitle, it is language 
independent. The only language-dependent part is the 
acoustic model. Universal acoustic models with a reduced 
set of phonemes that span multiple languages at the same 
time [16] eliminate language dependence. 

IV. THE PROPOSED TEMPORAL ALIGNMENT SYSTEM 
OVERVIEW 

The presented methods in the previous section are 
using all the knowledge available to align the speech with 
the text as good as it is possible. On the other hand, the 
state-of-the-art online temporal alignment systems have 
constraints, especially with online alignment. It is 
difficult to estimate the displayed subtitles if there is a 
lack of quality information from the live speech input. 
Our system tries to overcome this problem. 

The proposed system takes the audio feed of an 
audiovisual broadcast and predefined text or subtitles and 
displays the subtitles aligned with the speech. The system 
is based on speech recognition technology modified for 
temporal alignment done live with the smallest possible 
delay (see Figure 1). 

The system utilizes continuous speech segments in the 
TV broadcast. There is little or no silence between the 
utterances in subtitles. The length of one speech segment 
is short, approximately a few tenth of seconds. Therefore, 
further segmentation is not required, and all the history of 
the alignment can be used to predict the change of the 
subtitles. 
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A. Models 
The Slovak language has a strong relationship between 

the written and spoken forms. The proposed system can 
use simpler grapheme-based acoustic models instead of 
the more difficult classical phoneme-based model. The 
advantage of modeling based on graphemes over classical 
phoneme-based approach is that the relation between 
written and spoken form of any word is less ambiguous. 

The resulting system is more flexible because a 
handcrafted dictionary that maps words into their phonetic 
representation does not need to be prepared before the 
alignment, and the whole process is fully automatized. 
The process also includes accurate automatic creation of 
the dictionary of mapping the words to their grapheme 
representations for the alignment. 

The acoustic model was trained on more than 600 hours 
of gender-balanced speech obtained from the judicial 
domain [17], recorded broadcast TV news, and read 
speech [18]. Speech perturbations augmented the training 
dataset to increase the robustness of the model, tripling the 
database size. The acoustic model for the proposed 
automatic subtitling of audiovisual content uses a Time 
Delay Neural Network (TDNN). The network was trained 
using i-Vectors to gain the ability to adapt to the voice of 
speakers. The TDNN acoustic model was obtained by 
sequential machine learning, applying the Minimum 
Phone Error (MPE) criterion at the model state level. The 
model uses 40-dimensional vectors of Mel-Frequency 
Cepstral Coefficients (MFCCs) without using Cepstral 
Mean Normalization (CMN) as input features together 
with a 100-dimensional i-Vector representing the voice 
characteristics of the speakers and the environment of 
recording [19]. 

The resulting model performance based on graphemes 
achieved 10.09% Word Error Rate (WER) in comparison 
to the model based on phonemes, where 9.88% WER was 
achieved on the same configuration of training and testing 
data. Those results confirm the usability of the grapheme 
models in speech applications designed for the Slovak 
language. 

B. Alignment Network 
The primary mechanism of subtitle alignment uses 

Finite State Transducers (FST). The speech recognizer 
uses a network of symbols for the alignment. The 
alignment network consists of the acoustic model, 
dictionary, and alignment grammar. 

 
The alignment grammar is depicted in Figure 2. The 

grammar is not a standard acceptor where the input and 
output symbols are the same. In this case, the input 
symbols are individual words in one subtitle and the 
output is the subtitle to display on the screen (shown in 
Figure 2 as numbers of words in the dictionary and output 
as numbers of subtitles). This representation allows 
following the spoken words and displaying the associated 
subtitles. 

The alignment process uses a standard Viterbi decoding 
algorithm based on token passing. The process begins in 
state 0 and continues searching the speech input in each 
following state. It records the most probable hypothesis 
for each step and the most probable subtitle prediction 
corresponding with the hypothesis. 

The predictions are made for every speech input frame, 
but filtered to half a second to avoid fluctuation of the 
hypotheses. The construction of the alignment network is 
based on properties of the speech continuity in broadcast 
TV news, as was mentioned before. The studio anchors 
are following the prepared text in a precise manner, so no 
elaborate measures dealing with the imperfect 
transcriptions are needed. 

Nevertheless, there is always a possibility of 
misspelling a word accidentally, or the word has a foreign 
origin, and the relation between the written and spoken 
form does not apply. There is a possibility of the speaker 
to leave out a word. The grammar allows skipping an 
arbitrary word to accommodate such behaviors. 

The TV broadcast news speech and the precision of the 
transcript allow the sequencing of the subtitles. It does not 
require a network that allows skipping a subtitle or 
returning to the beginning, nor searching for the right 
subtitle in case of seeking the video is needed. 

C. Subtitles 
The speed of the construction of the alignment network 

depends on the input text. The text is segmented into 
smaller parts according to dots and commas. 

A limit on the length can be set and long sentences will 
be automatically split. The sentences are split so that they 
are comfortable to read and without short words at the end 
of the subtitle. 

 
Figure 1.   Block scheme of the proposed system architecture of dynamic temporal alignment 
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V. EXPERIMENTS 
The purpose of the proposed automatic subtitling 

system is to provide subtitles for studio anchors with no or 
small delay. A set of experiments was conducted to test 
the performance of the system. The ratio of correctly 
aligned subtitles to all subtitles is used as a measure of 
performance. 

The correctly aligned subtitle is the one that appears 
within given time tolerance. We conducted experiments 
with 0.5, 1.5, and 3-second tolerance. Although 3 seconds 
delay in displaying the subtitle can appear too much, we 
were interested in the distribution of the error along with 
the delay. 

The testing database was created from 20 recordings of 
full-length Slovak TV broadcast news shows [18], 
segmented into studio anchors and reportages. The final 
two testing sets are summarized in Table I. 

The manual transcription of the audiovisual recordings 
was done by professional annotators segmenting the 
speech into smaller segments based on sentences spoken 
and change of turns. Those transcriptions were used as 
subtitles for the online alignment. 

Even though the system aligns online subtitles for 
studio anchors, it can work with the reportages created by 
external reporters that contains background noise. The 
experimental results of the accuracy of alignment are 
depicted in Table II. 

It is apparent that even with the simplification of the 
task, the performance of the alignment is above 97% for 
the smallest (0.5 seconds) tolerance. Excellent 
performance is mainly caused by the small number of 
subtitles in those short segments. Nevertheless, the exact 
purpose of the system was achieved, and the principle 
proven to work. 

Test conducted on longer reportages (in average 15 
subtitles) where above 90% of all subtitles were aligned 
correctly also proves the functionality of the presented 
approach. 

In the case of reportages, comparing the performance in 
different tolerances (0.5, 1.5, and 3 seconds) shows that 
the differences between each tolerance are higher than for 
the studio anchors. 

More silence segments influence this result in 
reportages, where the subtitle was displayed. The only 
limitation is not to have any silent places in recordings. 
The subtitles remain displayed in those silent places and 
are causing the errors. This problem is caused by the lack 
of silent subtitles in the recognition network contained. 

The following work on the temporal alignment will be 
focused on introducing silent elements into the alignment 
so the subtitle can disappear from the screen in quiet 
periods. 

The error for broadcast TV news is not very large 
because of continuous and not interrupted speech. 

VI. CONCLUSION 
In this paper, we described one of the results of the 

project of applied research APVV-15-0517 focused on the 
design and development of a pilot system for automatic 
subtitling of audiovisual content for hearing impaired. 

One of the main objectives of the project was to 
eliminate the barriers caused by a lack of information for 
people with hearing disabilities by increasing the total 
amount of live broadcast TV news programs provided by 
subtitles (open or closed captions) using modern speech 
technologies. 

By exploiting the nature of the broadcast news content, 
we were able to construct a system for online temporal 
alignment of speech with a predefined text transcript. The 
main properties that allow such an approach are the 
continuity of the speech, only a small amount of time 
during the broadcasting is without any subtitle, and the 
precision of the text transcription. The overall simplicity 
of the solution can be enhanced using graphene acoustic 
models for a more straightforward and automated way of 
aligning arbitrary text without the need to change or add 
unknown words to the dictionary first. 

Due to the small footprint of the alignment network 
based on the sequentiality of the subtitles, the temporal 
alignment process is fast and can be prepared in the 
computer's memory for each segment (500 kB) of the 
broadcast news audiovisual content. 

The main disadvantage of the proposed temporal 
alignment system is that it is prone to the silence where 
the last subtitle remains displayed. This constraint does 
not apply to the broadcast news task that much, but may 
have limited usage in other applications. In this case, more 
elaborate networks and rules on top of the predictions 
need to be used. 

TABLE I.   
THE TEST DATA 

type number of 
segments average length 

average 
number of 
subtitles 

reportages 331 83 seconds 15 
studio 

anchors 354 15 seconds 4 

 

 
Figure 2.  Recognition network for temporal alignment 

TABLE II. 
EXPERIMENTAL RESULTS 

type tolerance 
0.5 second 

tolerance 
1.5 seconds 

tolerance 
3 seconds 

reportages 90.67% 92.87% 94.72% 
studio 

anchors 97.25% 97.82% 98.40% 
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VII. FUTURE WORK 
The proposed dynamic temporal alignment system 

provides one part of the subtitling the whole broadcast TV 
news, the studio anchors. The other parts are reportages 
created by external reporters that can be pre-recorded or 
live broadcasted. The recordings of audiovisual content 
can be recognized using the offline speech transcription 
system (working on a high-performance server). In this 
case, subtitles are created with some delay. On the other 
hand, for the live reports, the full process of automatic 
speech recognition needs to be performed in real-time 
without lagging of subtitles. We are currently working 
intensively to improve both offline and online speech 
transcription using deep learning methods. 

Moreover, within this project implementation, we 
designed and created a simple application to create a TV 
news broadcast scenario that connects the above-
mentioned solutions for offline and online speech 
transcription and temporal alignment of speech with text 
transcripts using the interactive graphical user interface 
(see Figure 3) [20]. 

Also, our long-term goal is to create such speech 
recognition technology for the Slovak that allows to 
streamline or replace manual transcription, create fully 
automated speech transcriptions, and can also be used to 
index any audiovisual content in large television archives. 
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Abstract—In this paper an artificial neural networks for 
windows operation system are presented. Artificial neural 
networks are essential part of the machine learning 
algorithms. As they are more and more used in the 
commercial applications, it is desirable to introduce them in 
the educational process. To work with them on the Windows 
operating system, Anaconda environment provides simple 
and free of charge solution. After introduction to the topic, 
basic theory about artificial neural networks continues. Next 
is installation description of Anaconda environment. 
Subsequent chapter defines MNIST example in the Keras 
library. Conclusion is last chapter of this paper. Preview of 
experiment is done with MNIST dataset and included 
neural network. 

I. INTRODUCTION 
Artificial neural networks (NN) are state of the art in 

the machine learning scope of research. They provide 
good solution for problems as classification, regression, 
detection in image and more [1]-[4]. They are used in 
commercial products, for example in photo cameras, cell 
phones and other devices. It is therefore desirable to 
incorporate them in to education process. To do so, the 
development environment must be user friendly and easy 
to learn. For windows operation system there are two 
major approaches, the MATLAB software and Python 
scripting language environment.  The Python version is 
free of charge and is described in this work. There are 
several libraries that can be used to create and utilize NN. 
In this approach the Keras and TensorFlow libraries are 
used as they are incorporated in Anaconda development 
environment [5]. This environment provides easy setup 
and several useful tools. 

II. ARTIFICIAL NEURAL NETWORKS 
The artificial neural networks are learning algorithms 

simulating biological neural networks. They are composed 
from artificial neurons (see Fig. 1). They are not 
programmed for specific task but rather learn to perform 
desired work [6]. If the NN needs to recognize animals in 
the picture, it is needed to train it to do so. This process is 
called training. In it teacher (mostly human) must provide 
data with correct labels. Each picture needs to be labeled 
so the NN can create association between data and label. 
This is training with the teacher [7]-[10]. It is mostly used 
for classification or regression problems. Training process 
creates model for desired task [11]. After training, 
unknown data can be inserted in to the NN for prediction. 

Based on the model, NN will provide new label for this 
unknown data. If result of prediction is of desired class, 
then model was trained correctly. 

A. Neurons 
Artificial neurons are core of each NN. They are 

mathematical models 
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representing biological neurons. Signal comes from 
several inputs and if the cumulative energy of them is 
higher than threshold, neuron produces output signal. This 
is represented in several steps. At the input of the artificial 
neuron are weights. There are m number of input signals, 
it is the number of neurons in previous layer or size of the 
input data. Weights alter the strength of the several inputs 
by multiplying its value w with that of the incoming signal 
x. Weighted inputs are subsequently summed in one 
cumulated value. Next is the activation function f() which 
represents the threshold in biological neurons. Output y of 
activation function is the resulted value of the neuron and 

input
layer

output
layer

hidden layer

 
Figure 1.  Simple artificial neural network
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Figure 2.  Perceptron with 4 inputs 
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is transferred to the next layer in the network. Such simple 
mathematical model is called perceptron (see Fig. 2.). 
Networks composed from perceptron neurons are called 
multilayer perceptron (MLP) [12], [13]. 

B. Activation function 
Activation function in artificial neurons represents the 

potential threshold in the biological neurons. After 
accumulation enough energy from inputs, the neural cell 
will fire its signal to other cells. The simplest activation 
function can be simple binary state. Neuron is either 
active, i.e. it is outputting one or is inactive and output is 
zero (see Fig. 3). 

 
In some applications, like regression, we need for the 

output layer to be able to produce values in wider range 
than simple zero and one. For this the Identity activation 
function can be used. This function simply takes input 
value and returns it as its output (see Fig. 4). 

 
The Rectified Linear Unit (ReLU) is similar to the 

identity activation function but for the zero and negative 
input produces zero value (see Fig. 5). As it eliminates 
negative values it better simulates biological process of 
neural cells. It has several variants [14]. 

In problems like classification, the values from output 
layer represents probability. Therefore, the values should 
be in interval from zero to one. For this, Sigmoid 
activation function can be used (see Fig. 6). Around zero 
function is almost linear. For high positive input it run to 
one and for negative it runs to zero [15]. 

Hyperbolic Tangent activation function is like the 
Sigmoid, but its range is from negative one to one (see 
Fig. 7). Advantage of this function is that negative inputs 
are mapped to the negative output. 

Another approach to the probability problem is to use 
Softmax activation function. This function calculates 
probability using formula 
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Figure 7.  Hyperbolic Tangent activation function 
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This is calculated for entire layer and so the sum of 
outputs is one. In comparison, the Sigmoid AF can have 
more than one candidate with probability higher than 0.5. 

C. Layers 
Each NN is composed from several layers. Each layer is 

composed from neurons of the same type. There are many 
types of layers, each one for specific purpose. Some other 
algorithms that don’t contain any neurons are labeled as 
layers in these development environments. 

Standard layer composed solely from perceptron, which 
are connected to all previous neurons is called fully 
connected layer or dense layer (see Fig. 8). In Keras 
library this layer can have multiple parameters. Main 
parameter is units, that is the number of neurons in the 
layer.  Another parameter is type of activation function as 
activation. 

 
For 2D data, such as images, it would be costly to use 

standard dense layer. For each pixel there would be one 
neuron and all of them in the layer must be calculated in 
the same time. To address this, Convolution layer can be 
used (see Fig. 9). It maintains 2D data structure and uses 
floating window to process data in smaller chunks. In 
general, this layer contains more than one variant (filter). 
These filters will be trained to be responsive to different 
patterns in the image [16]-[18]. 

 
Since dense layer is working with 1D data vector as 

input and convolution layer is working with 2D data, there 
is need to transform one to another. For this the Flatten 
layer is used (see Fig. 10). It not composed from neurons 

and is only utility layer that transforms 2D matrix to 1D 
vector. Still, in the Keras library it is called layer. It is 
used between convolution layer and dense layer. 

Dropout layer is utility layer that set output of some 
neurons to zero (see Fig. 11). Parameter for this layer is 
rate at which the neurons are randomly selected for 
cancelation. The range for this parameter is from 0 to 1. 
Zero means none of them are canceled, one, all of them. 
To cancel half of the neurons, 0.5 needs to be used. 

Another utility layers are pooling layers. These layers 
do down sampling of data. They can be 1D or 2D. There 
are several down-sampling methods that can be used 
(max, average, global max and global average). The 
parameter for them is the ration of sampling. For 
MaxPooling2D layer with 2x2 pool_size, it will expect 2D 
data on input and pic up max value from pool (see Fig. 
12). 

 

D. Dataset 
To train new model for given task, dataset is needed to 

prepare. Dataset is generally composed from data itself 
and labels. This set is divided in to two or three subsets. 

 

a) before pooling b) after 2x2 Max-pooling
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Figure 12.  Maxpooling layer, a) before, b) after application 

 

a) standard connection b) connection with dropout

Figure 11.  Dropout layer, a) without, b) applied 
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Figure 10.  Flatten layer, a) before, b) after 
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Two subset variant is composed from Train and Test 
groups. Three subsets are Train, Test and Validation. 
Train group is used to train model. In general, this subset 
is the biggest. For two subset variant the ratio is around 
0.8 to 0.2 (train to test). Validation is used in training 
process to evaluate model accuracy after one run. Each 
training run, Train set is further divided into (true) Train 
and Validation parts with ratio 0.9 to 0.1. They are 
randomly divided. Test is used for final model evaluation. 

The MNIST dataset is composed of handwritten digits 
(see Fig. 13). Train part contains 60000 samples in 10 
classes and test part 10000 samples. There is 6000 
pictures for one class in train group and 1000 pictures per 
class in test group. Each picture has 28 by 28 pixels. Only 
single channel is present in the pictures. 

 

E. Result evaluation 
To evaluate classification model precision, recall and 

F1 measures are used. To calculate these scores the 
confusion matrix needs to be provided [19]. This is table 
with counts of predictions. Rows represent true label for 
tested vector and column represents predicted label, see 
Table I. 

 
From this table, for all class 0 test vectors, model 

predicted all ten vectors as class 0. Next, for class 1 it 
predicted nine vectors as class 1. One vector was 
predicted as to be from class 3. Class 2 is worst as two 
vectors are wrongly predicted. Last class has again 100% 
accuracy. If all values are in main diagonal, then all 
predictions were accurate. Sum of data from main 
diagonal is called true positive. Sum of row, without main 
diagonal is called false positive. Sum of column, without 
main diagonal is called false negative [20]-[24]. 

Precision is ration between true positive and sum of 
positive data. This can be interpreted as what portion of 
predicted targeted class is relevant, i.e. are from this class. 
The formula for precision is 

 true positiveprecision
true positive false positive

=
+

. (3) 

Recall is ration between true positive and sum of data 
from target class. This can be interpreted as what portion 
of target class data are predicted and not predicted. The 
formula is as follows 

 true positiverecall
true positive false negative

=
+

. (4) 

Score F1 is combination of precision and recall. It is 
calculated as harmonic mean in following formula 

 *1 precision recallF
precision recall

=
+

. (5) 

For example, matrix, precision is 92.5%, recall is 
93.7% and F1 score is 92.4. Troublesome classes can be 
identified from confusion matrix. From example class 0 
and 4 are trained accurately, but class 1 and 2 can be 
mistaken for class 3. This insight can be useful in 
identification of wrong training vectors or close similarity 
between several classes. 

III. ANACONDA ENVIRONMENT FOR WINDOWS OS 
Anaconda is development environment that 

incorporates several tools for creation and usage of NN. 
After installation, working environment needs to be setup. 
New environment can be named and can have several 
Python libraries under it. For NN the Keras and 
TensorFlow libraries are needed. Additional useful 
libraries are OpenCV to work with pictures and Numpy to 
work with matrixes. This environment will run NN on the 
CPU [25], [26].  

To work with GPU, CUDA and cuDNN libraries needs 
to be installed before Anaconda. Graphic card driver 
needs to be upgraded as well. In the system variables, add 
path to the CUDA binaries needs to be added to the path 
variable. After that, call script conda create -n keras-gpu 
python=3.6 numpy scipy keras-gpu in the Anaconda 
Prompt. This will automatically create GPU environment 
with needed libraries and settings. 

IV. EXAMPLE NETWORK 
MNIST is used as an example network (see Table II.). 

The purpose of this network is to recognize written 
numerals. MNIST was used as a training database. This 
contains 10 classes of 6000 images per class. Each image 
has 28 by 28 pixels and one channel. The training section 
includes an abbot of 10 classes of 1000 images per class. 
An example of MNIST contains NN, which, after training, 
can recognize these written digits with success of XX. 
This network uses a convective layer with 32 filters at its 
input. Floating window is 3x3. RELU is selected as the 
activation function of this layer. The convolution layer 
with 64 filters is another layer. Other parameters remain 
the same. Subsequently, the image is reduced by a factor 
of 2 in the MaxPooling2D layer. Furthermore, the number 
of neurons is reduced to a quarter by a Dropout layer. 
Data is transformed from 2D to 1D by Flatten layer. This 
is followed by the Dense layer, which interconnects all 

TABLE I.   
CONFUSION MATRIX EXAMPLE 

 
Predicted class 

0 1 2 3

Tr
ue
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la

ss
 0 10 0 0 0

1 0 9 0 1
2 1 0 8 1
3 0 0 0 10

 

 
Figure 13.  MNIST dataset digits example 
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neurons with each other. This layer has 128 neurons with 
RELU activation layer. Then half of the neurons are 
discarded by another Dropout layer. The abbot Dense 
layer is on the output, but with only 10 neurons. This 
number corresponds to the number of classes. The 
activation layer is already SOFTMAX, since the 
probability can be only in the range <0.1> [27]-[30]. 

Experiment was done on this dataset with provided 
network. Resulted confusion matrix can be seen in Table 
III. Calculated precision is 99.21537%, recall is 99.21228 
and F1 score is 99.21328. 

 

 

 

V. CONCLUSION 
The artificial neural networks for Windows operation 

system was presented in this paper. The Anaconda 
development environment with Keras and TensorFlow 
libraries were used. Neural networks are more and more 
used in the commercial applications, it is desirable to 
introduce them in the educational process. After neural 
network theory, installation process of Anaconda was 
described. MNIST example, dataset (70000 pictures per 

10 classes) and neural network architecture (8 layers) were 
described too. Confusion matrix with scores were 
displayed in the chapter IV.  

In future work we plan to test described artificial neural 
network on the sky-photography dataset created for 
project PREDICON with aim for weather forecast.  
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Abstract — The development of the ICT sector within 
Slovakia will follow the trends that exist in the EU and 
worldwide. In 2018, the Slovak ICT sector exceeded the 
level of 3 billion EUR at a growth of approximately 7%. 
From this perspective, it is clear that the ICT industry is 
significantly affected by new technologies (such as cloud, 
artificial intelligence, IoT, 5G networks, big data and 
analytics) that enable the digitalization of the economy and 
society and growth based on innovations that has never been 
here before. What has changed is a shift from a relatively 
stable to a rapidly changing sector. On this basis, we would 
like to claim that there is significant growth potential. 
However, this will be closely linked to the availability of a 
skilled labor force for the ICT sector. Inability to train such 
labor force will result in a loss of competitiveness in the 
global economy and will lead to serious economic and social 
problems. At the moment, the ICT industry is the most 
desirable sector in terms of employment, not merely in the 
Košice region. 

I. INTRODUCTION 
Digital transformation (DX) is taking place in all 

sectors of the economy. All these ongoing trends will have 
an impact on the dynamics and structure of the labor 
market, and it can be stated that this impact will be 
crucial. New professions and occupations will emerge; 
others will disappear due to automation and technology. 
On the other hand, companies will require from their 
employees the ability to integrate more roles and 
professions in the performance of their work – 
purely technical roles will be complemented by business 
roles and vice versa. Also, the emergence of new 
population generations (especially Generation Y and 
Generation Alfa) will require a change of approach in 
education. 

A study from Digital/McKinsey (The Rise of Digital 
Challengers) on the trends and challenges in digitalization 
in Central and Eastern Europe shows that Central Europe, 
Slovakia included, has a great potential for growth. Digital 
economy in Slovakia was approx. 6% of GDP, what is just 
a little less than in digital champions with 7% of GDP. If 
the level of digitalization Slovakia came closer to the 
levels in Western and Northern Europe, it would bring 
additional 16 billion EUR in GDP for the country in 2025. 
The is almost 5 times more than current (2018) state 
expenditures on Slovak educational sector and schools. 
Although the number of employees (53,200) accounts for 

only 2.5% of their total, the ICT sector accounts for 
almost 6% of GDP. The wage in this area is almost double 
compared to the Slovak average. ICT jobs are therefore a 
desirable contributor to the public finances. 

II. CHANGES IN THE LABOR MARKET 
Currently, we are witnessing an unprecedented and 

accelerating economic expansion in Slovak Republic, 
overlapping the labor market in the form of expanded job 
creation, which has now reached historic highs. However, 
just in times of economic expansion, the fact that labor 
market problems in the Slovak Republic do not result 
from insufficient job creation, but from an insufficient 
interconnection of the education system with labor market 
needs, intensifies. Vocational schools do not educate the 
fields required by employers, or they are taught, but in a 
way that does not meet the requirements of employers, or 
it is a combination of both. The largest group of job 
seekers consists of secondary school graduates who have 
completed school in the last 10 years and at the same time 
do not have the knowledge and skills required by 
employers. 

However, there is currently an alarming shortage of 
skilled labor in the ICT labor market and, in general; the 
labor market is facing serious disparity between demand 
and supply. The near future will bring challenges in the 
form of further innovation, robotics and process 
automation, which will put pressure on a highly skilled 
and motivated labor force. Every year, 5-10 thousand 
secondary school graduates enter the labor market, but the 
labor market requires much more. The forecast expects 
that by 2021, the labor market will annually require 
between 10,000 and 15,000 secondary school graduates 
more than actually enter the labor market. Regarding 
university positions, the labor shortage manifests itself 
particularly in the field of ICT. According to forecasts, 
approximately 63% of secondary and 53% of university 
graduates do not work in the field they have studied. 

III. EMPLOYERS AND THEIR REQUIREMENTS  
FOR THE LABOR MARKET 

The analysis showed that there are more than 1,200 
companies active in the ICT sector in the region of 
Košice, of which 53 with more than ten employees. In 
addition, there are almost 300 commercial companies with 
more than 50 employees in the region, where at least one 
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ICT job is created. Most ICT companies in the region are 
involved in programming and subsequently providing 
various ICT services. The analysis shows that around 
10,500 workers work in the ICT sector in the region, of 
which 9,000 are in the so-called ICT core (ICT firms 
themselves), around 1,000 in other industries and public 
administration institutions and 500 digitally oriented 
workers are in shared service centers. 

Of these, the four largest companies cover almost 67% 
of the labor market (T-Systems Slovakia, AT&T Global 
Network Services, NESS KE and GlobalLogic). The ICT 
sector accounts for almost 7.5% of the employed labor 
force in the region, which is the second most important 
figure in Slovakia after Bratislava. The entire ICT sector 
in the Košice region shows growth in terms of job creation 
since 2013. New job creation is significantly influenced 
by companies with foreign capital, as well as companies 
working for the European and global market. The share of 
domestic companies is smaller, two-fifths of the whole, 
but according to their size, they are predominantly smaller 
companies of around 150 employees. 

ICT business is highly variable, ranging from 
technology companies in the field of development of 
information systems and applications for various 
platforms to data analysis or services in the sector. 
Requirements from employers cover the full range of 
skills, from programming through analysis to 
management. Currently, the ICT market is looking for 
professionals from all groups, from testers and developers 
to managerial positions. At the same time, the trend is to 
interconnect and integrate hardware and software 
positions and requires operational and development teams 
to work together to meet customer needs (DevOps).  

The education should be able to prepare students (at 
least partially) to a wide variety of ICT occupations, 
through the development of individual skills. Secondary 
schools need to dramatically increase their focus on 
practice (regular secondary school students have very little 
opportunity to go to practice during their studies, virtually 
no space outside the study). In addition to vocational 
schools, dual secondary education is still absent in ICT 
secondary education due to legislative obstacles that do 

not respect the possibilities of small and medium-sized 
ICT companies. We can conclude that in order to perform 
a particular job, position or profession in ICT, it is usually 
necessary to have several qualifications, in a certain “right 
mix” that corresponds to the needs of the employer. 
Despite the desire for a suitable typology of positions in 
the ICT sector, it should be added that the modern trend is 
aiming towards an increased overlap of the individual 
types of positions. This is particularly evident in the clash 
of positions in ICT infrastructure services with the field of 
development, programming and analysis of ICT elements. 
Employers have increasing requirements for their 
employees to be able to encompass skills and knowledge 
of the neighboring area. At the same time, there is a shift 
from strict specialization to broader generalization. For 
employees, this means the need for additional flexibility 
with broad rather than the in-depth level of skills and 
knowledge. Another deficiency is that the labor force to 
be able to handle flexible jobs needs to be trained in the 
appropriate personality skills (cooperation, 
communication, feedback, etc.), while the education 
system neglects the area of soft skills development. While 
the depth of education guarantees the expertise and 
competence of the new worker, the breadth of education 
shows flexibility and the ability to respond quickly to the 
rapidly evolving ICT market. 

IV. EDUCATION SYSTEM 
The education system is a fundamental pillar of every 

society and therefore education should be our priority. In 
terms of the future, major changes are expected to lead to 
the "ubiquity" of ICT, and from this perspective, the ICT 
sector has great potential for the future. Therefore, we 
should encourage students to study promising ICT fields, 
or ICT intensive fields (digital) and motivate them to stay 
in the region. 

Interconnection between a school, its students and 
existing employers are needed to ensure effective 
functioning in the labor market (Fig. 1). There is also a 
need for controlled and permanent awareness among the 
various groups, with feedback from all involved parties. 

  
EDUCATION

(To motivate to study ICT and to continue working in the region)
 

For effective functioning, interconnection is needed
to increase the employability of graduates in the labor marketË  Ë  Ë 

SCHOOL Ì STUDENTS Ì LABOR MARKET 
school management / teachers 

carrer counsellors  parents
students  employers 

and their requirements Ë  Ë  Ë 

Awareness and feedback are required 

Fig. 1 Relationships between the education system and the labor market 

In the analysis, the following issues were identified as 
the main problems: 
Schools: 
� Underfunding – low financing limits (EUR per 

student) for ICT fields of study; 
� Shortage of ICT and STEM qualified teachers and 

their outflow to the private sector; 

� Modernization and equipment of schools are falling 
short; 

� The life-long learning system for teacher is not 
effective (interconnection: expertise, qualification and 
accreditation); 

� The education system generally does not correspond 
to the needs of the modern era and does not reform 
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� Teachers / career counsellors do not have sufficient 
knowledge about the ICT sector. 

Students: 
� They need to acquire key competencies, a 

combination of skills, knowledge and attitudes 
appropriate to the labor market 

� There are international standards for the verification 
of competences, national standards are not yet 
sufficiently developed (they are addressed by outputs 
from national projects like SRI as “Sector-oriented 
Innovations” and NSK as “National Qualification 
System”); 

� It should be considered that the generation Y and 
generation Alfa are accustomed to digital 
technologies; 

� Parents follow old patterns of vocational training and 
social status; 

� Students live on digital and social platforms. 
Labor market: 
� Dynamically changing requirements for the work 

environment with the increasing emphasis on soft and 
cognitive skills; 

� Rapid technological development in the ICT sector 
creates the need for lifelong learning; 

� Shortage of skilled labor, inadequate structure and 
qualification level; 

� Communication towards lower levels of education is 
absent. 

V. EDUCATION SYSTEM AND TEACHING PROCESS 
The school curriculum at primary schools should take 

into account the real needs of children as future ICT users 
(focus on digital skills, information retrieval, algorithmic 
problem solving, or working with text, images, 
animations, sound, security, computer thinking). 

School programs in Slovakia have the subject of 
Informatics, in the past also Informatics Education at 

primary school and Computer Science at secondary 
school. Informatics focuses on digital literacy as well as 
on algorithms and programming. In the past, school 
programs in the western world had no special subject as 
Informatics, but Applied Informatics was a part of other 
subjects. Nowadays, there is usually the subject of 
Computers or Computing, focused on digital literacy, the 
use of ICT. The number of subjects such as Programming 
or Coding aimed at Algorithms and Programming is 
increasing. 

For information, we present a view on ICT study 
abroad (Fig. 2).  

We see the systematic error in the state educational 
program regarding teaching Computer Science at 
grammar schools because technology and technical 
sciences are not sufficiently included in the program. 
Informatics is assigned to Mathematics and other natural 
sciences, despite the fact that digital literacy has a more 
technical nature. The rapidly changing ICT area will 
trigger the need to integrate the subject of Informatics 
across the other subject areas. A new curriculum for the 
application of Informatics in science as well as a 
curriculum for extending the teaching of Informatics was 
introduced by the national project “IT Academy – 
education for the 21st century”. It will be important for the 
widest possible group of grammar schools to adopt these 
curricula. 

State educational programs for primary schools and 
grammar schools include educational field “Mathematics 
and Work with Information”, teaching plan sets number of 
school lessons for the subject Informatics. Educational 
programs for vocational schools have the educational 
content divided in the educational field based on the 
sector, mostly in theoretical and practical part. Subject 
Informatics is the same for grammar schools and 
vocational school and it is derived from the educational 
program for grammar schools. The subject is mostly 
taught by teachers with non-technical education. 

 

INFORMATION SCIENCE (INFORMATICS) 
is the science of computer data processing, divided into 3 parts 

CS as COMPUTER SCIENCE 
(INFORMATICS): 

Computer Science, Informatics 
(Scientific Informatics) 

CE as COMPUTER 
ENGINEERING: 

Computer Engineering  
(Technical Informatics), 

includes also Software Engineering. 

DS as DATA SCIENCE: 
Data Science (Data Analytics, 
Big Data, Machine Learning) 

AI as ARTIFICIAL INTELLIGENCE 
Specialization, which is involved with all 3 basic branches (CS, CE, DS). 

Fig. 2 How ICT is included in foreign school systems 

VI. REGIONAL SITUATION IN EDUCATION 
The Slovak education system will have to cope with the 

decline of students due to the long-term demographic 
development. The number of students has been stabilized 
since 2014. 

There were 308 elementary schools in the Košice 
region in 2018. In total figures, the number of primary 
school pupils has been slightly decreasing until 2014. 
After this year, a slight increase can be seen, which 
according to CVTI SR forecasts should continue until 

2025. In 2018, there were 35 grammar schools, 61 
vocational schools and 26 special vocational schools, 
where more than 25 000 students have studied. In terms of 
the development of the number of secondary school 
students, the decline phase should end in 2019. In the 
following period, the number of students should increase 
until 2025. The top-rated schools are located in the city of 
Košice. Nine Secondary Schools focused on ICT have 
been identified in the region and 5 of them are located in 
Košice. 
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The development of the number of schools in the 
Košice region thus reflects national trends. It is expected 
that high-quality grammar schools (i.e. the number of 
Grammar Schools and their students) will stabilize in the 
future. At the same time, we can see the growing interest 
of students in quality training that responds to the current 
needs of the labor market. An important moment was the 
creation of the separate study field for ICT for vocational 
schools (Field No. 25 Information and Communication 
Technologies). This creates the prerequisites for ICT 
education in terms of content curricula, interconnections 
with ICT sector in the Košice region as well as the 
development of tertiary vocational schools. Two quality 
ICT vocational training centers have been established in 
Košice and they are supported by regional centers in 
Spišská Nová Ves and Michalovce and smaller centers in 
Rož
ava and Se�ovce. 

The analysis showed that more than 80% of schools in 
Košice have a subject of Informatics, or IT Education at 
the primary level and 96% of schools have a subject of 
Informatics at the secondary level. In addition to the 
standard educational process, education takes place in 
selected school facilities, namely in children's school 
clubs (ŠKD), in leisure-time centers (CV�) established 
directly at primary schools. Thus, students can attend ICT-
related hobby groups. We found that only 47% of 
surveyed primary schools (there are 32 schools) provide 
extracurricular activities focused on ICT (in the form of 
clubs as Computer Club, Playful Informatics, Internet 
Club, Programming, Computer Animation, Lego Robotics 
and others) as a part of their curriculum activities. 

Approximately 600 graduates in ICT fields complete 
their secondary education in the region each year, and less 
than half of them continue to study at the university. We 
can see the efforts of schools to increase the number of 
graduates in the last two years.  

Košice is an important university and academic center. 
In the school year 2018/2019, 2,649 students study at the 
Technical University in Košice (TUKE), while 508 
students finished their academic education in Bachelor 
Study and 311 students finished Engineer Study. The 
Faculty of Science of University of Pavol Jozef Šafárik 
(UPJŠ) brings annually about 20 graduates with focus on 
Informatics and ICT Education to the labor market. 
Despite the high interest of students in studying technical 
fields and quality of personnel and technical equipment at 
both universities, they cannot meet the growing demand 
for ICT specialists (insufficient number of ICT graduates) 
in the short / medium term. 

Interesting findings were brought by a survey of 
secondary school students (the survey was carried out by 
Košice IT Valley in 2018). Almost 90% of students said 
they plan to continue their studies at university after 
graduating from secondary school. The students also 
evaluated, subjectively and without giving any 
parameters, 9 selected universities (TUKE and UPJŠ 
ranked 6th and 7th place). However, it must be said that the 
differences between Slovak and Czech Universities in the 
survey are not so noticeable. For secondary school 
students, the most important criteria for selecting a 
university are the availability of the field they want to 
study (stated by 83% of respondents), the quality of the 
university (63% of respondents), interconnection of the 
universities to local companies (19% of respondents) and 
the proximity of the school to the residence. 

More than 41% of students in the survey stated that 
they would choose a university in the Eastern Slovakia 
region. On the other hand, 14% of respondents would 
choose a university in another region of Slovakia and 28% 
of respondents in the Czech Republic. The reason for 
choosing universities outside the region of Eastern 
Slovakia is the offer of fields to which students want to 
apply (stated by 56% of respondents). Up to 43% of 
students stated that they wanted to study outside the 
region because they do not consider universities in the 
region to be of a sufficient quality. In the case the 
universities in the region would provide quality education, 
54% of secondary school students would choose them for 
their further studies. 

In terms of local educational problems, the following 
seem to be most prominent: 
• Changes in education have not been systematically 

managed, rather sporadically; ICT has never been an 
independent priority. Insufficient interconnection of 
education with the needs of the local labor market (the 
level of secondary and tertiary education not suitably 
adapted to the growing needs of the labor market).  

• Weak enthusiasm for new trends by some teaching 
staff, which is also related to generational change. 

• Funding is also a problem in secondary schools. The 
consequence of low salaries in education is, among 
other things, the outflow of teachers into the 
commercial sphere. This is most evident with the 
teachers of Mathematics and Computer Science, 
whose skills and abilities can quickly find use. 

• Insufficient funding of educational institutions to 
ensure the sustainability of quality educational content. 
The education funding system does not reflect needs 
and does not take into account changes in ICT 
technologies (new hardware, new software). 

• Lack of society's awareness concerning the diversity of 
ICT positions and qualifications and the opportunities 
to study and find employment in the ICT sector. 

 
If we consider the choice of Secondary School as a 

means of training for future employment as one of the 
most important decisions in a person's life, it is essential 
that such a choice has been made based on the 
corresponding preparation. Nowadays, career guidance 
activities are often limited to the necessary information 
and administrative actions towards pupils, and only in the 
9th grade or at the end of the 5th and 8th grade of the 
elementary school. Providing career counselling at 
primary school level is a very promising area, despite the 
challenges that career counsellors have to overcome. 

The field of further education (education beyond the 
school system) is able to properly prepare the labor force 
for the requirements of employers only to a limited extent. 
However, funding for this training remains a problem - the 
cost of technical ICT training can be high. The analysis 
identified 9 educational institutions providing specialized 
ICT training in the region (aimed at individuals as well as 
the commercial sector). 
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VII. PUBLIC ADMINISTRATION 
The Košice Region is an economically relatively 

developed and competitive region that attracts increased 
foreign investment. However, it is characterized by 
significant regional differences. In this regard, the 
qualities of the business environment, as well as the 
possibilities and activities of the public administration, 
vary considerably. 

Public finance planning and funding are oriented from 
top to bottom. Self-governing regions (and municipalities) 
have limited influence on the planning process itself. 
Regional strategies are being developed, but there is no 
financial interconnection with national strategies or with 
the government's obligation to integrate regional priorities 
into national planning processes. Instead, the Structural 
and Investment Funds (EŠIF) constitute the absolute 
majority of public investment financing. Although the 
reforms have been implemented, regions still lack 
competence in some areas. 

Public institutions are developing activities aimed at 
developing the ICT sector at the national level. The 
activities are focused on the social development strategies, 
support for ICT-oriented projects, education and the labor 
market.  

The Košice Self-Governing Region (KSK) is 
developing a regional strategy for education and training 
and processes it in accordance with analyses and forecasts 
on labor market developments with annual updates. When 
analyzing the strategic approach of the region in the field 
of education, it can be stated that the region has realized 
the need to adapt to market needs. This intention is 
expressed in the strategy of education and training 
development in secondary schools in the region. The task 
was to monitor the needs of the region to optimally set up 
a network of study fields as well as the number of classes 
for admission procedures in the individual school year. On 
the other hand, there is a growing need to address pupils 
from socially disadvantaged backgrounds and their 
employment in the labor market. 

Strategies at the regional level are mainly focused on 
education at secondary schools in the founding 
competence of the region and other founders. Region 
naturally pays close attention to upgrading education in 
vocational schools due to the changes in the industry 
related to the emergence of new technologies. The issue of 
further training or the interconnection with other levels of 
education (primary schools, universities), is not 
sufficiently taken into account in regional strategies, 
particularly in the specification of measures and tasks. 
National countrywide strategies elaborate areas that could 
potentially have an impact on the development and 
preparation of human resources for the ICT sector in the 
Košice region, but from a nationwide perspective, this is 
not a priority area. 

We have identified national and regional strategies that 
will affect the development of ICT in the next period: 

National strategies: 
• Vision and Development Strategy of Slovak Republic 

until 2030 
• Digital Transformation Strategy of Slovak Republic 

until 2030 
• The Action Plan of Digital Transformation of Slovak 

Republic 2019-2022 

• National Program for Education Development of 
Slovak Republic 2018-2027 

Regional strategies: 
• Regional Innovation Strategy of Košice Self-

Governing Region 2013-2020 

Relevant national projects whose implementation will 
create tools for policy application: 
• National project “Sector-oriented innovations” aimed 

at developing employment standards, monitoring and 
foreseeing the labor market needs for lifelong learning 
and vocational training for the labor market (Trexima) 

• National project “System of Qualification 
Recognition” (ŠIOV) 

• National project “IT Academy – Education for 21st 
Century” (CVTI SR) 

• National project “Dual Education and Increasing the 
Attractiveness and Quality of VET” (ŠIOV) �

Clusters operating in the region (e.g. Košice IT Valley 
Cluster) are active in favor of labor force preparation for 
the ICT sector, but these are rather isolated, as only public 
and private sector cooperation can have a lasting impact in 
a systemic solution based on legislative and non-
legislative measures involving founders and school 
management at all levels of education. 

For the development of the ICT market in the region, 
there is a need for a still absent strategy at the regional 
level, which comprehensively encompasses above actors, 
but also institutions active in the field of lifelong learning 
and the Offices of Labor, Social Affairs and Family 
designated to support and employment services. 

VIII. AN INTEGRATED APPROACH TO ENSURING ICT 
EDUCATION IN THE KOŠICE REGION 

In the previous sections, we presented that the demand 
for a skilled ICT labor force in the Košice region is very 
large, depleting available resources and limiting further 
development not only of the industry itself but also of the 
digital transformation of the economy, which generates 
another great need for ICT specialists. 

We identified obstacles to individual components, as 
well as inconsistencies, lack of coherence or the absence 
of policies at national, regional or local levels that would 
ensure effective needs, lack of resources and the absence 
of management that would be able to ensure synergy. 

The new National Development Strategy of the Slovak 
Republic until 2030 reflects this interconnection and 
isolation of individual policies and proposes an integrated 
and distributed management system with different 
responsibilities and allocated resources. The question is 
whether the policy will be implemented by the legislature. 

In order to propose the most effective strategy, we have 
tried to identify all major existing strategies and programs 
in preparation at the national level with a significant 
impact on the regional level that is relevant to ICT 
education. These constitute an essential area and the 
potential for a coordinated approach at the regional and 
local level, and by complementing the portfolio of local 
activities will ensure that ICT needs are met. At the same 
time, we have analyzed national programs or legislative 
changes that are already implemented, in implementation 
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or preparation, resulted from the action plans for these 
strategies, so that we can utilize them when designing 
concrete measures. We assume that the strategy will 
consist of a mix of national measures (60%) and regional / 
local level measures (40%), and will represent local 
initiatives. We also plan to employ examples of good 
practice of non-profit organizations (e.g. You Too in IT, 
Learn2Code, KIDS CODR, That Makes Sense, etc.) with 
the regional and local measures. 

Evolving ICT sector emphasizes the need for 
policymakers to develop a comprehensive and coherent 
approach to capacity building, support learning, activation 
of digital and ICT skills and promote their use in the ICT 
sector as well as in the general population. This is an on-
going process. Each element is briefly described below: 
• Capacity and skills building: the existing education 

system does not have the capacity, structure and 
quality needed to significantly scale the training of 
ICT professionals. This was identified in the starting 
points. The strategy in this section will focus on 
creating systemic prerequisites such as capacity 
(number of classes, teachers), orientation (fields of 
study), structure (vocational Schools, tertiary 
education, further education), technical equipment and 
connectivity, organizational and digital platforms, 
public-private partnerships for planning and 
coordinating the offer of activities aimed at meeting 
the industry needs. 

• Acquire new skills (Learn): based on new and 
innovated curricula the innovative training of teachers 
and students themselves will be implemented. At the 
same time, education will be carried out using new 
digital platforms. In addition to formal education, 
further education will be provided to keep pace with 
technological developments in ICT, with a growing 
and mature professional population. A system of 
recognition of qualifications for professionals who 

have come to the ICT sector without professional ICT 
training but have gained it by practice will also be very 
important. Also, in order to attract the interest of 
pupils in studying ICT and using IT, opportunities will 
be offered to develop extracurricular activities 
focusing on ICT, in partnership with the ICT industry. 

• Use IT (promote growth and efficiency): digitization 
of the economic sectors of the Košice region will be a 
tool to maintain its economic competitiveness and 
growth. This cannot be done without human resources 
that will have digital and ICT competences. 
Accordingly, the Košice Region needs to start building 
its digital identity and communicating it intensively 
with the help of the whole ICT sector, especially to 
parents, pupils and students, while promoting it as an 
opportunity to stay and work in the region. 
Digitization provides a tremendous opportunity for 
innovation and the creation of resources for social 
well-being, and this premise must be promoted by the 
public and economic leaders of the region in order to 
create favorable conditions for its application. Its 
success rate will be measured by key indicators. 

Proposed policies for ensuring ICT education and job 
growth in the Košice self-governing region is shown in 
Tab. 1. 

IX. CONCLUSION 
In the article, we have described the reasons why the 

Košice Region needs inevitably a comprehensive and 
coherent strategy for ICT education and how we plan to 
create it. We are aware that the strategy alone will not be 
sufficient and that isolated, well-intentioned measures, 
whether public or private, will not be efficient.  

 

 
Create LEARN USE 

Increase capacity and viability Improve your competence Promote growth and efficiency
• ICT classes in vocational education 
• Informatics classes at Grammar Schools 
• ICT tertiary education, colleges, bachelor 
• System of recognition of qualifications 
• Qualifications and occupations standards 
• Technical equipment and school connectivity 
• Platforms and partnerships 
• Planning and coordination 
• ICT teachers 

• Teacher education 
• Get ICT skills 
• Get digital competence 
• Further education (LLL) 
• ICT curricula 
• Discover the world of ICT 

• Raising ICT awareness 
• Matching education with labor market 

needs 
• Growth of the ICT sector 
• Growth of the digital economy 
• Smart region 
• Smart cities 

Tab. 1 Policy proposals1 
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Abstract—The Airtention project aims at the realization of
a pilot training assistance system which embodies a truly
competence- and evidence-based training approach, with the
ambition to replace established skill representations as ’hours
of experience’ with actual measures and models of level of (i)
automation, (ii) task execution accuracy, and (iii) task execution
efficiency. For this purpose, a mobile eyetracker will be employed
to assess and estimate procedural, behavioral and psychophysi-
ological indicators such as visual attention, perception, cognitive
load, interaction with objects of interest, and progress in the
workflow to enable deductions about associated skill levels, and
adaption of training plans both during runtime and on the
scale of a long-term training schedule. Such a system will allow
to create a training process which is flexible, adapting to the
individual, while at the same time ensuring the quality of the
training results.

Index Terms—Air safety, Aircraft navigation, Computer aided
instruction, Pervasive computing, Cognitive informatics, Gaze
tracking, Wearable sensors

I. INTRODUCTION

In recent decades, the combination of technical innovations
(assistance systems, automation, etc.) with rigid standardisa-
tion (check lists, process-oriented structures) — in practice
as well as in education — have led to a continuous, lasting
improvement of air travel safety. Despite this, however, current
statistics show that the cause of 80% of all air traffic accidents
is associated with pilot error [1], identifying the human being
as the weak link in the current process. This indicates that in
order to achieve further improvement, different and innovative
approaches which provide an optimal support of individual
pilots are required.

Currently, the highly competitive pilot training process is
based largely on hours spent in simulation and flight operation
as a measure of achieved competence; this is based on a
systemic generalization of experiences, and lacks ground-
ing in evidence-based measurements. However, digitalisation
(Aviation 4.0) and associated technological advancements [2]
now enable assistance systems which allow for a deeper
understanding of human perception and mental processing.
Such Attention Aware Systems (AAS) are able to assess a
persons cognitive state with various sensors, generate abstract

models of the persons mental state, and document the results
or offer corrective assistance.

The aim of the Airtention project is, in collaboration with
our project partners Lufthansa Aviation Training GmbH and
Austro Control1 GmbH, to develop the first step of such
an assistance system for pilot training, intending to achieve
an evaluation of the pilots training progress in various key
competencies by observing and modelling their attention and
behavior. Such a system allows for the fundamental step away
from standardized logging of hours as proof of a trainee’s
abilities towards a genuinely competency- and evidence-based
training methodology.

The assistance system includes the following functionalities:
(i) development of a sensor-based technology to measure,
model, and evaluate the behavior and cognitive state (visual
attention, cognitive load, interaction analysis) of the trainee,
(ii) providing direct (online) feedback to the instructor as well
as training recommendations to the trainee, enabling an (iii)
optimal support and challenge level for the trainee (to their
limits, but not beyond).

The expected resulting impact of the project is the reduction
of early drop-out rates in training and the individualization of
training, leading to an increase in efficiency and a reduction of
time spent in flight simulation while increasing the individual
training payoff.

A. Contribution of this work

The Airtention project will develop a sensor-based assis-
tance system in flight pilot training, enabling the substantial
adaption of training processes to individual skills and progress
in automation of learned processes. The assistance system
includes (i) sensorial assessment and interpretation of visual
perception, visual attentional behavior, executive behavior and
cognitive load levels, (ii) modeling of the trainee’s skill and
automation levels in the specific tasks and (iii) enabling a
fact-based adaptation of training procedures, truly realizing
Competence-Based Training (CBT) principles.

1Österreichische Gesellschaft für Zivilluftfahrt mit beschränkter Haftung
(ACG)
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Fig. 1: Development stages in aviation, adapted from [2].

II. CURRENT STATE IN AVIATION

Out of 4.1 billion travelling passengers, there have been 50
fatalities in commercial departures in 2017 [3], making 2017
the safest year ever in commercial aviation, and showing that
air travel is by far the safest mass transportation technology.
This has been achieved via technical progress in assistance
systems and rigorous standardization of procedures, both in
flight practice and training. The small number of remaining
accidents are generally agreed to be caused by human error
[4], [5] — about 80% of all accidents [1], with about 50% of
accidents happening during take-off or landing. This mandates
that the approach of standardisation will not help overcome
human errors, but that in order to make air travel even safer
— and overcome upcoming challenges such as an expected
shortage of pilots — will require an overhaul of the rigid
processes in place. In particular, it will require the develop-
ment of human-centred technologies which are able to adapt to
individual capabilities, individualizing the training experience.

A. Pilot Assistance

In combination with the high demands on cognitive capa-
bilities (cognitive load, visual attention and perception), the
fatal impacts of attentional errors (missing or misinterpretation
of critical information or events, making procedural errors
in the execution of flight manoeuvres, etc.) have lead to
airplane cockpits being equipped with the most comprehensive
of assistance systems. These systems are intended to reduce
information overload, aid the pilot in decision-making, and
overall reduce the likelihood of human error by limiting the
mental and physical strain imposed on the pilot [6]–[8].

Assistive systems have undergone considerable development
in the various stages of aviation, in particular in regards
to digitization. In [2], the stages of aviation development
have been likened to those of industry, with the current
stage being Aviation 4.0 (see Fig. 1). A particular aspect of
the fourth generation is the incorporation of cyber-physical
systems, where systems obtain information about the user,

make inferences based on cognitive modelling of the users
state, and either offer assistance or take autonomous decisions
themselves [9]–[11]. These new developments enable human-
centred assistance systems in training and flight operation, and
open up possibilities to break up the prevalent rigid structures.

B. Pilot Training

The general aim of pilot training is to (i) teach the correct
understanding and handling of an aircraft, (ii) continuously
increase the level of automation as to (iii) enable correct
decision-making and task execution even under high pressure.
To avoid attentional and procedural errors, such as loss of
control in flight and loss of airplane state awareness [12]–
[14], pilot actions are generally fixed in rigorous, pre-defined
processes. While this approach successfully reduces procedu-
ral errors, there is no adaption to individual capabilities in
training, putting invested hours on the same level as developed
skills.

In more detail, pilot training in its current state:

• is only based on indirect measures of trainee performance
via quantifiable results (errors in task results, deviation
from specified default execution, etc.)

• only enables a subjective interpretation of individual
performances via experienced flight instructors, without
any hard data on stress levels, etc.

• does not monitor the actual visual perception, automation
of behavior or stress levels

• does not provide active, direct attention management
support to adapt to individual performance differences.

In order to address these issues, there is an ongoing discus-
sion about competency-based training. In practice, competence
has often been directly equated with hours spent in training,
regardless of the quality of the training or the skills shown by
the trainee [15]. Competency-based training methods aiming
to improve upon this have since been integrated or proposed
for integration into commercial pilot licence training [16].

765



Fig. 2: Airtention project processing pipeline.

III. ELEARNING CONCEPT

Hardly any work environment has gone through such a
comprehensive scientific evolution to ensure procedural safety.
Yet, “CBT initially caught on within aviation training because
it was generally recognized that a focus on hours of training
did not necessarily reflect proficiency or skill.” [15]. Hence
the main research question of the Airtention project is:

Is it possible to design an adaptive, competence-based
assistance system to actively support the individualization
of pilot training procedures?

There are many ways in which pilot competence manifests,
such as task automation, efficiency, and quality, and resilience
to external factors. The approach of the Airtention eLearning
concept is twofold: first, to obtain scientifically sound mea-
surements yielding insight into the trainee’s competence; and
second, to utilize these findings to improve and individualize
the training environment.

Consequently, the scientific ambition of this project is the
adequate assessment and interpretation of behavioural and psy-
chophysiological expressions of attention and task execution
which allow the evaluation of the current skill levels and
learning progress of trainees. In particular, this is achieved by
the modeling of (i) gaze behaviour, (ii) visual attention, (iii)
instrument interaction, (iv) cognitive load, and (v) executive
behaviour.

Based on the observed results, the training schedule can
be adjusted according to the individual progress levels. For
this purpose, the operational goals of this project are de-
signed to create an innovative approach towards an adaptive
competence-based training schedule including:

• Creation and evaluation of high-level performance indi-
cators,

• Monitoring of individual performance results, measuring
trainee automation and learning processes,

• Ensuring unobtrusiveness, and ensuring acceptance and
trust.

IV. AIRTENTION TECHNOLOGICAL FRAMEWORK

The Airtention project will be realized along the processing
pipeline as visualized in Fig. 2, which starts from the technical
platform, realizing a framework with mobile eye tracking
as the most important sensor unit over increasing levels of
abstraction, describing different aspects of visual attention,
cognitive parameters and interaction, to skill evaluations and
based thereupon, truly competence-based training principles.

A. Sensor Input

Fig. 3: Pupil labs eye tracker headset [17].

The key sensor device for the evaluation of human attention
and cognition, and the main sensor device utilized in the Air-
tention project, is the mobile eyetracker. This device utilizes
integrated IR cameras to track the motion, direction, and size
of the human pupil. In recent years, eye tracking has reached
considerable technological maturity, with various light-weight,
high-performance eye trackers on the market, such as the
PupilLabs eye tracker (see Fig. 3).

The eye tracker features, in addition to the two IR cameras
tracking the respective pupils, a front-facing world camera,
which can be used to localize the trainee’s head in the
cockpit 3D environment using visual odometry [18], [19]. This
methodology can be further enhanced by adding a lightweight
accelerometer, combining camera and inertial data to provide
precise localization via visual-inertial odometry [20].
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B. Input Data Analysis

Following the structure laid out in Figure 2, the collected
eye tracking and pupil data is evaluated and analysed in
regards to the following categories:

1) Perception: Various scientific metrics exist in regards to
eye movement, quantifying eye movement patterns such as
saccades, fixations, blink rate, and smooth pursuit [21]–[25].
These metrics yield insight into human cognition and attention,
such as the connection between mental load and blink rate [21]
or how smooth pursuit indicates conscious interaction with
the environment [25]. Consequently, these metrics constitute
fundamental types of observation into the trainee’s cognitive
state.

2) Visual Attention: Using visual-inertial odometry to es-
tablish the trainee’s head position and orientation, the gaze
direction as measured by the eye tracker can be mapped in 3D
space. Using a virtual representation of the cockpit training
environment, the gaze of the trainee can be tracked and
evaluated in terms of where in 3D space the trainee’s attention
has been, and for which amount of time. This way, areas of
training relevance can be defined, and evaluated statistically
in terms of the trainee’s conscious perception of them.

3) Cognitive Load: The metrics described in the perception
section only consider the motion of the pupil, without consid-
ering its dilation. However, the size of the human pupil is
directly connected to the person’s cognitive load via the task-
invoked pupillary response: the higher mental strain and/or
memory activity a person exhibits, the larger their pupil size
will be. This response is well-established in psychophysiology
[26], [27], but has the clear practical limitation that the pupil
size is also dependent on the ambient light level, in addition
to the cognitive load. However, it has been shown that it is
possible to correct for pupil dilation due to the pupillary light
reflex by using world camera data to measure the ambient light
level, subtracting its effect on the pupil [28]. This method
yields a measurement of the pupil size independent of the
ambient light, which directly leads to a quantification of the
person’s cognitive load.

4) Automation: Automation refers to the ease and immedi-
acy with which a person executes their tasks. Both gaze and
executive behaviour allow for a quantification of a trainee’s
automation: the time attention was focussed on certain instru-
ments, the speed with which instructions are processed and
executed, and the cognitive load and perception metrics that
accompany a given task can all be combined to into a measure
of the degree of task automation employed by the trainee.

5) Interaction Analysis: Here the information gathered in
the perception and visual attention sections is combined.
Having identified when the trainee’s attention was on a partic-
ular instrument of relevance, gaze features such as saccades,
fixations, and smooth pursuit yield insight into the trainee’s
conscious perception of the information displayed on the
instrument.

Fig. 4: Competence conceptual model.

C. Training Software Framework

The recording, processing, and visualization of the sensor
data has been realized in a Java software framework, the
Attentive Cockpit. In this framework, the data from the
sensors is gathered and processed, and visualized in different
representations of the cockpit environment.

The spatial attention mapping can be seen in Figure 5: in
a 3D model of a Boeing 737 cockpit, a number of zones
of interest corresponding to various instruments and displays
have been defined. The head and gaze position is represented
by a blue wedge and line, which can be seen to intersect with a
display on the top left part of the central instrument board. The
colour of the zones of interest represents the relative attention
the trainee has paid to them: the zone of strongest attention
focus is dark blue, and with decreasing focus zones range from
lighter blue to white.

An equivalent 2D representation (Fig. 6) shows a picture
of the same cockpit, with the zones of interest represented
as 2D projections. The trainee’s gaze is here visualized as a
blue circle with a thin line representing the path the gaze has
taken over a short time interval. Again, the zones of interest
turn solid dark blue upon strong attention focus, and remain
translucent white with little attention focus. In the top right,
various graphs can be seen tracking eye pattern metrics.

Due to its algorithmic complexity, the cognitive load calcu-
lation is shown in its own tab (Fig. 7), where the modelling of
the pupillary light reflex based on the measured ambient light
is constantly updated, and the cognitive load extracted. This
tab is intended less for the benefit of the trainee and more as
a diagnostic tab to establish and track the correct working of
the cognitive load measurement.

Finally, in Figure 4, a conceptual illustration of the compe-
tence model is shown. This competence model is based on
European Aviation Safety Agency documentation, with the
focus here on the technical competences [29]. The model
will be developed in cooperation with the project partners,
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Fig. 5: Attentive Cockpit 3D visualization.

Fig. 6: Attentive Cockpit 2D visualization and eye metric graphs.

Fig. 7: Attentive Cockpit cognitive load extraction and diagnostics.
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defining how key performance and competence metrics are
derived from sensor, processed, and statistical data. These
metrics will be shown in an evolving graph, highlighting
key indicators such as the trainee’s degree of automation,
or their efficiency in procedure application. Other aspects,
such as crew interactions and management, are planned to be
addressed in future projects.

V. OUTLOOK

The Airtention project is currently in its starting phase,
with key methodologies and the software framework already
realized, and other functionalities in conceptual design. The
next stage involves the recording of real pilot training data,
and the evaluation and tuning of the established and still to be
developed methodologies therewith.

In conclusion, we have shown the conceptual and tech-
nological building blocks of the Airtention project, and are
looking forward to working together with our project partners
in the flight training industry to deliver true competence-
based methodologies and evaluation metrics to the flight pilot
training of the future.
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Abstract — The paper deals with the development of the 
key competency of problem-solving using the H5P tool. 
This article builds on the previous work of the authors 
about  the definition of and approaches to the problem-
solving competency as well as its development using the 
H5P tool. In this follow-up work, attention is directed 
towards motivating students into action. The authors 
assess whether the H5P tool motivates students, which 
content types of this tool encourage students to learn 
actively and develop problem-solving skills. This article 
compares selected content types of the the H5P tool, 
analyzes their impact on motivation and whether they 
have the potential to motivate the students to action. At 
the end it is determined which activities have the 
potential to strongly support students’ motivation and 
which do not. The theoretical outputs will serve as a 
basis for further research.   

I. INTRODUCTION 
Modern education is based on the development of 

key competencies. Each country specifies different key 
competencies that are then being developed in its 
schools. In many countries, problem-solving is one of 
the main competencies. It is important to develop this 
ability in students to ensure their readiness for their 
future professional and social life. The actual 
development can take place in different ways, using 
different tools. The authors focus on developing this 
competency using the H5P tool. This paper builds on 
previous research, where the authors defined the 
concept of problem-solving competency, defined 
various approaches to this competency and then 
focused on its development using the H5P tool.  

 In the follow-up research, the authors deal with 
encouraging the student to act. The proper motivation 
and arousing the student’s interest are an important 
part of education that influences the amount of 
knowledge, skills and attitudes the student acquires 
during his/her learning. It is also necessary to pay 
attention to strong motivation of students during the 
development of the key competency of problem-
solving. The authors investigate whether the H5P tool 
can encourage students to work actively, while at the 
same time developing this key competency. 
Subsequently, the individual content types of H5P are 
analyzed, especially in terms of positive and active 
stimulation of the student in order to develop the 
desired  competency. The various types of activities are 

examined and compared in detail. At the end of the 
article the authors determine which content types have 
the potential for strong student motivation and which 
do not.  

I. DEVELOPING PROBLEM-SOLVING 
COMPETENCY USING THE H5P TOOL 

A. Definition of the problem-solving competency 
concept 
Before analyzing the chosen content types, it is 

necessary to establish a definition of problem-solving 
that the authors worked with in their research. These 
definitions were specified in the previous research. 
The general definition is based on the concept of 
Csapó, who, in his work The Nature of Problem 
Solving, describes problem solving as “one of the key 
competencies humans need in a world full of changes, 
uncertainty and surprise” [1]. 

Belz and Siegrist define the problem-solving 
competency as “readiness and ability of an individual 
to assume to a reasonable extent responsibility or co-
responsibility, to process information independently, to 
plan results, to document and summarize and using 
systematic procedures and prudent thinking to optimize 
the workflow.” According to these authors the  said 
competency is closely linked to the ability of being 
open to learning new and original procedures,  or 
eventually to finding alternative solutions using its 
associated creativity [2].  

The Czech Republic specifies key competencies in 
the document called the Framework Education 
Programme. With proper development of each of the 
core competencies, the student must perform certain 
activities after completing basic education. In case of 
problem-solving competency, the student should 
perform these activities [3]: 

• perceives the various problem situations in 
and out of school; recognizes and 
understands problems; considers 
discrepancies and their causes; considers 
and plans ways to solve problems based on 
his or her own reasoning and experience;    

• seeks information suitable for solving 
problems; identifies identical, similar and 
different features of pieces of information; 
makes use of acquired knowledge to 
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discover/identify various solutions; is not 
discouraged by potential failure and 
persistently seeks the best solution to the 
problem; 

• solves problems independently; chooses 
appropriate solutions; uses logical, 
mathematical and empirical methods to 
solve problems; 

• verifies practically the adequacy of 
approaches to problem solving and applies 
proven methods when addressing similar or 
new problems; monitors his or her own 
progress in tackling problems; 

• thinks critically; makes prudent decisions 
and is able to defend them; is aware of the 
responsibility for his or her own decisions; 
evaluates the outcomes of his or her 
decisions. 

Problem-solving competencies are also closely 
associated with the following skills [4]: 

• the ability to be open to learning new and 
original practices; 

• the ability to seek and find alternatives; 
• the ability to make decisions; 
• the ability to implement solutions; 
• the ability to communicate. 

 

B. H5P 
Interactive H5P content is an HTML5 tool. It allows 

users to create a variety of interactive learning objects 
and provides a user-friendly interface. 

The tool offers different types of activities called 
“content types” that can be sorted into the following 
categories: 

• games, 
• multimedia, 
• questions, 
• social media. 

Teachers can use these exercises in full-time lessons 
as well as homework, since H5P works online as well. 
This way of preparing learning objects can be used at 
all levels of education and it is up to the teacher to 
adapt the given material to the target group. 

 In the previous research, the authors have outlined 
ways in which problem-solving skills can be developed 
through H5P technology. In this research, attention is 
paid to selected content types, including Branching 
Scenario and Drag and Drop, which were also dealt 
with in the previous research. The article also focuses 
on other types of exercises, including Image Hotspots, 
Interactive Video, Course Presentation, Image content 
types and Testing content types.  

II. MOTIVATION OF STUDENTS 

C. Motivation -  concept definition 
Students’ motivation is an integral part of education. 

The teacher should strive for positive motivation of the 
student, creating a positive classroom environment and 
stimulating the student’s interest in the subject matter. 

Motivating a student is closely related to encouraging a 
student to active work. Education is based on 
development of core competencies and during this 
development attention should be paid to the proper 
motivation of the student.  

For the purposes of this research the authors have 
chosen the concept of motivation which defines 
motivation as a “set of incentives that stimulate an 
action”. In his pedagogical dictionary, Kolá� describes 
motivation as a system that spurs and incites a person 
to either perform some action or to respond to 
something. Motivation can also have an adverse effect 
on an individual. It inhibits the individual and prevents 
him/her from doing any activity. As a part of this 
research, the authors will endeavor to positively 
encourage the students to take action [5]. 

 

III. ENCOURAGING STUDENTS TO 
ACTIVE WORK USING H5P CONTENT 

The article focuses on how the H5P content 
encourages the students to work actively. The 
interactive H5P content offers a wide range of 
activities, each of which can differently affect the 
student’s motivation. To ensure the correct problem-
solving competency development a content type has to 
be selected which will encourage the student to 
actively participate in the development itself and will 
also provoke his/her interest in this development. 
Choosing the right content type can make it easier for 
the student to develop the desired competency. 

Activities that are based on the principle of play can 
have great potential in supporting students’ activity and 
motivation. Today’s children are growing up in a 
world of video games and games are natural for them, 
therefore this principle is also applied in education. 
The publication Gamification in Education provides an 
overview of studies and researches that have 
previously dealt with the implementation of gaming 
principles in education. Most of the listed research 
shows that a large proportion of children play 
computer games in their free time and gaming 
principles can have a positive impact on education [6]. 
The authors therefore assume that if the activities in the 
H5P tool are compiled as a game, the development of 
the problem-solving competency can be influenced 
positively.  

For the research purposes specific content types of 
the H5P tool were selected and analyzed in terms of 
encouraging students to active work. This analysis is 
only theoretical and will serve for further investigation 
and validation in practice. 

IV. OBJECTIVES OF THE STUDY 
This paper is a part of the complex problem of 

using interactive learning objects in primary education 
and developing a problem-solving competency using 
these objects. It focuses on the analysis of educational 
activities in the H5P tool. In particular, the motivation 
factor of these content types will be analyzed, i.e. 
whether they posses the potential to positively 
encourage the student to work actively. 

Content types that are interactive in nature and 
appear to be suitable tools for developing the desired 
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competency will be selected. The results of this 
analysis will serve for further examination and 
practical verification in real lessons.  

V. METHODOLOGY 
The analysis was conceived as a survey of Internet 
resources. The survey focused mainly on H5P tool, 
analyzing its individual content types. The analysis 
took place in the LMS Moodle environment where the 
subsequent research will also be carried out. The 
authors used the available exercises on the H5P.org 
page to examine the possibilities of the individual 
content types. In terms of stimulating the students to 
activity, the authors firstly assessed whether the given 
content type could have a positive, neutral or negative 
influence on the students’ motivation. Secondly, they 
were interested in which tools are the most suitable for 
student’s active involvement in the learning process. 
Thirdly, they examined the degree to which the 
students is encouraged to work actively influenced by 
the design of the specific exercise (that is, how great is 
the role of the material creator). 

VI. ANALYSIS OF SELECTED CONTENT 
TYPES 

The research will focus mainly on interactive content 
types. Exercises of various kinds were chosen for the 
analysis. Exercises used for verifying students’ 
knowledge as well as those intended mainly for 
explaining the curriculum were analyzed. Some 
exercises have game-like characteristics but attention 
is also paid to activities that are more formal. Many of 
the content types allow working with various 
multimedia elements, such as text, image, sound or 
video. The selected activities will be divided into three 
categories based on their potential to incite the student 
to active work. The authors have identified the 
following categories: 

• content types with the potential to positively 
stimulate the student to action, 

• content types with a neutral effect on the 
student’s activity (depending on how they are 
used), 

• content types that can have a negative impact 
on the student’s activity. 

D. Branching Scenario 
1) Content type description 

 This content type was addressed in the previous 
research, where it was analyzed in detail and evaluated 
in regards to its usage in education. The authors have 
found this content type suitable for developing the 
problem-solving competency. 
This exercise is based on the student’s decision 
making. It offers a wide potential for solving problem 
situations. The student works through the activity 
based on his/her own decision making, which means 
that he/she can go through the exercise in different 
ways. Videos, photos and other multimedia content 

can be embedded in this content type. It is also a 
highly interactive activity. 
An example of this content type can be found on the 
H5P website as an already created exercise. It is a 
game made up of short video recordings that are 
played based on the user’s decisions. The example is 
based on a real-life problem, using a simulation of the 
role of a nurse. In this simulation the user applies 
his/her abilities to establish a therapeutic relationship 
between the patient and the nurse. This exercise is 
more suitable for university students, nevertheless 
when creating a similar exercise, one can adapt it to 
the desired target group, in our case primary school 
students [7]. 

 
Image 1: An example of Branching Scenario [7] 
 

2) Stimulating the student to 
active work 

Branching Scenario seems to be a good way to 
positively stimulate the student to active work. The 
style of the design and creation of the activity will 
have a major impact on motivation. If this activity is 
sophisticated, interactive and complemented by short 
video recordings (as in the example above), the 
activity is likely to be very attractive for students. The 
attractiveness of this exercise will be mainly due to the 
fact that these situations are based on ones from real-
life and that the student gets to decide the 
development of the situation. The relative freedom 
when solving a problem and the importance of the 
decision can be a factor that encourages the students to 
work actively. Another factor may also be the 
unconventional nature of this type of exercise. 
Branching Scenario can therefore be included among 
content types that have the potential to positively 
stimulate students to activity. 

E. Drag and Drop 
3) Content type description 

Drag and Drop has also been analyzed in previous 
research. The authors have analyzed this particular 
content type and determined that it can be used to 
develop problem-solving competency. Drag and Drop 
is based on the principle of the student moving an 
object (text, image) from neutral position to the 
correct position. Such activities will find widespread 
use. The exercises can be simple, more for practicing 
the mastered curriculum or sophisticated, where the 
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proposed activity can have a higher level of 
interactivity between the computer and the student. 
This content type can serve to verify the student’s 
existing knowledge, to measure the student’s 
proficiency in problem-solving, to teach brand new 
curriculum or to develop problem-solving competency 
[7]. 

 
Image 2: An example of Drag and Drop [7] 
 

4) Stimulating the student to 
active work 

This activity tends to fall in the neutral category 
when influencing the student to work actively, 
especially when it is used with a lower frequency. 
This type of activity offers a lot of possibilities for 
building an exercise, but the principle always remains 
the same. When using this content type frequently, the 
students may loose interest due to the stereotypical 
repetition. Sophisticated exercises used to create 
simple games can attract students’ interest.  

F. Image Hotspots 
5) Content type description 

This content type differs from the ones mentioned 
above. It is not an activity that examines the student’s 
knowledge, but on the contrary it provides the student 
with information. This exercise is based on adding 
captions to the individual parts of the images. These 
captions can take various forms, such as text, video, 
website link and others. This content type offers a 
wide range of uses and when designed correctly can 
facilitate the development problem-solving 
competency [7]. 

  
Image 3: An example of Image Hotspots [7] 

 
6) Stimulating the student to 

active work 
The activity may seem as boring and uninteresting 

for students, nevertheless it offers a wide range of 
possibilities for creating exercises. If the creator is 
able to interconnect the videos and captions well, the 
activity can potentially encourage the student to act. It 
may be used as a means of supporting other activities, 
such as discussion. This activity can be categorized as 
neutral influence activity, where it depends on the way 
in which a particular exercise is designed.  

G. Interactive Video 
7) Content type description 

Interactive video is an exercise that allows adding 
additional H5P elements to the original video. These 
elements include: 

• quiz, 
• free text questions, 
• Drag and Drop questions, 
• images, 
• texts, 
• web links. 

Using interactive video the creator can link various 
kinds of content types and thus create a 
comprehensive educational material. Interactive video 
can be used to both ascertain students’ knowledge and 
to pass on new information to them. The creator can, 
for example, link Branching Scenario and Interactive 
Video to create a complex problem to be solved [7].     

 
Image 4: An example of Interactive Video [7] 
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8) Stimulating the student to 
active work 

Given the wide range of elements that can be 
added to the video, it is difficult to determine the 
potential of this content type. The way each individual 
video is designed and how elaborate it is will be 
crucial. If the interactive video contains quizzes, 
filling in blanks and other interactive features, such 
enriched video can be of interest to the students. If 
however, the video is accompanied by only text 
captions, the students will not be encouraged to act. 
This content type can be placed in the category of 
activities that positively encourage students to work. 

H. Course Presentation 
9) Content type description 

The Course Presentation content type is similar to 
Interactive Video. Using this content type the creator 
can build a presentation that is complemented by 
various interactive elements. Quizzes, free text 
questions and videos can be added to the presentation. 
Such presentation combines two tools, one for passing 
on new information and second for testing the 
students’ curriculum comprehension [7].  

Examples of using such interactive presentations 
are shown is the publication called “Considerations for 
designing H5P online interactive activities”, where 
images with interactive elements are added to a classic 
presentation. The example presentation deals with the 
anatomy of the brain but it could easily be applied to 
tasks dealing with problem-solving development [8]. 

 
10) Stimulating the student to 

active work 
The authors’ opinion is similar to that of 

interactive video. That is, it depends on the way the 
material is designed and how elaborate it is. 
Interactive presentation can potentially be encouraging 
for the student, but it may not encourage him/her at 
all. For this reason the authors place this content type 
with activities that positively affect the student, 
however it depends a lot on how the activity is 
designed. 

I. Content types for interesting image displays 
11) Content types description 

In this section, attention is paid to the various H5P 
content types that work with images. Using these 
activities the teacher can create various innovative 
images. These can also be used for developing the 
problem-solving core competency [7]. 

• Agamotto – this content type creates an 
interactive sequence of images, that is a 
sequence which the student can 
manipulate. 

• Image Juxtaposition – this content type 
overlaps two images. The student changes 
the overlap using a slat in the middle of 
the image. 

• Image Sequencing – the content type will 
create a classic sequence of images. 

These selected content types do not directly 
develop the desired problem-solving competency but 
can serve as a means of passing pictorial information 
to students. It is a very interesting and innovative form 
of work with visual material. It offers completely new 
possibilities of preparing illustrative materials which 
can be used in many subjects.  

 

Image 5: An example of Image Juxtaposition [7] 
 

12) Stimulating the student to 
active work 

The content types that work with visual material 
make interesting learning objects. Especially 
Agamotto and Image Juxtaposition can pose a positive 
effect on encouraging students to take action. These 
content types offer students an original way to work 
with images and thus these activities can be interesting 
and attractive for them, particularly in situation where 
the students have not worked with anything like this 
previously. These content types can be classified as 
ones with a positive potential to encourage the student 
to work actively.  

J. Testing content types 
13) Content types description 

Another category of content types available in 
H5P are those used to test the students’ knowledge. 
Using these content types the teacher can verify 
students’ knowledge or their comprehension of the 
curriculum. These activities include [7]: 

• Multiple Choice – multiple choice questions. 
• Quiz (Question Set) – sequence of various 

question types. 
• True/False Questions. 
• Essay. 
• Questionnaire. 

These content types do not directly develop the 
desired problem-solving competency but serve for 
getting feedback from the students, which is also an 
integral part of education. Furthermore, when 
developing problem-solving competency, it is 
necessary to determine what level of knowledge, skills 
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and competencies the students already have and 
whether the development proceeds as planned.  
 

14) Stimulating the student to 
active work 

In general, testing applications and content types 
do not have a lot of stimulating effect. When it comes 
to testing activities in the form of games, the students 
have a greater desire to work, as mentioned 
previously. An example of such testing application in 
the form of a game is the web application Kahoot, 
which is very popular among both teachers and 
students. However, the H5P tools are mainly common 
and formal testing tools. For this reason the authors 
classify these into the category of content types with a 
neutral impact on the student’s activity.  

VII. RESEARCH RESULTS 
The survey showed that most H5P content types 

have the potential to encourage students to activity. 
None of these types influences the encouragement and 
motivation in a negative way, i.e. it does not inhibit 
them. The following table shows the individual 
content types and their categorization.  

 
H5P Content type/s The degree of 

encouraging the student 
to take action

Branching Scenario Content type with a 
potential for positive 

stimulation of the student 
to take action 

Drag and Drop Content type with a 
neutral influence on 

student’s activity 
(depends on the way it 

will be used) 
Image Hotspots Content type with a 

neutral influence on 
student’s activity (will 
depend on the way it is 

used) 
Interactive Video Content type with a 

potential for positive 
stimulation of the student 

to take action 
Course Presentation Content type with a 

potential for positive 
stimulation of the student 

to take action 
Content types for 

interesting image displays 
Content type with a 
potential for positive 

stimulation of the student 
to take action 

Testing content types Content type with a 
neutral influence on 

student’s activity 
(depends on the way it 

will be used) 

Table 1: Division of the individual H5P content types 
into defined categories. 

The table shows that most of the analyzed content 
types have the potential to encourage the students to 
take action and thus also provide strong motivation 
while developing the problem-solving competency. 
For the remaining content types, this stimulus of 
students depends on the individual educational 
material and on its design, in which the role the 
creator of the material is crucial.  

VIII. FURTHER RESEARCH DEVELOPMENT 
The theoretical analyses mentioned above will 

serve for continuing research. So far the research has 
defined the problem-solving competency concept that 
the authors will continue to work with. Subsequently, 
H5P content types that seem to be suitable and 
interesting for developing problem-solving 
competency were selected. These content types were 
analyzed in terms of the development of the desired 
competency. In this article, a theoretical analysis of 
these content types was undertaken in terms of 
stimulating the students to active participation in 
learning. The student’s motivation was also observed. 
In addition to the selected activities from the first part 
of the research, other H5P content types have been 
added that will also be included in future research.  

In the follow-up research a practical verification of 
the theoretical knowledge is planned. The verification 
will be carried out in the LMS Moodle environment 
which is equipped with the H5P tool. The verification 
will be performed as an pedagogical experiment, 
where the control group will work on developing their 
problem-solving skills without using the H5P tool and 
the experimental group will utilize the H5P-supported 
activities. 

IX. CONCLUSION 
This article focused on developing a key 

competency of problem-solving using the H5P tool. It 
is a continuation of the previous research where the 
authors defined the concept of problem-solving 
competency and outlined the use of H5P content types 
to facilitate the development of this core competency. 
The follow-up research aimed at encouraging students 
to be active while developing problem-solving 
competency using H5P content types. The analysis 
examined the individual H5P content types and 
identified how they can stimulate the student to 
actively participate in developing the problem-solving 
competency.  

The content types, such as Branching Scenario, 
Drag and Drop and Interactive Video seem to have the 
potential to stimulate the student to actively engage in 
the classroom, retain his/her attention and rouse 
his/her interest in the instruction.  

The Image Hotspots, Course Presentation and 
Interesting image displays content types also have 
potential to encourage student to be active, but the 
design of the learning material and its sophistication 
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play an important role. The creator is crucial for 
ensuring that, nevertheless there are a lot of materials 
available on the Internet that will have a strong 
motivating effect on students. 

The content types used for testing do not have 
much potential to stimulate students’ activity. The 
only  exception may be activities that are based on the 
principle of a play.  

This theoretical analysis will be used in further 
research. There a pedagogical experiment will be 
carried out to verify whether H5P is a suitable tool for 
developing problem-solving competency.  

Problem-solving competencies are one of the core 
competencies that every student completing 
elementary education should have. It is necessary to 
develop these core competencies in a high-quality, 
effective way and to encourage the students 
themselves to continue developing the desired 
competency independently. We must constantly look 
for new ways to innovate this development and make 
use of the modern digital technologies to improve the 
quality of education. Hitherto theoretical research 
suggests that the H5P tool may be a further step 
towards improving the development of the problem-
solving competencies.  
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Abstract—Transmission control protocol as one of transport 
layer protocols is very often used for transmission of 
application layer protocol data over the current Internet 
that integrates various types of networks from wired to 
wireless and even satellite networks. Wireless media are 
characterized by higher bit error rates resulting in other 
packet losses during transmission. The TCP protocol is a 
reliable protocol and it can cope with packet losses but 
decreases its performance when packets are lost due to 
transmission bit errors. Many modifications for the TCP 
protocol have been proposed and tested that utilize some of 
the loss differentiation algorithms. In this paper, we tested 
and evaluated a set of such algorithms integrated into a 
Selective TCP modification for several simulation scenarios. 
We also proposed a modification for one existing loss 
differentiation algorithm (Wireless Multimedia Packet Loss 
Discrimination algorithm) and evaluated its benefits.   

I. INTRODUCTION 
Currently, end users can connect to the Internet via 

various networks such as home or company wireless 
networks, cellular (mobile) networks or even satellite 
access networks. Some backbone interconnections can be 
also realized by wireless or satellite links. Therefore end 
user communications can pass network segments with 
different network conditions [1]. Packets in such networks 
can be lost due to network congestions, bit errors, link 
failures, and handovers.  

The Transmission control protocol (TCP) is a transport 
layer, reliable, connection-oriented protocol that is 
extensively used by various applications and services to 
transmit their data [2]. This protocol uses a congestion 
control mechanism to adjust a data sending rate. If TCP 
classifies packets lost on wireless links due to their higher 
bit error rate as packets lost due to congestion then it 
decreases sending rate and its performance is degraded.  

Several methods have been proposed to suppress this 
problem which can be classified as end-to-end (TCP 
modifications), link layer, and split connection solutions 
[3]. End-to-end solutions can focus on modification of 
TCP sender and/or TCP receiver side. For example, 
authors in [4] proposed TCP Westwood+ that modifies the 
TCP New Reno congestion control mechanism and 
improves the TCP performance in hybrid wired/wireless 
networks. TCP Hybla [5] is another TCP modification that 
tries to solve the problem of performance disparity in 
heterogeneous networks due to different RTTs.  

Robust modifications of the TCP protocol rely on an 
efficient loss differentiation algorithm [6] that identifies 
types of packet losses and provides this information to a 
TCP sender to control the sending rate. These algorithms 
analyze packet inter-arrival times and/or one-way trip 
times to make a final decision about the cause of a packet 
loss. Selective TCP [7] is one of the TCP modifications 
that is based on such an algorithm and shows improved 
performance in wired/wireless environment. 

This paper concentrates on various loss differentiation 
algorithms, proposes modification for one selected scheme 
and based on simulations in five network scenarios 
compares the performance of all selected LDAs. 

The paper is organized as follows. Section 2 introduces 
various existing loss differentiation algorithms. Section 3 
describes a Selective TCP in more detail. Wireless 
Multimedia Packet Loss Discrimination algorithm and our 
proposed modification are presented in Section 4. Section 
5 contains a description of proposed simulation scenarios 
and Section 6 presents and evaluates the results from 
simulations. Section 7 concludes this paper and 
summarizes some findings and future plans. 

II. LOSS DIFFERENTIATION ALGORITHMS 
Authors in [8] proposed a loss differentiation algorithm 

(we will call it Biaz) that uses a packet inter-arrival time 
(PIAT) to distinguish between the types of packet losses. 
Its operation is based on the formula 

  minmin )2()1( TnTTn i +<≤+ . (1) 

The number n represents the number of lost packets and 
Tmin represents the minimum yet observed packet inter-
arrival time. Let Pi be the last in-sequence packet and 
Pi+n+1 the first in-sequence packet after a loss. Ti 
represents the time between arrivals of Pi and Pi+n+1 
packets. Biaz algorithm presumes that all packets are of 
the same size. 

If the condition (1) is satisfied, n lost segments are 
considered to be lost due to wireless errors. Otherwise, 
losses are caused by congestion in a network. 

A mBiaz algorithm is a modification of the Biaz 
algorithm proposed by authors in [9]. Their experiments 
have shown that the original Biaz often misclassifies 
congestion error as a wireless error and what leads to 
lower overall throughput. Since the utilization of a 
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wireless link is not always 100 percent they modified 
upper boundary as follows: 

 minmin )25.1()1( TnTTn i +<≤+ . (2) 

Spike scheme was developed in [10]. It was originally 
designed to differentiate the levels of congestion in a 
network. It uses a relative one-way trip time (ROTT) that 
represents a time it takes to send and receive packets 
between the sender and receiver. ROTT times are used to 
differentiate between packet losses. If the connection is in 
the spike state, losses are presumed to be due to 
congestion. Authors in [9] also slightly modified this 
algorithm. They changed the calculation of threshold 
values from a hard-coded way to network delay 
dependency. These authors also proposed two other 
LDAs: ZigZag and ZBS. ZigZag classifies losses based on 
the number of losses and the difference between current 
ROTT (rotti), mean ROTT (rottmean) and its deviation 
(rottdev). A loss is classified as wireless if 
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ZBS was defined as a hybrid of the previously 
mentioned algorithms. It computes an average packet 
inter-arrival time by exponential averaging. Based on its 
value one of the algorithms (mBiaz, ZigZag, Spike) is 
used to classify packet losses. 

The Biaz algorithm is not very effective in a 
multistream environment, therefore, authors in [11] 
proposed an SPLD (Statistical Packet Loss 
Discrimination) algorithm. It is based on the calculation of 
PIAT at the receiver side. In the case of no packet loss 
minimal and average PIAT (PIATstable) values are 
calculated and maintained. When a packet is lost a current 
value of PIAT (PIATcur) is calculated. The packet loss is 
classified as a wireless loss if 

 stablecur PIATPIAT ≥ . (4) 

A scheme proposed in [12] (we name it as RTTLDA) 
uses a calculation of RTT (round trip time) parameter at 
the transmitting side to distinguish packet losses. Its 
accuracy should remain quite stable under varying 
network parameters. An exponentially weighted moving 
average of RTT (RTTavg) and its deviation (RTTdev) are 
calculated. A congestion loss is determined for the current 
packet loss if  

 )1)(2( −⋅+> k

cur

p
devavgcur RTT

RTT
RTTRTTRTT  (5) 

where RTTcur is a current value of RTT, k is a constant and 
RTTp represents a criterion related to cause of a packet 
loss. 

Authors in [13] proposed a Trend-and-Loss-Density-
based (TD) scheme based on an end-to-end loss-
differential approach that is concentrated on a trend of 
ROTT function in a time that shows where packet losses 
occur. The autocorrelation function is applied to calculate 
the loss density, i.e. to analyze how often packets lose. 
This algorithm can markedly improve wireless and overall 
misclassification rates and maintain similar throughput in 
various network situations. 

For wired-wireless hybrid IP networks, a WMPLD 
(Wireless Multimedia Packet Loss Discrimination) 
algorithm [14] was also published. It is based on 
alternative transmitting large and small packets. For 
distinguishing a type of packet losses it evaluates a 
congestion level value of a network. In various situations, 
this algorithm improves the network throughput and can 
reduce the congestion loss rate. 

A loss differentiation algorithm suitable for satellite 
networks was published in [15]. It was proposed for the 
TCP friendly rate control (TFRC) protocol. This LDA 
calculates a queuing delay based on RTT measurements. 
The type of packet loss is determined based on the ratio of 
current and maximal value of the queuing delay. 

Since there are many loss differentiation algorithms 
(schemes) we decided to simulate, evaluate and compare 
their performance in various network scenarios. These 
algorithms were often integrated with TCP friendly rate 
control protocol or other (e.g. TCP-SACK). Because a 
Selective TCP is also based on the concept where a TCP 
receiver performs a classification of packet loss type and 
informs a TCP sender about the result we evaluate the 
performance of various algorithms integrated with this 
modification of TCP. We also concentrated on a robust 
WMPLD scheme and proposed its modification to 
improve its performance. 

III. SELECTIVE TCP 
Some of the loss differentiation algorithms mentioned 

in the previous section were developed and integrated 
with the TCP friendly rate control protocol [16]. This 
protocol was proposed for the transmission of multimedia 
traffic. However, we decided to concentrate on different 
modification of the TCP protocol proposed in [7]. It is 
called Selective TCP and it is also based on an internal 
LDA and was more adapted for transmission of TCP data 
over mixed wired/wireless networks.   

 Selective TCP also tries to differentiate between two 
types of losses: 
• congestion-based, 
• losses due to wireless transmission errors. 

To distinguish between these losses, the original 
Selective TCP uses Biaz LDA that calculates packet inter-
arrival times. The determination of a packet loss type is 
made based on (1) and its background is shown in Fig. 1. 
When there is no packet loss in a network, PIAT values 
between consecutive in-sequence packets are ~T. If some 
packet is lost in the wired link then the PIAT value 
between received packets (with missing lost packet) is 
again ~T because a base station queues packets received 
on the wired interface before transmitting them via the 
wireless interface. If a packet is lost in the wireless link 
the inter-arrival time between received packets (with 
missing lost packet) at the receiver is equal to ~2T. 
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Since this determination process is performed in the 
receiver it uses Selective Negative Acknowledgements 
(SNACK) to notify the sender about lost segments. 
SNACKS are only sent when packets are lost due to 
wireless errors. SNACKs logic is the exact opposite of the 
original ACKs, as they inform the sender about packets 
that have not been received. This information is carried in 
a TCP option field. Upon receiving a SNACK, the sender 
immediately resends unacknowledged segments to the 
receiver. The available bandwidth is measured at the 
receiver using the formula: 
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where tn is the time when the most recent in-sequence 
packet is received, tn-1 is the time when the previous in-
sequence packet was received, np is the number of packets 
received within (tn– tn-1) period, and sp is the size of 
packets in bytes. 

For every congestion loss event, the congestion count 
value is incremented by one. As it reaches the constant k, 
the TCP receiver sends the current bandwidth back to the 
TCP sender and resets the congestion count value to 0. If 
the value of the congestion count has not reached the 
constant k, the receiver acts as a TCP New Reno receiver. 

When the TCP sender receives a SNACK for a lost 
packet it automatically retransmits lost packets without 
waiting for their retransmission time-outs. When the TCP 
sender receives calculated bandwidth from the TCP 
receiver, it sets its congestion window size to a value 
calculated as BW*RTTbase, where RTTbase is a round trip 
time measured by the sender. Therefore the congestion 
window is not set to an unnecessarily low value and 
bandwidth utilization can be maintained at a higher level.  

IV. WMPLD SCHEME AND PROPOSED MODIFICATION 
The Biaz loss differentiation algorithm integrated into 

the Selective TCP relies on a few assumptions: 
• the only network bottleneck is situated in the 

wireless link (that is the last hop in the path), 
• the sender sends data in bulks and packets are of the 

same size. 
Because these conditions do not have to be always met 

performance of Biaz can be decreased. Another scheme 

proposed for wired-wireless hybrid IP networks is the 
WMPLD scheme [14]. 

A. WMPLD scheme 
This scheme does not require any change in network 

nodes and entire processing is performed by end nodes. It 
records the history of lost packets during certain interval, 
calculates the level of network congestion and adapts 
packet sending rate. WMPLD works based on the 
following facts: 
• in wireless networks, there is a correlation of the 

erroneous packet loss rate with packet sizes (i.e. the 
larger packets are, the higher their loss probability 
is), 

• in wired networks, the packet losses due to 
congestion are independent of packet sizes (in 
general).  

Therefore the concept of this scheme is based on 
alternative sending large and small packets from a sender 
to a receiver. A receiver remembers their number. When a 
packet loss is detected, a receiver calculates the current 
congestion level value of a network and based on this 
value it distinguishes a type of packet loss. This 
information is used by a sender who consequently 
decreases a packet sending rate if the congestion level 
value is too high. If the value is high because of the 
congested network, the number of lost packets will 
decrease in a short period (several RTT times). However, 
if no improvement is seen in a short period with the 
highest probability packets were lost because of random 
wireless bit errors (or other problems in a wireless link). 

If we denote lS as a number of lost small packets and lL 
as a number of lost large packets, next two equations 
should be valid: 
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where lS
cong and lS

rand are numbers of lost small packets 
due to network congestion and wireless bit errors 
respectively and lL

cong and lL
rand are numbers of lost large 

packets due to network congestion and wireless bit errors 
respectively. The second equation in (7) can be modified 
because lS

cong equals to lL
cong. The � parameter represents 

the ratio of numbers of large to small packets and under 
certain wireless channel conditions � = lLrand/lSrand. The 
receiver calculates equations in (7) and solves values of 
lS

cong, lS
rand, lL

cong and lL
rand. Based on these values the 

current congestion value Preduce can be calculated 
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If Preduce is greater than a certain fixed threshold, the 
packet loss is due to network congestion. Otherwise, the 
packet loss is due to wireless (bit) errors.  

B. Modified WMPLD scheme 
The original WMPLD scheme stores a history of the 

last 32 lost packets (loss queue). A fixed threshold used to 

 

Figure 1.  Graphical explanation of Biaz algorithm, a) no packet 
loss, b) packet lost due to congestion in the wired link, c) packet 

loss in the wireless link 
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distinguish a type of packet loss was set to 0.8. The 
authors proposed this scheme for the TFRC protocol. 
However, we decided to integrate this scheme with the 
Selective TCP protocol. Therefore we performed several 
simulations of Selective TCP with WMPLD as its internal 
LDA to find the best values for the aforementioned 
parameters. The results are shown in Fig. 2. Best results in 
terms of a packet loss classification rate were achieved for 
the following values: threshold for Preduce set to 1.45 and 
packet loss history length set to 24. 

Fig. 3 shows all steps realized within the WMPLD 
scheme to distinguish a cause of a packet loss and to 
control the packet sending rate. 

V. SIMULATION SCENARIOS 
We proposed various scenarios for testing the 

performance of a selected set of loss differentiation 
algorithms. We concentrated on a wired topology, a 
hybrid wired/wireless topology as well as a topology with 
satellite link. 

A. Wired backbone topology  
The first testing scenario with wired topology is 

depicted in Fig. 4a. There are only wired links with zero 
bit error rates, i.e. packet losses can happen only because 

of network congestion. The link between routers R2 and 
R3 can represent a backbone network. The link between 
routers R1 and R2 can be a part of some access networks. 
This link has lower bandwidth to simulate a bottleneck 
and a place for network congestion. During simulations, 
we also changed a physical delay of the wired R1-R2 link. 

B. Wireless last hop topology 
As its name says it contains a wireless network 

represented by a wireless router and two wireless hosts 
connected to it. It is shown in Fig. 4b. This wireless 
network corresponds to a local data network at the user 
home. There are two variants of simulation scenarios 
based on this topology. The first variant only simulates 
packet losses on the wireless link based on various error 
rates. The second variant also adds a simulation of 

        
 a) wired backbone topology b) wireless last hop topology 

          
 c) wireless last hop topology with a mobile station d) satellite backbone topology 

Figure 4.  Simulation topologies 

 

Figure 2.  Results of WMPLD simulations for finding the best values 
of packet loss classification rate and network congestion threshold 

 

Figure 3.  WMPLD method activity diagram 
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network congestion in a wired part of the topology 
(bottleneck link between routers R1 and R2). 

C. Wireless last hop topology with a mobile station 
This topology is quite similar to the previous wireless 

last hop topology but there are two wireless routers 
connected to the same router. The user with his mobile 
device (mobile phone, tablet) moves between ranges of 
both wireless routers changing its connectivity and traffic 
delay. This scenario can correspond to a cellular network 
or larger company wireless network. Simulations are done 
for various error rates on wireless links including the 
bottleneck link between routers R1 and R2. The wireless 
last hop topology with a mobile station is depicted in Fig. 
4c. 

D. Satellite backbone topology 
Fig. 4d shows a satellite backbone topology. In this 

scenario, a backbone link is realized by a satellite link 
over one geostationary (GEO) satellite. There are data 
communications from one site with a ground station 
situated in New York to another site with a ground station 
in San Francisco. The variable parameter is an error rate 
of the satellite link. 

VI. RESULTS 
Within all scenarios, we transmitted one TCP flow and 

one UDP flow over a shared backbone link. Simulations 
have been realized in the network simulator v.2 [17] with 
the Selective TCP implementation. Evaluated LDA 
algorithms that were integrated into this modification of 
TCP included Biaz, mBiaz, Spike, SPLD, WMPLD, 
RTTLDA, TD-scheme, TFRC satellite and our 
modification of WMPLD (WMPLD+). We measure and 
evaluate for each LDA a packet loss classification 
(differentiation) rate (PCR), i.e. a ratio of packets with the 
successfully recognized type of packet loss to all lost 
packets. 

A. Wired backbone topology  
In this scenario, there are only wired links with 

neglected bit error rates. Sent packets can be only lost 
during network congestion in the bottleneck link. Fig. 5 
shows results for simulations of all aforementioned LDAs. 
Three algorithms: mBiaz, Spike and TD-scheme achieved 
100% correct packet loss classification rates. TFRC 
satellite was proposed for communications over satellite 
links but it also achieved almost 100% PCRs when only 
network congestion causes packet losses (similarly as 
Biaz). SPLD and WMPLD algorithms improved their 
performance with increasing network delay. Original and 
modified WMPLD schemes show very similar 
performance with average PCR (for simulated delays) at 
about 95%. For higher one way trip times (> 50 ms) both 
(WMPLD) schemes provide 100 % PCR. 

B. Wireless last hop topology 
This simulation scenario includes the hybrid 

wired/wireless topology with the wireless part as the last 
hop in the path between a sender and receiver. Fig. 6 
depicts results for packet loss classification rates for 
analyzed LDAs simulated in this scenario where no 
network congestion can occur, i.e. the scenario with 
packets losses due to wireless random bit errors. The best 
results in terms of the average PCR were achieved by 
mBiaz and TD scheme. Unlike the wired topology Spike 
scheme showed much decreased PCRs in this scenario. By 
comparing original and modified WMPLD schemes our 
proposed modification showed better performance in 
terms of average PCR. TFRC satellite scheme provides 
the worst performance from all LDAs. 

The second set of simulations within this scenario 
incorporates network congestion between R1 and R2 
routers. The results for these simulations are shown in Fig. 
7. It is again possible to see that mBiaz and TD schemes 
give the best results even better than in the case with no 
congestion losses. WMPLD schemes provide comparable 
performance slightly better than the Biaz scheme. We can 
also observe that Spike and TFRC satellite schemes are 
dependent on a packet error rate and behave effectively 
only for very low error rates. 

Figure 5.  Packet loss classification rates for all LDAs simulated in the 
wired backbone topology 

Figure 6.  Packet loss classification rates for all LDAs simulated in the 
wireless last hop topology without network congestion
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C. Wireless last hop topology with a mobile station 
This scenario extended the previous scenario of a 

mobile station moving from a range of one wireless router 
to a range of another one. There are packet losses due to 
wireless errors as well as network congestion. Based on 
the results in Fig. 8 we can see that the TD scheme gives 
the best results in terms of PCR. mBiaz is also achieving 
very high PCRs (96% on average for realized 
simulations). Biaz, WMPLD, and WMPLD+ schemes 
provide similar and still high packet loss classification 
rates but our modification of WMPLD achieves higher 
average PCR in comparison with these two schemes (96% 
vs. 90% for WMPLD and 88% for Biaz). The worst 
performance reported Spike and TFRC satellite scheme. 

D. Satellite backbone topology 
Fig. 9 shows the results of simulations for a scenario 

where the backbone link is realized by a GEO satellite 
link with a corresponding physical delay. In this case, 
Spike and TFRC satellite schemes reported the best 
performance and they gave the highest PCRs (> 98% on 
average). SPLD scheme provided the best results from all 
simulated scenarios (89% on average). All other simulated 
schemes (Biaz, mBiaz, WMPLD, and WMPLD+) 
provided very similar results at about 81% - 82% in 
average. With increasing packet error rate of the satellite 
link the packet loss classification rates were decreasing.  

VII. CONCLUSION 
In this paper, we focused on a set of loss differentiation 

algorithms proposed for some modification of the TCP 
protocol and that are used to distinguish a cause of packet 
losses in a network. We proposed various network 
scenarios and performed simulations to evaluate those 
algorithms when they were integrated with a Selective 
TCP variant. We also proposed new parameters based on 
simulations for the Wireless multimedia packet loss 
discrimination algorithm and compared its performance 
with other algorithms. For evaluation, we used a packet 
loss classification rate that covers wireless error and 
congestion packet loss classification rates. 

Based on the results we can conclude that the TD 
scheme analyzing a trend of the ROTT function provided 
the best performance in all wired and hybrid network 
scenarios. The mBiaz scheme also reported high 
classification rates because we simulated only one TCP 
and UDP flow. Performance of this scheme was 
negatively influenced by the increased wireless link bit 
error rate. The Spike scheme was very efficient in wired 
and satellite backbone topology but its performance was 
very decreased in wired/wireless scenarios. The SPLD 
scheme showed quite a balanced performance in 
wired/wireless scenarios but classification rates were in 
the range from 55% - 80%. In the satellite scenario, it 
achieved values above 84%. The TFRC satellite scheme 
(as expected) provided the best performance in satellite 
scenario and wired as well. However, its results in 
wired/wireless scenarios were very low. Both WMPLD 

Figure 7.  Packet loss classification rates for all LDAs simulated in the 
wireless last hop topology with network congestion in a wired part 

Figure 9.  Packet loss classification rates for all LDAs simulated in the 
satellite backbone topology 

Figure 8.  Packet loss classification rates for all LDAs simulated in the 
wireless last hop topology with a mobile end stations 
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schemes (original and our proposed) gave quite high 
results in terms of packet loss classification rates mostly 
comparable with the mBiaz scheme. Our proposed 
modification achieved slightly better results in hybrid 
wired/wireless scenarios. 

Since there are many other proposed loss differentiation 
algorithms it is necessary to include them in more 
extensive investigation and in more complex network 
scenarios.  
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Abstract— The Cisco Network Academy offers the Packet 
Tracer tool to simulate computer networks. Instructors also 
have the possibility to use the activity wizard extension for 
creating scoring activities. There are several ways to create 
such scoring activities. The procedure presented in this 
article greatly facilitates creation, helps to create quality 
activities in less time, avoiding mistakes and complications. 
This best practice has resulted in a set of over 50 evaluated 
activities that have been successfully used at networking 
subjects at the Faculty of Management Science and 
Informatics at University of Zilina, as well as in high school 
education and in distance education of secondary school 
teachers. This best practice is maintained as a live document 
and will continue to be updated in the future to reflect new 
versions of the program and user feedback.  

Keywords: Packet Tracer, Activity Wizard, ITacademia, 
Cisco Networking Academy, network simulation. 

I. INNOVATION OF SCIENCE AND TECHNOLOGY 
EDUCATION 

Innovation of science and technology education in 
primary and secondary schools [1] [2] focused on 
informatics and ICT as well as innovation of study 
programs and subjects at universities in current and modern 
areas of specialization, including computer networks [3], 
are an urgent topic in Slovakia but also in Slovakia 
surrounding countries. The “IT Academy - Education for 
the 21st Century” project began in September 2016 with 
these strategic objectives defined. 

On 17-19 October 2019, a conference was organized for 
secondary school teachers involved in the national project 
“IT Academy - Education for the 21st Century” in 
Tatranské Matliare [4] [5]. It was attended by 198 
participants - teachers of informatics, mathematics, 
physics, biology, chemistry, geography and ICT subjects, 
experts from CVTI SR and partner universities, 
representatives of the IT Association of Slovakia and IT 
companies who presented the IT skills requirements of 
graduates. The aim of the conference was to innovate the 
teaching of existing subjects within the State Educational 
Program through a total of 898 developed innovative 
methodologies. At the same time, ten new subjects were 
presented that were created for classes with a focus on 
computer science and pupils' motivation to study computer 
science and ICT at universities. 

At the University of Žilina (UNIZA) at the Faculty of 
Management and Informatics, our team of the Department 

of Information Networks contributed to the creation of 128 
methodics for the subjects of Network Technologies I, II, 
III, and IV. The methodics are based on the exploratory 
principle of teaching and problem solving [6], and also use 
the Packet Tracer simulation program. It is used for 
practical demonstrations, understanding principles, and 
building, configuring, securing computer networks, as well 
as troubleshooting.  

Created sets of methodics are being verified in two 
rounds during real teaching at secondary schools, and 
subsequently the comments and suggestions are 
incorporated. In order to make it easier for teachers to 
switch to these 4 network subjects, training courses are 
under way at universities, including UNIZA. It turns out 
that the participants of the training in Žilina are mainly 
teachers from the near but also wider surroundings of our 
region (Fig. 1). We trained a total of 58 participants - 
secondary school teachers who came from 19 different 
cities in Slovakia.  

Teacher training has both full-time and distance part. In 
distance learning, teachers work on configuring larger 
topologies and problem solving. With regard to the form of 
teaching, we have prepared topologies in the Packet Tracer 
simulation tool, which are created as scored activities using 
the Activity Wizard. At the end of the courses, most 
teachers are interested in creating such activities. Although 
such activities are used in network subject methodologies 
and teachers have access to them, they would like to modify 
the activities as needed, or create new ones to verify the 
knowledge and practical skills of their students. Since the 

 
Figure 1.   Locations in Slovakia from where teachers come to 

UNIZA for computer networks training 
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usage of such scoring PT activities is relatively wide, we 
will present our best practice for creating such activities in 
this article. 

A. Simulation, emulation, or real hardware for teaching 
network technologies 

Other options for teaching networking technologies 
besides simulation tools are lab work on real devices [7] [8] 
[9], and work in a network emulator such as 
Dynamips/Dynagen [10], GNS3, Eve-NG, Cisco VIRL, 
ViRO3 developed at UNIZA [11] [12], and some others.  
CC and the use of IaaS for education is also very interesting 
nowadays [13]  [14] [15] [16].  

In addition to these ways how to learn network 
technologies, working in a PT simulator [17] is appropriate 
for the following situations: 

� Insufficient number of facilities per student 
� Assigning tasks for students at home 
� Distant education for teachers and instructors 
� Complex large topologies 
� Testing and evaluation. 

Of course, like any software, PT can upset its users. 
Reasons include time-consuming and complicated creation 
of scoring activities. How to prevent this is described in 
parts II.-VII of this article. Furthermore, there are some 
problems with some incorrect protocol implementations, 
scoring system errors, or program constraints that we 
should be aware of before proceeding with the creation of 
activities, which we will discuss in section VIII. In this 
article we consider the current version of PT 7.2.2.  

II. SKETCH OF TOPOLOGY AND ACTIVITY SCENARIO 
In the beginning, it is very important to make a sketch of 

the topology on paper or board, design an IP address 
scheme, outline a scenario, and describe the steps in PT 
activity. When creating this sketch, we highly recommend 
thinking in advance of some of the processes and options 
that we will present in this section. 

In the Activity Wizard (AW) for PT, we have a function 
for randomly generating random variables and thus creating 
diverse activities - the Variable Manager (VM) function. 
VM can be used to randomly generate IP addresses or text 
items such as router name, banner, passwords, etc. We 
highly recommend the use of VM for all types of activities, 
including those intended for student assessment and also 
continuous exercise. The reason is to minimize cheating 
and ensure the uniqueness of activities. 

Whether or not we want to use VM later in our PT 
activity, we need to think about it already in this first step, 
and consider it when designing an IP address design. 

III. DESIGN AND DEVICES ARRANGEMENT IN TOPOLOGY  
The first step in PT is to create a network topology for 

the activity in which we need to insert all the necessary 
devices, links between them, and complete the necessary 
descriptions of interfaces, devices or networks. 

A. How to deal with device descriptions 
In the basic settings in PT, we recommend to keep the 

device names and interface descriptions displayed (Options 
- Preferences - Interfaces - Show Device Name Labels, 
Always Show Port Labels in Logical Workspace). In larger 
topologies, however, interface descriptions may overlap, 
become worse or even not visible at all. In this case, we 

need to move the devices or insert a note with a static 
description to make it clear what the device or interface is. 
For individual router interfaces, we can list IP addresses via 
Place Notes and place them in close proximity to the 
interface. We used a simplified design in many activities, 
where the last octet (or hexted) of IP address was unified 
on all interfaces of one router, .X for IPv4 and :X in IPv6, 
where X was the number of this device, see Figure 2. It 
saves space considerably and makes the topology clearer. 
However, if we need another, more complicated IP address 
plan, resp. students are taught how to design IP addressing 
(VLSM), of course such simplification is not appropriate. 

We also recommend adding objects to the topology to 
highlight LAN, VLAN, WAN, or routing domains, as 
shown in Figure 2. When using different objects, there is a 
little problem when drawing objects overlapping. We have 
found that the order of layers when drawing objects into 
topology (line, rectangle, and ellipse) is always the order in 
which they were added for objects of the same type. 
However, this does not apply to Free Form objects, and is 
always placed as the top layer in the order in which they 
were created. However, this is not true when using the 
Undo button and then the Redo button, when the currently 
selected Free Form object is classified as the topmost layer. 

When testing activities on different computers, we found 
that the display of statically inserted notes in topology 
differs in their location and overlaps. The problem depends 
on the scale of text and objects displayed on the screen. 
Some laptops may have a display scale set to greater than 
100% (125 or 150%) because of the small screen diagonal. 
Therefore, when creating an entry, we recommend check 
that the display scale is set to 100% and then add and 
change text notes in the topology. 

B. Design of color scheme and shapes  
It is advisable to make a palette of selected colours or 

shapes, which we recommend to use uniformly in all 
activities. This will facilitate the creation of activities that 

 
Figure 3.   Unified design of colors used in topologies 

 
Figure 2.   Demonstration of one of our 50 PT activities 
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are clear and nothing is missing. Our colour design for each 
routing protocol, LAN and VLAN is illustrated in Figure 3. 
We recommend highlighting devices that we expect to 
configure from the activity solver, and other non-
highlighted devices will be available for testing, 
troubleshooting, or locked for the solver. 

IV. COMPLETE DEVICE CONFIGURATION 
Once we have finished the final form of PT topology, 

with descriptions and all markings, we then configure all 
the devices as expected from the students. We save the 
topology under a suitable name with the extension * .pkt in 
PT. So we will prepare a solved activity in PT, test 
functionality, perform connectivity tests and take all the 
necessary steps required to outline our activity.  

When creating this sample solution, we edit and 
complete the instructions in parallel, supplement the 
connectivity tests that we perform if necessary. It is very 
important to note which parts of the configuration we will 
require from the students (it will be used to create 
Assessment Items). The remaining configuration 
commands, which we do not select, will then be in the so-
called initial network, which will be a topology in which 
students begin to deal with activity. 

V. ACTIVITY WIZARD AND ANSWER NETWORK 
After creating the final configured network (* .pkt),we 

open the Activity Wizard (Ctrl + W) to confirm that we 
want to use the network we created as the Answer 
Networks.  

A. Assesment Items in Answer Network.  
As the first thing in Activity Wizard, we recommend 

setting up Answer Network - Assessment Items. We have 
them marked on paper or in Word. The keyword search 
Filter is also useful.  

In scoring, most errors are made on text items such as 
hostname, banner, password, username, etc., because the 
strings are case sensitive. Therefore, it is always necessary 
to notify students in the activity that they follow the 
instructions in the activity during configuration. We 
recommend saving the task frequently during scoring. The 
scoring process is a relatively time-consuming step in the 
creation of the activity, so the eventual fall of the program 
is usually very unwelcome. In some cases, the file becomes 
corrupted when saved and cannot be reopened, so it is 
highly recommended that you always save the activity to a 
new file with a new version number. In the Assessment 
Items tab there is also the option Componet(s) where you 
can set the name of the category to which this item type 
belongs. We highly recommend to use this option because 
it allows a better overview of the student's solution, as 
illustrated in Figure 4. 

If Variable Manager (VM) is used, it is necessary to write 
the correct answer into the given item in the Assessment 
Tree manually in the form [[VariableName]] (Figure 4, left) 
and confirm (enter key). We used the strings generated 
through the online string generator. What is not entirely 
clear from the AW manual, but it is quite essential that if a 
green circle lights up in the Assessment Items configuration 
command (Figure 4, left), this means that we required this 
value in the student answer and ignore a value that is 
configured in Answer Network. The usage is just for the 
values generated via VM. However, this is where most 
activity errors are made when an item that does not use VM 

is highlighted. Lighting the item is done with enter key, and 
deactivation by deleting the value and then enter key. 

When creating new activities, it is also advisable to use 
another form of solution evaluation - connectivity tests. We 
can set up control of ICMP but also other protocols by 
sending complex PDUs. The current options are DNS, FTP, 
HTTP, HTTPS, IMAP, NetBios, ICMP, POP3, SFTP, 
SMTP, SMNP, SSH, TELNET, TFTP. This feature is not 
necessarily used directly for student evaluation, but also for 
troubleshooting. 

Some commands cannot be checked and scored directly 
in AW. As an example, command copy running-config 
startup-config command cannot be checked directly in AW 
like other commands. However, it is possible to check and 
evaluate the saving of the running or startup configuration 
on the TFTP server. AW checks the size of the file that the 
student uploads to the server, and we can check whether the 
student has entered the copy running-config tftp or copy 
startup-config tftp command. 

B. Settings in Answer Network 
In the Answer network settings, it is necessary to set 

several necessary parameters for the activity solver, for 
example the time that we dedicate to the solution. For home 
activities, we recommend setting the time to unlimited 
(Time Elapsed or None). The Time Elapsed option is 
preferable because the teacher will have an overview of 
how long it took the student to deal with the activity. For 
test assignments, it is preferable to set the time to 
Countdown depending on how difficult the activity is.  

On computers in some of our laboratories, Windows is 
installed through VirtualBox for better computer 
maintenance. In activities with the Countdown setting, we 
noticed the uneven passage of time in the timer in PT and 
frequent situations in which the time suddenly jumped 
forward or backward a few minutes. Therefore, we 

 
Figure 4.  View of the Assessment Tree tab in AW (left)  

and Check Results (right) 

 
Figure 5.  Settings in Answer Network 
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recommend to use Time Elapsed settings for activities in 
such an environment (Figure 5). 

We can also set up feedback for students in this tab 
(Dynamic feedback). If we choose to show Dynamic 
feedback, we recommend using feedback that shows the 
Show Score and not the Show Score Percentage. 
Percentage displaying is not appropriate because if we have 
more than 100 items scored, it may not show us an increase 
in the number of points immediately after each configured 
item, but only after configuring the next item, which may 
not be the next one. One item per 1 point may have less than 
1% of the total percentage. This can be a problem if we start 
activity and after configuring the first item we still have a 
score of 0%. Students are mostly confused about this 
behaviour. Therefore, if we want to avoid complications, 
we should also comment on this in the “Important Alerts” 
section in instruction for this activity when using the 
percentage score, or let the score appear as points. 

We do not recommend displaying feedback to students 
in the activities used to grade students. This will force 
students to perform connectivity tests and view listings of 
various show commands to verify the functionality of their 
solution and not to rely on the displayed score. They will 
only see this after the activity has ended. Experience shows 
that students, when displaying the mid-term score, then 
solve the problems in activity as a computer game - they 
only look at their score and think less about what and why 
they are doing and how they can verify the correctness 
otherwise.  

We recommend to select User Profile Locking and No 
Guest Profile so that when starting an activity, students 
have to fill in their name and email to let us know who 
completed the assignment. (Figure 5). 

C. How easy it is to accidentally reset student activity 
In activities used to grade students, with the Countdown 

setting and the No Dynamic Feedback being disabled, there 
is one significant problem in evaluating the results. When 
the timer expires, the student usually asks for a Check 
results. The instructor must enter AW to verify the student's 
score by items. However, if the instructor enters Check 
Activity as soon as he enters the AW, there is no return back 
to the topology and therefore no configuration can be 
checked on any device. If we try to do this, the entire 
activity will reset, and the student has to start again.  

Therefore, if we want to see activity results after the 
activity time expires, as well as configuration of all devices, 
we must firstly do some settings change, when we enter 
AW after students’ completion. We have to change time 
options, select None instead of Countdown and change No 
dynamic feedback to Show score percentage. This option 
cancels the countdown even in the already configured 
topology, allowing us to look in the Assessment items, the 
device configuration, and show us the percentage score 
without losing the data in that topology. Then we can go to 
Check activity section in AW. 

D. Connectivity tests in Answer Network 
Scoring connectivity tests is very useful, since we can 

see, how end-to-end connectivity works in student’s 
solution. We have to be just aware that it does not force the 
student to use the ping command. It is sufficient that the 
conditions are met and the test result will be automatically 
successful. We have also identified a second option where 
connectivity tests are very useful. If we assign students a 

task that can be solved in several ways and we do not want 
to force them to one particular solution, we can only check 
the resulting connectivity test and not the configuration 
commands themselves.  

E. Overall and completed feedback in Answer network 
Finally, feedback needs to be set for students. For final 

practise exam we use Completed Feedback (100%): 
“Excellent performance, congratulations, call the teacher 
and prepare your index.” For Incomplete Feedback we use 
this statement: “At least 60% score is required for 
successful mastering, expressed in points, at least 34 points 
out of 58 total. If you have obtained the minimum 
necessary, write today's date in the index and ask the 
teacher to register the grade. If you want a more detailed 
evaluation of your score, wait in front of the lab until the 
teacher calls you for evaluation, it will be evaluated 
individually with each student.” 

VI. ACTIVITY WIZARD - INITIAL NETWORK 
Once we have completed the answer network, 

assessment items, and the necessary settings, it is necessary 
to create an initial network in which the student begins to 
address the activity.  

We recommend to use Copy from Answer Network. This 
feature copies everything we have in the answer Network 
to initial network. Subsequently, we delete those 
configuration lines that we want to ask the student during 
the solution. If we have our remarks, which we wrote about 
in part II and IV in this article, we have simplified work, 
and we are less likely to delete something that we do not 
have or do not delete something that needs to be deleted. A 
certain test of correctness is when we have a 0% score after 
entering the topology. Unfortunately, by copying from 
answer network to initial network, punctuation will 
disappear from the texts we use in topologies, which need 
to be corrected manually. 

D. Locking Options in Initial Network 
An important parameter that can be set for initial network 

is the locking options, where we can set which devices and 
PT functions will not be available during the solution. 

Figure 6.  Blocked items in Locking Options for Interface (overall 
lockings) and for devices (Existing Devices) 
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There is a small difference in the settings for the practice 
and final practise activities, which we describe below. In 
the final practise activities, we use locking items for 
Interface and Activity section (Fig. 6), which lock the View 
Assessment Items, View Connectivity Tests, so that 
students can only see Overall Feedback when they click 
Check Result, not all assessments items in detail. If we want 
to check these items when the student is done, we have to 
enter the activity wizard (via a password) and check it in 
the section check activity.  

We also locked the Reset Activity item so that students 
do not click this option during the exam and reset their 
activity (by mistake or intentionally). In all other activities, 
which are not practise final activities, we left the Activity 
unlocked so that students can see in the View Assessment 
Items what they have to do or repair to get the solution 
complete.  

In some situation, however, the instructor may need to 
inspect the locked equipment while the student is working. 
For example, one such reason may be to check the routing 
tables of locked routers to test the correct routing protocol 
configuration, when troubleshooting. Therefore, we 
recommend to configure remote access for locked devices 
with username and password that only the instructor know. 

VII. INSTRUCTIONS 
When we finish answer network, assessment items, 

initial network, setting for answer and initial network, then 
the last (in some cases penultimate) step is to write 
instructions for the activity. Instructions section in AW can 
be wrote in HTML, which is not user-friendly without the 
editor. However, if we remind our recommendation from 
section II and IV, we already have instructions written in 
some text processor.  

One possible solution is to save our Word file with 
instructions as a simple web page, and then copy a paste it 
to the instructions section in AW (Edit tab). The other way 
is to use the online converter, but we do not recommend it, 
because there also are some deficiencies when converting 
the document. The preview as HTML tab shows us how 
instructions look like in final. 

In our experience, the best practice was not to use the 
instructions field at all. The better option is to write 
instructions in Word and then give it to the students either 
as a PDF or Word document for activities, or in a paper 
version for final practise exam activities. 

If we use Variable Manager (VM) in the activity, we can 
consider to use instructions in AW, because we cannot 
write randomly generated items in Word file (device 
names, IP addresses, ranges, etc.). On the other hand, in 
HTML Instructions in AW, we can specify them as 
[[Variable Name]]. However, we still use only Word/PDF 
for instructions, and we write instructions with random 
variables right to topology in PT (Place Notes). 

VIII. HOW TO DEAL WITH ERRORS AND LIMITATIONS OF 
THE PACKET TRACER  

We highly recommend to maintain a versioning system 
of topologies, indicating the date of the last change, the 
version of the PT in which it was tested, and the changelog, 
indicating all changes, from activity creation to its current 
state. 

Because Packet Tracer is a simulator, some protocols, 
functions, and commands don't work as on real devices. In 

addition to this, it is beneficial for users, students, and 
especially instructors, to be aware of the currently 
identified bugs in the current version of the program, as 
well as some limitations due to the lack of implementation 
of some protocols or their functionalities. This minimizes 
the time required to create complex topologies, as well as 
the instructors' repulsion to use it. 

A. Who, where and how can report a detected error in PT 
The Netacad portal has only a Facebook page for 

students as web support. However, if someone encounter a 
mistake or problem within the curriculum, such as starting 
PT activity from the Netacad curriculum, or taking the 
Packet Tracer exam (PT skills integrations exam), the 
students must contact their instructor. We as instructors 
have the option to contact technical support from our 
account via Live Chat. However, if there is a bug in the 
Packet Tracer itself, there is an item in the PT program 
where we can report these issues. It can be found on the top 
toolbar in the help section, where we select report an issue 
and we are redirected to a page where we can report the 
problem we found (Fig. 7).  

B. Be aware of errors and limitations of PT  
The errors we have encountered, and which are present 

in the latest version of PT (7.2.2), can be divided into 3 
categories. Protocol implementation errors, scoring system 
errors in the assessments items, and item scoring errors that 
use random variables with variable manager. 

We have noticed protocol implementation errors: 
� Poor metric calculation for OSPF when changing 

bandwidth reference 
� Assigning incorrect IPv6 address of default gateway 

for PC using DHCPv6 and HSRPv2 on router, 

 

 

Figure 7.  Possibility to report bugs in PT 
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getting incorrect MAC address of default gateway 
via ICMPv6 Neighbor Solicitation message 

� Incorrect display of IPv6 address on PC at stateless 
DHCPv6, and IPv6 address of DNS server at 
stateless and statefull DHCPv6 

It is not possible to score points these assessment items 
(missing items): 
� Standby commands for HSRP (points are 

automatically assigned as soon as the activity starts) 
� RIPng domain name via VM in initial network 
� Default-information originate for RIPng and BGP  
� ip helper-address on the router (DHCPv4) 
� password for OSPF md5 authentication 
� port-channel load-balance src-dst-ip, port-channel 

load-balance src-dst-mac 
� manually set the date and time 
� RIPng domain name generated by VM in init 

network 
� SPAN (destination, source interface, session 

number) 
Problems with scoring when using VM appears for these 

items in the Initial Network: 
� IPv4 and IPv6 addresses in static routes 
� IPv6 addresses of the default gateway for the PC 
� Local pool names for PPPoE and VPDN groups 
� Networks added to EIGRP by the network 

command 
� The password in the local database on the router 

We consider the following missing functionalities in the 
PT as limitations for teaching the content of curriculum 
CCNA1-4 in our conditions: 

� VRRP and GLBP protocols 
� NTP server on switches 
� Port-cost for STP 
� Summary of external routes in OSPF 
� State suspend for VLAN 
� Extended debug ip packet with ACL 
� Relay agent for DHCPv6 
� Show commands for Netflow 
� Setting up the router as a client for DHCPv6 
� Static configuration of IPv6 address for HSRPv2 
� Standby version command for subinterfaces 
� Inability to use mathematical operations to generate 

random variables for IP addresses using variable 
manager 

IX. DISCUSSION AND CONCLUSION 
Access to network devices is required when teaching 

network technologies. Based on our experience, experience 
of other authors, as well as discussions with secondary 
school teachers, it is always preferable to work on real 
devices with regard to the capacity of the laboratories. This 
form of work also enables the support of team cooperation 
of students and support of team problem solving. Students 
usually work in pairs or larger groups and are in close 
cooperation. However, the problem arises with the 
maintenance, servicing and replacement of equipment as 
they become obsolete. Teaching network technologies 
should keep pace with their rapid development. 

The solution to these disadvantages is the use of tools for 
emulating network devices, in which it is also possible to 
work on devices from several manufacturers. However, we 

are again concerned about the need to maintain a given 
emulation tool and limitations for teaching some topics 
(switched networks, measuring QoS parameters [18], 
convergence and fast reroute mechanisms for routing 
protocols [19] [20], etc). 

Low-maintenance is the Packet Tracer simulator, which 
proves to be suitable for subjects where there are larger 
numbers of students, for homework, distance learning, 
repetition on large complex topologies, testing and 
evaluating student work. The paper presented a 
methodology according to which the creation of such 
activities is less time-consuming, with fewer errors and less 
resentment in case of crashes, errors or program limitations.  

According to this best practise, more than 50 PT 
activities have been created and updated so far, with 
different topologies of varying difficulty, covering the 
entire content of the Cisco Network Academy courses 
CCNA 1-4. The activities are used in the subjects Principles 
of Information Networks, Computer Networks 1 and 2 at 
our faculty at UNIZA, in the teaching of Network 
Technologies at secondary schools and for the training of 
secondary school teachers within the IT Academy project.  
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Abstract— This paper deals with the topic of education in 
field of using mobile application Esko as a tool for 
developing communicative competence in Slovak as a 
hereditary language. Using educational mobile applications 
in the current school environment is becoming increasingly 
popular not only in the Slovak schools. The paper 
introduces the application ESKO aimed at teaching Slovak 
as a hereditary language and explains didactic approach 
applied in the application.   

I. INTRODUCTION 
Using information and communication technologies 

(ICT) in education process in the Slovak schools is not so 
popular as it should be. The same situation is also in the 
countries in the middle and south Europe. The main 
problem is a few suitable programs and teaching 
materials. Teachers in schools are using free materials 
from the web, or special stores for mobile applications 
(Play Store, App Store).  

There are many researchers that prove the significance 
using ICT in education. Pokorny [1-2] in his researche 
shows efficient utilization of blended learning in teaching 
combinatorics, data processing and fraction at the Faculty 
of Education, Trnava University. Melicherčík, Siládi, 
Svítek and Huraj [3] shows using e-learning support for 
teaching High Performance Computing. 

The research mentioned above has proved that using e-
learning support and blended learning is efficient, but not 
so popular in primary schools. It is motivating for using 
mobile devices for learning not only in school. Bayerl, 
Žilková [4] shows positive rating for using mobile devices 
in the educational process. Fialová [5] in his research 
shows example of using mobile devices in teaching 
mathematics in her mobile application for addition and 
subtraction in any number system. 

Mobile devices are suitable for teaching and learning at 
schools as well as for learning at home. We can also 
consider institutional and non-institutional education, e. g. 
education at schools or other institutions and learning at 
home without any institutional support. It means that 
a child works with the mobile application not to do 
homework to school, but to practice something which is 
not a part of school curriculum.  Slovak as a hereditary 
language can be a good example of such content.   

II. SLOVAK AS A HEREDITARY LANGUAGE 
Slovak as a native language is used in Slovakia and also 

abroad by people, whose parents´ native language is 
Slovak and they are exposed to it from birth. This 
characteristic is a bit vague, because native language as a 
social existence is not easy to be defined. There can 
appear many social interactions in communication and 
they are difficult to be united by a definition. Moreover, 
when we keep in mind countries where Slovak language is 
used and functions as the native language, the situation 
becomes more complex.   

Slovak language used outside Slovakia can be divided 
into two groups – language used in enclave and in 
diaspora [6]. Enclave Slovak language is a communication 
code used in language, cultural and ethnic homogenous 
community, e. g. Slovak minorities in Hungary, Romania, 
Serbia or Croatia. Slovak is spoken within these 
communities, there is institutional and non-institutional 
education in Slovak, people organize common culture 
activities, they publish magazines or books.  Diasporal 
Slovak language is typical for west European countries 
and overseas countries.  Dudok [6] writes especially about 
social and political migrants as people speaking diasporal 
Slovak. People do not live in Slovak communities, they 
live within a major society.   

In Slovakia an attention has been aimed especially at 
enclave language, because it had been established in 
several waves for centuries.  The migration to west 
Europe usually takes place in 20th and 21st centuries. 
There are children or young people who were very little 
when they moved, or they were born abroad. They do not 
live in the Slovak community and their level of Slovak is 
diverse: they can be fluent in Slovak and communicate in 
Slovak with both parents, they use Slovak only with one 
parent or they do not use Slovak at home at all and they 
speak Slovak only during stays in Slovakia or with 
grandparents or relatives. The common feature of the 
group is affiliation to Slovak language and parents or one 
parent of Slovak origin. This is the reason why Slovak as 
a native language does not describe this group precisely. 
There was  a new term introduced  at the beginning of the 
project work  – Slovak as a hereditary language. It is 
language used by people living especially in west Europe 
or overseas countries in diaspora, it is parents´ or  parent´s 
native language. The level of Slovak can vary from A0 to 
C1 or C2.  
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III. DIDACTIC APPROACH 
Textbooks aimed at teaching Slovak as a foreign 

language usually use topic as a basic way to divide the 
course into lessons. Grammar is introduced in steps and 
usually the first tense to start is present, then past and the 
last is future. However, there are students which want to 
communicate about present, past and future activities 
almost at the same time, especially when they are false 
beginners. This can also be important for the ESKO target 
group, young people aged 10 – 15 having Slovak as a 
hereditary language. 

When we think of the communication process and the 
way we talk about the world around we find out that in 
communication we predicate an action, state or occurrence 
to the substance. The verb has a central position in a form 
of an utterance. Verbs are usually non-independent words 
and their intention as a lexical and grammatical category 
influences what other words enter the utterance. For 
example, the verb in a sentence Prší (It rains) does not 
need any other sentence parts. There can be only words 
describing action, e. g.  time, place, intensity etc.: Dnes vo 
Zvolene prší.  (It rains in Zvolen today.). On the other 
hand, the verb počítať (to count) needs a subject and an 
object, e. g. Počítame zúčastnených. (We are counting 
participants.) or Počítame s tým, že prídeš. (We expect 
you to come.) Verb intention and valency are related 
terms expressing the same verb feature from different 
perspectives – valency is aimed at the form while 
intention is aimed at the meaning.  

The basic structure element of the course ESKO is a 
verb. One lesson consists of one main verb, e. g. ísť (to 
go). The verb is used in different contexts to present its 
meaning. Students practice objects and subjects occurring 
with the verb. Each lesson has three parts – vocabulary, 
exercises and testing. The vocabulary part consists of 
explanation of words and idioms used in a lesson and 
exercises to practice spelling. The exercise part includes 
10 tasks starting from practicing the verb form in all 
tenses and later the attention is paid to the verb in 
dialogues. The testing part includes tasks from the 
vocabulary and exercise parts. It provides pupils with 
feedback. 

IV. MOBILE APPLICATION ESKO 
Mobile application Esko is an application developed in 

Android Studio with programming language Java. Esko is 
a free application available only for the mobile operating 
system Android. 

A. Installation of application 
The application Esko is directly downloadable in the 

application Play Store, which is available in every mobile 
device with an operating system Android. For 
downloading application Esko from Play Store it is 
necessary to enter Esko (the name of the application) into 
the search field. Fig. 1 shows installation of Esko from 
Play Store. 

 
Figure 1.   Installation Esko from Play Store 

Then choose the application Esko – zdokonaľ si 
slovenčinu v cudzine (Esko – improve Slovak abroad) 
from the offered applications, from the developer Matej 
Bel University in Banská Bystrica (Fig. 2). 

 

 
Figure 2.   Installation Esko from Play Store 

The last step in the installation process is to press the 
button Install and to wait until the application will be 
installed (Fig. 3). The size of the application is under 
5MB, it should be very quick. 

 
Figure 3. Installation Esko from Play Store. 

An alternative to installation from the mobile 
application Play Store is to download Esko from the 
computer search browser. The application is accessible at 
the following address:  

https://play.google.com/store/apps/details?id=sk.umb.
ff.esko 
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B. Structure 
After running the application Esko, introduction menu 

is shown. In this menu are three buttons (Fig. 4): 
� Stále sa hýbem (I am always moving) 
� Rád hovorím (I like talking) 
� Milujem pohyb (I love moving) 

 
Figure 4.   Application Esko - main menu 

After pressing the button in the main menu Stále sa 
hýbem (I am always moving), four verbs are displayed: ísť 
(go), lietať (fly), plávať (swim) and cestovať (travel). The 
main menu rád hovorím (I like talking) contents also four 
verbs hovoriť (to talk/to speach), odpovedať (to answer), 
písať (to write) and pýtať sa (to ask). The last menu 
milujem pohyb (I love moving) contents verbs milovať (to 
love), cítiť (to feel), tešiť sa (to enjoy) and trápiť sa (to 
worry).  

Pressing some of the verb button will display a popup 
window (Fig. 5) where you can select option Slovná 
zásoba (Vocabulary), Cvičenia (Exercises) and Otázky 
(Questions).  

 
Figure 5.   Type of exercise in popup window 

Part Slovná zásoba (Vocabulary) contents text, where 
the user can read verbs (or word phrases) and their 
explanation and various type of simple tasks for practicing 

vocabulary. Fig. 6 show’s example of vocabulary for the 
word “ísť (go). 

 
Figure 6.   Example of vocabulary part 

Fig. 7 shows first task, where the user has to fill the 
missing char. 

 
Figure 7.   Example of vocabulary exercise – complete char 

Fig. 8 shows buttons, where the user has to choose if 
the sentence (word phrase) is true or false. 
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Figure 8.   Example of vocabulary exercise - word phrase 

Another type of example is in fig. 9, where the user 
has to click on the button next to verb and them from the 
popup choose the correct phrase. 

 
Figure 9.   Example of exercise - phrase 

The exercises for each verb consist of 10 different 
exercises. Fig. 10 shows the first exercise deals with the 
inflection of a selected verb. User has to click on picture 
of Esko and then in popup window select correct verb. 
 

 
Figure 10.   Example of exercise - inflection of a selected verb 

In exercise two and three, the selected verb must be 
correctly tilted. Fig. 11 on the left shows the task without 
answers, on the right with the answers (press the Ukáž 
riešenie (show answers) button). 

 
Figure 11.   Example of exercise - selected verb must be correctly tilted 

In the fourth exercise, the user has to assign the correct 
image to the sentence. The user has 4 images to choose 
from. Fig. 12 shows example of exercise with images. 
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Figure 12.  Example of exercise - assign the correct image to the 

sentence 

The fifth exercise is focused on supplementing 
prepositions. 

 
Figure 13.   Example of exercise - supplementing prepositions 

Another type of task is to select the correct verb from 
several options. 

 
Figure 14.   Example of exercise - select the correct verb 

The last type of tasks is a choice of two options. The 
figure 15 on the left shows an unanswered task, the right 
figure with answers (a blue font indicates that the answer 
is correct, a red font indicates that it is incorrect). 

 
Figure 15.   Example of exercise - 

After the user solve vocabulary and exercise tasks, he 
can select the third option - test. Each test consists of 5 
exercises, where the solution of each exercise is shown 
after pressing the button Vyhodnotiť (evaluate). Esko 
evaluates answers and expresses its satisfactions with 
different pictures and comments.  

First two exercises from test are in fig. 16 - radio button 
for choose one answer (exercise 1) and checkbox tasks for 
choosing multiple answers (exercise 2). 

Third - fifth exercise is focused on completing verbs in 
correct form. 

795



 
Figure 16.   Exercise - completing verbs in correct form 

 
Figure 47.   Exercise - completing verbs in correct form with evaluation 

V. TESTING 
The first version of mobile application ESKO – study 

Slovak language abroad was tested and evaluated by 95 
pupils aged 12 to 16. They like the form of the mobile 
application itself because they had not worked with such a 
tool while learning Slovak language. The form gave them 
the feeling of playing a game.  Exercises were clear and 
easy to understand. Some children completed exercises 
very fast, others worked more slowly, it depended on their 
level of Slovak. The only negative comment mentioned in 
evaluation sheet was on the process of application 
installation at school which was slow due to WIFI 
capacity.  

VI. CONCLUSION 
Slovak as a hereditary language is a new term. 

Traditionally there was used a term Slovak as a native 
language spoken by Slovaks living abroad. By introducing 

the new term, the attention is aimed at the target group – 
people living in west Europe or overseas countries in 
diaspora with level of Slovak language from A0 to C2. 
The group and its language needs have become more 
visible since migration in 20th and 21st centuries. The 
situation should be mirrored in preparing supporting 
learning and teaching materials for improving Slovak 
language.   

The mobile application ESKO – study Slovak abroad is 
unique due to a didactic approach based on the valency 
theory.  It is introduced in the application for the first 
time, it has not been used before in teaching and learning 
Slovak as a foreign language. The target group with its 
special needs as speakers of Slovak as a hereditary 
language is a good testing group for such approach.  New 
lessons can be added to the application in future. There is 
also space for new parts, such as grammar explanation, 
additional exercises etc. In future, the approach can be 
applied in teaching Slovak as a foreign language. 
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Abstract—Almost each software product contains bugs. If a 
critical bug is discovered after deployment of the product, 
then its fix can be very expensive, especially in case of 
embedded systems that cannot be updated online. Because 
of that, testing before deployment belongs to the most 
important phases in development of almost any software 
product. It plays a key role in various software development 
methodologies, and the main idea behind it is to find as 
many bugs as possible to improve robustness of a software 
under development and to minimize the likelihood that a 
critical bug will be found after its deployment. This 
indicates that the ability to find bugs and fix them should 
belong to the basic skills of any programmer. If a 
programmer has very good abilities in this field, then he or 
she can become test designer or architect, i.e., a person 
responsible for identification of main goals of testing, key 
test scenarios, and design of tests themselves. One of the 
basic skills of each programmer, software engineer or test 
designer is creation of simple automated tests responsible 
for testing a module (unit) of a software. This kind of testing 
is known as unit testing, and its main purpose is to verify 
that each element (usually function or procedure) of a 
module gives correct outputs for specific inputs. Many 
environments for software development come with special 
tools designed for this task. There also exist a lot of third 
party libraries that simplify process of development of unit 
tests. However, graduates of study programs related to 
informatics should not know only how to work with such 
tools, but they should also understand how these tools work 
and how they can create such a tool. For this purpose, we 
created a special module, which is a part of more complex 
environment intended for enhancement learning data 
structures. The whole environment allows students not only 
to understand principles of various data structures but also 
to grasp knowledge how unit testing works. What is more, 
thanks to the testing module, the students can create various 
automated tests, which allow them to understand principles 
of data structures in more detail. 

Keywords–data structures; object oriented programming; 
software development; unit testing 

I. INTRODUCTION 
Modern software products are usually very complex in 

their nature. They use various algorithms and data 
structures to process data of various forms coming from 
various inputs. Furthermore, modern applications require 
involving a lot of “user interface logic”, which is not 
important for the program itself but is crucial for the 
comfort of users. Involvement of this logic rises a number 
of rows of the code and potentially emplaces bugs into the 
program. If a bug is discovered too late, then it can have 
catastrophic consequences. For example, destruction of 
Ariane 5 rocket in 1996 caused by software bug [1, 2] 

resulted in a direct loss of about $370 million [3]. A 
software bug in Therac-25 radiation therapy machine had 
more fatal consequences. According to [4], it was 
responsible for death or serious injuries of six patients in 
the 1980s. These and other examples imply that risks 
resulting from software bugs cannot be underestimated. 

It is almost impossible to develop a software product 
without bugs. However, proper testing of the product can 
minimize the probability that a critical bug will occur. For 
this purpose, various testing approaches and methods can 
be used. Two typical approaches used in testing are static 
and dynamic testing [5, 6]. The most common method of 
static testing is code review in which one or more persons 
analyze code of a software product [7]. One of the main 
benefits of this method is a fact that the code is checked at 
least one person who is not involved into the code creation 
and who is, therefore, more critical to the code than its 
authors. Another benefit is that the code review can begin 
as soon as the first elements of the software product are 
created without need of user interface or input data. One 
of the main pitfalls is planning the time spent by reviewers 
on code analysis [6]. Without good scheduling, the review 
process can be very long. Most of this time could be used 
to create other parts of the product because reviewers are 
usually very good programmers or software engineers. 

Unlike static testing, dynamic testing focuses on the 
real execution of the software product [5, 6, 8]. This 
approach requires availability of (at least artificial) input 
data and designing test cases that allow verifying and 
validating correctness of the software. Depending on the 
methods, dynamic testing can be performed by a subset of 
the end users of the product or by testers, so it does not 
spend time of the programmers. Testing by testers requires 
creation of a lot of test scenarios for which test designers 
or architects are responsible. If testing is performed by a 
subset of the users of the final product, test scenarios are 
implicitly created by users. This is very good approach, 
but it can be applied only in the very late phases of 
development of the software product when almost the 
final product is created. On the other hand, testing by 
testers can be performed much earlier and can be more 
systematic than testing by a subset of the end users. 
Furthermore, testing based on explicitly defined test 
scenarios has also one key benefit over other methods of 
static and dynamic testing – it can usually be automated 
[8], which can save a lot of time. 

Testing can be performed at several levels. The most 
common ones are unit testing, integration testing, system 
testing, and acceptance testing [5, 9-12]. Unit testing 
focuses on verification of specific parts of code known as 
modules (units) [9-13]. Typically, it tries to verify the 
smallest logic parts of the code, which are usually 
procedures, functions, or objects in case of object-oriented 
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programming. Unit testing can be static or dynamic, but 
nowadays, it is a synonym for simple dynamic testing 
performed by creators of the tested code [11]. Creation of 
automated unit tests belongs to the basic skills of any 
programmer, tester, or test architect, therefore, graduates 
of any study program dealing with programming should 
understand this problematic and should be able to create 
automated unit tests. 

Integration testing represents another level in hierarchy 
of software testing. It deals with testing modules that were 
combined into more complex parts of the final software 
product [9, 12]. In comparison to unit testing, integration 
test requires very good management because this kind of 
testing is much more complicated and time consuming. 
Typically, test plans are created before the testing itself. 
The key persons in this level of testing are test manager, 
who is responsible for planning the tests, test designer 
responsible for creation of testing scenarios, and testers 
responsible for creation and execution of tests. 

When the parts of the software pass the integration 
tests, then system testing can be performed. This focuses 
on testing the whole software product and evaluates 
compliance of the system with requirements specified on 
the system [9, 12], e.g., whether the final software product 
gives correct outputs for each type of inputs, whether the 
reaction time of the software is acceptable, or whether it 
can be deployed in a specific environment. 

The last level of software testing is acceptance testing. 
Its goal is to decide whether the system meets the business 
requirements and whether it is acceptable for delivery [9, 
12]. This kind of testing is usually performed in two steps. 
In the first step, employees of a software company 
developing the final product who are not directly involved 
in the development of the product test its acceptance. This 
testing is known as alpha testing [12]. When the product 
passes the internal testing, then the second step will begin. 
In this step, customers of the software company or a 
subset of the end users perform the testing. In the second 
case, the testing is known as beta testing [12]. When the 
software product passes this external testing, then it can be 
deployed at customers or can be released to all end users. 

The previous text implies that testing is an important 
phase in development of any software product. It plays a 
key role in classical waterfall model [14], in iterative 
design [15-17], in incremental design methodology [17], 
in agile methodologies, such as extreme programming [18, 
19] or test-driven development [20, 21], as well as other 
software development methodologies. This is caused by a 
fact that writing a bug free code is very complicated and, 
actually, it is impossible to create a complex software 
without any bug. With this in mind, software companies 
have to pay a lot of attention to software testing. 
Therefore, one of the basic skills of any programmer is an 
ability to develop automated unit tests that allow him or 
her to verify parts of code that he or she creates. 

Implementation of automated unit tests is usually not 
very complicated, but their design requires some training, 
especially in identification of corner cases. Typical area, 
where finding corner cases can be trained and automated 
unit tests can be simply designed and implemented, is 
testing data structures. At Faculty of Management Science 
and Informatics of University of Zilina, two courses on 
data structures are conducted. The first course is for the 
students of bachelor study program informatics and the 

second one for the students of master study program 
information systems. Within the first course the students 
gain knowledge about the properties of the most common 
data structures, their implementations, and their 
application in solving practical problems. To make 
teaching data structures in this course simpler and more 
illustrative, we created a graphical environment for their 
learning. This environment has been presented in [22]. 
Based on the requirements of students, who wanted to 
make testing data structures faster, and based on the fact 
that design and implementation of automated unit tests 
should belong to basic skills of graduates of study 
programs related to informatics, we added a module for 
unit testing into the environment. The module allows 
students to create automated unit tests for verification of 
data structures that they implement and allows them to 
grasp knowledge how an environment for unit testing can 
be created using design patterns. Furthermore, by creating 
automated unit tests, the students train a skill in finding 
corner cases, which is one of the key problems in design 
of test cases of any complexity.   

II. GRAPHICAL ENVIRONMENT FOR LEARNING DATA 
STRUCTURES  

Data structures are used for efficient manipulation with 
data stored in the memory of a computer [23, 24]. In this 
context, we distinguish between two basic terms that are 
Abstract Data Type (ADT) and Abstract Data Structure 
(ADS). ADT is a tuple which defines domains of data 
managed by a data structure and operations provided by it 
[25]. It is worth pointing out that ADT specifies only 
operations that data structure should support on specific 
domain of data but does not define how these operations 
are implemented. An example of ADT is table (sometimes 
referred to as an associative array [26]) which works with 
tuples of key and data (denoted as values) associated with 
the key. All the keys stored in the table have to be of the 
same type, e.g., integer, string, or more complex structure. 
Similarly, the values have to come from the common 
domain, e.g., integer, string, or composite structures. 
Three basic operations defined on ADT table are insertion 
of a new value based on the key, selection of a value 
based on the key, and deletion of a value based on the key. 
For instance, if we want to store dates of births of people, 
which are uniquely defined by their names, then we can 
use ADT table with keys coming from domain of strings 
(names of the people) and values from domain of dates 
(dates of births), and we can insert, search and delete dates 
of births (values) into/from the table based on names of 
people (keys). In this case, we specify only the domains of 
data and list of operations needed for manipulation with it, 
but we do not define how the operations are implemented. 

A specific realization of ADT is known as ADS. One 
ADT can be realized using various ADSs. For example, 
ADT table can be realized as unsorted sequence table, 
sorted sequence table, linked table or binary search tree 
[23-26]. If we focus on operation of searching, then each 
of these ADSs implements it in a specific way. In case of 
unsorted sequence table and linked table, it is realized by 
looping through all the elements stored in the table, 
therefore, its time complexity is O(n). In case of sorted 
sequence table, it is implemented using binary search, 
whose complexity is only O(log n). Finally, in case of 
binary search tree, the operation is implemented by 
following a specific path in the tree, and its complexity 
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varies from O(log n) to O(n) depending on the shape of 
tree. Time complexity of the other operations provided by 
the implementations of ADT table are summarized in 
Table I. Which ADS should be used for implementation of 
the table of birth dates depends on various factors such as 
the expected amount of data, frequency of individual 
operations or hardware limits. For example, if operations 
insert and delete are very rare and the most common 
operation is searching, then sorted sequence table is a 
good choice. If all the operations occur very often, then 
binary search tree is more suitable. 

TABLE I.    TIME COMPLEXITY OF BASIC OPERATIONS PROVIDED 
BY ADT TABLE DEPENDING ON USED ADS 

ADS Insert* Search Delete 
unsorted 

sequence table 
O(1) O(n) O(n) 

sorted 
sequence table O(n) O(log n) O(n) 

linked table O(1) O(n) O(n) 
binary search 

tree O(log n) – O(n) O(log n) – O(n) O(log n) – O(n)

 *without checking duplicate keys 

The previous example with ADT table and various 
ADSs used for its implementation indicates that good 
knowledge of ADTs and ADSs is very important for each 
graduate of a study program on informatics, information 
technologies or software engineering because they play 
key roles in efficient manipulation with data stored in a 
computer. The graduates of these and similar study 
programs should know which key differences exist 
between various ADTs (e.g., array, list, queue, stack, 
priority queue, set, table) and how individual ADSs are 
implemented. Furthermore, they should be able to decide 
which ADSs should be used to solve a problem efficiently 
from time and memory complexity point of view. As we 
mentioned earlier, to meet these three goals, two courses 
on data structures exist at our faculty. The first course 
mainly focuses on the most common ADTs and the most 
common ADSs used for their realization. The second one 
deals with advanced ADSs. To satisfy the objectives of 
the first course, we have created a graphical environment 
[22] that helps students to easier implement and study 
behavior of various data structures. The environment 
strictly distinguishes between terms ADT and ADS and 
supports most of the ADTs and ADSs that the students are 
taught within the first course on data structures at our 
faculty. The environment fulfills two goals of the course – 
it allows students to understand how various ADTs differs 
from each other and how various ADSs work inside. The 
third goal of the course, which is an ability to make a 
decision which ADT and which ADS should be used to 
solve a problem efficiently, is supported by semester 
projects within which the students have to solve various 
practical problems using appropriate data structures. 

In [22], we considered several programing languages 
for realization of the graphical environment for learning 
data structures. We showed C++ as the proper 
programming language to understand data structures as 
well, so the practical part of the course uses this language. 
As a proper and modern Integrated Development 
Environment (IDE), and considering students’ experiences 
from previous courses taken at the faculty as well, the 
Microsoft Visual Studio [27] is utilized. The graphical 
learning environment contains many prepared codes that 

are not important from the data structures point of view 
(e.g., graphical user interface, headers, some simple 
methods, such as getters) so the teachers can properly 
focus on the algorithms and the structures. In the first 
version of the environment, testing created structures was 
performed only using the graphical user interface. 
However, the practical usage of the environment showed 
the need to develop proper testing module. As we 
mentioned earlier, the module should support automated 
unit testing and should allow students to quickly create 
unit tests for verification of individual operations of 
ADSs, so they could spend less time on testing. In case of 
teachers, the module should be used for fast checking of 
tasks assigned to students. However, here a problem 
occurred, since no unit testing framework comes in Visual 
Studio for C++. This motivated us to create our own 
module, which should be implemented in such a way that 
the students can use it not only for testing ADSs but also 
for grasping knowledge how modules for automated unit 
testing can be realized. Thanks to this, the students 
enrolled in the first course on data structures gain not only 
good theoretical and practical background in various 
aspects of data structures but also in unit testing. This can 
be very useful for their future job. The design of such a 
module as well as its usage and integration into the course 
are presented in the remaining parts of the paper. 

III. DESIGN OF MODULE FOR UNIT TESTING 
Requirements on framework for automated unit testing 

are well summarized by [13]. Author proposed several key 
features of such s system. Among them, there are: 

• minimal amount of work needed to create and 
add new tests, 

• easy to modify and port, 
• supports setup/teardown steps, 
• handles exceptions and crashes well, 
• good assert functionality, 
• supports different outputs, 
• supports suites. 

 To all mentioned, we should add three more:  
• it must be coded without the use of any third 

party libraries. Proposed testing module will 
be used as the part of the graphical learning 
environment that is used by students. We have 
to preserve that one needs no third party 
library to build and execute the project. 
Students must not be forced to build/install 
additional plugins to their IDE, 

• it must support time measurement. In order to 
verify the data structure, it is important to 
measure time needed to perform an operation. 
Big amount of time consumed during the test 
may refer to incorrect implementation that 
may still produce good results,  

• it must be well programmed and properly 
documented. The codes are all freely 
accessible by students. One has to keep in 
mind proper design. Otherwise some bad 
habits could be unintentionally learned by 
students when running through the codes. 
Moreover, properly programmed code is easy 
to maintain and is self-explanatory as well.  
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A. Class Design Overview 
One can use design patterns with a great benefit to 

create universal module following all above mentioned 
features. An abstract layer of classes supporting key 
functionality can be easily designed. To create tests, 
programmer will have to simply derive proper abstract 
classes and use its features in order to prepare test (recall, 
we do not want to create a plugin for Visual Studio, 
therefore one will have to use proper programming 
techniques in order to create tests). 

The tests can be designed following a Composite 
pattern [28] (see Fig. 1 for illustration). An abstract class 
Test is created with two abstract subclasses, that are 
SimpleTest and ComplexTest. ComplexTest may contain 
another Tests what makes it possible to easily create 
scenarios with nested tests if needed. Note, that it is not 
necessary to introduce SimpleTest subclass, one can derive 
directly from Test in order to create SimpleTest and 
override respective method (see section III.D). However, 
proposed approach brings bigger clarity to the code (recall 
that the source codes are freely accessible by students, so 
one must try to create as clean code as possible). In 
summary, the responsibilities of classes are:  

• Test is a common ancestor for tests providing all 
necessary functionality (such as assertions and 
logging), 

• SimpleTest represents the real test focused on 
single feature of tested system, 

• ComplexTest is an aggregation of other tests, not 
testing anything on its own, only running and 
storing other tests.  

 
Figure 1.  Test composite pattern. 

See that Test instances create a tree (look at Fig. 2 for 
illustration). Inner nodes of this tree are instances of 
ComplexTest, leafs are instances of SimpleTest. Having 
the root of such a tree, the “real” tests (instances of 
SimpleTest) will be executed following preorder traversal. 

 
Figure 2.  Tree of Test instances with preorder traversal marked. 

B. Assertion 
The main task of the Test class is to provide proper 

assert functionality (one has to keep in mind, e.g., correct 
floating point numbers comparing). Assert routines 
evaluate specific expression and terminates the test 
execution if the evaluation fails. They are implemented 
with respect to those present in C# [29] preserving the 
same conventions. To indicate failure, a fail method is 
used to log proper message (the topic of logging will be 
discussed later) and stop the test.  

Every assert method can be implemented following 
further template: 

• method has no return value,  
• identifier starts with the word assert followed by 

the meaning of assertion (e.g., assertTrue, 
assertNotNull, assertAreEqual), 

• parameter list varies, it depends on the variables 
of tested expression, but at least one tested 
parameter is mandatory and one parameter 
(message if assertion fails) is optional, 

• body of the method consists of if-else statement 
testing the assertion. If the test fails, fail 
method is being invoked and error log is 
produced. Otherwise a success log is produced 
by the method. 

Testing module defines only five assert methods 
following the guidelines principles as an example for 
students: assertEqual, assertTrue, assertFalse, 
assertNullptr, assertNotNullptr (as depicted in Fig. 3). 
When creating tests later in semester, the assert methods 
declared in the class Test must be properly expanded (e.g., 
to work with objects or floating point numbers). This issue 
is intentionally left as a work for students where the 
information from the lectures are practically applied (e.g., 
when comparing doubles).  

 
Figure 3.  Assertion methods defined in class Test. 

C. Logging 
There are several ways on how to properly deal with 

user interactions. In every case one has to keep in mind, 
there should be no connections from application layer 
(testing classes in our case) to the presentation layer. 
Beside applicable solutions there are: 

• using simple Adapter (Dependency injection) 
[28]: define interface (abstract class) with 
logging methods in application layer. Classes 
from application layer will cooperate with that 
interface. Derived subclass in presentation 
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layer will implement those methods and 
plugged into the testing classes. Since the 
subclass will originate from presentation layer, 
it can link visual components of the layer. 
Disadvantage of the solution is its limitation to 
only single presentation layer (universal 
implementation would rise the complexity and 
clarity of the code),  

• using Observer [28]: define Observing and 
Observale interface (abstract class), implement 
Test class as Observable and create some class 
implementing (deriving) Observer in 
presentation layer. More complexity brings the 
possibility to use more presentation layers, 

• more straightforward approach is realization 
using list of Log records. This list is populated 
with the log instances during the run of the 
test. After the test finishes, the presentation 
layer(s) simply presents those logs. Important 
part is transparent creation process of those 
logs, what can be achieved utilizing Factory 
methods [28]. Besides no limitation on number 
of presentation layers, this approach results in 
minimization of time complexity of the test as 
well, since the presentation of the outcome is 
done after the tests. On the other hand, 
consumption of the memory rises. 

Taking into account the simplicity of solution, minimal 
time performance leaks, and possibility to adapt to several 
presentation layers, the design using list of log records 
seems as proper solution. Class Test is augmented by 
factory methods to produce and register log records for 
errors, warnings and pass messages. There is also present 
a method providing basic output that can be used for 
debugging if needed. The classes providing discussed 
features are depicted in Fig. 4. 

 
Figure 4.  UML class diagram of logging objects. 

D. Test Creating 
To properly handle exceptions (e.g., from assertions), 

measure time and, if necessary, perform some setup steps, 
a Template method runTest (Fig. 5) is defined in the class 
Test. This method runs the test itself (using abstract 

method test), measures the time needed for execution, and 
defines two callbacks (beforeTest and afterTest, 
alternative to setUp and tearDown methods in Junit [30]) 
if actions are needed to be performed by the subclass.  

 
Figure 5.  UML activity diagram of Template method runTest. 

Recall, that “real” tests are instances of the class 
SimpleTest, so the subclasses must override test method. 
On the other hand, ComplexTest is composed of Test 
instances that must be registered into it.  To ensure 
preorder execution behavior among the test tree, the 
method test in the subclass ComplexTest must be defined. 
Therefore, it is implemented as “run through all registered 
test and invoke runTest method”.  

Using proposed design, a programmer will have to do 
the following simple steps to create simple test: 

1.  Derive a SimpleTest class. 
2.  Override test method. 
3.  If needed, override beforeTest and afterTest 

callbacks. 
If one wants to create complex test, the usage is 

different. In order to create proper complex test one must 
follow these guidelines: 

1.  Derive ComplexTest class. 
2.  Register Test instances in the constructor of the 

ComplexTest class. 
3.  If needed, override beforeTest and afterTest 

callbacks. 
4.  One should not override the test method of this 

class. If needed, the ancestor’s version must be 
called as well. 

E. User Interface 
As mentioned before, presentation and application 

layers should be separated. In order to integrate testing 
framework into our application enhancing data structure 
learning, we had to create a form capable to easily register 
new tests, run them, and display results. 

The panel is divided into four parts (see Fig. 6): 
1.  toolbar with tests, 
2.  tree displaying the structure of Test instances, 
3.  output of assertions, 
4.  output for debug console logs. 
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Figure 6.  User interface panel layout. 

Simplicity when adding new tests to user interface must 
be preserved here as well. We used Command pattern [28] 
to encapsulate tests. In order to register the Test instances 
into presentation layer, all one has to do is to invoke a 
registration method. This method creates a Command 
instance, bind respective callbacks between Command and 
Test instance and prepare user controls (button). One can 
view sequence diagram of running a test in Fig. 7. 

 
Figure 7.  UML sequence diagram of commands invoking Test 
instances from application layer. 

IV. USAGE IN THE DATA STRUCTURES COURSE 
The first week of semester covers the problematics of 

low memory functions. The assignment, that students 
work on during this week, contains (beside other tasks) a 
set of routines listed below: 

 
typedef unsigned char byte;  
 
byte& byteSet(byte& B); 
byte& byteReset(byte& B); 
byte& byteXORWithMax(byte& B); 
byte& byteSHL(byte& B); 
byte& byteSHR(byte& B); 
bool byteNthBitGet(byte& B, int n); 
byte& byteNthBitTo0(byte& B, int n); 
byte& byteNthBitTo1(byte& B, int n); 
byte& byteNthBitToggle(byte& B, int n); 
 
In order to demonstrate the usage of the proposed 

framework, we created simple memory routines tests that 

students use in order to test their routines. We will outline 
the principles on the tests creation and usage on the 
example of two methods: 

1. byteSet (as an example of short test method). 
2. byteNthBitToggle (as an example of more 

complicated test method). 
First, the proper subclasses must be created (note that in 

our case there should be nine subclasses created). In our 
case MRByteSetTest and MRByteNBitToggleTest. Then, a 
method test must be overridden in those subclasses. 
Respective source codes of methods are listed below. 
Please note, this is all that have to be done in order to 
create tests. 

 
public ref class MRByteSetTest :  
  public SimpleTest 
{ 
public: 
  MRByteSetTest() :  
    SimpleTest("Byte SET") 
  {} 
 
  void test() override {  
    byte B = 0; 
    assertEqual(MemoryRoutines::byteSet(B),    
                MemoryRoutines::MAX_BYTE); 
  } 
}; 
 
public ref class MRByteNBitToggleTest :  
  public SimpleTest 
{ 
public: 
  MRByteNBitToggleTest() : 
    SimpleTest("Byte Nth Bit Toggle") 
  {} 
 
  void test() override { 
    byte B = MemoryRoutines::MAX_BYTE; 
 
    logConsole(B + " - toggle bit 0"); 
    assertEqual( 
      MemoryRoutines::byteNthBitToggle(B, 0),     
      0b11111110); 
 
    logConsole(B + " - toggle bit 7"); 
    assertEqual( 
      MemoryRoutines::byteNthBitToggle(B, 7),  
      0b01111110); 
 
    logConsole(B + " - toggle bit 4"); 
    assertEqual( 
      MemoryRoutines::byteNthBitToggle(B, 4),  
      0b01101110); 
 
    logConsole(B + " - toggle bit 4"); 
    assertEqual( 
      MemoryRoutines::byteNthBitToggle(B, 4),      
      0b01111110); 
 
    logConsole(B + " – toggle bit 7"); 
    assertEqual( 
      MemoryRoutines::byteNthBitToggle(B, 7),  
      0b11111110); 
 
    logConsole(B + " - toggle bit 0"); 
    assertEqual( 
      MemoryRoutines::byteNthBitToggle(B, 0),  
      0b11111111); 
  } 
}; 

1 

2 

3 

4 
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Lastly, one ComplexTest subclass is created. Following 
the guidelines for complex test one has only create and 
register the instances of respective SimpleTest subclasses 
in the ComplexTest subclass’s constructor. The following 
code shows this idea. 

 
public ref class MemoryRoutinesTest :  
  ComplexTest { 
public: 
  MemoryRoutinesTest(): 
    ComplexTest("Memory routines") 
  { 
    addTest(gcnew MRByteSetTest()); 
    addTest(gcnew MRByteResetTest()); 
    addTest(gcnew MRByteXORTest()); 
    addTest(gcnew MRByteSHLTest()); 
    addTest(gcnew MRByteSHRTest()); 
    addTest(gcnew MRByteNBitTo1Test()); 
    addTest(gcnew MRByteNBitTo0Test()); 
    addTest(gcnew MRByteNBitToggleTest()); 
    addTest(gcnew MRByteNBitGetTest()); 
  } 
}; 

 
Created tests are then simply registered into the 

application using simple registration method (see section 
III.E). The respective method call in the initialization 
section of testing panel is 

 
registerTest(gcnew MemoryRoutinesTest()); 

 
The overview of the application with here proposed 

demonstration tests is depicted in Fig. 8. Please note that 

we intentionally failed proposed test to demonstrate the 
user interface. Graphical environment displays the 
structure of the tests (see tree in the left part of the 
window) as well as all assertions performed in a test (Byte 
Nth Bit Toggle is selected and assert output is listed). 
Color indicates the result state of tests. User interface is 
kept clean and simple in order to increase legibility of test. 
One can see, the results of test run are clearly visible. 

V. CONCLUSION 
Testing is an important phase in development of any 

software product regardless of used methodology. Its main 
goal is to identify as many bugs as possible to minimize 
the likelihood that the software fails after the deployment 
due to software bug. For this purpose, each graduate of a 
study program on informatics or software engineering 
should be able to create simple automated tests known as 
unit tests that allow him or her to verify functionality of 
modules that he or she creates. 

One of the most straightforward problems in which unit 
testing can be applied is testing data structures. In this 
case, unit tests allow verifying operations defined on data 
structures from semantic point of view in a simple and fast 
way. Furthermore, unit tests can also be used to compare 
speed of several data structures implementing the same 
abstract data type. This allows illustrating how a choice of 
data structures for solving a specific problem affects speed 
of the calculation and what is the practical difference 
between various time complexities, e.g., O(n) in case of 
finding element in a table implemented using unsorted 
sequence table and O(log n) in case of the same operation 
implemented using sorted sequence table. Such great

 
Figure 8.  Application with test environment with executed tests of memory routines. 
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properties predispose an automated unit testing as a good 
support tool in teaching data structures. For this purpose, 
we created and added the module described in this paper 
into our graphical environment for enhancement learning 
data structures [22], which is used within the first course 
on data structures at Faculty of Management Science and 
Informatics of University of Zilina. The module allows 
students and teachers to create their own automated unit 
tests. Teachers can use it to create automated tests for 
verification of tasks that students have to solve during the 
semester, which saves them a lot of time. In case of the 
students, the module can be used to verify semantics and 
speed of their implementations of individual operations 
defined on various data structures. This allows them to 
spend less time by testing the code. Furthermore, using the 
module students can learn how unit tests can be created 
and by inspecting the module they can grasp knowledge 
how a simple environment for automated testing can be 
realized. Thanks to this module, the students learn not 
only how various data structures look inside but also gain 
basic skills with unit testing, which is very important for 
their future job.  
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Abstract—This work focuses on possibilities of practical using 
public cloud in comparison with high-performance cluster 
for difficult calculations. A task dealing with problem of 
coloring the edges of a large set of cubic graphs and 
examining relations between these graphs was used as a 
criterion. In general, we dealt with couple of modifications 
and levels of difficulty of a given task. Assessing the 
convenience of usage nowadays, not only computer resources, 
is significant factor and phenomenon an environmental 
friendliness. In the world of informational technology and in 
the field of high-performance computing, is established the 
idea of green computing. Algorithms for effective usage of 
available computing resources are used to reach the aim 
within the high-performance computing that is hidden under 
the green computing. In the connection with service 
providers of public cloud computing is solving of securing 
datacenter power from renewable sources an added factor. 

I. INTRODUCTION 
High-performance clusters are main computing tools 

when running difficult tasks in scientific environment. 
Some computing systems provide physical infrastructure 
and other so-called virtual machines. Computing 
infrastructure of high-performance clusters usually works 
on the base of physical computing resources and for cloud 
computing systems is typical usage of virtual resources. 

Cloud computing usage is predominantly for 
commercial sector but recently is used also for research and 
scientific calculations. Using of virtual environment and 
computer sources that are available at a distance can cause 
slowing down of task that are being solved. On the other 
side, quick availability and price of use are the advantage 
for verification and gaining results in relatively reasonable 
time. When using public cloud, a question about security 
protection of sensitive and confidential data is occurring. It 
is not concerned only with technical solutions but also with 
change management and internal politics [3]. 

In this paper we discuss the suitability of parallel tasks 
computation in public cloud environment. Parallel tasks 
include various subtasks. Some of subtasks can be 
dependent on each other in different ways. For example, 
some subtask can´t start before another one finishes. Some 
subtasks are so-called critical and can´t be interrupted. 
These subtasks must be computed sequentially. 

The first goal of this paper is to research whether it is 
suitable to use public cloud for calculation of parallel task 
with connected and uninterruptible subtasks.  

The second goal is to find out on what virtual cluster 
configurations in public cloud computing we can reach best 
times. We can contribute to the aim of green computing by 
using suitable task decomposition for computing. 

Another important step in the design of parallel task is 
its’ correct decomposition to subtasks. From the point of 
view of correct use of parallel computing systems, it is 
necessary to decompose parallel task in such way, that 
computation of all sub-tasks which are computed parallelly, 
takes (if it is possible) same time. 

We designed and implemented parallel application for 
edge coloring of graphs (Figure 1), which contains various 
related and uninterruptable sub-tasks. We used set of 
graphs from House of Graphs database [11] which consists 
of 19 935 34-vertex Snarks with cyclical 5-edge 
connectivity. This task was [10] scaled in such way, that we 
colored various sets of graphs which contained 100 to 10 
million of graphs. Subsequently, we created decomposition 
of main task, so that each computation of edge coloring of 
graph took similar amount of time.  

For implementation of our parallel task, we chose four 
computing environments (1 based on physical computing 
resources and 3 based on virtual machines and cloud 
computing). 

The task was at first tested and computed on physical 
HPC cluster on Matej Bel University and, subsequently, in 
the Amazon Web Services (AWS) commercial cloud 
environment. 

Work is divided into 6 Chapters. Chapter II focuses on 
selection of related and actual works to the given problems. 

Description of chosen computing environment of public 
cloud computing, design and creation of clusters in public 
cloud computing is in the Chapter III. 

 
Figure 1.  Example of improperly (L) and (R) properly edge 

colored cubic graph 
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The fourth chapter explains implementation of parallel 
task and methodology of measurement used by us.  

Sets of tasks provided on specific configurations and its 
evaluation brings Chapter V. We also bring evaluation of 
acquired results in this chapter 

II. RELATED WORKS 
To the decision about performing parallel tasks in cloud 

environment must be approached individually and take into 
the consideration also task focus. Tasks including intensive 
computations have usually huge direction on inter-
processor communication and they are often not so good to 
be scaled [7] [9]. 

Kansal and Chana [1] engage on the cloud computing 
from the “green computing” point of view. Under “green 
computing” is expressed practice of implementation of 
politics and procedures that improve effectivity of 
computer sources. Correctly designed load balancing will 
lead not only to minimization of resource consumption but 
also to decrease of energy intensity which last but not least 
reduces the emissions which are the unwanted result of 
cloud computing.  Authors pointed out the fact that with 
still increasing number of datacenters in the world increases 
dramatically energy intensity and inconvenient impact on 
the environment. Association between energy consumption 
and emissions was the reason for solving problem of energy 
management and development of relation between energy 
and effectiveness. Energy consumption of available 
computer resources and energy saving are not always the 
main discussion topic in the field of cloud computing. 
However, when techniques that leads to effectivity of 
datacenters are used correctly, this consumption can be 
reduced to minimum [6]. Ultimately, it helps not only to 
save expanses but also makes business greener.  

Bala et al. [2] have focused on using various techniques 
of application green computing and its impact on 
performance of cloud datacenters. They showed in 
GreenCloud Simulator environment that is possible reduce 
energy consumption and carbon trace in today´s traditional 
datacenters. The key to reaching this aim was application 
of power management mode based on Dynamic Voltage 
Frequency Scaling and Dynamic Network Shutdown 
politics 

Direct research of gaining energy for datacenter only 
from renewable resources (solar and wind energy) were 
dedicated Sheme et al [5]. They created the model of 
powering from these sources on the base of real data for 
placing on 60 ° latitude north. Using appropriate 
composition of mentioned sources arose days with shortage 
but also with surplus of generated energy. Surplus energy 
is then possible to save into backup (batteries) or return into 
electrical grid. 

III. DESIGN AND CREATION OF CLUSTERS IN PUBLIC 
CLOUD COMPUTING 

In the offer of available public cloud computing suitable 
for performing high-performance computing exists few 
service providers – Amazon, IBM, Microsoft Azure, 
Google Cloud etc. For our research we used provider 
Amazon with AWS service, Elastic Compute Cloud (EC2) 
in the concrete. Deployment model is Infrastructure as 
a Service. 

A. Design and creation of clusters 
As we already mentioned, at first, we implemented and 

computed our parallel task on UMB´s HPC cluster. From 
point of view of total financial expenses, it is not proper to 
only rent identical infrastructure in cloud, like we used on 
UMB´s HPC cluster [4] [8]. Total effectiveness of cloud 
application affects also the model of reserving demanded 
instances. These instances are demanded, reserved or 
prepaid in advance. 

Possibilities offered by EC2 Services fulfil our 
requirements for determined criteria of disposable task 
testing within high-performance computing. These criteria 
are a selection of available datacenter region, approachable 
system resources and tools for managing created cluster. 

To choose appropriately available region in which the 
datacenter is located is important from several perspectives. 
First one is reaching relative proximity of system resources 
to the place of local user. This distance mainly influences 
quality of internet connection, its latency. Second is palette 
of offered system resources. Every datacenter allows to use 
only those system resources that are assigned to it. 
Differences exist in types and number of processor family, 
graphical processors but also special processors dedicated 
to artificial intelligence [12]. To reach above mentioned 
criteria, we created the cluster in eu-west-2 (London) 
region. 

Hardware equipment of virtual cluster (number of 
processors, cores and RAM memories) we chose so that we 
would approximate to attributes of physical cluster at the 
university. Physical cluster´s attributes describes Table I.  

Our goal was also to reach performances of physical 
cluster as much as possible and even gain higher if possible. 
Therefore, we chose up to 3 different configurations that 
represent level of performance low (Table II), medium 
(Table III) and high (Table IV). All configurations are 
equipped with Intel® Xeon® Platinum 8124M CPU @ 
3.00GHz. 

B. Virtual cluster management  
We used open-source cluster management tool AWS 

ParallelCluster, so we could easily, quickly and 
automatically create, resp. delete high-performance clusters 
within AWS Service [13].  

TABLE II.   
HARDWARE RESOURCES – VIRTUAL CLUSTER (VC1) 

Components Number / Size 

Nodes 5 

vCPU (pc.) per node 8 

RAM (GB) per node 16 

Network bandwidth (Gbps) up to 25 

TABLE I.   
HARDWARE RESOURCES – PHYSICAL CLUSTER (FC) 

Components Number / Size 

Nodes 5 

CPU (pc.) per node 16 

RAM (GB) per node 4 
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We prepared configuration files for every created cluster 
where we defined desired region, number of desired 
processors (minimum and maximum), nodes and many 
other optional functions (storage type, encryption, network 
setup, load balancer, etc.). 

Among mentioned batch schedulers belong AWS Batch, 
SGE, Torque and Slum. We chose and used batch AWS 
Batch.  

AWS ParallelCluster installs in operating system´s 
environment on the local computer. Initial configuration 
after installation runs with help of account credentials and 
security key settings. Managing virtual cluster via 
management tools is carried out with help of command line 
interface. 

IV. IMPLEMENTATION OF PARALLEL TASK AND 
METHODOLOGY OF MEASUREMENT 

A. Methodology of measurement on Cloud Computing 
clusters 

Considering time delay that can occur while performing 
high-performance computing in public cloud computing we 
chose methodology of measurement as follows: 

� We perform computations via 2 time periods 
(1pm - 3pm and 10pm - 00am). The reason for 
choosing 2 timelines was an effort to eliminate 
delays of communication within virtual cluster. 
This delay arises at high demand of using 
virtualized resources within datacenter in 
exposed times. It is the result of sharing 
allocated resources in public cloud computing. 

� In every time period were carried out 3 
measurements. Measurements of same 
prepared set of tasks were repeated 3 times in 
every time period. It means that after successful 
completion of the first measurement, was this 
measurement repeated 2 times, so we got 
average objective completion time of the task. 

B. Set of test tasks and implementation of parallel task 
As we have mentioned in Chapter III, measurements 

were made on physical UMB´s HPC cluster at first. 
Consecutively we created 3 different clusters 
configurations in cloud environment. On these clusters as 
well as on UMB´s HPC cluster we gradually run a parallel 
task to compute the edge coloring for different scaled sets 
of cubic graphs and a different number of parallel threads 
(each thread has a different permutation, i.e. a different 
edge coloring sequence): 

� 100 graphs on input and 1 thread for every 
graph, 

� 1 graph on input and 100 threads, 
� 1000 graphs on input and 1 thread for every 

graph, 
� 2000 graphs on input and 500 threads for every 

graph, 
� 19935 graphs on input and 500 threads for 

every graph it means (9 967 500 edge coloring 
of graphs). 

V. COMPUTED RESULTS 
We have implemented parallel algorithm and we made 

measurements on the base of methodology that we 
described in previous chapter. Measurement results are 
shown in Tables V. up to IX. Every table includes times of 
coloring individual sets of graphs on every 4 computing 
systems. 

A. Task 1 – Parallel coloring for set of 100 graphs on 
input and 1 thread for every graph 

First task (Table V) consists of coloring all 100 input 
graphs. Every graph was permutated 1 time. The result is 
colored set of 100 graphs and times of coloring of whole 
graph set.  

As coloring time shows, on one physical cluster lasted 
calculation longer than on any configuration of virtual 
cluster. Calculation on virtual cluster VC1 lasted 5.8 times 
shorter, on VC2 32.8 times shorter and on VC3 lasted 46.9 
shorter.  

Considering that time difference doesn´t exceed 3 
seconds, electricity saving is insignificant 

B. Task 2 – Parallel coloring for set of 1 graph on input 
and 100 threads for every graph 

Like in the previous task, the result is colored set of 100 
graphs. The difference is in the way of gaining when 
algorithm for 1 input graph on which is randomly 

TABLE IV.   
HARDWARE RESOURCES – VIRTUAL CLUSTER (VC2) 

Components Number / Size 

Nodes 4 

vCPU (pc.) per node 16 

RAM (GB) per node 32 

Network bandwidth (Gbps) up to 25 

TABLE III.   
HARDWARE RESOURCES – VIRTUAL CLUSTER (VC3) 

Components Number / Size 

Nodes 3 

vCPU (pc.) per node 36 

RAM (GB) per node 72 

Network bandwidth (Gbps) up to 25 

TABLE V.   
100 GRAPHS ON INPUT AND 1 THREAD FOR EVERY GRAPH 

 FC VC1 VC2 VC3 
Overall compute 

time [sec] < 1 < 1 < 1 < 1 

CPU compute 
time [sec] 3 0.064 0.092 0.512 

The average time 
of coloring per 

graph [sec] 
0.03 0.00064 0.00092 0.00512 
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generated 100 permutations of edge coloring is dealt with. 
Result of the second task is in Table VI. 

Also, in this task virtual cluster gains faster times. Even 
“the slowest” configuration VC3 is 6 times faster than 
physical cluster. It´s again about seconds 

C. Task 3 – Parallel coloring for set of 1000 graphs on 
input and 1 thread for every graph 

Similar to Task 1, this task consists of coloring all 1 000 
input graphs. Every graph was permutated 1 time and the 
result is colored set of 1 000 graphs (Table VII).  

In the Task 3 is difference between physical and virtual 
clusters the highest, however still in the range of maximum 
ten seconds.  

From the point of view of total calculating time were 
first three tasks least demanding. 

D. Task 4 – Parallel coloring for set of 2000 graphs on 
input and 500 thread for every graph 

As we assumed and mentioned in Chapter IV, we expect 
multiply higher calculation time for following tasks. Our 
assumes were correct that proves Table VIII. 

Testing set included 2000 graphs on input and 500 
threads for every graph. The result is colored set of 1 000 
000 graphs. 

We measured first slowing of calculation time in fourth 
task. Low (VC1) and medium (VC2) configuration are still 
about 76 % faster than physical cluster. High configuration 
(VC3) lags at CPU computing time data.  

E. Task 5 – Parallel coloring for set of 19935 graphs on 
input and 500 thread for every graph 

The biggest task in number of colored graphs, 9 967 500 
in total, is the algorithm for 19 935 graphs on input and 
500 threads for every graph (Table IX).  

We couldn´t gain results and finish task on 
configuration VC1, not even once. All 6 measurements 
failed. It is interesting that measurements always ended in 

various number of colored graphs, e.g. 8388, 10821, 
16254.  

Overall compute time moved in hours, configurations 
VC2 and VC3 were still quite faster than physical cluster. 
Criteria CPU compute time (data also in hours) was the 
best for physical cluster for the first time. Slowing 
represented 19,28 % (VC2) up to 122,6 % (VC3). 

F. Results evaluation 
After carrying out all prepared sets of tested tasks, we 

can summarize measured results. Since the work was done 
by several processors on each node concurrently, the CPU 
compute time would be higher than the Overall compute 
time (Task 4 and Task 5). 

As it is showed in Table X, configurations of virtual 
clusters were profitable in 4 out of 5 tasks from finishing 
time point of view. Despite using modern server 
processors and “on paper” more powerful set VC3, was 
physical cluster the most profitable choice in Task 5. 

By analyzing results we can see that would gain better 
task output by changing its decomposition. This fact 
proves also slowdowns on configurations with 18 core 
processors and their number 16 (VC2) and 36 (VC3) 
pieces for system. Response time of big communication 
also influenced resulting times 

Configuration VC3 gained the slowest results in all 
tasks among virtual clusters. 

When configuring virtual cluster in EC2 environment, 
we recorded slight deviations of result time in each 
measurement. For set of less demanding tasks it were 
seconds, by Task 5 few minutes. In most cases was more 
profitable to launch tasks during night hours than during 
the daytime. Mainly for configuration VC3 where even 
create an instance and allocation was faster at night than in 
the morning. 

TABLE VII.   
1 GRAPH ON INPUT AND 100 THREADS FOR EVERY GRAPH 

 FC VC1 VC2 VC3 
Overall compute 

time [sec] < 1 < 1 < 1 < 1 

CPU compute 
time [sec] 2 0.152 0.148 0.268 

The average time 
of coloring per 

graph [sec] 
0.02 0.00152 0.00148 0.00268 

TABLE VIII.   
19935 GRAPHS ON INPUT AND 500 THREADS FOR EVERY GRAPH 

 FC VC1 VC2 VC3 
Overall compute 

time [sec] 4:53:38 NA1 1:50:12 3:25:41 

CPU compute 
time [sec] 2:41:13 NA1 3:12:18 5:58:55 

The average time 
of coloring per 

chart [sec] 
0.001 NA1 0.00115 0.00216 

1 – Not Available (failed to measure) 

TABLE VI.   
2000 GRAPHS ON INPUT AND 500 THREADS FOR EVERY GRAPH 

 FC VC1 VC2 VC3 
Overall compute 

time [sec] 44:58 10:53 10:58 23:59 

CPU compute 
time [sec] 34:59 19:52 19:12 41:33 

The average time 
of coloring per 

chart [sec] 
0.002 0.00119 0.00115 0.00249 

TABLE IX.   
1000 GRAPHS ON INPUT AND 1 THREADS FOR EVERY GRAPH 

 FC VC1 VC2 VC3 
Overall compute 

time [sec] < 1 2.409 2.617 5.375 

CPU compute 
time [sec] 16 0.3 0.324 3.861 

The average time 
of coloring per 

chart [sec] 
0.016 0.0003 0.00032 0.00386 

808



VI. CONCLUSION 
Main goal of this paper was to find out the possibility of 

transferring HPC task from physical cluster to public cloud 
environment taking into account the aspect of green 
counting. This goal didn´t finish with task transfer itself but 
it was determined by comparison of measured times 
between individual configurations. 

As we mentioned in Chapter V – Computed results, from 
measured times result that aim was partially fulfilled. After 
performing all assigned sets, VC2 showed up as the best 
configuration for virtual cluster 

In the Task 5, the biggest set of tasks, configuration VC2 
was only one virtual architecture which can compute 
mentioned task in a reasonable time compared to physical 
cluster. Others virtual architectures  

In our future work, improved task decomposition could 
lead to gain better results on such multiprocessors virtual 
clusters and achieve better green computing. 
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TABLE X.   
CPU COMPUTE TIME OPPOSITE TO FC IN % (HIGHER IS BETTER) 

 VC1 VC2 VC3 

Task 1 4587.5 3160.87 485.94 

Task 2 1215.79 1251.35 646.27 

Task 3 5233.33 4838.27 314.4 

Task 4 76.09 82.2 -15.8 

Task 5 NA -19.28 -122.6 
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Abstract— Nowadays the web pages are a necessity not just 
for business. Creating static web pages is nothing special, even 
the young pupils are capable to create static web pages through 
some WYSIWYG editors. Students from Slovak high schools 
focused on computer science are able to create static web pages 
in HTML and CSS. Some of them are also familiar with 
developing dynamic web pages through scripting language 
JavaScript. The contribution is focusing on creating teaching 
material in LMS Moodle for programming web technologies 
through JavaScript. The course is suitable for teaching with 
classic method (explanation and exercises) and also for teaching 
with innovative education method EduScrum. 

Keywords—JavaScript, e-learning, programming, LMS 
Moodle 

I. INTRODUCTION 
The effort to use modern information and communication 

technologies in education started about 40 years ago. 
Naturally, the methods of ICT integration into education have 
developed - e-learning, blended learning, mobile learning, etc. 
[1]. The huge amount of different LMS systems, that are used 
proves the significance of e-learning in education. These LMS 
contain a lot of e-learning courses that are usually prepared 
not only by teachers but by larger teams of specialists in 
operating with modern technologies [2]. Pokorny [3] in his 
research, which he conducted on a sample of 172 students in 
2010-2013, proved that students who solved mathematical 
problems by using interactive elements were more successful 
than students who did not use interactive elements.  

Pokorny [2,3,4] in his researche shows efficient utilization 
of blended learning in teaching combinatorics, data processing 
and fraction at the Faculty of Education, Trnava University. 
Melicherčík, Siládi, Svítek and Huraj [5] shows using e-
learning support for teaching High Performance Computing. 

At Matej Bel University, there is long tradition in creating 
and using e-Learning courses in Learning Management 
System (LMS) Moodle for different study programs [6-8]. 

Nowadays it is necessary to have enough experts, who will 
be able to create interactive elements in teaching materials and 
also experts who can create dynamic web pages. The solution 
could be creating interactive courses for teaching web 
developing. 

II. E-LEARNING COURSE FOR JAVASCRIPT 
The aim of the course Web Technologies 2 is to serve as 

an additional study material, which could be used in 
a combination with face-to-face teaching or for distance 
teaching. The course builds on the previous Web Technologies 
1 course, where students learn to create static web pages using 
HTML, CSS, the Bootstrap framework, WISYWIG pages and 
CMS systems (WordPress, Joomla, Drupal). Both courses are 
focused on teaching future teachers of computer science and 
students of applied computer science. The course Web 

Technologies 2 is available also for guests and it is located in 
the system LMS Moodle in the webpage:  

https://lms.umb.sk/course/view.php?id=1792#section-2  

The course consists of three parts. The first part is focused 
on basic information about the course. The second part 
contains seven e-learning lessons. The last part is focused on 
practicing e-learning lessons.  

A. Information part 
Fig. 1 shows the information part that consist of discuss 

forum, where the students can ask questions with their 
problems, information about evaluation in case of teaching 
method eduScrum or information about evaluation with 
classic teaching method (only one of the information about 
evaluation is displayed for the students - the second one is 
invisible), a list of recommended literature and recommended 
tools. 

  
Figure 1. Information part of course. 

B. E-learning lessons 
Fig. 2 shows e-learning lessons, which consists of 

following teaching material:  

� XML,  

� JavaScript - basic of language,  

� JavaScript - functions, arrays,  

� JavaScript - events,  

� JavaScript – forms, 

� Ajax,  

� jQuery. 
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Figure 2. E-lesson of the course. 

Each e-learning lesson consists of an explanation of new 
curriculum and interactive elements. Interactive elements 
were created with languages HTML, JavaScript and CSS 
styles directly in LMS Moodle.  

Fig. 3 shows an example of eLearning lesson – before the 
button “Spusti” is pressed. 

 
Figure 3. An example of eLearning lesson – before the button “Spusti” is 

pressed 

Fig. 4 shows an example of eLearning lesson – after the 
button “Spusti” is pressed (result is dialog alert with message 
“Ahoj”). 

 
Figure 4. An example of eLearning lesson – after the button “Spusti” is 

pressed 

Fig. 5 shows an example of eLearning lesson with teaching 
text. 

 

Figure 5. an example of eLearning lesson with teaching text 

Behind each eLesson there is a test to verify how the 
student has mastered the subject matter. The result of this test 
is not included in the final evaluation and can be repeated. 
Such a test is intended for the student to verify the level of 
their preparation. 

Fix. 6 shows example of test from topic “JavaScript - basic 
of language“.  
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Figure 6. Example of text from topic “JavaScript - basic of language “  

C. Seminar and homework tasks 
Tasks in this section depend on the method of teaching. 

There are two types of teaching methods with this course. First 
is classic teaching method - lecturer teach new curriculum and 
then the lesson continues with tasks.  

Fig. 7 shows list of seminar tasks. 

 
Figure 7. Seminar tasks for classic teaching method. 

 Fig. 8-9 show example of tasks with classic teaching 
method. In this section are various type of tasks:  

� a verbal description of what to create,  

� edit or add source code   

 
Figure 8. Example of classic seminar task. 

 
Figure 9. Example of classic seminar task. 

Fig. 10 shows list of EduScrum tasks. 

 
Figure 10. EduScrum tasks. 

The second teaching method is EduScrum, which is based 
on agile software development method. Agile methodologies 
enjoy great popularity in information technology. Educational 
institutions in the whole world want to prepare students for the 
future employment. The solution for this could be using agile 
methodologies in teaching process. 

In 2013, Dutch professor of science, Willy Wijnands, 
proposes a pedagogical application of Scrum. He is the 
initiator and founder of EduScrum and uses Scrum's 
ceremonies, roles, and tools in the classroom [9].  

Basic rules of EduScrum: 

� groups - students are divided into groups of 4 students 
(the recommended is 4, but could be 3, or 5). 

� Sprint backlog - each group has a set of requirements 
with problem solving. The tasks have to be solved by 
each group for a period of time named SPRINT 
(recommended period could be 3 or 4 weeks) 

� stand-up -  every lesson is at the beginning, during this 
time, each member of the group tells the others 
(recommended max. time is 2 minutes for each 
member) what he did, what he is doing, what problem 
he has. 
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� sprint demo - after the sprint is over, the group should 
present their results 

� sprint retrospective - the group tells or writes what 
went well, what went wrong and what needs to be 
improved in the next sprint. Retrospective must be 
done after each sprint demo is finished. 

This method is different from classic teaching method, 
because the students have, they own way of teaching new 
curriculum. Students can use a teaching method, materials and 
the progress what they want. In case that this course is taught 
with EduScrum, then the tasks in this section of this course are 
different as in classic teaching.  

Fig. 10 - 12 show example of EduScrum task – SPRINT 2 
and SPRINT 3. Each sprint backlog consists of parts: 

� what you will learn - simple description what the 
students will know after the SPRINT backlog is 
finished, 

� the goal to be achieved - more specific part (topic) of 
what students will learn, 

� acceptance criteria from the teacher's point of view 
- how will the sprint be finished (presenting a 
functional demo of the example and everyone briefly 
tells what they have learned and done in this sprint. 
The presentation will take place in front of the whole 
group.), 

� guides and aids - recommended reference material for 
studying this course (alternative recommended 
studying material - another web pages, books). 

 
Figure 11. Example of EduScrum task – SPRINT 1 

 
Figure 12. Example of EduScrum task – SPRINT 2 

 
Figure 13. Example of EduScrum task – SPRINT 3 
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III. PROGRAMMING ELEMENTS IN LMS MOODLE 
LMS Moodle is an open-source learning management 

system, which offers a lot of different functionality. One of the 
advantages of LMS Moodle is the possibility to modify e-
learning lessons with markup language HTML and scripting 
language JavaScript. This functionality is offered in editing e-
lesson as is shown in Fig. 14 (third button from the right side). 

 
Figure 14. LMS Moodle – button for display source code of e-lesson 

 After the button for displaying source code is pressed the 
e-lesson shows the HTML source code. In the course, Web 
Technologies 2 we used interactive elements – the source code 
of the new curriculum is the interactive user can modify the 
code and then press the button and the result of this code will 
appear in the frame. On Fig. 15 is an example of an e-learning 
lesson from topic JavaScript – basic of language. Under the 
explanation of the new curriculum, there is an example in the 
frame. The frame contains two buttons, under then are another 
two frames. The first button is for displaying the result of the 
code, which is located under the button on the left side. The 
second button is for refreshing the content of the frames under 
default. After the user press the first button “Spusti” then on 
the frame next to frame with the code, the results of the code 
are displayed. Users can anytime modify the code on the left 
frame and press the buttons for running or refreshing frames. 

 

Figure 15. Interactive element – testing JavaScript. 

 Source code of this interactive elements consists of two 
parts – form with code (HTML) and code with behavior 
(JavaSript). Fig. 16 shows the source code of form. In one e-
lesson can be unlimited number of interactive elements. Each 
new forms should have different id in the tag textarea, iframe 
and different argument in input onclick function. 

 
Figure 16. Interactive element - source code of form. 

 Fig. 17 shows the source code of behavior – JavaScript 
functions. JavaScript behavior of our interactive elements 
should be on the e-lesson just once. What should be changed 
is only the calling function with name runCode() with correct 
parameter (number of interactive elements) 

 

Figure 17. Interactive element - source code of behavior. 

IV. CONCLUSION 
The contribution shows an interactive e-learning course 

for teaching Web Technologies - scripting language 
JavaScript. The course is a part of the LMS Moodle system. 
Interactive elements were created in markup language HTML 
and scripting language JavaScript. The course is suitable for 
teaching with classic teaching methods or with teaching 
method EduScrum, which is based on an agile software 
development method Scrum. The created course is a suitable 
alternative to the classic form of teaching that can streamline.  

ACKNOWLEDGMENT 
This contribution has been processed as part of the grant 

project Implementation of Blended Learning into Preparation 
of Future Mathematics Teachers, project no. 003UMB-4/ 
2017th and project Interactive Applications for Teaching 
Mathematics at Primary Schools, project no. 003TTU-4/2018. 

REFERENCES 
 

[1] M. Pokorný, “Blended learning of combinatorics and data processing,” 
Edukacja – Technika – Informatyka, no. 1, pp. 15-21, 2018. 

814



[2] M. Pokorný, “Blended Learning as an Efficient Method for Discrete 
Mathematics Teaching,” Advances in Education Sciences, vol. 1, 2013, 
pp. 12–17, 2013. 

[3] M. Pokorný, “Interactive Elements Can Increase the Efficiency of e-
learning Course,” Information, Communication and Education 
Application, Advances in Education Research, 2013, vol. 30, pp. 173-
178, 2013. 

[4] M. Pokorný, “Blended Learning Can Improve the Results of Students 
in Combinatorics and Data Processing,” Proceedings - 2019 
international symposium on educational technology (ISET 2019), New 
York : Institute of electrical and electronics engineers, 2019, pp. 207-
210. 

[5] M. Melicherčík, V. Siládi, M. Svítek, L. Huraj, “Spreading high 
performance computing skills with e-learning support,” 16TH 
INTERNATIONAL CONFERENCE ON EMERGING ELEARNING 
TECHNOLOGIES AND APPLICATIONS (ICETA), 2018, pp. 361-365. 

[6] M. Iliaš, “Effective usage of moodle and co-creation of e-learning 
content,” Acta Universitatis Matthiae Belii, séria chémia, vol.15, pp. 
98–116, 2014. 

[7] D. Horváthová and Ľ. Trajteľ, “Innovations in multimedia course in 
LMS moodle,” 8th international conference of education, research and 
innovation (ICERI 2015), pp. 4149–4157, 2015. 

[8] A. Dudáš, P. Voštinár, J. Škrinárová, J. Siláči, “Improved process of 
running tasks in the high performance computing system,” 16TH 
INTERNATIONAL CONFERENCE ON EMERGING ELEARNING 
TECHNOLOGIES AND APPLICATIONS (ICETA), 2018, pp. 133-140. 

[9] M. Cardoso, A. V. Castro, A. Rocha, “Integration of virtual 
programming lab in a process of teaching programming EduScrum 
based,” 13th Iberian Conference on Information Systems and 
Technologies (CISTI), vol. 1, 2018, pp. 331-335. 

 

 

815



Perception of Employees Educational Activities 
Effectiveness from Different Generation Groups 

in Industrial Enterprises 
 

N. Vranakova*, Z. Gyurak Babelova*, A. Starecek*, D. Caganova*, A. Chlpekova*, and M. Fero* 
* Slovak University of Technology in Bratislava, Slovakia 
Faculty of Materials Science and Technology in Trnava 

natalia.vranakova@stuba.sk, zdenka.babelova@stuba.sk, augustin.starecek@stuba.sk, dagmar.caganova@stuba.sk,  
andrea.chlpekova@stuba.sk, martin.fero@stuba.sk   

 
 

Abstract— Provision of educational activities is a tool for 
sustainable human resources management that motivates 
employees and affects their performance. The educational 
activities offered by employers should be differentiated not 
only according to the job title and employer´s needs, but it 
should also reflect the specifics of an individual generation 
group. The main aim of the article is to present the results 
from the field of perceived effectiveness of educational 
activities according to the employees different generations  
in industrial enterprises. The research sample consisted of  
n = 1471 respondents. The respondents were the employees 
from the industrial enterprises located in Slovakia. 
Collected data were evaluated using quantitative statistical 
methods and the results of the research brought a view of 
current state of educational activities in related industrial 
enterprises. The research has shown that generation of Baby 
boomers has the lowest proportion on realised educational 
activities (19%) and the generation X considers the 
conducted educational activities ineffective. The largest 
proportion of all responses (893) reported that the education 
was partially effective which offers opportunities for 
corrective measures. The evaluation of established research 
hypotheses revealed statistically significant relationships 
among generations and effectiveness (r = 0.295, r = 0.394). 

I. INTRODUCTION 
The following section of the article is divided into two 

sections A. Theoretical background and B. Definition of 
the key concept dedicated to human resource management, 
focusing on educational activities and issue of different 
generation groups of employees.  

A. Theoretical background 
Employee education is an important scope dealt by 

different authors [1] and [2] and [3]. Education of 
employees is a key part of human resources management 
in enterprises. Enterprises should adopt the system of 
education which is well-developed and reflects their needs 
[4]. The author [5] characterised the following elements of 
education, there can be: 

• Learning - the process of acquiring new 
knowledge, skills and abilities [6]. 

• General education - acquiring knowledge, skills 
and abilities needed in all areas of life. 

• Professional education - systematic application 
of formal processes that help acquire the knowledge, 

skills, and abilities necessary for satisfactory performance 
of work. 

• Development - developing skills or utilising the 
potential of individual using opportunities for learning and 
education. 

The authors of the paper decided to link the following 
areas: education, performance and motivation in the 
context of sustainable human resources management as 
can be seen in Figure 1.  

 
Figure 1.  Motivation, performance and education in the context of 
sustainable human resource management (own elaboration, 2019) 

Various authors link mentioned areas together. 
Motivation has a dominant position in the educational 
process and can also significantly support its efficiency [7] 
[8]. The author [9] emphasises the importance of 
motivation as a critical factor in the performance. The 
effect of education on enterprise´s performance was 
described [10].  

B. Definiton of the key concept 
Based on the study of sources and research articles 

dealing with the mentioned issue, the authors of the paper 
can conclude that the areas of motivation, performance 
and education influence each other. Employees are 
motivated by a well-defined educational strategy and its 
subsequent implementation into the practice. Motivation 
can be described as a factor that significantly affects 
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business performance. The context of sustainable human 
resource management emphasizes the need for 
approaching these factors in order to [11] [12]:  

a) Develop of sustainable competitive advantages 
from social and human perspective 

b) Promote social and environmental health 
c) Establish interrelationship among management 

practices which will deal with the environmental and 
social outcomes.  

Currently four generation groups at the workplace are 
interacting: Generation Baby Boomers, Generation X, 
Generation Y, and Generation Z. Each generation group 
grew in different conditions, they differ in their opinions, 
attitudes, and preferences. Many industrial managers are 
aware of this difference and perceive the need to work 
individually with each generation.  

Baby Boomers were born between 1946 and 1960, 
which grew in an era of change and believe they can 
change the world. Baby Boomers are extremely 
hardworking and motivated by position, perks, and 
prestige. Baby Boomers relish long work weeks and 
define themselves by their professional accomplishments. 
The oldest generation group is achievement-oriented, 
dedicated, and career-focused. They are clever, 
resourceful and strive to win [13]. 

The second oldest generation group on the labour 
market is the Generation group X, born between 1961 and 
1980. They're more willing to change their jobs to get 
ahead than previous generations. They adapt well to 
changes and are tolerant to alternative lifestyles. 
Generation X is ambitious and eager to learn new skills, 
but they like to accomplish things on their own terms. 
This generation's managers often incorporate humour and 
games into work activities [14]. 

The Millenials group, or the generation group Y were 
born between years 1981 and 1995. The Generation group 
Y is characterised as the fastest growing segment of the 
workforce. As companies compete for available talent, 
employers simply cannot ignore the needs, desires, and 
attitudes of this vast generation. Generation Y grew with 
technology, and they rely on it to perform their jobs better. 
This is a generation that cannot even imagine the world 
without the Internet or cell phones. They value teamwork 
and seek for the input and affirmation of others. A 
potential downside of Generation Y workers is that they 
are always looking for something new and better [15]. 

The youngest generation the Generation Z was born 
between years 1996 and 2009. Many members of this 
generation group are keenly aware of the need to save for 
the future and see the job stability more important than a 
high salary. They already show a high preference for 
regular employment rather than freelance or part-time 
work, which may come as a surprise compared to for 
example the attitude of millennials [16]. 

As is evident from the characteristics of individual 
generation groups, the authors of the paper consider 
necessary to examine the issue of education and 
educational effectiveness from the perspective of each 
generation group separately. 

II. MATERIALS AND METHODS 
In the following part of the article the research problem 

will be defined together with the definition of the main 

aim of the research and the definition of research 
questions and hypotheses. This part also includes the 
description of the data collection tool together with the 
description of the research sample.   

A. Research issue and research aim 
Over the last two decades, labour market changes have 
been caused by global macroeconomic factors [17], [18].  
Integration the European Union and the establishing of 
the new companies together with scientific and 
technological progress have caused that the structure of 
employees in the Slovak industrial enterprises is different 
[19], [20] and [21]. In addition to the above mentioned 
factors, which affect the composition and structure of the 
working population, there is also a change in the 
demographic curve in the countries of the European 
Union and also in the Slovak Republic. It follows, that 
the employees often need to be educated in order to help 
and increase their professional and managerial skills and 
competences, and their development should help ensure 
competitiveness [22]. The main problem is, that the 
management of enterprises does not deal with education 
as a conceptual solution in order to increase employee 
satisfaction and performance but as a toll to increase its 
profits. Consequently, the management of enterprise does 
not detect feedback or verify the educational 
effectiveness. Another problem is the fact the generation 
structure of employees is not homogeneous and it 
follows, that it is not possible to adapt the education to all 
generation groups of employees. This implies that the 
effectiveness of education is different for individual 
generation groups of employees. 

The main aim of the research was to examine the 
opportunities of education provided to employees and the 
perceived effectiveness of these educational activities 
according to different generation groups of employees in 
industrial enterprises. 

B. Research questions and hypotheses 
The authors of the paper have identified in the 

research two research questions that will help to 
characterise and analyse the current state of the issue. 
RQ1: What is the current state of realisation of 
educational activities in the Slovak industrial enterprises 
according to different generation groups of employees? 
RQ2: What is the current state of perceived effectiveness 
of realised educational activities by employees of 
industrial enterprises from different generation groups? 

In order to complement the research questions, four 
research hypotheses were established: 
H1: There is a statistically significant relationship 
between the Generation Baby boomers and the perceived 
educational activity effectiveness (they are highly 
effective). 
H2: There is a statistically significant relationship 
between the Generation X and the perceived educational 
activity effectiveness (they are highly effective). 
H3: There is a statistically significant relationship 
between the Generation Y and the perceived educational 
activity effectiveness (they are highly effective). 
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H4: There is a statistically significant relationship 
between the Generation Z and the perceived educational 
activity effectiveness (they are highly effective). 

C. Research sample and data collection tools 
The initial phase of data collection was conducted 

between September 2018 and January 2019. The 
distribution of the research questionnaire was carried out 
by physical distribution to industrial enterprises 
throughout the Slovak republic. The unlikely quota 
selection of respondents was carried out by randomly 
distribution of research questionnaire in order to ensure 
normal distribution of all characters within the research 
sample. The research questionnaire was created as a 
supporting collection tool for partial research within 
VEGA project: “The impact of the coexistence of 
different generations of employees on the sustainable 
performance of organisations“.  

The research questionnaire contained 42 questions 
that were synthesised into logical groups according to the 
area that each question group was focused on. All seven 
areas were internally consistent and statistically tested 
where the Crombach � coefficient values were from 0.66 
to 0.91 which was required for research purposes, and 
therefore, the authors of the paper can mark the collection 
questionnaire as reliable. For the purpose of research, the 
authors of the paper used the area “Educational 
effectiveness” which consisted of three questions and the 
result of the statistical test showed that the level of 
coefficient Crombach � = 0.88 and therefore the authors 
of the paper can claim that the questions used in the 
research are reliable. The first question was 
dithochomical, the second one with the option of a free 
answer, and the third one with the option of an interval 
answer. In addition to questions focused on the 
educational effectiveness, the research questionnaire also 
included questions that could be categorised as socio-
demographic, such as the size of the enterprise, gender, 
job position, and the age of respondent.  

In addition to the primary scientific methods used in 
the creation of the whole research and the present article 
which included analysis, deduction, comparison of 
generalisation there were used also qualitative and 
quantitative methods of evaluating of the collected data 
(software Microsoft Excel and IBM SPSS 22.0 – 
Statistical Package for the Social Sciences). In order to 
evaluate the data, the authors of the paper used a table 
interpretation together with histograms and pie diagrams 
which allow the clarity of the research results.   

D. Description of the research sample 
As mentioned above, the research was focused on the 

employees in industrial enterprises and their perceived 
view on the effectiveness of educational activities. In 
total, n = 1471 respondents participated in the research. 
Four socio-demographic questions were used to describe 
the research sample. The evaluation of mentioned 
questions can be seen in the table below. The evaluation 
of the first question “Please specify how many employees 
work in your enterprise?” can be seen in Table 1. 

 

TABLE I.   
RESPONDENTS ACCORDING TO THE SIZE OF THE ENTERPRISE (OWN 

ELABORATION, 2019) 

 

As it can be seen in Table 1 the largest group (533 
respondents) were the employees from the enterprise with 
more than 500 employees, representing 36.80% of the 
total. This fact is mainly influenced by the high 
proportion of respondents from automotive companies, 
which are the largest employers in the industrial sector in 
western Slovakia. On the other hand, the smallest group 
consisted of 116 respondents working in micro-
enterprises with maximum 10 employees focusing on 
industrial production. The evaluation of the next question 
“What is your gender?” can be seen in Table 2, which 
shows the results in relative and absolute frequency. 

TABLE II.   
RESPONDENTS ACCORDING TO THE GENDER (OWN ELABORATION, 2019) 

In Table 2 it can be seen that 56.63% of the 
respondents are male and 41.13% of respondents are 
female. The authors of the paper can conclude, that the 
distribution of the research sample was almost uniform 
and there was seen gender diversity. Mentioned fact is 
beneficial in carrying out the further research, which the 
authors of the paper want to pursue in other articles. 
Another monitored feature was represented by the 
classification of the respondents according to the job 
position they currently hold. The results to the next 
question: “What is your current job position?” can be 
seen in Figure 2. 

 

Figure 2.  Respondents according to the job position (own elaboration, 
2019) 
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It is clear from Figure 2 that the largest group in the 
research sample were the respondents – administrative 
employees with the absolute frequency of 631 
respondents (42.90%), while the least numerous group 
were managing employees with the absolute frequency of 
272 respondents (18.49%). The number of production 
employees was up to 549 (37.32%) which was 
corresponding distribution in large industrial enterprises, 
where the large part of employees were administrative 
employees and production specialists.  The last evaluated 
question under socio-demographic questions was: “Please 
write your year of birth.” The year of birth was used in 
the evaluation of research questions focusing on 
differentiation according to the generation group of 
respondents. The evaluation can be seen in Figure 3. 

In Figure 3 it can be seen, that the largest generation 
group in the research was Generation Y, which accounted 
for up to 52.35% of the total respondents. On the other 
hand, the least numerous group of respondents were 
employees belonging to the Baby Boomers generation 
(3.54%). In order to compare the research sample with 
the current state of generational distribution in Slovakia, 
the authors of the paper constructed Figure 3 and Figure 
4. 

 
Figure 3.  Respondent´s generation group (own elaboration, 2019) 

 
Figure 4.  Employed people in Slovakia according to the generation 

group (own elaboration based on the results from the Slovak Statistical 
Office [23], 2019) 

Based on the comparison of Figure 3 and Figure 4, the 
authors of the article can conclude that the distribution of 
the research sample and the distribution of all employed 
people in Slovakia was similar. It was confirmed that the 
youngest generation (Generation Z) and the oldest 
generation (generation group Baby boomers) represented 
the smallest proportion of respondents, as the youngest 
generation was currently entering the labour market and 
the oldest generation was made up of pre-retired 

employees. There was a slight deviation in the case of 
Generation X and Generation Y. In Slovakia, the most 
employed people were from generation group X, but the 
largest part of our research sample were the respondents 
from Generation group Y. 

III. RESULTS OF THE RESEARCH 
In the third part, the authors analysed research 

questions and hypotheses using selected statistical 
methods and available exact programs and at the same 
time the results will be interpreted with the discussion. 

A. Evaluation of the research questions 
RQ1: What is the current state of educational activities 
realisation in the Slovak industrial enterprises according 
to different generation groups of employees? 
In order to process the data, the authors of the paper 
created Table 3 which contains an evaluation of the 
research question regardless of the respondent´s 
generation group. 

TABLE III.  REALIZED EDUCATIONAL ACTIVITIES (OWN 
ELABORATION, 2019) 

 
Based on the data in Table 3, the authors of the paper 

positively evaluated that 84.02% of respondents 
participated in educational activity (does not count 
educational activities mandatory by law). In order to better 
display the results, Figure 5 shows the results according to 
the generation group. 

 
Figure 5.  Evaluation of RQ1 according to the generation groups (own 

elaboration, 2019) 

Figure 5 shows that the largest proportion of the 
respondents, who did not participate in educational 
activity were respondents belonging to the Baby boomers 
generation (19%), while the lowest proportion of non-
participating respondents in educational activity were the 
respondents from Generation Y (13.9%). It follows, that 
the older employees received less educational activities 
than other generations of employees. The proportion of 
employees who did not participate in educational activity 
were: Generation Z (14%) and Generation X (14.7%). In 
the first research question the authors also evaluated 
another question, which was focused on the proportion of 
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the total number of employees who received further 
formal educational activity in the enterprise in the last two 
years. 299 respondents stated that 1 to 20 employees 
participated in the educational activity. The second group 
consisted of 334 respondents, who stated that 21 to 100 
employees participated in the educational activity. The 
third group were the respondents (332), who stated that 
between 101 and 1000 employees participated in the 
formal educational activity in the last two years (does not 
count educational activities mandatory by law). Another 
group consisted of 36 respondents, who stated that 
between 1200 and 1400 employees participated in the 
formal educational activities in the last two years. The last 
groups of respondents (470) did not give any answer.  

  
RQ2: What is the current state of perceived 

effectiveness of realised educational activities by 
employees of industrial enterprises from different 
generation groups? 
In order to process the data, the authors of the paper 
created Table 4 which contains the results of the research 
sample. 

TABLE IV.  EVALUATION OF REALIZED EDUCATIONAL ACTIVITIES 
BY RESPONDENTS (OWN ELABORATION, 2019) 

 
From Table 4 it is clear that the majority (60.71%) of the 
respondents stated that the educational activities were only 
partially effective. 24.54% of respondents stated, that the 
realised educational activities were highly effective. At 
least, only 9.18% of respondents stated, that they were not 
effective at all. The results according to the generation 
group can be seen in Figure 6. 

 
Figure 6.  Perceived effectiveness of educational activities according to 

the generation group (own elaboration, 2019) 

Figure 6 shows that only 1.9% of Baby boomers rated 
educational activities as ineffective. On the other hand, 
up to 30.8% rated the education as highly effective. For 
the Generation X, up to 5.8% of respondents did not 
answer and 10.75% of respondents stated that the 
educational activities were ineffective, while up to 24.4% 
said that they were highly effective. Generation Y rated 
the educational activities as not effective (8.31%) and up 

to 23.6% of respondents thought that educational 
activities are highly effective. The youngest generation 
thought that the educational activities are ineffective 
(4%), and 38% rated the educational activities as highly 
effective. It follows that the Generation Z rated the 
educational activities as effective and on the other hand, 
educational activities were considered as ineffective by 
the employees of Generation X.  

B. Evaluation of the research hypotheses 
H1: There is a statistically significant relationship 

between the Generation Baby boomers and the perceived 
educational activity effectiveness (they are highly 
effective). 

The result of Pearson´s correlation test proved, that 
there was no statistically significant relationship between 
the Generation Baby boomers and the perceived 
effectiveness of the educational activities (they are highly 
effective). Pearson´s correlation coefficient did not prove 
a statistically significant relationship between the 
variables (r = -0.096, sig = 0.358), therefore, we rejected 
the hypothesis, and the authors of the paper could claim, 
that there was no significant relationship between the 
chosen variables.  

H2: There is a statistically significant relationship 
between the Generation X and the perceived educational 
activity effectiveness (they are highly effective). 

The result of Pearson´s correlation test proved, that 
there was a statistically significant relationship between 
the Generation X and the perceived effectiveness of the 
educational activities (they are highly effective). 
Pearson´s correlation coefficient proved a statistically 
significant relationship between the variables (r = 0.295, 
sig = 0.001), therefore, we could not reject the 
hypothesis, and the authors of the paper could claim that 
there was significant relationship between the chosen 
variables.  

H3: There is a statistically significant relationship 
between the Generation Y and the perceived educational 
activity effectiveness (they are highly effective). 

The result of Pearson´s correlation test proved, that 
there was a statistically significant relationship between 
the Generation Y and the perceived effectiveness of the 
educational activities (they are highly effective). 
Pearson´s correlation coefficient proved a statistically 
significant relationship between the variables (r = 0.394, 
sig = 0.010), therefore, we could not reject the 
hypothesis, and the authors of the paper could claim that 
there was significant relationship between the chosen 
variables.  

H4: There is a statistically significant relationship 
between the Generation Z and the perceived educational 
activity effectiveness (they are highly effective). 

The result of Pearson´s correlation test proved, that 
there was no statistically significant relationship between 
the Generation Z and the perceived effectiveness of the 
educational activities (they are highly effective). 
Pearson´s correlation coefficient did not prove a 
statistically significant relationship between the variables 
(r = 0.075, sig = 0.399), therefore, we rejected the 
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hypothesis, and the authors of the paper could claim that 
there was no significant relationship between the chosen 
variables. 

IV. FINAL SUMMARY 
The fourth part of the article is divided into two parts 

which are devoted to the discussion of the research results 
and the conclusion which synthesises the findings and 
contains planned researches in the field of sustainable 
human resources management. 

A. Discussion 
Employee performance is conditioned by many 

factors, among them the most important is motivation 
[24].  A motivated employee is more efficient than an 
employee who has a resistance to work. One way to 
motivate employees is to provide them with opportunities 
for further development through educational activities 
[25]. The identification of the education need is part of 
human resources management, which is responsible for 
ensuring educational activities in the right structure and 
level. Majority of the industrial enterprises are dealing 
with education in a non-conceptual way and they do not 
deal with mentioned issue with an emphasis on 
generation diversity. Research shows that the generation 
Baby Boomers is often neglected. Up to 19% of 
respondents stated, that they did not receive any 
educational activity (except of mandatory by law) in the 
last two years. On the other hand, the Generation group Z 
had unsatisfied needs with the education and mentioned 
generation group has different educational requirements 
than the other generations. The main reason is, that the 
Generation Z has different values and personality 
characteristics [26] [27]. If employers want to remain 
competitiveness and want to ensure sustainable human 
resource management it is important to change their long-
term education strategy. In order to ensure an optimal 
structure of employees, it is necessary to focus on human 
resource management with an emphasis on generation 
diversity [28]. Global problem such as ageing of 
population [29] often cause that the employees leave their 
jobs. If industrial enterprises want to ensure the 
coexistence of different generation groups, they must also 
consider education as a tool to ensure employees´ 
synergy, while increasing the performance and real 
effectiveness of the employees’ performance.  

B. Conclusion 
The analysis of obtained data showed, that the 

research sample consisted of n = 1471 respondents was 
approximately in the same composition as working 
generations of employees in Slovakia. The percentages 
were different for the Generation group X and Y. This 
indicated the possibility of generalising the results for the 
entire population. Another interesting finding was the fact 
that 84.02% of respondents stated that they did participate 
in an educational activity (except of mandatory by law) in 
the last two years. Another important finding was that 
9.18% of respondents think, that the educational activities 
are ineffective, and 60.71% of respondents stated, that the 
educational activities are partially effective. It follows, 

that the industrial enterprises should provide feedback 
and subsequently remove weaknesses in order to increase 
the effectiveness of the educational activities. Among the 
significant findings the authors of the paper consider the 
fact, that it was shown, that there was no significant 
relationship between the Generation X and Generation Y 
and the perceived educational activity effectiveness (they 
are highly effective).  

The authors of the paper plan to examine the 
performance of employees in industrial enterprises with a 
focus on perceived organisational performance and 
labour performance, which are often neglected by the 
industrial enterprises. Through organisational 
performance, the enterprises are able to increase 
employees´ motivation and at the same time employees´ 
productivity.  
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Abstract— In this paper, novel system for monitoring of foot 
surface is described. Firstly, the hardware part using 
Arduino Due and Velostat (Conductive material) was 
created. Next the software part was realized using Matlab 
environment. This software, for processing and visualization 
of the image data was used. Finally, the achieved 
experimental results were compared with commercial 
solution. From the experimental results is evident that the 
system is applicable in medical practice. The resulting 
weight distribution per foot were different about ±2%. The 
main application domain is the correct rehabilitation 
footprint process in the home environment and as a 
rehabilitation aid in teaching the correct and healthy body 
posture for foot health. Moreover, system is usable for 
learning process of young orthopedists and orthopedic 
technicians. 

I. INTRODUCTION 

Very often mentioned and mistaken topic in foot area is 
examination foot. Science, which focuses on foot and their 
therapy is called podiatry. Plantar pressure monitoring is 
interesting theme for research. Which is also mentioned 
by the fact that some research articles, such as articles 
[9] - [10], mention plantar pressure measurements using 
statistical parametric mapping as well as Plantar forces in 
mid-term after hemiarthroplasty with HemiCAP for hallux 
rigidus. 

Plantar pressure can by find out in several ways. In 
article [1], researchers developed pressure mapping mat 
based on a very thin textile sensor. They used sensors 
made from a single layer of standard cotton fabric with 
few stitching lines of silver-coated yarns. A new high-
dynamic multi-cell smart insole sensor is introduced in 
paper [2]. Liquid cylindrical cavity is introduced in work 
[3] to create flexible force-sensing shoes. In paper [4], a 
pressure pad for shoes is developed to measure plantar 
pressure and wirelessly transmit the data to a host 
computer. Next proposed system [5], is an electronic 
insole system in a shoe using force sensing resistor sensor 
that monitors pressure wirelessly. In other papers [7] - [8], 
there are other options for measuring pressure and 
conductive material that can be used in foot pressure 
monitoring applications. 

Progress in technical sector be enable easier detection 
kind of disease. This paper is focused on system for 
monitoring pressure force of foot with aim to realization 
hardware and software solution. The foot is important 
section our human body, because foot carry of all weight 
body. Nowadays, different diseases of foot are occurred. It 

is caused bad shoes in sports and normal walking, but 
diseases are also caused unhealthy live (high obesity 
degree). System for monitoring disease foot have very 
important place in medical area. The percentage 
distribution weight body and pressure force of foot are 
significant value for better evaluation of patient health.  

This device is mainly designed for repairing the 
footprint during the home rehabilitation process. It is also 
useful as a rehabilitation aid in teaching proper posture 
that affects the health of our feet. In addition to domestic 
use in people with various foot disorders, but also spine or 
hip joint, this tool can also be used to teach young 
orthopedists and orthopedic technicians. 

The examining doctor must also note the pressure 
image matrix (see Fig. 8) where he sees foot diseases such 
as (flat food, high leg). The paper focuses on the proposed 
foot pressure force monitoring system and implementation 
hardware and software.  

This paper is divided into following parts. Firstly, the 
hardware part for monitoring pressure of human foot is 
described. Next, the software part for monitoring pressure 
of human foot is mentioned. The experimental results are 
described in IV chapter. Finally, the conclusion and future 
work is described. 

II. DESIGNED AND CREATED HARDWARE FOR 

MONITORING PRESSURE FORCE OF FOOT 

In this chapter, the system for pressure monitoring of 
human foot is described. This system consists of the two 
basic parts (pressure matrix and Arduino-Due platform).  
Pressure matrix was created through copper strips and 
conductive material (Velostat) and it was connected on 
open-source platform Arduino-Due.   

A. Designed hardware 
The hardware part on principle pressure matrix was 

designed. The pressure matrix is based on resistance 
pressure sensor. Therefore, testing system was designed 
based on copper strips about width 10 mm and layout 10 
mm. For better accuracy is choosing copper strips about 
width 1mm and layout 1 mm. system. The basic parts of 
proposed hardware were electrical non-conductive 
material, conductive material (Velostat), copper stripes, 
conductor, adhesive tape, resistors and Arduino Due. The 
design hardware is about 300 x 150 mm size. This 
hardware on the information about size of human foot is 
based. For example, the size 46 is 300 mm length. On the 
other hand, for the people with biggest foot is width 
approximately 150 mm.  
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The measuring pad using three parts was designed. The 
first part consists of non-conductive material. On this 
material are longitudinally copper strips (see Fig. 1a). The 
second part depend on conductive material (Velostat) and 
last part is based on non-conductive material as is shown 
in Fig. 1b (transverse copper strips). Design measurement 
pad should be seen on Fig.2.  

Velostat is conductive material. Velostat is a bulk 
conductive carbon impregnated black polypropylene / 
polyethylene film [6]. This conductive material is based 
on change resistance in case that system contains resistors. 
To protect Arduino Due from high current, the additional 
resistors were used. Resistors circuit design can be seen on 
Fig.2. 

B. Hardware assembly 
Hardware creation was executed step by step. First step 

was creation of non-conductive material with longitudinal 
copper strips and every strip was connecting to resistors. 
Strips must have been grounded. GND is very important 
for reducing undesirable noise.  

 

 
Connecting cables on resistors were soldered (see 

Fig.3). Connecting cables are used for Arduino Due 
communication. Further on, Arduino Due is 
communicating with computer. 

 

Figure 2.  Circuit design of protective resistors 

 
   1a.      1b. 

Figure 1. Design measurement pad, 1a. longitudinally copper strips, 1b. transverse copper strips 

 

 
   3a.    3b.    3c. 

 
Figure 3. Created hardware, 3a. bottom layer, 3b. middle layer, 3c. top layer 
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Figure 5. Parabolic approximation of footprint force  

III. DESIGNED SOFTWARE FOR MONITORING PRESSURE 

FORCE OF FOOT 

The objective was to design software, which will work 
with matrix pressure points. System evaluate the patient´s 

weight distribution on the pad and maximal pressure 

force. Resultant application shows pressure distribution 

foot and already mentioned values. Software functions on 

online principle. It is based on two parts. First part is 

processed in programming environment Arduino and 
second part in Matlab GUI.  

Software part for Arduino provides matrix of pressure 

values by reading voltage of pressure pad. To measure 

specific row Arduino Due sends logical one to that row 

and reads values on columns. This is repeated for all rows 

(see Fig.4).  

Next in Matlab the matrix from Arduino Due is 
processed. The values are transformed and checked. 

Following, they are interpolated, and the maximal 
pressure value is calculated. The voltage values are 

converted to pressure by approximation. (see Fig.5). The 

parabolic approximation was used to convert the data to 

pressure. The values of stress and compressive force at 
different calibrated loads were compared. 

 It was necessary to load the measuring plate with 

various calibrated loads and to compare the values of the 

compressive force and the stress generated on the 

measuring plate. Until the stop button is pressed, values 
are displayed to the user and saved to the file (see Fig.6). 

After the stop button is pressed the saved values are 

evaluated by the algorithm to determine the foot weight 
pressure distribution (see Fig.7).  

The percentage of human foot mass distribution is 

calculated using the if condition. Values representing 

100% voltage value vary according to human weight. 

The values were obtained at the maximum pad load at a 

given weight.  

 
 

Application works in real-time. Subject must enter his 

name; weight and the application will calculate maximal 

pressure in kilopascal and average percentage pressure per 
human foot. System displays human foot and its pressure 

distribution.  

 

 
Figure 8. Final system for monitoring the progress of health in 

rehabilitation 

 

 
Figure 4. Software flowcharts for monitoring the pressure force of foot 

(Arduino Due) 
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Program is based on mathematical calculation with 

image processing   principle. The final application we can 

see on Fig.8.  

IV. ANALYSIS OF RESULTS 

Experimental results carry out with proposed system 
were compared with commercial device. The 

measurements were done on subjects in range of age 23 - 

34 years. The subjects measured were four men and one 

woman. Sickness of the foot is often associated with 

sports. Diseases tend to be more common in athletes. 
Three athletes and two who did no sport participated in 

the measurements. the information on the subjects to be 

measured is summarized in Table 1. 

TABLE I.   
BASIC INFORMATION ABOUT SUBJECTS 

 Years High Weight Sex Sport 

Subject1 34 182 104 Male No 

Subject2 26 182 78 Male Yes 

Subject3 26 180 92 Male Yes 

Subject4 23 182 74 Male Yes 

Subject5 24 170 78 Female No 

 
The application displays the maximum pressure applied 

to the pad by the foot in Kilopascals. A commercial 

eclipse device indicates the maximum pressure in g/cm2. 

For comparison, it was necessary to convert the value 

from kilopascals to in g/cm2. Subsequently maximal 

pressure in g/cm2 right and left foot was measured and 
compared with maximal pressure from commercial 

system. Another measurement was weight distribution per 

foot.   

In the first graph (see Fig.9) we can see the percentage 

distribution of weight on the left and right foot. The blue 

color represents the percentage distribution of weight on 
the right foot and the orange color for the left foot. The 

first graph describes the results from a commercial Eclipse 

apparatus. 

 
Figure 7. Assigning the voltage levels to the appropriate pressure (Matlab GUI) 

 

 
Figure 6. Software flowcharts for monitoring the pressure force of foot 

(Matlab GUI) 
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 The second graph (see Fig.10) describes the percentage 

distribution of human weight on our system, where again 

the orange color describes the left foot and blue the right 

foot.  

 

In this graph, we can observe the difference in 

measurement between the commercial device and our 
system in the first four subjects ±2%, whereas in the last 

subject it differs only by ±1%. In graphs one and two we 

can observe total difference of the percentage load of the 

foot from the commercial device ± 2%. Observed subjects 

exhibit approximately the same left and right foot load 
indicating balanced foot load. Although we observe that 

the subjects have approximately spread their weight on the 

foot, we can also observe that they always burden the left 

or right foot more. For subjects 1, 2, 3, 4, we observe that 

subjects act on the right leg with a greater percentage of 

their weight. In the fifth subject, we can observe that it 
acts on the left leg with a greater percentage of its weight. 

Percentage distribution of weight depending on whether it 

is on the right or left leg may indicate either that the 

individual is a lava or a right-handed. It can also be linked 

to other diseases such as spine disease (scoliosis, etc.) or a 

nervous problem. 
The third graph (see Fig.11) shows the maximum 

pressure and average pressure exerted on a given foot.  

 
The maximum value of the right foot is indicated in 

blue. The maximum left foot pressure is indicated in 

orange. The gray and yellow colors describe the pressure 

applied to the foot. Gray describes the right leg and yellow 

the left. The third graph describes the results from our 

instrument and the fourth graph (see Fig.12) describes the 

values from a commercial Eclipse device.  
 

 
For graphs three and four, the maximum and average 

left and right foot pressures are observed for each subject 
separately. We compare the values of both graphs. We can 
observe a large deviation interval between the commercial 
and our system on the graphs. The largest percentage 
deviation is 29%, which is due to the sparse sensing nets 
on the pressure matrix. 

The graphs show that subjects had maximum pressure 
values in most cases on the right foot. This may be due to 
the fact, that the subjects who put the maximum value on 
the right leg could be right-handed while the subjects who 
put the maximum pressure on the left leg were left-
handed. 

Describe system provides more information than 
current methods, such as plantograph. It can be used for 
prevention from human foot diseases. Using the designed 
device, the symmetry of the legs can also be observed, 
which can be seen in Fig.13. When we observe the 
pressure distribution on the feet using the footprint view. 
It should be noted that in all four cases one leg is always 
more loaded than the other. This means that neither 
subject has a symmetrical foot load, rather asymmetric. 

 

 
Figure 12. Diagram pressure values  

(Commercial system) 

 
Figure 11. Diagram pressure values  

(Our system) 
 

Figure 9. Diagram weight distribution per foot 

(Commercial system) 

 

 
Figure 10. Diagram weight distribution per foot 

                         (Our system) 
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V. CONCLUSION  

Results proves, that is possible to create detection pad 

with pressure matrix, which detects parameters needed for 

the plantar human feet diagnosis. With accomplished 

accuracy, this machine can be used in practice as training 

device for medical students, for example: orthopedists and 
orthopedic technicians. Podiatry students are able to learn 

to evaluate a given foot disease by observing the foot and 

its pressure distribution. Subsequently, the system allows 

them to evaluate the necessary quantities in the diagnosis 

of various diseases. Nowadays, the home diagnostic 

systems are popular. Thus, the proposed system is more 
useful tool for measuring and of course quick detection of 

correct footprint. Moreover, described system provides 

more information than current methods, such as 

plantograph. It can be used to prevent and detect human 

foot diseases after improving and refining the resulting 

values.  
This system has opportunity for further development. 

The density of the pressure points in the pad may increase 

and precise device calibration, resulting in more accurate 

results. Different attributes can be calculated from the raw 

data. Display of the values can be further enhanced. The 

enhancement in software solution will be implemented 
too. Device can be reprogramed to the server-client 

architecture with new additional like detection of footprint 

symmetry, early and fast detection of skeleton diseases or 

hip joint defects. Such a device would be used as a widely 

applied a training tool for orthopedic students and 
orthopedic clinics or very cheap home diagnostic device. 
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Abstract—Over the last few years, additive technologies 
have been actively adopted in many areas of modern life. 
This paper discusses how necessary it is for students to 
develop their innovative thinking and what the role of 
additive technologies in this process is. The research was 
focused on the applicability of additive technologies in 
teaching the students of mechanical engineering, 
architectural and civil engineering training programs the 
disciplines "Descriptive Geometry" and "Engineering 
Graphics" in Kalashnikov Izhevsk State Technical 
University. The article also demonstrates the samples from 
the model archive of the "Engineering Graphics and 
Advertising Technology" department designed with FDM 
technology of 3D printing which improves visualization of 
the subject being taught and students’ spatial thinking. The 
computer-aided design systems such as KOMPAS-3D and 
SolidWorks were used to develop three-dimensional models. 
A student survey showed that the knowledge and skills used 
in prototyping sessions are necessary for the successful 
mastery of the disciplines "Descriptive Geometry" and 
"Engineering Graphics". Keywords: additive technologies, 
3D printing, FDM technology, descriptive geometry, 
engineering graphics, mechanical engineering, architectural 
and civil engineering training programs. 

I. INTRODUCTION

Widespread use of information and communication 
technologies in all areas of modern life requires the 
corresponding changes in the training of future technical 
specialists. Technological and scientific innovations 
emerge constantly and must be timely introduced into the 
learning process to study new design techniques and 
develop students’ innovative thinking. The development 
of professional thinking in the engineering domain is 
facilitated by computer modeling and visualization 
systems based on computer-aided design (CAD). A 
relevant trend in design and visualization of material 
objects is the application of additive technologies. Table 1 
shows multiple definitions of the term "additive 
technologies". Thus, the term "additive technologies" 
consists of the following units of meaning: manufacturing, 
class of processes, building an object from a model’s data, 
interindustry techniques, adding layers of material upon 
one another, process of combining the material, adding the 
material, digital model, building objects from a 3D 
model’s data, CAD model, modifying the data, 
transmitted from a CAD system.

TABLE I. 
DEFINITIONS OF THE TERM "ADDITIVE TECHNOLOGIES" 

� Definition Author(s) 

1 Additive technologies imply the design of a physical object or a part by adding 
layers of material upon one another, compared to the conventional subtraction of the 
material from the solid raw part 

�.�. Zlenko,  
�.V. Nagaytsev,  
V.�. Dovbysh [5]�

2 Additive technologies is a class of processes which automatically construct three-
dimensional physical objects without their instrumental manufacturing by 
modifying the data transmitted from a CAD system 

V.�. Valetov [2] 

3 Additive technologies is a general name for the techniques of manufacturing based 
on the data from a digital model (or a CAD model) by adding layers of material 
upon one another 

�.�. Zlenko,  
�.�. Popovich,  
I.N. Mutylina [6]�

4 Additive technologies is a process of combining the material aimed at building an 
object from the data of a model, typically layer by layer, unlike subtractive 
manufacturing techniques 

ASTM F2792-12a 
(American Society for 
Testing and Materials) 
2012 [1] 
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5 Additive technologies are interindustry techniques of building three-dimensional 
material objects from a digital model by adding the material layer by layer 

V.A. Dresvyannikov, �.P. 
Strakhov [3] 

6 Additive technologies mean the combination of materials to build objects from the 
data of a 3D model layer by layer. This is how they differ from the conventional 
subtractive manufacturing techniques which imply a mechanical processing, the 
subtraction of the material from a raw part 

�.V. Ulanov,  
I.I. Yurov [11]�

Layer-by-layer manufacturing techniques based on 3D 
modeling were introduced in the mid-1980s. These 
techniques are completely different from a traditional 
manufacturing approach based on the subtraction of layers 
of material by mechanical processing. Most of these 
technologies (stereolithography, solid ground curing, 
selective laser sintering, laminated object manufacturing, 
direct shell production casting and multi-jet modeling [2]) 
require the application of expensive equipment and are 
used only for industrial purposes. The raw materials for 
manufacturing, in this case, can be plastics, paper, ceramic 
and metal powders and their combinations (with thermal, 
diffusion, or glue processing). 

Only relatively recently additive technologies have 
been available to the general public due to the widespread 
use of fused deposition modeling (FDM) technologies – a 
layer-by-layer printing with a molten polymer filament 
which can be used to produce one-off parts similar to 
standardized ones in their functional capabilities. The cost 
of FDM printing devices, commonly known today as 3D 
printers, has dropped to the level suitable for widespread 
use in educational institutions and at home. A rather high 
level of quality and performance can be found in the 
devices at a cost of 15,000 rubles or more (215 Euro). As 
the cost increases, functional capabilities and performance 
may be improved (e.g., the use of two or more materials). 
Expendable materials for this technology (such plastics as 
ABS, PLA, PETG, TPU, P�, Nylon and others) vary in 
their functionality and guarantee the required performance 
characteristics. Their costs are within an affordable range 
and are about 1-2 thousand rubles (14-28 Euro) per 
kilogram.  

As the availability of the described technology grows, 
the question of its applicability for educational purposes 
becomes more relevant [4, 6, 7, 8] for the organization of 
educational activities of teachers and students using 
various teaching, teaching and assessment methods aimed 
at achieving results and forming on their basis 
competences. 

Let us review the key opportunities that additive 
technologies provide when used in the mechanical 
engineering architectural and civil engineering training 
programs for the disciplines "Descriptive Geometry" and 
"Engineering Graphics" in Kalashnikov Izhevsk State 
Technical University. 

II. THE APPLICATION OF THE ADDITIVE 
TECHNOLOGIES FOR TEACHING GRAPHIC DISCIPLINES

One of the main goals of the "Descriptive Geometry" 
course is to develop students’ creative and spatial 
thinking. The ability to think spatially that emerged as a 
need for navigation through the objects of the material 
world is a way to understand various objects and 
phenomena as well as an important precondition for 

creative development. Well-formed spatial thinking lays a 
foundation for the development of technical skills and is a 
prerequisite for the successful scientific and technological 
activities in general and professional thinking in 
engineering and architectural practices in particular. 

What tasks does the use of this form of training solve? 
Carries out more free, psychologically liberated control 
over knowledge. The painful reaction of students to 
unsuccessful answers disappears. The approach to 
students in education is becoming more delicate and 
differentiated. 

For the majority of today’s students, the development 
of spatial thinking is accompanied by a set of 
psychological and pedagogical challenges related to the 
development of imaginative intelligence. The most 
efficient way to overcome these challenges is to increase 
the visualization of learning content. An important step 
towards higher visualization is the use of computer 
visualization equipment in educational activities which is 
capable to demonstrate the procedure of drawing 
geometrical constructions and its result at a high quality.  

This learning technology allows you to “revive” and 
visualize objects, learn to recognize, compare, 
characterize, disclose concepts, justify, apply theoretical 
knowledge. 

As a result of the application of teaching methods with 
elements of additive technologies, the following goals are 
achieved: 

– cognitive activity is stimulated; 
– mental activity intensifies; 
– increases the visibility of the representation of three-

dimensional models; 
– information is spontaneously remembered; 
– associative memorization is formed; 
– motivation to study the subject increases. 
However, for some students, this approach to delivering 

the information is not exhaustive. In order to perceive an 
object in space, it is not enough for these students to look 
at a projection drawing of the object. They need to see its 
material representation, evaluate its form and geometrical 
characteristics before they start making their own 
geometrical constructions.  

Some students need to observe a tangible embodiment 
of abstract geometrical objects used in their assignments, 
study their shape and geometrical features before 
performing actual geometrical constructions. For these 
students, to improve the visualization of such objects, 
three-dimensional models based on the initial conditions 
of the problems that students solve in the classroom and 
the application of additive technologies are used. The set 
of these models makes up a model achieve for a given 
discipline. To develop a three-dimensional model, CAD 
systems such as KOMPAS 3D and SolidWorks are used. 
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It takes little time and effort to equip a classroom with all 
the necessary physical models and samples produced by 
FDM printing. 

The range of topics for the "Descriptive Geometry" 
course where the samples produced by 3D printing can be 
efficiently used is rather wide: 

– projection of a point, line, plane; 
– projection of a surface; 
– finding the projections of points and lines onto planes 

and surfaces; 
– positional problems: 
· drawing the projections of figures with cuts; 
· the intersection of a line with a surface; 
· the intersection of surfaces of revolution. 
Unfortunately, there are the course topics which, due to 

the complexity of the constructions performed, cannot be 
implemented via modeling at a given development stage 
of the technology used. 

The models of spatial bodies in most cases are printed 
as solid ones, without any support structures. When 
building the models which are related to the projection of 
points, lines and planes and used to demonstrate the 
methods of problem solving, for the assembled models it 
is reasonable to use glue or pins in order to connect its 
components. 

"Engineering Graphics and Advertising Technology" 
department of Kalashnikov Izhevsk State Technical 
University has generally formed its model archive 
mentioned above. The standard size of the models that 
include projection planes is 100 mm, the standard size of 
the models of spatial bodies is 70-80 mm. If necessary, 
when the model is prepared to be printed, its size can be 
easily modified in any slicer software (Cura and Repetier-
Host have been used). Figures 1 and 2 show the samples 
from the model archive for the discipline "Descriptive 
Geometry" built as solid and assembled models. 

Figure 1. Samples for the discipline "Descriptive Geometry" 

  
Figure 2. Samples of assembled models for the discipline "Descriptive 

Geometry" 

The approach based on the use of samples from the 
department’s model archive which were built by 3D 
printing is also applicable at the beginning stage of 

"Engineering Graphics" course. The use of solid and split 
models of parts and assembly units improves the 
comprehension of the following topics:�

– making drawings: views, sections, cuts; 
– types of connections; 
– component drawing; 
– assembly drawing; 
– structural building components: 
• stairs; 
• trusses; 
• windows, etc. 

Figures 3 and 4 show the model samples for the 
discipline "Engineering Graphics". 

At present, the process of the development of students’ 
professional competencies often stops after the learners 
finish studying a theoretical course and solving basic 
design problems, without an actual application of the 
knowledge they obtained. When studying engineering 
graphics, computer graphics is increasingly involved 
allowing students to automate and increase the quality of 
their drawings as well as develop a three-dimensional 
model of a design object. Most universities use Russian 
and foreign software products such as KOMPAS 3D, 
AutoCAD, ArchiCAD, SolidWorks and others which are 
focused on solving these tasks. A 3D model obtained as a 
result of an exercise significantly increases the 
visualization of a final design but does not guarantee high 
accuracy and quality of the design. When building a three-
dimensional model in a CAD system on a computer, it is 
easy to overlook the mistakes, while a ready-made sample 
can reveal the obvious weaknesses of a construction. 

Building a prototype of a design object for most 
students is an impossible task. The use of 3D printing 
based on FDM technology makes it possible in many 
ways to solve this problem. Unfortunately, so far, 
relatively low printing speed and popularity of this 
technique along with certain technical limitations prevent 
us from using prototyping techniques in an educational 
process during the first years of training to the extent 
where every student could develop one’s design project 
and produce its physical model. 

Figure 1. Model sample of a part with complex offset section  

Figure 2. Models for the topic "Types of connections" 

The possibility of making a model of a real object is 
important primarily in students’ course projects when they 
need to use their creativity, from the concept to its 

831



solution and manufacturing of a ready-made product. In 
this case, the classrooms must be equipped with additive 
technologies. When there is a 3D printer for at least every 
second student, individual assignments can be completed 
on a full scale, including: 

– making 3D models of parts and objects; 
– prepress procedures and 3D printer setting; 
– generating G-code (slicing); 
– providing the adhesion of a model to a work desk;
– launching and managing the printing process; 
– separating the ready-made part and post-processing 

(removing the support structures, remedial work with 
surfaces and structural components). 

If classrooms are poorly equipped, it is possible to 
use group learning with separate responsibilities, such as: 

– manager or coordinator of the project; 
– 3D model developers; 
– manager of prepress and printing; 
– manager of post-processing and assembling.   
In this case, one student may combine different roles 

if so agreed within the group. The model built as a result 
of design procedures and with the use of additive 
technologies can further be used in an educational process 
for a chosen engineering program as a sample project (see 
Figures 5 and 6). 

Figure 3. Model of an assembly unit "Gear pump" 

At the current stage of technological capabilities, a 
more rational approach would be as follows. To encourage 
students, the first few of them who complete the given 
task are granted an opportunity to play the role of a project 
manager and manufacture their projects with FDM 
printing. The rest of the students could participate in these 
projects by building models and manufacturing certain 
components of construction. The resulting model can 
further be used in an educational process as an example 
project (see Figure 6, 7and 8). 

In accordance with the aforementioned, the need arose 
for finding out what impact 3D modeling has on the level 
of bachelor students’ graphics training. At the beginning 
of the experimental work, a student survey has been 
conducted to identify their skills and knowledge of 
additive technologies. In total, 83 students have 
participated in this survey. The results analyzed led to the 

following conclusions: 85% of the students know that 
there are additive technologies and 3D printing, 45% of 
the students know the names of 3D printer models, but do 
not have the skills to work with them, 15% of the students 
worked with a 3D printer in a children’s technopark 
"Quantorium", computer camps, and summer schools at 
Kalashnikov Izhevsk State University during the summer 
school holidays. 

Figure 4. 

Figure 5.  Students’ project: a complex cut-away model of a building 

At the end of the courses "Descriptive geometry" and 
"Engineering graphics" within architectural and civil 
engineering training programs in which 3D prototyping 
techniques were used a student survey has been conducted 
to understand how effective the use of 3D printing in an 
educational process was. The survey results showed that 
95% of the students believe that the knowledge and skills 
of how to use prototyping techniques in practice are 
necessary for the successful mastery of the disciplines 
"Descriptive geometry" and "Engineering graphics"; 90% 
of the students think that 3D printing made their learning 
experience more diverse; 95% of the students said that 
they had acquired hands-on experience of automated 
design engineering. 

Figure 6. Compound model of a building with a cut 
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III. TEACHING IN A TECHNOLOGICAL WORKPLACE

At the STU Faculty of Materials Science and 
Technology in Trnava we also deal with similar issues. 
Figure 7 shows the virtual concept of a technological 
workplace. It allows designing the technology in real as 
well as it permits the definition of the basic principles of 
the technological process control system. There are three 
acceptable aspects (3E) of sustainable development:

At present the optimization is used and applied in 
different information systems oriented on conventional 
technologies where the possibilities of virtual technologies 
are neglected. The necessity of a computer-aided tool that 
will take these aspects into account is vital in national as 
well as in European research.   

    
Figure 7. Proposed laboratory computer workplace with an installed 

virtual robotic workplace with the control training program 

IV. BOUNDARY APPLICATIONS 
It is essential to define the boundary between the 

application itself and the application user. The ergonomics 
of the boundary application is an important point, i.e. the 
simpler the control the better. Another important condition 
of an application control overview is represented by the 
smallest possible number of control units for the user. The 
control units in the simulation application of the virtual 
robotic workplace are arranged and implemented in such 
user friendly.  

At present the Institute laboratories  of STU MTF in 
Trnava possess only a small manually controlled study 
robot which is able to work in an automated regime after 
the program runs with no simulation and in this case.  

Figure 8. An example of a virtual scene 

The robot provides the following standard work 
regimes:  

1 Change of constants, 2 Automated run,  
3 Individual blocks, 4 Start, 5 Learning ,  
6 Run, 7 Input, 8 Editing, 9 Automated regime run of 

the user program. 
Figure 8 and figure 9 illustrates the virtual scene of 

a technological workplace with the possibility to generate 
the user program. 

Figure 9. An example of building the virtual scene 

following: a general model of robotic workplace, method 
to investigate the control system of a laboratory robot, 
method of the effectiveness evaluation of the 
environment-friendly oriented workplace at universities 
and companies, possibilities of using the exact methods 
for teaching at universities, and  interface for the user 
program transfer and control. 

The programming itself was carried out with the 
programming of all the needed functions so that there was 
no duplication and the application was capable to simulate 
the industrial robot as well as the entire robotic workplace. 
After testing the application the virtual application The 
project “The creation of virtual robotic laboratory for 
supporting the teaching the subject Robots and 
manipulators in a newly accredited study program” was 
aimed at proposing the were transformed into the real 
robotic workplace. 

V. ANIMATION APPLICATIONS AND INTERFACE

Animation illustrates the current state of all units and 
parts of the robotic workplace. It is impressive not only by 
the manual control but also by the data processing. The 
animation is carried out by means of object oriented 
Microsoft visual C+ with the use of graphic library 
OpenGL, both providing wide possibilities of the use of 
a large number of orders and functions . 

Related VRML language is the most suitable for the 
animation of the application. It allows to define all 
attributes necessary for a realistic display of bodies 
VRML language allows the description of all bodies 
(including primitive), and provides  reading the data on 
the vertex positions and count algorithms of their 
affiliations to object sides. This means that the algorithm 
of the file data reading can work only with the objects 
described by their form and not via primitive.  

833



The virtual scene is represented by the data tree, where 
the scene itself is the tree top located in the uppermost 
point of the hierarchy. Since there only one scene, it is not 
represented by any data structure. The scene set up is 
determined by OpenGL variables, e.g. scene turn, 
background colour and motion, grid dimensions, light 
parameters, etc.  

The data structures have to include also information on 
the machine kinematics. By the number and position 
analysis of these issues we can tell, that the number of 
characteristic points of an angular robot is identical with 
the number of axes, in which it carries out rotation 
motions. This fact is possible to generalise also for 
mechanism types. 

VI. CONCLUSION

Currently, there is a fairly large number of pedagogical 
teaching methods, both traditional and innovative. It 
cannot be said that one of them is better, and the other one 
worse, or to achieve positive results, only this one and no 
more methods should be used. According to Chmelíková 
[18, 21], the development of various skills, which can be 
provided by various methods, is important for the 
undergraduates and postgraduates as well. 

In our collegial opinion, the choice of a particular 
method depends on many factors: the contingent of 
students, their age, level of preparedness, topic of the 
lesson, etc. 

And the best option is to use a mixture of these 
approaches. So the educational process is mostly 
represented by the classroom lecture-practical system. 
This allows you to work according to the schedule with 
specific audience, or a specific permanent group of 
students [16, 17, 19, 20]. 

Based on the foregoing, we want to summarize that 
traditional and innovative teaching methods should be 
constantly connected and should complement each other.  

Do not abandon the old and not completely switch to 
the new. We must keep up to date, boldly apply and 
combine classical, time-tested pedagogical approaches 
and innovative technologies to achieve high results in 
education and training of the modern generation of 
qualified specialists. 

Additive technologies represented by FDM printing can 
be easily adopted by students who have skills of 3D 
modeling in CAD systems. They do not require any 
additional training and are rather safe to use.  

There is a wide range of suitable software most of 
which is free and easy to learn. As a result, the university 
which adopts these technologies can train specialists who 
are able to solve real-world problems and, thus, enhance 
its prestige. Also, this may develop students’ creative 
skills and teach them how to implement their projects in 
real life. 
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